
Security Checklists 

Practice 6: Network Access Checklist 

  Policies are in place prescribing network configuration and access. 

  All staff understand and agree to abide by network use policy. 

  Access to the network is restricted to authorized users and devices. 

  Guest devices are prohibited from accessing networks containing 

protected health information. 

  Wireless networks use appropriate encryption. 

  Computers contain no peer-to-peer applications. 

  Public instant messaging services are not used. 

  Private instant messaging services, where used, are 

secured appropriately. 


