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OFFICE OF THE CHIEF OF NAVAL OPERATIONS

WASHINGTON DC 20350 2000

IN REPLY REFER TO

OPNAVINST 3430.25
N3/5
01 April 1994

OPNAV INSTRUCTION 3430.25

From: Chief of Naval Operations

Subj : INFORMATION WARFARE AND COMMAND AND CONTROL WARFARE

Ref: (a) CJCS Memorandum of Policy Number 30 of 8 Mar 93
(NOTAL)

1. Purpose. To establish policy and assign responsibilities for
Information Warfare (IW) and Command and Control Warfare (C2W)
within Navy.

2. Background. This instruction implements the Chairman, Joint
Chiefs of Staff (CJCS) Memorandum of Policy 30 (MOP 30), Command
and Control Warfare (reference (a)) . The overarching objective
of the CJCS C2W policy and guidance is to enhance joint military
effectiveness through a strategy that integrates the military
disciplines of Operations Security (OPSEC), Military Deception,
Psychological Operations (PSYOP), Electronic Warfare (EW) and
physical destruction of an adversary’s Command and Control (C2).

3. Policv. Navy will maximize U.S. and allied military
effectiveness by integrating the objectives of C2W into Service
and joint military strategy, doctrine, contingency plans,
operational concepts, training and exercises, communications
architectures and professional education. To achieve this broad
policy objective Navy will:

a. Organize, train and equip naval forces to conduct
successful C2W.

b. Ensure C2W is integral to all peacetime, contingency and
combat operations.

c. Establish and maintain a staff office with primary
responsibility for naval C2W.

d. Designate an Executive Agent for IW/C2W.
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4. Responsibilities. The following responsibilities and
authorities are derived from this policy instruction:

a. The Deputy Chief of Naval Operations (Plans, Policy and
Operations) (N3/N5) is assigned overall responsibility for
development of service IW/C2W policy. The Director, Space and
Electronic Warfare (N6) is assigned as primary Service
coordinator and point of contact with responsibility for
development of operational requirements, systems programs and
appropriate implementation plans. N6 will provide implementing
instructions for IW/C2W as it relates to Counter C2 and C2
Protect.

b. The Commander, Naval Security Group Command is designated
Executive Agent (EA) for IW/C2W within Navy.

c. Naval Doctrine Command (NDC) and Chief of Naval Education
and Training (CNET) , in coordination with the EA, CNO and the
Fleet CINCS, develop doctrine, education curricula and training
requirements to support execution of IW/C2W within Navy and with
other Services and joint commands.

d. The Fleets, in concert with the EA for C2W, will initiate
requirements for C2W programs that address the specific needs of
their assigned missions and will ensure subordinate commands
implement C2W strategy in day-to-day operations.

e. Commanders and their staffs will routinely plan and
implement C2W activity in exercises and operations. Those
commanders with wartime tasking in operational plans will develop
C2W annexes for those plans.
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Distribution:
(See next page)
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Distribution:
SNDL A2A

B2A

B3

B5
21A
22A
23
24
26A
26F

26H
26J
26S
26HHH
26KKK
28A
28B
28C
28D
28J

28K
28L
29
31
32A
32C
32G
32H
32Q
32KK
42A
42B
42D

42E
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(Department of the Navy Staff Offices) (Chief of
Naval Research and Department of the Navy Program
Information Center, only)
(Special Agencies, Staffs, Boards, and Committees)
(DIA, JCS and DIRNSA, only)
(College and University) (Armed Forces Staff
College, only)
(U.S. Coast Guard)
(Fleet Commanders in Chief)
(Fleet Commanders)
(Force Commanders)
(Type Commanders)
(Amphibious Group)
(Operational Test and Evaluation Force and
Detachment)
(Fleet Training Group)
(Afloat Training Group and Detachment)
(Mobile Technical Unit)
(Fleet Tactical Deception Group)
(Tactical Training Group)
(Carrier Group)
(Cruiser Destroyer Group)
(Surface Group and Force Representatives)
(Destroyer Squadron)
(Combat Logistics Groups, Squadrons and Support
Squadrons)
(Submarine Group and Squadron)
(Amphibious Squadron)
(Warships)
(Amphibious Warfare Ships)
(Destroyer Tender) (AD)
(Ammunition Ship) (AE)
(Combat Store Ship) (AFS)
(Fast Combat Support Ship) (AOE)
(Replenishment Oiler) (AOR)
(Miscellaneous Command Ship) (AGF)
(Fleet Air Commands)
(Functional Wing Commanders)
(Fleet Aviation Specialized Operational Training
Group)
(Type Wing Commanders)
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Distribution (Continued):
SNDL 42J

42N
42P
42X
42Z
42CC
42DD
50A

50D

50G

C3A

C25A

D3A
E3A
FA30
FE1
FE4

FF38
FF42
FF44
FG2
FKAIA
FKAIB
FKAIG
FKP4E
FKP14
FKQ3A

FKQ6C
FKR6A

FKR6B

(Carrier Air Wing (CVW) CVWR)
(Sea Control Squadron)
(Patrol Wing and Squadron)
(Fleet Air Reconnaissance Squadron) (VQ)
(Tactical Electronic Warfare Squadron)
(Helicopter Anti-Submarine Squadron, Light)
(Carrier Airborne Early Warning and Squadron)
(Unified Commands) (USCINCPAC and USCINCLANT,
only)
(Components of Unified Commands) (CINCUSNAVEUR,
only)
(Activities of Unified Commands) (LANTJIC (2) and
JICPAC (2), only)
(To Naval Personnel at DoD or other Government
agencies) Officer in Charge, Navy Element Joint
Electronic Warfare Center, and U.S. Navy
Element USEUCOM Joint Intelligence Center, only)
(OPNAV Support Activity Detachment) (Ft Ritchie,
only)
(Navy International Programs Office)
(Laboratory ONR) (Naval Research Laboratory, only)
(Weapons Training Facility)
(Security Group Headquarters)
(Security Group Activity) (Naples, IT, Kami Seya,
JA , and Charleston, SC, only)
(Naval Academy)
(Scol Postgraduate)
(Naval War College)
(Communication Station) (Rota SP, only)
(Air Systems Command)
(Space and Naval Warfare Systems Command)
(Sea Systems Command)
(Surface Warfare Center and Divisions)
(Fleet Combat Direction Systems Support Activity)
(Electronic Systems Engineering Center and
Activity)
(Ocean Surveillance Center RDTE Division)
(Air Warfare Center Aircraft Division) (Warmi.nster
and Patuxent River, only)
(Air Warfare Center Weapons Division) (China Lake,
only)
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Distribution (Continued):
SNDL FP1 (Doctrine Command)

FS 1 (Intelligence)
FT 1 (Chief of Naval Education and Training)
FT5 (Chief of Naval Technical Training)
FT22 (Fleet Combat Training Center)
FT24 (Fleet Training Center)
FT39 (Technical Training Center)
FT43 (Surface Warfare Officers School Command)
FT46 (Fleet Anti-Submarine Warfare Training Center)
FT65 (Fleet Intelligence Training Center)
FT76 (Combat Systems Technical Schools Command)

CNO (N2, N095, N3/5, N4, N51, N6, N61, N62 N63, N64, N65, N86,
N865, N869, N87, N872, N88, N880, N881, N8;5, N889)

SECNAV/OPNAV Directives
Control Office
Washington Navy Yard, Building 200
901 M Street S E
Washington, DC 20374-5074 (25 copies)

copy to:
SNDL A6

45A

45B
450
45R
45V
45FF
46

(Headquarters, U.S. Marine Corps (15))
(Fleet Marine force Commands and Marine
Expeditioniary force)
(Marine Division)
(Anti-aircraft Missile Battalion)
(Communication Battalion)
(Expeditionary Brigade and Unit)
(Radio Battalion)
(Fleet Marine Force-Aviation) (d6B, 46C, 46D, 46F,
46H, 46M, 46P, 46T, 46U, 46V, 46Y, only)

Stocked:
Naval Aviation Supply Office
ASO, Code 103
5801 Tabor Avenue
Philadelphia, PA 19120-5099 (50 copies)


