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Encl: (1)

Nat i onal Security Presidential Directive (NSPD)-41/
Honel and Security Presidential Directive (HSPD)-13

of 21 Dec 04

A Cooperative Strategy for 215 Century Seapower,

Cct ober 2007

DoD Directive 2005.02E of 27 Aug 08

SECNAV neno, Designation as Departnent of Defense
Mariti me Domai n Awar eness Executive Agent

Coordi nator, of 3 Jan 08 (NOTAL)

SECNAVI NST 5000. 2D

DoD Directive 2010.6 of 10 Nov 04

SECNAV neno, Maritinme Domai n Awar eness ( MDA)
Capability, of 17 May 07 (NOTAL)

SECNAV nmenp, Next Steps for Maritine Domai n Awar eness
(MDA) Capability, of 6 Nov 08 (NOTAL)

Nat i onal Concept of Operations for Maritinme Domain
Awar eness, Decenber 2007

Nati onal Plan to Achieve Maritinme Domai n Awar eness
for the National Strategy for Maritinme Security,

Cct ober 2005

Nati onal Maritinme Domai n Awar eness | nteragency

| nvest nent Strategy, May 2007 ( NOTAL)

A obal Maritine Intelligence Integration Plan for the
National Strategy for Maritime Security, COctober 2005
( NOTAL)

CICSM 3170. 01C of 01 May 07

CJCSI 3170. 01F of 01 May 07

Assi gnnment of Responsibilities

1. Pur pose

a. To assign responsibilities and establish the authorities
and governance structure necessary to devel op and i npl enent
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conprehensive, integrated Maritinme Domai n Awar eness (MDA)
activities for the Departnent of the Navy (DON) in accordance
wth references (a) through (n).

b. Establish an “all hands” effort requiring all elenents
of the DON (the Secretariat, Service Headquarters, operational
forces, acquisition personnel, Science and Technol ogy (S&T),
intelligence, and | aw enforcenent elenents) to work in unison
for the effective and efficient execution, and conti nuous
i mprovenent of MDA

2. Scope and Applicability. This instruction applies to the
DON and all DON personnel. It does not alter comrand and
control relationships or enploynent of DON forces as directed by
the Secretary of Defense, the Unified Command Pl an, or Navy
Regul ati ons.

3. Definition

a. As defined in reference (a), MDA is the effective
under st andi ng of anything associated with the maritinme domain
that could inpact the security, safety, econony, or environnment
of the United States. MDA capability will be achi eved by
i mproving our ability to collect, process, exploit, fuse,
anal yze, display, and dissenm nate actionable informtion and
intelligence to operational commanders, interagency partners,
and non-governnment organizations.

b. The purpose of MDA is to facilitate the conmander’s
ability to make inforned, tinely, and accurate decisions in
support of the full range of mlitary operations. MDA does not
di rect action, but provides operational forces with the ability
to act nore quickly, precisely, and decisively.

c. The core of the MDA effort is the creation of networks
that, at multiple levels of security, will feed (and fuse) many
data streans into common operational pictures and will provide
better collaborative and analytic tools. The MDA capability
will benefit the entire United States Government by providing
actionable maritinme information in a nore detailed and tinely
manner. Wthin the DON, MDA is a critical enabler, supporting
all of the core and expanded m ssions outlined in reference (b).
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4. Policy

a. Reference (c) directs that the Secretary of the Navy
(SECNAV), as the Departnent of Defense (DoD) MDA Executive Agent
(EA), will oversee the devel opnment and execution of a
conpr ehensi ve, coordi nated MDA effort across the DoD, and will
work with the interagency partners to drive advancenent of a
nati onal MDA capability.

b. DON policy is that DON MDA efforts will align with
DoD/Joint Chiefs of Staff (JCS) and Conbat ant Conmanders’
(COCOME’) initiatives per reference (c) and wll be
i nteroperable with interagency and allied capabilities.

5. (Governance. MDA is a cross-functional concept that engages
organi zations across the DON The instruction delineates how
SECNAV, Chief of Naval Operations (CNO, and Commandant of the
Marine Corps (CMC) will provide policy, guidance, and oversi ght
for the inplenmentation of MDA within the DON Encl osure (1)
details the governance structure and responsibilities for MDA

6. Action. Al elenents of DON shall support and inpl enent
this instruction. CNO and CMC shall issue inplenmenting
directives. The inplenenting directives shall ensure that each
Servi ce:

a. Develops requirenents for: MDA systens; MDA doctrine,
education, and training requirenments and standards; MDA
research, devel opnent, testing, evaluation, and acquisition;
related mlitary construction; and MDA rel ated strategy and
oper at i ons.

b. Coordinate with the DoD MDA EA coordi nator (established
by reference (d)) to ensure MDA rel ated strategies, plans, and
prograns are aligned with national MDA efforts and support DoD
wi de MDA pl anni ng, programm ng, and acqui sition.

7. Records Managenent. Records created as a result of this
instruction, regardless of nedia and format, shall be managed in
accordance wi th SECNAV Manual 5210. 1.
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8. Reports. The data collections required by this instruction
are exenpt fromreports control by SECNAV Manual 5214. 1.

Q,// g

DONALD C. W NTER

Di stribution:

El ectronic only, via Departnent of the Navy I|Issuances Wb Site
http://doni.daps.dla. ml/
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ASSI GNMENT OF RESPONSI BI LI TI ES

1. Secretary of the Navy (SECNAV) has been designated as the
DoD EA for MDA, per reference (c).

2. Chief of Naval Operations (CNO . CNO shall

a. Be responsible for achieving MDA for the Navy, and for
over seei ng execution of Navy MDA activities, plans, and
strat egi es.

b. Develop strategic roadmaps and gui dance for Navy MDA
activities, while ensuring alignnent to DoD MDA policy gui dance.

c. Validate Navy MDA requi renents and assess yearly the
ef fectiveness of Navy MDA activities against strategic roadmaps
and gui dance obj ecti ves.

d. Submt the Navy MDA annual plan required by reference
(c) to SECNAV for approval. This plan will outline Navy
programed and pl anned MDA capabilities over a 5-year period, to
i ncl ude support of the reference (c) tasking to COCOM to
persistently nmonitor the maritime domain.

e. Collect, develop, and prepare for validation by the
Joi nt Resource Oversight Council, in accordance with reference
(e), Navy MDA capability requirenments to support Service and
Depart nment al gui dance, ensuring the resulting requirenents are
adequately resourced in the DON budget to inplenent current MDA
program requirements.

f. Provide guidance and resources to the Navy regarding
devel opnent of doctrine, organization, training, materiel,
| eader shi p and education, personnel and facilities MDA
capabilities in accordance with reference (e).

g. Coordinate with the Joint Staff to ensure geographic and
functional COCOMS have adequate DON forces, equipnment, and
training avail able to support COCOM MDA requirenents, as
appropriate, and represent the Navy with the JCS on nmatters
regarding the utility/performance of DON MDA-rel ated systens,
net wor ks, and policies, and MDA capability needs.

Encl osure (1)
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h. Specify the roles of Commander, U. S. Fleet Forces
Command, the Nunbered Fl eet commanders, and Naval Conponent
Conmmanders (NCCs) in MDA

3. Commandant of the Marine Corps (CMC). CMC shall

a. Submt the Marine Corps annual plan to SECNAV t hat
outlines programed and planned Marine Corps MDA capabilities,
if any, over a 5-year period. At the CMC s discretion, the CMC
may rely upon the CNO to incorporate Marine Corps MA
requi renents into a single DON annual plan.

b. Coordinate with SECNAV and CNO on DON MDA issues as they
pertain to the Marine Corps.

4. Assistant Secretary of the Navy, Research, Devel opnent and
Acqui sition (ASN (RDA)). ASN (RDA) shall

a. Support SECNAV and the DoD MDA EA coordi nator by serving
as the Navy acquisition executive for MDA contractual actions
and acqui sition prograns.

b. Provide oversight to the DON acquisition functions
related to MDA including, but not limted to, supervising the
MDA program of fi ce through a Program Executive Oficer (PEO.

c. Develop and naintain, in consultation with the Vice
Chi ef of Naval Operations and the Assistant Conmandant of the
Marine Corps, a plan for a strong, sustained MDA S&T/ Research
and Devel opnent (R&D) base to establish a transition process to
i nject innovative capabilities into acquisition and operations.

d. Advise SECNAV and, as appropriate, the CNO and the CMC,
on key acquisition issues for both DON and Joint MDA rel ated
pr ogr ans.

e. Advise the DoD MDA EA coordi nator on DON S&T/ R&D and
acqui sition matters.

5. Assistant Secretary of the Navy, Financial Mnagenent and
Comptroller (ASN (FM&C)). ASN (FM&C) shall work closely with
Undersecretary of Defense (Conptroller)/Chief Financial Oficer
and the secretaries and conptrollers of the other Mlitary

2 Encl osure (1)
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Departnents and DoD Conponents, as required, in fulfill ment of
t he objectives set forth in this instruction with respect to
MDA.

6. The General Counsel of the Navy (GC). The GC shall provide
| egal counsel and advice, as appropriate, in the execution of
this instruction.

7. Deputy Under Secretary of the Navy (DUSN). DUSN shall:

a. Performthe duties of DoD MDA EA coordinator in
accordance with reference (d), establish and maintain the Ofice
of Director of DoD EA for MDA, and represent the DON at MDA
gover nance groups and boards convened outsi de DON.

b. Establish and nmaintain the DoD MDA Seni or Advisory G oup
(SAG and chair the DoD MDA SAG Executive Steering Conmttee as
defined in the DoD MDA SAG Charter per reference (c).

c. Co-chair the DON MDA Senior Steering Goup (SSG and
designate representatives of the Secretariat to serve as nenbers
of the MDA governance bodies (SSG MA Oversight Goup (MG,
Action Oficer Goup (ACG)) per the terns of reference for each
body.

d. In coordination with the Director of Naval Intelligence
(DNI'), ensure that DON MDA requirenents are addressed through
the DON Intelligence Requirenents Board, with the Under
Secretary of Defense for Intelligence, and with the broader
intelligence comunity.

e. Oversee all MDA-related international outreach conducted
by the DON and its conponents.

8. DON Chief Information Oficer (DONCO. The DON Cl O shall:

a. At the discretion of the DoD MDA EA coordi nator, |ead
t he MDA architecture nanagenent hub, and rmanage architecture
devel opnent to include standards and appropriate | nformation

Assurance (1 A) sol utions.

b. Collaborate with the DoD MDA EA coordi nator to ensure
that existing systens, initiatives, and data/information sources

3 Encl osure (1)
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within the DON whose function could support MDA capability are
identified and made known to all MDA stakehol ders both within
and out si de DON.

c. Performthe duties of the DON Senior Information
Assurance O ficer (SIAQO, and be responsible for overal
certification and accreditati on processes and policies,
including risk determ nation, enforcenent, and all certifying
activities wthin the DON. The DON Sl AO shall serve as the
single I A coordination point with the DON Service designated
accreditation authorities for inplenentation and accreditation
of MDA capabilities that ride naval networks.

9. Director, Naval Crimnal Investigative Service (DNCS).
DNCI S shal | :

a. Provide DON operational commanders with | aw enforcenent,
intelligence, and security related information and anal ysi s
i npacting the maritinme donain.

b. Integrate cyber operational data with MDA information to
better devel op the theater understanding of cyberspace as it
relates to maritime activity.

c. Integrate Miulti-Threat Alert Center information and data
with other related MDA data, as required.

d. Liaison with donestic and international |aw enforcenent
agenci es as necessary to provide DoD with rel evant MDA-rel ated
information in accordance with information sharing agreenents.

e. Provide SECNAV, CNO, and CMC with risk assessnents
regardi ng international partnerships and information sharing
agreenent s.

10. Deputy Chief of Naval Operations (Operations, Plans and
Strategy) (DCNO (N3/N5)). DCNO (N3/N5) shall:

a. Assist CNOin carrying out his/her responsibilities for
Navy MDA

b. Co-chair the DON MDA SSG and desi ghate representatives
fromthe Ofice of the Chief of Naval Operations and the Fleet

4 Encl osure (1)
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to serve as nenbers of the MDA governance bodies (SSG MG AOG
per the terns of reference for each body.

c. Serve as the Navy representative to the DoD MDA SAG

d. Establish and nmaintain the position of “Director, N3/ N5
Maritime Domain Awareness O fice (N3/NsMDA).” The Director
shal | :

(1) Serve as the executive secretary to the DON MDA SSG

(2) Chair the DON MOG

(3) I'n coordination with the MOG devel op Navy MDA
strategi c roadmaps and gui dance, validate Navy MDA program
requi renents, and assess the effectiveness of MDA program
el enments agai nst all rel evant gui dance.

(4) Draft for SSGreview and transmittal to the CNO the
annual plan required by subparagraph 2d of this enclosure.

(5) Draft for approval by the SSG an MDA governance
charter and charter revisions.

e. Support international mlitary to mlitary engagenents
across the Navy, NCC, and Fleet staffs to ensure consistent
communi cation and alignnent of MDA related initiatives and
activities.

11. Chief of Naval Research (CNR). CNR shall:

a. Include MDA capability gaps in planning future Naval
capabilities and devel opi ng S&T roadmaps.

b. Provide MDA-rel ated S&T roadmaps to the CNO and CMC as
appropriate, for incorporation in their annual MDA plan.

c. Wirk with appropriate PEGs to ensure viable MDA

technologies are rapidly transitioned into formal prograns of
record.

5 Encl osure (1)
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d. Support SECNAV, CNO ASN (RDA), and DUSN in the
identification and devel opnment of technol ogies to cl ose DON MDA
capability gaps.

12. Director of Naval Intelligence (DNI). DN shall

a. Provide recommendations, as the Navy’'s Mlitary
Intelligence Program (M P) conponent manager, regarding Navy MP
and National Intelligence Programfor MDA funding and priorities
in accordance with established procedures.

b. Wrk with DUSN to ensure that procedures, intelligence
resources, initiatives, and activities across the DON maxi m ze
MDA capabilities and that redundancies and overlap in
capabilities are mnimzed where possible.

c. Support devel opnent of in-depth maritinme domain
know edge, operational baselines, and threat awareness through
the O fice of Naval Intelligence and the capabilities provided
by Fleet intelligence assets

13. DON MDA Gover nance Bodi es

a. Senior Steering Goup (SSG. The SSG shall:

(1) Provide oversight and gui dance on all DON MDA
activities, and devel op and recommend MDA policy to SECNAV, CNQ
and CMC.

(2) Provide oversight and gui dance to the MOG

(3) Review, approve and transmt to the CNO t he MDA
annual plan devel oped by the MG

(4) Have a | eadership, nenbership, and organi zational
structure set forth in a terns of reference docunent to be issued
Separ at el y.

b. MDA Oversight Goup (M. The MOG shall

(1) Make recommendations to the SSG and assi st the DCNO
(N3/N5) MDA director in discharging his/her duties under this
instruction. Specifically the MOG w Il support the:

6 Encl osure (1)
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(a) Devel opnent of Navy MDA strategic roadmaps and
gui dance.

(b) Validation of Navy MDA requirenments and
assessnent of the effectiveness of MDA el enents agai nst al
rel evant strategi c roadmaps and gui dance.

(c) Drafting of the Navy MDA annual pl an.

(d) Drafting of the DON MDA governance charter (and
subsequent charter revisions) for SSG approval.

(2) Provide oversight and guidance to the ACG

(3) Have a | eadership, nenbership, and organi zati ona
structure set forth in a ternms of reference docunent to be
i ssued separately.

c. Action Oficer Goup (ACG. The AOG shall

(1) Be chaired by an individual nom nated by the chair
of the MOG and approved by the co-chairs of the SSG

(2) Take actions directed by the SSG and the MOG and
submt MDA issues for review and decision by the MOG and SSG.

(3) Have a | eadershi p, nenbership, and organi zati onal

structure as set forth in a terns of reference docunent to be
i ssued separately.

7 Encl osure (1)



