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SECNAV | NSTRUCTI ON 3030.4C

From Secretary of the Navy
Subj : DEPARTMENT OF THE NAVY CONTINUI TY OF OPERATI ONS PROGRAM

Ref : (a) Title 10, United States Code

(b) DoD Instruction 3020.42 of 17 Feb 06

(c) SECNAV M 5210.1

(d) Security Cassification Guide, Departnent of Defense
Continuity of Operations of 15 Dec 05 (NOTAL)

(e) SECNAVI NST 3501. 1A

(f) SECNAV M 5214.1

(g) DON CI P Consequence Managenent Pl anning CGui de of
6 Cct 04 (NOTAL)

(h) DoD Directive 3020.26 of 9 Jan 09

1. Purpose. To delineate Department of the Navy (DON) policy
and responsibilities for inplenenting Continuity of Operations
(COOP) per guidance contained in references (a) through (h).
This is a conplete revision and should be reviewed in its
entirety.

2. Cancellation. SECNAVI NST 3030. 4B.

3. Applicability. This instruction applies to the Ofices of
the Secretary of the Navy (SECNAV), the Chief of Naval
Operations (CNO, and the Commandant of the Marine Corps (CMO).

4. Discussion. The DON COOP Program provides the nmeans to
continue DON M ssion Essential Functions (MEFs) during national
security energencies and events requiring all or part of the
Department of the Navy to be relocated or reconstituted. The
Department of the Navy executes its MEFs in support of the
Secretary of Defense (SECDEF), Chairman of the Joint Chiefs of
Staff (CICS), SECNAV, CNO, and CMC. DON MEFs al so support

nati onal essential functions and primary MEFs as delineated in
Nat i onal Security Presidential Directive 51/Homel and Security
Presidential Directive 20 and Departnent of Defense (DoD)
directives.
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a. DON MEFs. COCP provides for the continuity of DON
essential functions during conditions when nornal operations
have been inpaired or nmade inpossible. DON MEFs:

(1) Support the SECNAV.
(2) Support the CNO and CMC.

(3) Respond to tasking and provide information necessary
to facilitate Navy operations worl dw de.

(4) Support requirenments established in the Ofice of
the SECDEF and CICS continuity directives and pl ans.

(5) Execute DON s responsibilities under reference (a).

(6) Provide command and control fromall units to the
SECNAV, CNO, and CMC, and back.

b. COOP is the capability of a DON conponent to continue
its MEFs wi t hout unacceptable interruption during a nationa
security energency. National security energencies consist of
any occurrence, including, but not limted to, |ocalized natural
di sasters, terrorist attacks, mlitary attacks, technol ogi cal
failures, civil unrest, pandem c events or other disruptive
conditions that seriously degrades or threatens the national
security of the United States. COOP pl anni ng includes
preparatory neasures, response actions, and restoration
activities planned or taken to ensure continuation of these
functions to maintain mlitary effectiveness, readi ness, and
survivability. COOP planning is "good business practice" - a
part of the fundanental m ssion of the Navy and Mari ne Corps
organi zations and, as such, it should be incorporated into daily
operations and activities.

5. Background. In prior years, COOP plans, operationa
standards, and interagency coordination were |left to each

organi zation’s discretion. The changing threat environnent,
recent emergencies, and increased potential for terrorist use of
weapons of mass destruction highlighted the need for COOP
capabilities that enabl e DON organi zations to continue their
MEFs across a broad spectrum of energencies. Recent
Presidential Drectives and subsequent Honel and Security Counci

i npl ementation plans require all levels of executive branch
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organi zations to have in place a viable continuity capability to
ensure continued performance of their essential functions under
all conditions.
6. Policy. Effective direction of Navy and Marine Corps forces
during crisis requires MEFs continue with m ni rum degradati on or
interruption. COOP progranms, as a mninmum wll include the
fol | ow ng:

a. Program Managenent

b. R sk Managenent

c. Budgeting and Acquisition of Resources

d. Essential Functions

e. Orders of Succession

f. Delegations of Authority

g. Continuity Facilities

h. Continuity Communi cations

i. Vital Records Managenent

j . Human Capital and Accounti ng

k. Test, Training and Exercise (TT&E) Program

| . Devolution of Control and Direction

m Reconstitution Operations

n. Plan | nplenentation
7. Action. To provide for the continuity of DON MEFs during

national security emergencies, the following responsibilities
and actions for COOP prograns and plans shall be inpl enented.



SECNAVI NST 3030. 4C
22 July 2009

a. SECNAV, CNO and CMC shall
(1) Establish a COOP programthat addresses:

(a) Program Managenent: | eadership, staff,
communi cations, technology and facilities.

1. Address COOP actions in three basic phases:
pre-event phase; trans-event phase; and post-event phase.

a. Pre-Event Phase. Only preparation for

mlitary operations will take priority over actions to decide,
coordi nate, alert, and inplenent readi ness neasures, to protect
personnel, infrastructures and vital resources, through

di spersal or relocation, for reasons of survival

b. Trans- Event Phase. @Gving priority to
mlitary operations, succession of key |eadership and relocation
of Emergency Relocation Staff (ERS) personnel are primary
concerns during this phase. Actions include ERS depl oynent,
site activation, reception, conmunications, devolution of
conmmand and control, execution of MEFs and, if necessary, staff
reconstitution.

c. Post-Event Phase. During this phase,
focus is on mlitary operations, conmunications, transportation,
and resource recovery. Actions include: sustaining functions
that allow the ERS to conduct their MEFs; managi ng personnel
transportati on and augnentati on; and coordinating site
activities. Planning begins for return (recovery) of staff, and
their functions, to a permanent | ocation.

2. Recogni ze, endeavor to assist, and take
advant age of parallel COOP processes that occur in other Federal
conmponents and civil governnent.

3. Ensure assigned units develop a COOP plan to
ensure their continuity and support the I medi ate Superior in
Charge (1SIC) or parent command’s COOP requirenents.

4. Ensure that units assigned to support a
Uni fi ed Conmbat ant Command properly support that command’ s COOP
pl ans.
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5. Ensure that COOP plans are structured to be
able to perform MEFs in an all-hazard environnent.

6. Establish a systemof netrics to evaluate
continuity requirenments and certify program readi ness

7. Conduct annual program eval uation using the
| at est DoD provi ded assessnent tool .

(b) Ri sk Managenent. Apply a risk-based franmework
across all DON continuity efforts to identify and assess
potential hazards, determ ne what |evels of risk are acceptable,
and prioritize and all ocate resources anong DON organi zati ons.

(c) Budgeting and Acquisition of Resources:

1. Docunent and report all costs required to
acquire, operate, and nmaintain COOP-rel ated capabilities and
facilities for the three COOP phases to the appropriate higher-
| evel COOP Ofice of Primary Responsibility (OPR)

2. Devel op procedures for expending funds,
executing contingency contracts, and energency procurenent
during COOP events.

3. Include OOOP funding in the Departnent’s
annual budget submission. Identify and justify estinates
t hrough prescri bed budget exhibits and appropriate infornational
el ement s.

(d) Essential Functions. ldentify and prioritize
MEFs and provide supporting justification (e.g., constitutional,
| egislative, presidential, etc.). Determne and prioritize
those MEFs that can be deferred until time and resources permt
restoration.

(e) Orders of Succession. Establish and maintain
orders of succession (three positions deep) to key positions,
and provi de gui dance and procedures to ensure the snooth
transition of succession. Planning provisions should assure the
appropriate level of training and equi pping for key personnel
identified in the order of succession.
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(f) Delegations of Authority. Identify and docunent
appropriate delegations of authority required to ensure the
continued, uninterrupted performance of MEF during and after a
COOP event. Documentation will specify the conditions and
limtations of delegation of authorities.

(g) Continuity Facilities. Designate energency
Headquarters (HQ) relocation and reconstitution sites per
reference (b), and ensure:

1. Sites are reachable and avail able during the
full spectrum of hazards and energenci es.

2. Sites have the capability and supporting
infrastructure, and can be fully operational within 12 hours of
notification to activate the alternate site and comence MEF
per f or mance.

3. Site considerations include distance from
the threat area, vulnerability of relocation routes, and the
provisions of the United Facilities Criteria 4-010-01

4. Transportation guidance and information is
provi ded for individuals deploying to alternate |ocations.

5. Sustenance provisions (i.e., food and water)
necessary to maintain ERS for MeEFs execution for 30, 60, and 90
days are identified and available at the alternate site.

(h) Continuity Comunications. Comuni cati ons,
i nformati on assurance, information nmanagenent, disaster
recovery, and necessary infrastructure | ogistics support.

1. Provide for robust, redundant, and

recoverabl e conmuni cati ons capabilities to support connectivity
anong SECDEF, CICS, SECNAV, CMC, CNO echelon Il comrands

(including their activities), and their successors.

2. ldentify sufficient space, infrastructure,
power, |ife support, and network connectivity (secure and non-
secure) to accommopdat e conponent continuity staff personnel, and
equi pnent required to conti nue conponent MEFs.
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3. Address the reliability of the existing
| evel of service agreenents and conm tnents from comerci al
vendors. Modify statenents of work, as necessary, to ensure
avai lability of contractor support personnel at alternate
| ocation on a 24-hour/7-day basis.

4. ldentify critical support for IT,
t el ecommuni cati ons, and power supplies

5. Develop and inplenent a telework policy and
process for mlitary and civilian personnel to aid in the
conpl eti on of organi zati onal MEFs.

(i) Vital Records Managenent. Appendi x H of
reference (c) sets forth the objectives and program gui del i nes
of the DON Vital Records Program The DON Vital Records Program
is the neans by which records needed to support QGOOP plans and
procedures are identified, stored, and protected. Mnagenent of
vital records is an integral part of the Departnent’s COOP.
Vital records include, but are not limted to, electronic and
hardcopy docunents, reference materials, information systens,
and data managenent software and equi pnent needed to support
essential functions. To the extent possible, plans should
address procedures for routine backup and duplication of vital
records and pre-staging at the alternate facilities. The vital
records program should be reviewed at | east annually to
determ ne effectiveness of the program

(j) Human Capital. Al personnel nust be able to
carry out their response duties, including building evacuation.
In addition to supporting the human capital needs of the
continuity program the continuity plan nust manage all of the
organi zation’s human capital resources. All emergency response
pl ans nmust ensure all enpl oyees (depl oying and non-depl oyi ng)
understand their role(s) during the emergency to include
bui | di ng evacuati on and shelter-in-place plans.

1. Develop and inplenent a process to identify,
docunent, conmunicate with, and train continuity and non-
continuity personnel on their responsibilities.

2. Provide guidance to continuity personnel on
i ndi vi dual preparedness neasures to ensure rapid response to any
nati onal emnergency.
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3. Inplement a process to communi cate the
buil ding’s and organi zation’s operating status to all of the
organi zation’s personnel.

4. Inplement a process to contact and account
for all staff in an energency event.

5. ldentify a human resource staff menber to
work with the organization’s Continuity Planning Oficer (CPO
to aid in the devel opnent of continuity plans.

6. Inplenent a process to conmmuni cate gui dance
on pay, |leave, staff, and other human resource issues to
managers and personnel to help continue essential functions
during any national energency.

7. 1nplement procedures to acconmodate the need
to account for all DON fam |y menbers and provide for the
col l ection of a needs assessnent as a result of any national
emer gency.

(k) TT&E Program

1. Devel op, update, and maintain a COOP TT&E
Plan. This may be integrated into an organi zati on-w de TT&E
pl an, but COCP training and exercises nust be clearly visible.

2. Maintain COOP readiness of all individuals
assigned ERS positions, and ensure their ability to perform MEFS
in an all-hazard environnment per reference (b) with a devel oped
training and exerci se program

3. Test alert, notification, deploynent
procedures, operations and support capabilities (including
energency power and systens) at the alternate facility annually.

4. Publish an After-Action Report (AAR) or
Corrective Action Plan (CAP) followi ng each exercise with issues
entered into the Service' s Lessons Learned (LL) database for
resolution utilizing the Service’'s LL process and procedures.
I ncorporate LL fromexercises and tests into the plan, as
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appropriate, and distribute both AAR and CAP to appropriate
i nternal COOP personnel and command | eadership to all ow
necessary nodifications/updates to COOP pl ans.

5. Ensure COOP training addresses rol es and
responsibilities (for deploying and non- depl oyi ng enpl oyees) ;
wor k options and reall ocation procedures for non-depl oyi ng
personnel; avail able support for famly nenbers of DON
enpl oyees; alert, notification, and evacuati on procedures;
energency contacts; security considerations, and fly-away kits.

6. Schedul e an annual visit/orientation for al
ERS personnel (and alternates) to the alternate site.

(1) Devolution of Control and Direction. Provide
direction and gui dance for units to establish devol ution
procedures, i.e., the transfer of statutory authority and
responsibility for essential functions fromthe primry
operating teamto other teans/facilities for an extended period
of time until the primary team can re-establish conmand and
control. Plans will include the establishnent of essentia
menor anduns of agreenent, training, and equi pping to support
devol uti on.

(m Reconstitution Operations. Designate a
reconstitution manager who wll coordinate the devel opnent of
post- event reconstitution procedures that allow for recovery
froma catastrophic energency and resunpti on of norma
operations in coordination with facility and personnel
managenent of fices.

(n) Plan | nplenentation:

1. Anticipate destructive natural events,
national security energencies, or hostile acts that may
i nterrupt operations at DON organi zations, activities, or
commands. Pl ans nust be executabl e during duty and non-duty
hours with little or no warning. In addition, plans nust ensure
that essential operations can be naintained for up to 30 days or
until normal activities can be resuned. Pl anning should
consi der the chall enges posed by extended events (pandem c
i nfluenza) that occur in a repetitious manner and cannot be
addressed by traditional COOP responses.
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2. Review plans annually and update nore
frequently, if required.

a. Provide an electronic copy of the unit’'s
current COOP plan to the Deputy Chief of Naval Operations
(Operations, Plans, and Strategy) (DCNO (N3/N5)) or the I1SIC
annual Iy, or sooner if updated.

b. Mintain a record of changes.

3. Ensure that civilian enployee position
descriptions and contractor’s statenents of work are annotated
as ‘energency essential’ for ERS team nenbers with COOP
responsibilities.

4. Ensure that security provisions and
procedures — for personnel, physical, operational, and
information security — are addressed and integrated into COOP
pl anni ng and executi on.

5. Apply security classification guidance to
COOP pl ans and docunments, per reference (d).

6. Incorporate operations security into
exerci se planning, inplenmentation, and eval uati on and COOP
executi on.

7. Coordinate with the alternate facility to
ensure depl oyi ng personnel are cleared to enter the facility
during the COOP event.

(2) Designate an organi zation as the OPR for COOP, and
appoint a CPOto serve as the point of contact for all COOP
pl anni ng i ssues between the units and their commands, as well as
hi gher echelons. OPR and CPO status information w |l be updated
annually (or nore frequently if changes occur) and provided to
DCNO (N3/N5) to ensure dissem nation of the latest directives
and i nformation.

(3) Publish COOP guidance to ensure all |evels of

command effectively inplenment the COOP program and, if needed,
devel op their own instruction to supplenment this instruction.

10
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(4) Establish nethods to track the availability and/or
readi ness of all resources designated for use during all phases

of COOP operations.

(5) Docunent and inplenent critical infrastructure
protection requirenents required to ensure the neans to continue
DON MEFs per reference (e).

b. The CNO and t he CMC shal l

(1) Establish guidance for Navy and Marine Corps to use
i n devel oping viabl e, executable COOP plans, to facilitate
i nteragency coordi nation, as appropriate, and to oversee and
assess the status of COOP readi ness across the DON echelon I
and Marine Corps second tier Marine Forces conmand |levels. At a
m ni mum COOP plans will provide for robust recoverable
comuni cati ons anong SECNAV, CNO CMC, and their successors.

(2) Coordinate with the SECNAV staff to ensure the DON
COOP Programis funded and sustained and the alternate sites are
fully functional and neet all defined requirenents.

(3) Coordinate with SECNAV staff on all information
t echnol ogy and program fundi ng deci sions, which would affect the
policy and execution of the DON COOP Program

(4) Assist the Ofice of the SECNAV, O fice of the Under
Secretary of the Navy, and the Assistant Secretaries of the Navy
(ASNs) in devel oping secretariat HQ COOP pl ans.

(5) Develop a Multi-year Continuity Strategy and Program
Managenent Plan (MYSPMP) to support the continuity program
managenent cycle. The MYSPMP shoul d be a separate docunent but
referenced in the COOP plan. The MYSPMP will provide for the
devel opnent, mai ntenance, and annual review of continuity
capabilities, requiring CNO and CMC to:

(a) Designate and review MEFs and their
applicability to the DoD MEFs.

(b) Define both the short-termand | ong-term goal s
and objectives for plans and procedures.

11
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(c) ldentify issues, concerns, and potentia
obstacles to inplenenting the program as well as a strategy for

addressi ng these, as appropriate.

(d) Establish planning, training, and exercise
activities, and m | estones for acconplishing these activities.

(e) ldentify the people, facility, comunication
systens, and other resources needed to support the program

(f) Forecast and establish budgetary requirenments to
support the program

(g) Apply risk managenent principles to ensure that
appropriate operational readi ness decisions are based on the
probability of an attack or other incident and its consequences

(h) Incorporate geographic dispersion into the
organi zation’s normal daily operations, as appropriate

(i) I'nplement a telework policy for mlitary and
civilian personnel to aid in the conpletion of organizational
VEFs.

(j) Integrate the organi zation s personnel,
physical, and information security strategies to prevent
di sruption of continuity plans and operations.

(k) Develop and inplenent a CAP to draw upon TT&E
and real world LL, events assessnents, evaluations, and AARs.

(1) Conduct an annual program nmanagenent revi ew of
the entire DON COOP Program and oversee CAP inpl enentation.

c. The CNO shall:

(1) Establish and i ssue the SECNAV policy and gui dance
for DON COOP per references (a) through (h).

(2) Issue DON HQ COOP operations, exercise, information
t echnol ogy, program fundi ng, and training gui dance per
references (a) through (h) required to support the DON HQ
staffs.

12
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(3) Issue and review all instructions associated with
the DON HQ and Navy- wi de COOP Program gui dance to ensure it
remai ns updated per references (a) through (h). Al SECNAV and
OPNAV COOP instructions will be reviewed annually and updated
bi -annual Iy, or sooner if required.

(4) Supervise the inplenentation and execution of the
DON HQ COOP Program for the Navy and SECNAV staffs.

(5) Coordinate with the Ofice of SECDEF, other Mlitary
Servi ces and Departnents, Joint Staff, and SECNAV and OPNAV COOCP
pl anners and staff to ensure the DON HQ COOP Programi s
mai ntai ned and that alternate sites are functional and neet
defined requirenents.

(6) Coordinate and work with the Assistant Secretary of
t he Navy (Fi nancial Managenent and Conptroller) (ASN (FMC)) to
publ i sh gui dance to SECNAV and OPNAV echel on | and echel on |
organi zations for reporting annual COOP-rel ated expenditures.
Al'l organizational COOP program nmanagers will provide COOP
fundi ng data, as tasked, for conpilation in the annual DoD COOP
budget review and O fice of Managenent and Budget data requests.

(7) Coordinate and work with ASN (FMC) budget officials
and nenbers of the SECNAV and OPNAV staff to ensure that the DON
HQ COOP Programis funded and sustained and alternate sites are
fully functional and neet all defined requirenents.

(8) Provide budget subm ssion docunentation and funding
essential for the SECNAV and OPNAV HQ Program the Navy
Operations Center, and their alternate facilities requirenents
i n support of COOP through appropriate channels.

(9) Coordinate and work with the Adm nistrative
Assi stant of the Under Secretary of the Navy (AAUSN) on echel on
| civilian manpower and space issues to aid in the tinely
restoration of operational capability to the OPNAV directorates.

(10) Coordinate and work with AAUSN to provide for the

accountability, reconstitution, and recovery of the DON HQ
staff.

13
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(11) Ensure information technol ogy and communi cati on
support at the alternate sites is conpatible wth the Navy’s
i nformati on and conmuni cati on technol ogy services in the fleets
and t he Pentagon.

d. Ofices of the SECNAV (to include the Ofices of the
ASNs) shal l:

(1) Devel op, coordinate, and mai ntain procedures and
checklists to carry out MEFs and to support the DON COOP
Pr ogr am

(2) Devel op and mai ntain an organi zati on-specific COOP
program and pl an per subparagraph 7a.

(3) Establish and maintain duty and non-duty hour
procedures to quickly notify personnel of COOP execution.

(4) Designate an energency HQ rel ocation and
reconstitution site per reference (b).

(5) Devel op and maintain reconstitution and recovery
procedures for their respective staffs.

(6) Inplenment a telework policy for mlitary personnel
and civilian personnel to aid in the conpletion of
or gani zati onal MEFs.

e. ASN (FMC) will publish guidance for reporting annual
COOP-rel ated costs.

(1) Track all DON-submtted COOP fundi ng requests
supporting a viable DON COOP Program

(2) Request and conpil e DON-wi de COOP funding data to
support annual DoD COOP budget and O fice of Managenent and
Budget data requests.

8. Changes. Submt change requests for this instruction to
Deputy Chi ef of Naval Operations (Operations, Plans, and
Strategy) (DCNO N3/N5), 2000 Navy Pentagon, Washi ngton, DC
20350- 2000 (ATTN. COOP DI VI SION (N31)).

14
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9. Reports Control. The reporting requirenents contained in
subpar agraphs 7a(1)(c)l, 7c(6) and 7e are exenpt fromreports
control per reference (f).

10. Records Managenent. Records created by this instruction
regardl ess of nedia and format, shall be nanaged per reference

(c). —

‘ROBERT: O WORK © °
Under Secretary of the Navy

Di stribution:

El ectronic only, via Departnment of the Navy |ssuances Web site
http://doni.daps.dl a.nml
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