estimony

STATEMENT OF
DONALD MANCUSO
ACTING INSPECTOR GENERAL,
DEPARTMENT OF DEFENSE
BEFORE THE
SUBCOMMITTEE ON GOVERNMENT MANAGEMENT
INFORMATION AND TECHNOLOGY
HOUSE GOVERNMENT REFORM COMMITTEE,
UNITED STATES HOUSE OF REPRESENTATIVES
ON
DEFENSE FINANCIAL MANAGEMENT

Report Number 99-149 DELIVERED: May 4, 1999

Office of the Inspector General
Department of Defense




M. Chairman and Menbers of the Subcommittee:

| appreciate the opportunity to be here today to discuss the
significant challenges facing the Departnent of Defense (DoD) in
the financial nmanagenent area and the progress nade since your

| ast hearing on these matters, just over a year ago.

| would Iike to begin by underscoring both the critical

i nportance of sound financial managenent and the unavoi dabl e
conplexity of finance and accounting operations in an

organi zation as large as the DoD. It is useful to keep in mnd
that the Departnent is the |argest holder of U S. Governnent
physi cal assets ($1.3 trillion), has the nost enpl oyees (2.2
mllion), owns the nost autonmated systens (28,000), adm nisters
the nost conplicated chart of accounts, and manages the nost
diverse m x of operating and business functions of any

Gover nnment agency.

The average nonthly finance and accounting workl oad i ncl udes
making 9 mllion personnel paynents; processing 2 mllion
comerci al invoices; paying 675,000 travel settlenents; issuing
550, 000 savi ngs bonds; handling 340,000 transportation bills of

| adi ng; disbursing $22.2 billion; and reporting comm tnments,



obl i gations, expenditures and other data for many thousands of

accounts.

A Decade of Change

The end of the Cold War and the downsi zi ng of the Defense budget
in the early 1990’ s caused many profound changes in the DoD

For exanple, it was evident that adm nistrative processes of al
ki nds, including finance and accounting, in their current forns
were neither affordable nor capable of keeping pace with rapidly
changi ng managenent practices and i nformation technol ogy.

Li kewi se, the individual DoD conponents had been allowed to
devel op several hundred finance and accounting autonmated
systens, whose interoperability anong thensel ves and with non-
financial systenms was generally poor. To begin turning this
situation around, the decision was nmade to centralize those
operations and systens in the Defense Finance and Accounting
Service (DFAS), which was activated in January 1991. Along with
all other DoD functional comunities, the financial nanagenent
activities began a long termeffort to reengineer their own
processes, participate in the reinvention of other DoD
processes, and devel op a new generation of nodern and

i nteroperable information systens.



In my office’s estimation, achieving full integration of DoD
support operations, including financial nanagenent, is far from
conplete, will require sustained and probably even intensified
comm tnment by both the Congress and the Departnent, and wll

certainly take several nore years.

During the 1990’s, a conbination of factors highlighted many
| ongst andi ng DoD fi nanci al managenment problens and created new

chal I enges. Those factors included:

the Chief Financial Oficers (CFO Act of 1990 and
rel ated subsequent |egislation that introduced
commercial type financial reporting requirenents, for

whi ch DoD was entirely unprepared;

the dramatic expansion of financial statenent
audi ti ng, which was mandated by the CFO Act and drove
DoD financial audit coverage fromone or two dozen

wor kyears in 1989 to over 600 in 1998; and

the consolidation of many inefficient and out noded
fi nance and accounting practices into one custoner

funded organi zati on, DFAS, where those inefficiencies



were far nore visible and customer dissatisfaction was

nmore focused.

Fi nanci al Reporting

The DoD has not been able to conply with the requirenents for
audi ted financial statenents |evied by the Chief Financial
Oficers (CFO Act of 1990, the Governnent Managenent Reform Act
of 1994 and the Federal Financial Managenent | nprovenent Act of
1996. Its accounting systens were designed nostly for funds
control, not financial statenment reporting. Those systens | ack
i ntegrated, double-entry, transaction-driven general | edgers.
They cannot produce an audit trail fromthe occurrence of a
transaction, through recognition in accounting records, until
incorporation into financial statenment data. There are nunerous
internal control problenms in the accounting systens and the non-
financial “feeder” systens, which are operated by the
acquisition, |ogistics and ot her program managenment communities
and provide 80 percent of the financial statenent data. These
and ot her fundanental problens have been repeatedly and candidly
acknow edged i n DoD managenent representation |etters, annual
Secretary of Defense managenent control assessnents and
congressi onal hearings, including those held by this

subcommi tt ee.



The financial reporting challenges also include: the steady
stream of expanded statutory requirenents, new and still

evol ving Federal Accounting Standards Advi sory Board (FASAB)
principles, the Adm nistration’ s goal of unqualified audit

opi nions on the Governnent-w de Consolidated Statenents for

Fi scal Year 1999, and increasingly detailed Ofice of Managenent
and Budget (OWMB) guidance. Each of these has generated very
significant new workl oad requirenents for the managers who are
trying to make systens “CFO conpliant,” for the preparers of
financial statenents, and for the auditors. Because of FASAB
and OVB gui dance, the nunber of statenents for each reporting
entity junped from3 for FY 1997 to as many as 8 for FY 1998.
The DoD prepared and we audited financial statenents for 11
reporting entities in FY 1998; no other Federal agency had nore
than four reporting entities, and many had just one. Currently,
we are working with the Under Secretary of Defense (Conptroller)
to reconsider the nunber of separate DoD reporting entities, so
that the statement preparation and audit workl oad can be kept

wi thin reasonabl e bounds.

The results of the audits of the DoD financial statenents for
FY 1998, when viewed solely in terns of audit opinions, were

identical to the previous poor results. M office and the



Audi tors General of the Arnmy, Navy and Air Force issued opinion
reports earlier this year. Only the Mlitary Retirenment Trust
Fund received an unqualified “clean” audit opinion. Disclainers
of opinion were necessary for the consolidated DoD statenents,

as well as all other major fund statenents.

The DoD continues to | ack systens capable of conpiling financial
reports that conply with Federal accounting standards and | aws,
nor will those systens be in place for several nore years.

Li kewi se, the | abor intensive workarounds currently being used
to formul ate the annual statenents are fundanentally
ineffective, but will not be replaced until nore efficient

aut omat ed approaches are feasible. This year, partially because
of the significantly increased workl oad and conplexity rel ated
to the new financial statenent preparation requirenents, DoD
final statenents were nore untinely than ever. 1In addition, a
record $1.7 trillion of unsupported adjustnents were nade in
preparing the statenents. In addition to 11 opinion reports,
the DoD audit comunity detailed the Departnent’s progress and
continuing deficiencies in 178 other financial audit reports

i ssued between April 1, 1998 and March 31, 1999. Exanples are

summari zed in the attachment to this statenent.



Much effort is being expended to conpensate for inadequate
systens and to achieve inprovenent. It is fairly likely that
one or nore of the major fund entities below the DoD | evel wll
achieve clean or qualified opinions during the next one to three
years, and various snmaller entities are quite likely to do so as
well. Although such indicators of progress may be good for
noral e, favorable opinions on fragnents of the Departnment’s
financial reports have very limted actual inportance if the
consol idated statements remain fundanentally flawed. The
prospects for favorable audit opinions on the consolidated DoD

financial statenments in the near termare not good.

Measuri ng Progress

We believe that focusing on audit opinions as the primary

i ndi cator of financial managenent inprovenent may wel |

i ncentivize sonme Federal nmanagers nerely to want to shop around
for favorable audit opinions on annual statenents, instead of
focusi ng on the usefulness of all financial reports and the
adequacy of managenent controls. An agency coul d conceivably
devel op wor karound procedures, actually bypassing its official
accounting systens, that would function well enough to achieve a
favorabl e audit opinion on its consolidated financial

statenents. Unfortunately, failure to fix those accounting



systens and rel ated control weaknesses woul d | eave program
managers still unable to rely on the various financial reports
that they need to conduct day to day business. W would

consi der the achievenment of favorable audit opinions on annual
financial statenents, under those circunstances, to be a

Pyrrhic victory.

Several other sources of insight into the Departnent’s progress
shoul d be considered in addition to audit opinions. First, the
previ ously mentioned extensive audit reporting provides
considerable information. These reports are far from being
carbon copies of each other. Because their sheer nunber can
appear overwhelmng, we wll continue our past practice of

i ssuing annual summary reports that highlight major deficiencies
preventing favorabl e audit opinions on DoD financial statenents.
We are currently conmpiling the summary report addressing the

statenents for FY 1998 and will issue it this sumer.

Second, nunerous action plan m | estones have been created in the
effort begun by the Ofice of Managenent and Budget, GCeneral
Accounting O fice, DoD Chief Financial Oficer and ny staff in
m d- 1998 to devel op sound action plans for inplenmenting the new
Federal accounting standards. Although not all issues on how to

interpret and inplenent the standards have been resol ved, the



degree of consensus is nuch broader now t han ever before.
Progress toward neeting the agreed-upon inplenentation

m | estones can be tracked and we intend to do so cl osely.

Third, progress toward maki ng financial and non-financial feeder
systens conpliant with applicable | aws, regul ations and new
accounting standards is an excellent indicator of how well the
system deficiencies that are the root cause of inaccurate
financial reporting are being addressed. The Federal Financi al
Managenent | nprovenent Act of 1996 and the National Defense

Aut hori zation Act for FY 1998 focused on system i nprovenent.

The latter Act added a new section to Title 10 that required
detailed reporting on systemstatus in a DoD Bi ennial Financi al

Managenent | nprovenent Pl an.

Bi enni al Pl an

My of fice published an extensive eval uation of the Septenber
1998 version of the DoD Bi enni al Financial Managenent

| nprovenent Plan on April 2, 1999. W concluded that DoD

had made a valid first attenpt to conpile the extensive data
required by law. W strongly support the DoD concept of folding
all data required on financial nanagenent system status by the

Federal Managers Financial Integrity Act of 1982, the Chief
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Financial Oficers Act of 1990, the Federal Fi nancial Managenent
| nprovenent Act of 1996, and the National Defense Authorization
Act of 1998 into one publication, the Biennial Plan. W
understand that the Departnent intends to update the Biennial

Pl an annually, which will facilitate that consolidation.

Qur report also indicated nunerous areas where the first version
of the Biennial Plan could be inproved, both to conply with the
variety of statutory requirenents it is intended to address and
to beconme a good tool for nanagi ng the financial managenent
systens devel opnent effort in an intensive and fully integrated
way. In addition to ensuring that the next version includes
vital data like interimm|estone dates for systens being

devel oped or nodified to attain conpliance, for exanple, we
recomended taking a major step toward establishing nanagenent
control over the whole process by requiring witten agreenents

bet ween DFAS and owners of non-financial feeder systens.

Anot her maj or step would be to devel op nore effective managenent
oversi ght nechanisnms. It is useful to conpare the well focused
reporting now being provided to senior managers and Congress on
t he Y2K conpliance status of several thousand DoD systens with
the rather unfocused infornation available on the CFO conpli ance

status of about 200 of the same systens. As you know, the DoD



struggled at first with the Year 2000 conversi on because
definitions of terns |like “conpliant” and “certified’ were

uncl ear, there was insufficient managenent control of the
overall program and many functional managers and commanders
initially remained uninvolved. So far, the same kinds of

probl ens have hanpered the financial nanagenent system

i nprovenent effort. W are pleased, therefore, that the Under
Secretary of Defense (Conptroller) data call for the next

Bi ennial Plan inplemented nost of our recomrendations. W | ook
forward to hel ping the Departnment |earn fromthe Y2K experience
and establish a systens nmanagenent approach that will allow
seni or managers and Congress to know exactly how wel|l each DoD
managenent sector is supporting the DoD system i nprovenent

goal s.

Once a viable status reporting process is established, updates
shoul d be provided as a managenent tool for the Defense
Managenent Council, other oversight groups, DoD Chief Financi al
O ficer, DoD Chief Information Oficer, and senior managers who
“own” feeder systens. This information should be reviewed nuch
nore frequently than annually. W suggest, in other words, that
the Biennial Plan be used as a catalyst for nore visible,
accountabl e and effective managenent of the financial managenent

systens inprovenent effort. Just as Y2K conversion is not a

11
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probl em that information technol ogists can solve al one, so too
is “CFO conpliance” not a goal that DoD accountants can achi eve

w thout a strong commtnent fromthe rest of the Departnent.

Systens Security

Turning to other challenges confronting the DoD financi al
comunity, | would |ike to enphasize ny concern about

i nformati on assurance. As the recent hacker attack agai nst the
NATO website and the so-called Melissa Virus incident
denonstrated, any autonmated system may be attacked or m sused.
Motives can include vandalism sabotage, thrill seeking,

pr opaganda, pranks, invasion of privacy and fraud. DoD
financial systens that process tens of mllions of disbursenents
worth nearly $300 billion annually are clearly at risk for

i ndi viduals with any of those notives.

My office has been working closely with the Defense Information
Systens Agency and the DFAS over the past several years to
address this problem Fortunately, one byproduct of DoD efforts
to reduce the nunber of separate financial managenent systens

wi |l be somewhat reduced exposure froma security standpoint.

To mnimze risk, however, it is inperative that security

awar eness be stressed, adequate training be provided, periodic



security audits be perfornmed for every system and processing
center, and prudent neasures be taken to detect, react to and

|l earn from unaut hori zed i ntrusions.

We have issued 20 audit reports during the 1990's on security
matters related to DFAS systens and about 185 of our 220
recommendati ons to address weaknesses have been i npl enent ed.
Most of the others were nade just recently and actions are

ei ther planned or still ongoing. As denonstrated by those
nunbers, the Departnent has been quite responsive to audit

advi ce.

The Defense Crimnal Investigative Service, the investigative
armof nmy office, recently established an I nformation
Infrastructure Team This new unit works in partnership with
ot her | aw enforcenent organi zations and DI SA to react

i mredi ately to system penetration incidents. Additionally, we
have a special agent assigned full tine to the FBI Nati onal

| nfrastructure Protection Center.

Year 2000 Conversion

During FYs 1998 and 1999, supporting the DoD efforts to avoid

m ssi on di sruptions because of the so-called MIIenium Bug has

13
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been ny office’s top discretionary audit priority. As part of

t he coverage provided in all DoD functional areas, we have been
auditing the DFAS “Y2K’ conversion program continuously since
m d-1997. DFAS has been responsive to audit advice and has nade
progress in ensuring that its 41 mssion-critical systens wll
be able to function; however, nmuch remains to be done. Thirteen
of those systens m ssed the OVB conpliance goal of March 31,
1999 and DFAS still faces form dable challenges in terns of
ensuring robust end to end testing of its systens, coping with

t he varying degrees of Y2K readi ness of non-financial systens
that are linked to DFAS systens, coordinating with the Defense
conputing centers to assure Y2K conpliance of the mainfrane
conputer platforns on which DFAS depends, and fornulating

realistic contingency plans.

At the present tinme, absent any end to end test results, it is
sonewhat premature to nmeke forecasts about Y2K outcones. | can
report to you, however, that DFAS has taken the Y2K chal |l enge
very seriously and has been one of the nore innovative and
aggressive DoD organi zations in terns of contingency planning
and coordination with public and private sector data exchange
partners. The Deputy Secretary of Defense has made it very
clear that DoD intends to neet January 2000 payrolls. Recently,

OMB directed special enphasis on mlitary retirenment pay
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processes to denonstrate Y2K readiness. It is also inportant,
of course, to avoid disruptions in paynents to suppliers and to
financial reporting, including the DoD financial statenments for

FY 1999.

Vul nerability to Fraud

Numer ous factors have contributed to the vulnerability to fraud
of DoD finance operations. Those factors have included a weak
internal control environment, staff turbul ence and | ack of
sufficient fraud awareness training for finance personnel.
Congressi onal hearings in Septenber 1998 before the Senate

Comm ttee on the Judiciary graphically identified control
weaknesses and t he danmage done by a few unscrupul ous i ndividuals

who exploited those weaknesses.

The DCI'S has primary investigative jurisdiction concerning

all egations of fraud that directly inpact the DFAS, including
fraudul ent conduct by contractors and governnent enpl oyees. The
MIlitary Crimnal Investigative Organi zations have primary

i nvestigative jurisdiction concerning allegations of fraud
pertaining to DFAS services provided at individual mlitary
installations, as well as pay, allowance and travel fraud

commtted by a civilian enpl oyee or Service nenber of a Mlitary
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Department. DCIS currently has 84 open investigations involving
DFAS, 21 of which are theft or enbezzlement cases. DC S efforts
over the past 5 years have resulted in 73 convictions and
recovery of $4.9 million fromcases related to DFAS operati ons.
Exanpl es of recently closed cases are in the attachnent to this

statenent.

We have been working with DFAS to i nprove the capability to
detect fraud in DoD finance operations. Since 1994, O G DoD
auditors and investigators have supported Operati on Mongoose, a
Deputy Secretary of Defense initiative involving the use of
conputer matching techniques to detect fraud. Problens with
dat a base accuracy have been an inhibiting factor; however, the
proj ect has been a useful |aboratory for determ ning the
viability of various matches as internal controls and fraud

det ecti on tool s.

More recently, DCI'S has conducted over 60 fraud awareness

bri efings for DFAS personnel, reaching audi ences of about 6,500
enpl oyees and including participation in a DFAS stand down day
for such training last year. W are working with DFAS on new
training initiatives specifically addressing vulnerability in

t he vendor pay area and on inproving fraud referral procedures.
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DFAS Managenent Control s

The key to preventing fraud, waste and m smanagenent in DoD
finance operations is inproving managenent controls. Although
the DFAS candidly reports nore materi al managenent contro
weaknesses in its annual assurance statenents than any other DoD
conponent, those disclosures are driven by external audit
findings, not internal self-assessnent. The enornous workl oad
involved in mandatory financial statement audits has shifted ny
office’s audit coverage al nost entirely away fromthe finance

si de of DFAS--—where paynents are nmade-—+o0 the accounting side.

| f our coverage priorities were driven solely by risk
assessnment, we woul d earmark about 50 auditor workyears annual ly
for intensive review of internal controls in DFAS personnel and
contractor pay operations for three to four years,

systematically covering all centers and operating |ocations.

The initial organizational plan for DFAS included provision for
a strong Ofice of Internal Review. Pressures to reduce
personnel strength and overhead costs, as well as |ack of
sust ai ned nmanagenent enphasis, have prevented the DFAS Ofice

of Internal Review frombecom ng a neaningful factor in the DFAS
managenent control structure. Lacking sufficient coverage of

its nost high risk operations fromeither external or interna



auditors, DFAS wll remain vulnerable to fraud and ot her
problens in those operations, despite the recent conmendabl e

initiatives on fraud awar eness.

Pr obl em D sbur senment s

To mai ntain proper fiscal control and have reliable information
on anmounts available for obligation and expenditure, DoD needs
to be able to match di sbursenents reported to the U S. Treasury
wi th obligations shown in DoD accounting records.

Unfortunately, the disbursing and accounting functions are
performed by separate activities, which are not linked in fully
integrated systens and often are not collocated. D sbursenent
data therefore nust “transit” to the accounting stations.
Excessive del ays and errors can occur in recording the

di sbursenents in the accounting systens. DFAS uses the term
“aged intransit disbursenents” to denote excessive delays. |If
attenpts to match di sbursenent and obligation data fail, the

term “probl em di sbursenents” is used.

The DoD has been working to reduce aged intransit and probl em
di sbursenents for several years. DFAS reported a decrease in
aged intransit disbursenents from$22.9 billion in June 1997 to

$9.6 billion in June 1998. DFAS also reported a reduction in

18
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probl em di sbursenents from $34.3 billion in June 1993 to

$11.1 billion in June 1998. Despite those significant

decreases, unmatched di sbursenments wll remain a DoD financi al
managenent chall enge until fully integrated systens are fiel ded
and the backl og of unmatched di sbursenents is eventually
elimnated. Until then, the Departnent nmust nake the best of a
bad situation and try to mnimze its exposure to Antideficiency

Act violations and undet ected inproper paynents.

We recently conpleted an audit of the reporting for aged
intransit disbursenents and probl em di sbursenents between June
1996 and June 1998. The audit indicated that, while there
continued to be overall progress, sonme DoD conponents were
actually losing ground and the unmat ched di sbursenents in

their accounts were increasing. Efforts to match pending

di sbursenents to correspondi ng obligations before making
paynments, commonly referred to as “prevalidating di sbursenents,”
have been only partially inplenented because significant paynent
del ays were encountered when trying to prevalidate al

di sbursenents over $2,500 at DFAS Col unmbus Center. |In addition,
DFAS needs to inprove the accuracy of its reports to senior
managers and the Conptroller needs to decide whether to enforce
his policy that currently available funds nust be obligated to

cover certain aged intransit and probl em di sbursenents. Not to
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do so increases the risk of Antideficiency Act violations, which
carry potential crimnal penalties. bligating funds to cover

t hese accounting problens, on the other hand, ties up 2 to 3
billion dollars that are urgently needed for other purposes and
therefore some Services and Defense agencies are resistant to
the policy. This seem ngly arcane accounting issue has very

real program i npact.

O her Contractor Pay |ssues

During the past year, the Departnent has stepped up efforts to
assure appropriation integrity when maki ng progress paynents to
contractors; encourage nmanagers not to add to the accounting
burden by creating unnecessary extra accounts; and introduce
mass use of credit cards for purchasi ng goods and servi ces.
These significant initiatives are still new and there has been
little feedback on how they are progressing. W have not had
sufficient audit resources available recently to provide an

i ndependent evaluation. W continue to support all four
concepts, however, and hope to provide at |east sonme audit

coverage later in FY 1999 or 2000.
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Sunmary

The DoD financial managenment community faces major chall enges
and needs the active support of senior Departnental nmanagers
and the Congress to neet them The DoD audit and investigative
communi ties understand the inportance of achieving the
Departnent’s goals in this area and the difficulties invol ved.
W w il continue putting heavy enphasis on DoD finance and
accounting operations, while keeping all stakehol ders—the
Departnent, Congress, OMB and the public-—+nformed of our

audit and investigative results. Thank you.



Sel ected Audit Reports and
Crimnal Case summaries

| nspector General, DoD, Audits

Report No. 99-135, Trends and Progress in Reduci ng Probl em

D sbursenments and In-Transit Disbursenents, April 16, 1999.
Bet ween June 30, 1996 and June 30, 1998, DFAS reported

t hat probl em di sbursenments decreased by $1.9 billion to

$11.1 billion. Aged in-transit disbursenments decreased by
$13.3 billion, from%$22.9 billion to $9.6 billion between
June 30, 1997 and June 30 1998. The Navy, the Air Force,

and the Marine Corps reported progress in reducing delays in
properly matchi ng di sbursenents to correspondi ng obligations.
However, no progress was made in reducing aged in-transit

di sbursenents and probl em di sbursenents for the Arny and sone
Def ense agencies. For those entries, aged in-transit

di sbursenments increased $0.6 billion between June 1997 and
June 1998. Because DoD continued to have at |east $20.7 billion
in disbursenents that were not properly recorded in accounting
records, financial statenments show ng the status of budgetary
resources were unaudi table and may have been materially

m sstated. Risk of over disbursenment and Antideficiency Act
vi ol ati ons remai ned unacceptably high. In addition, there
were problens wth the accuracy and consi stency of data being
reported to managenent.

Report No. 99-128, Conputing Security for the Defense Civilian
Pay System April 8, 1999. Because of their sensitive nature,
the deficiencies discussed in this report were presented in
general ternms. The Defense Finance and Accounting Service and
Def ense I nformation Systens Agency needed to inprove security
for the Defense Cvilian Pay System and the mai nframe conputer
platforns on which it runs. This was the second in a series of
two reports on this subject.

Report No. 99-123, Assessnent of the DoD Bi enni al Financi al
Managenent I nprovenent Plan, April 2, 1999. 1In the Septenber
1998 Biennial Plan, DoD nade a valid attenpt to conpile and
report all the necessary data on financial managenent systens.
The Biennial Plan could be inproved if it better identified the
deficiencies for each financial managenent system and di scl osed
the renmedi es, resources, and internedi ate target dates necessary
to bring DoD financial managenent systens into substanti al
conpliance. The Biennial Plan should also identify an overal

m |l estone date for all financial managenent systens to achieve
full conpliance, and should better address the Special |nterest
Itens directly related to financial managenent systens, as
requi red by the National Defense Authorization Act for FY 1998.
The Biennial Plan should al so be purged of unsupported opinions
that have nothing to do with planned actions to overcone

i npedi nents to financial managenent i nprovenent.




The rol e of the DoD conponents other than the Ofice of the
Under Secretary of Defense (Conptroller) in formulating the

Bi ennial Plan was |imted, underscoring the need for nore
enphasis on a fully integrated nanagenent approach. The

Bi enni al Plan could be devel oped into an excel | ent nanagenent
tool for controlling and reporting on the status of the
financi al managenment systens inprovenment effort, but all major
DoD conponents need to take an active role in formulating and
executing the Biennial Plan.

Report No. 99-097, Internal Controls and Conpliance with Laws
and Regul ations for the DoD Agency-w de Financial Statenents for
FY 1998, March 1, 1999. Internal controls were not adequate to
ensure that resources were properly managed and accounted for,
that DoD conplied with applicable |Iaws and regul ati on, and that
financial statements were free of material m sstatenents. The
internal controls did not ensure that adjustnents to financi al
data were fully supported and that assets and liabilities were
properly accounted for and valued. The material weaknesses and
reportable conditions we identified were also reported in the
managenent representation letter for the DoD Agency-w de
Financial Statenents for FY 1998, the DoD Annual Statenent of
Assurance for FY 1998, and the DoD Bi enni al Fi nancial Managenent
| nprovenent Pl an.

Report No. 99-013, Summary Report on Financial Reporting of
Government Property in the Custody of Contractors, October 15,
1998. This report summaries the weaknesses identified by a
DoD-w de audit performed by the |Inspector General, DoD;, Arny
Audi t Agency, Naval Audit Service; and Air Force Audit Agency
on the financial reporting of Governnent property in the custody
of contractors. The reported amount of Governnment property in
the custody of contractors has remai ned about $90 billion
(acquisition value) over the last 3 fiscal years. Since our
review of the Contract Property Managenent System and the

FY 1996 DoD financial statenents, financial managers in each
Mlitary Departnent have adjusted the way data fromthe Contract
Property Managenent System are used for financial reporting.
However, the systemand the way the data are entered into
financial statenments have not changed. The DoD fi nanci al
statenents for FYs 1996 and 1997 did not accurately report
Government property in the custody of contractors. Although
the Contract Property Managenent System does report Governnent
property, financial statenent requirenments are not net because
the system does not apply capitalization thresholds; does not
conput e depreciation; does not distinguish between assets of the
General Fund and the Wbrking Capital Fund; and does not provide
data in tinme to neet financial statenent reporting m |l estones.
The amount of Governnent property in the custody of contractors
remains material to the DoD financial statenents, and the
Nat i onal Defense line on the Governnent-w de financi al
statenents is material to the Consolidated Financial Statenents
of the United States. The inability of DoD to resolve the
reporting of Governnment property in the custody of contractors




w Il inpede the ability of the DoD and the Federal Governnent to
obtain a favorable opinion on future financial statenents.

Report No. 99-028, Mjor Deficiencies Preventing Favorabl e Audit
Opi nions on the FY 1997 DoD Fi nancial Statenents, October 30,
1998. Auditors identified and DoD financi al managers

acknow edged maj or deficiencies that prevented favorable audit
opi ni ons on nost FY 1997 DoD Fi nancial Statenents. The
overarching deficiency continued to be the | ack of adequate
accounting systens for conpiling accurate and reliable financial
data. Specifically, auditors were unable to render favorable
audit opinions on the FY 1997 DoD Consol i dated Fi nanci al
Statenents and supporting financial statenents prepared for
nearly all reporting entities. The reasons were deficient
accounting systens, insufficient audit trails, delays in
providing auditors with final versions of the financial
statenents and managenent and | egal representation letters, |ack
of effective internal managenent controls, and the consequent
scope limtations that prevented auditors fromauditing materi al
lines on the DoD financial statenments. Except for the
unqual i fied audit opinions rendered on the DoD Mlitary
Retirement Trust Fund Financial Statenments, which accounted for
10. 8 percent of DoD Consolidated assets and 4.4 percent of DoD
Consol i dated revenues in FY 1997, auditors have been disclai m ng
opi nions on major DoD financial statenments since FY 1988.

I n response DoD financial managers have acknow edged significant
problenms with financial data and have been attenpting to correct
the problens. This report identifies nunmerous corrective
actions taken and ongoing initiatives. Although DoD conti nues
to evaluate its options for achieving adequate and conpli ant

DoD accounting systens, progress in correcting deficiencies in
accounting systens has been slow and has had m xed results. For
exanpl e, DoD conpl et ed depl oynent of a new accounting system

t he Corps of Engi neers Financial Mnagenment System throughout
the U S. Arny Corps of Engineers. However, the Defense Property
Accountability System which was proposed as the answer to
unreliable reporting of DoD real and personal property, has

fall en short of expectations. Until DoD depl oys accounting
systens that conply with the Federal Financial Mnagenent

| mprovenent Act of 1996, auditors will not be able to perform
sufficient tests on material financial statenent line itens to
warrant favorable audit opinions on the DoD financi al

st at ement s.

Defense Crimnal | nvestigative Services Cases

Air Force Staff Sergeant Robert L. MIller, Jr., was convicted
and sentenced by a general courts-martial to 12 years in prison,
a di shonorabl e di scharge, reduction in rank to E-1 and
forfeiture of all pay and all owances. This was a result of
Mller's theft of 17 U S. Treasury Checks totaling $436, 684 and
attenpted theft of 2 checks totaling $501, 851, fromthe DFAS,



Dayt on, Ohio, where he was assigned. M|l er caused bogus U. S.
Treasury checks to be issued to Payling Scott, of Atwater,
California, a co-conspirator, who cashed the checks, kept a
portion of the funds for herself and sent the remainder to
MIler. Scott pled guilty to conspiracy and was sentenced to
3 years probation and ordered to nmake restitution for her
portion of the stolen funds. This investigation was worked
jointly by DCI'S and AFCSI

Teasa Hutchins, Jr., Fort Myer, Virginia, pled guilty to theft
of Government funds and was sentenced to 21 nonths incarceration
and ordered to pay $168,772 restitution. Hutchins, a fornmer pay
supervisor in the Finance and Accounting Ofice, Mlitary
District of Washington, enbezzl ed approxi mately $169, 000 by
establishing an account in the name of a fictitious mlitary
menber. Hutchins used the ghost account to effect electronic
funds transfers to bank accounts owned or controlled by Hutchins
and a civilian acquaintance. This investigation was worked
jointly by DCI'S and the Arny Crimnal |nvestigation Conmand.

Argent Research & Recovery, Limted (Argent), Wynouth
Massachusetts, was sentenced to 12 nonths probation. Mathew M
Drohan, executive vice president, was sentenced to 48 nonths

i ncarceration. Argent and Drohan were jointly ordered to nake
restitution in the amount of $2,127,481. Raynond J. Keegan,

Pl ynout h, Massachusetts, fornmer president and co-owner of
Argent, pled guilty to two counts of Federal inconme tax evasion
and was sentenced to 11 nonths incarceration, 24 nonths
probation and ordered to pay a $3,100 fine. Argent had been
engaged in the business of identifying Federal, state and | ocal
gover nnment funds that had not been received by the payees, and
collected the funds for a percentage of the proceeds. Both
Argent and Drohan were enbezzling funds collected from DFAS on
behal f of payees. Keegan failed to report inconme derived from
crimnal activity

| nvesti gation disclosed that checks stolen from DFAS, Col unbus,
Chio, by a forner enpl oyee were deposited into fraudul ent

busi ness accounts at several banks. Funds were then w thdrawn
by co-conspirators using false identification. To date, nine
subj ects have been convicted and sentenced to incarceration
totaling over 103 nonths, with nonetary recoveries of $246, 000.
The | ongest sentence was neted out to Richard E. Watkins,

Col unbus, GChio, who pled guilty to conspiracy to commt bank
fraud and was sentenced to 37 nonths incarceration and ordered
to pay $10,000 restitution.

Sonya R Fernandez, Santa Ana, California, pled guilty to theft,
enbezzl enent and submtting fal se statenents and was sentenced
to 24 nonths confinenment and ordered to pay $269, 488
restitution. Investigation disclosed that Fernandez failed to
notify the Governnent for 10 years of the 1987 death of her
adoptive father and continued to receive Federal retirenent



benefits destined for him DFAS paid over $97,000 of retirenent
benefits that Fernandez illegally converted to her own use.

Mark J. Krenik, an Air Force Contracting Oficer’s Techni cal
Representative, at Reese Air Force Base, Texas, created false
i nvoi ces for automated data processing equi pnment. Due to
downsi zing of his office, he becane responsible for generating
the requirenents, placing the orders, certifying delivery, and
aut hori zing paynents. He opened two accounts at a | ocal bank
under a fictitious business nane and placed hinself as sole
signature authority on the accounts. Eleven Governnent checks
totaling $505, 941 were deposited to the accounts. The bank
notified Federal authorities. Krenik was found guilty of three
counts of filing false clains, received three years probation
was fined and ordered to pay restitution. The entire $505, 941
deposited to the accounts was recovered. Krenik was able to
acconplish his crime because of little or no oversight on the
contracts in which he was involved. Consolidation of
responsibilities of three staff positions and violating the
internal control principle of separation of duties allowed the
opportunity for Krenik to devel op the schene to defraud the
Gover nnent .



