estimony

STATEMENT OF
DONALD MANCUSO
ACTING INSPECTOR GENERAL,
DEPARTMENT OF DEFENSE
BEFORE THE
COMMITTEE ON GOVERNMENTAL AFFAIRS
UNITED STATES SENATE
ON
EXPORT LICENSING PROCESSES FOR
DUAL-USE COMMODITIES AND MUNITIONS

Report Number 99-212 DELIVERED: June 23, 1999

Office of the Inspector General
Department of Defense



Hol d for Rel ease
Until Delivery
Expected 10: 00 a. m
June 23, 1999

St at enent by
Donal d Mancuso
Acting | nspector General
Departnent of Defense
Before the
Senate Comm ttee on Governnental Affairs
on
Export Licensing Processes for

Dual - Use Commbditi es and Munitions



M. Chairman and Menbers of the Comm tt ee:

| appreciate the opportunity to be here today to discuss the
Federal Government’s export licensing process for dual -use
commodities and nmunitions. |In response to Chairman Thonpson’s
| etter of August 26, 1998, an extensive review has been
conducted by Inspector General (I1G teans fromthe Departnents
of Commerce, Defense, Energy, State, Treasury and the Central
Intelligence Agency. The efforts of the review teans were
coordi nated by a working group, which avoi ded duplication and
enabl ed us to track individual export |icense application cases
across agency lines and to address interagency issues. The
results of our review are contained in the interagency report
signed by the participating I G on June 18, and six individual
agency reports, signed by the respective |G between May 28 and

June 18.

Because ny office assenbl ed and published the interagency
report, I will begin ny testinony by summarizing its main
points. | again enphasize, however, that the report represents

ajoint effort.



Backgr ound

Dual -use commoditi es are goods and technol ogies with both
mlitary and commercial applications. The dual -use export
Iicensing process is governed by the Export Adm nistration Act
of 1979, as anmended. Although the Act expired in 1994, its
provi sions are continued by Executive O der 12981,
“Adm ni stration of Export Controls,” under the authority of the
| nt ernati onal Energency Econom c Powers Act. Minitions exports
are controll ed under the provisions of the Arns Export Control

Act .

The dual -use export |icensing process is managed and enforced by
t he Departnent of Commerce while the nmunitions export |icensing
process is managed by the Departnent of State. The advisory
roles of other agencies are simlar in both of these |icense
application processes. The Departnents of Defense and Energy
review the applications and nmake recommendati ons to Comrerce and
State. The Central Intelligence Agency and the U S. Custons
Service (Departnent of Treasury) provide relevant information to
Commerce and State to assist themin the |license review.

Custons al so enforces licensing requirenents for all U S. export
shi pnents except outbound mail, which is handled by the U S.

Post al Servi ce.



In FY 1998, the Departnent of Conmerce received 10,696 dual -use
export license applications and the Departnment of State received

44,212 munitions export |icense applications.

The overall objective of the interagency review was to eval uate
the export |icensing processes for dual -use commodities and
munitions to determ ne whether current practices and procedures
were consistent wth established national security and foreign
policy objectives. To acconplish this objective, we revi ewed
vari ous random sanples of |icense application review cases to
determne if prescribed processing procedures were followed

w thin each agency and in nulti-agency groups.

| nt eragency Review Results

To a considerable extent, our June 18, 1999, interagency report
is an update of a simlar report that was issued jointly by the
| G of Commerce, Defense, Energy and State in 1993. The
previous report, titled, "The Federal Governnment’s Export

Li censi ng Processes for Munitions and Dual - Use Comodities,"
covered the pertinent issues under seven headi ngs. The current

report is structured along simlar |ines.



The first area relates to the adequacy of export control
statutes and Executive Orders. The |G teans concluded that, in
general , the provisions of the Export Adm nistration Act, as
clarified by Executive Order 12981, are consistent and

unanbi guous. However, the Comrerce and Defense |G teans
stressed that the dual -use |licensing process woul d be best
served if the Export Adm nistration Act were reenacted rather
than to continue to operate under a patchwork of other |aws and
executive orders. Overall, the Arns Export Control Act is also
consi stent and unanbi guous. Likew se, Executive Order 12981 is
generally consistent with the Export Adm nistration Act.
However, the Executive Order needs nodification to reflect the
merger of the Arns Control and D sarmanent Agency with the
Department of State and to clarify representation at the

Advi sory Committee on Export Policy. 1In addition, policy and
regul ations regarding the export licensing requirenents for
items and information “deened to be exports” needs
clarification, and the exporter appeals process should be

formal i zed.

The second area pertains to procedures used in the export
license review processes. The Commerce, Defense, Energy and
State 1 G teans concl uded that processes for the referral of

dual -use license applications and interagency di spute resol ution



were adequate. O ficials fromthose Departnments |ikew se were
generally satisfied with the 30-day tine limt for agency
reviews under Executive Order 12981; however, not every agency
could neet that imt. Several Defense Conponents and the
Central Intelligence Agency indicated they would benefit from
additional tinme to review dual -use export |icense applications.
The Defense and State I1Gteans were satisfied with the referral
of munitions |license cases for review, however, the Comrerce |G
team bel i eved that inclusion of the Departnent of Conmerce in
the munitions case referral process should be considered. The
Comrerce comodity classification process could benefit from
additional input on munitions-related itens fromthe Departnents
of Defense and State. Also, Energy officials believed a nore
formal review process for nunitions was needed, as the officials

were unclear on their role in the current process.

The third area pertains to the cunul ative effect of nultiple
exports to individual foreign countries. The U S. Governnent

| acked an overall nechani smfor conducting cunmul ative effect
anal ysis. However, sone of the agencies involved in the export
licensing process perfornmed limted cunul ative effect anal yses,
with the degree of anal yses perfornmed varying across the

agencies. The Commerce, Defense, Energy and State |1 G teans



concl uded that additional cunmul ative effect analysis would

benefit the |license application review process.

The fourth area relates to infornmati on managenent. The
Comrerce, Defense and State | G teans questioned the adequacy of
the automated information systens that their Departnents use to
support license application reviews. Specifically, there were
shortfalls in data quality, systeminterfaces, and nodernization
efforts. The audit trails provided by nost of the respective
export |icensing automated data bases were adequate, but Defense
procedures did not ensure that final Defense positions were
accurately recorded. The Central Intelligence Agency |G team
reported unsati sfactory docunentation of end-user checks on

muni tions |icense applications.

The fifth set of issues concerns gui dance, training and undue
pressure on case analysts. The review indicated that Defense,
Energy and State licensing officials had adequate gui dance to
performtheir m ssion; however, Departnment of Commerce |icensing
officers and Central Intelligence Agency |icensing anal ysts
coul d benefit from additional guidance. On-the-job training was
the primary training avail able at the Departnents of Commerce,
Def ense, Energy, and State for licensing officers. The

Commerce, Defense and State |Gteans identified a need for a



standardi zed training programin their agencies. Wth very few
exceptions, Comerce and Defense licensing officials reported
they were not pressured to change reconmendations on |icense
applications. No Energy or State export licensing officials

i ndi cated they were pressured regarding their recommendati ons.

The sixth area regards nonitoring conpliance and end-use checks.
The Departnment of Conmerce did not adequately nonitor reports
fromexporters on shi pnents nmade against |icenses, and the
Departnent of State’ s end-use checking program coul d be

i nproved. The Departnments of Comrerce and State still use
foreign nationals to conduct an unknown nunber of end-use

checks; however, the Commerce |G team found that nost end-use
checks were being conducted by U S. and Forei gn Comrerci al
Service officers or Commerce enforcenent agents and the State I G
team concluded it may be appropriate to use foreign nationals to

do the checks under certain conditions.

The seventh area pertains to export controls enforcenent. The
Treasury |1 G team determ ned that, although Custons Service
export enforcenent efforts have produced results, the Custons
Service is hindered by current statutory and regul atory

reporting provisions for exporters and carriers. The Treasury



|Gteamal so identified classified operational weaknesses in

Custom s export enforcenent efforts.

Reconmendati ons and Ot her Reports

The 1 G teans nmade specific recommendations relevant to their own
agenci es. Those recommendati ons and nanagenent coments are
included in the separate reports issued by each office, which
are in Appendix C (Commerce), Appendix D (Defense), Appendi x E
(Energy), Appendix F (State), Appendix G (Treasury), and
Appendi x H (Central Intelligence Agency) of the interagency
report. Appendixes D, E, and F are in Volune Il. Appendi xes G
and H, which are classified, are in Volume I1l. Because of tine
constraints and the fact that there are no additional
recommendations in the interagency report, managenent was not

asked to respond separately to it.

Departnent of Defense Export Licensing |ssues

Now | would like to change focus fromthe interagency report to
the report issued by ny office on Defense participation in the

export control processes. Again, | would |like to enphasize that
our objective was to review the export |icensing process and not

to assess the appropriateness of individual |icense



applications. To summarize the results of the Defense IG teanis
review, | will address each of the 14 issues that Chairman

Thonpson posed in his August 1998 letter.

| ssue 1. Exam ne whether the current, relevant |egislative
authority contains inconsistencies or anbiguities regarding the
i censi ng of dual -use and munitions comodities, and the effect

of any such inconsistencies and anbi guities.

Concl usion: The general nature of the Export
Adm ni stration Act and the Arnms Export Control Act creates a
broad framework, but we found no inconsistencies or anbiguities
in either law. The Acts give Federal departnents and agencies
flexibility to change details regarding the conponents of the
dual -use commodities and nunitions export |icensing processes,
wi thout requiring frequent changes to legislation. W also
concl uded that the dual-use |icensing process would be best

served through reenactnent of the Export Adm nistration Act.

| ssue 2: Exam ne whet her Executive Order 12981 (1995) as
i npl enmented is consistent wwth the objectives of the Export

Adm ni stration Act and other relevant |egislative authority.
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Concl usi on: Executive Order 12981, as inplenented, is
generally consistent with the rel evant objectives of the Export
Adm ni stration Act, the principal legislative authority that we
consi dered under this question. However, Executive Order 12981
decreased from40 to 30 days the tinme that the Departnment has to
revi ew dual -use |license applications. As a result of the
shortened review period, the ability to locate the information
necessary to inject into the |license review process may have
been di m nished. However, it is difficult to nmeasure the effect
the decreased review tine has had on the Departnent’s revi ew of

dual -use license applications.

| ssue 3: Determ ne whether there is a continued | ack of

i nt eragency accord, as stated in the 1993 interagency report,
regardi ng whet her the Departnent of Conmerce is properly
referring export license applications (including supporting

docunent ation) out for review by the other agencies.

Concl usion: Defense officials expressed general
satisfaction wth the dual -use export |license applications that
Commerce referred for review, although Defense officials
di sagreed with Comrerce’s decision not to refer 5 of 60 sanpled
dual -use license applications. They also expressed concern that

Commerce referred too few commodity classification requests to
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Defense for review. As a result, in some cases, Comerce nmade
decisions on license applications with national security

inplications without the benefit of Defense input.

| ssue 4: Determ ne whether the interagency dispute resolution
(or “escalation”) process for appealing disputed |icense
applications allows officials fromdissenting agencies a
meani ngf ul opportunity to seek review of such applications, and

assess why this process is so sel dom used.

Conclusion: Wth one possible exception, the interagency
escal ati on process provi ded Defense a neani ngful opportunity to
appeal disputed dual -use |icense applications, although the
out cone of the process often favored the Commerce position. The
nunber of applications appealed to the Advisory Commttee on
Export Policy decreased as a result of Executive Order 12981,
and Defense el ected not to escal ate di sputed dual -use
applications for a variety of reasons. Defense officials stated
the, in general, decisions about escal ati ng cases were nmade on
the basis of the substance of the case, the viewpoints expressed
by Departnent principals and the |ikelihood of prevailing at the
Advi sory Conmm ttee on Export Policy. Disputes over nunitions
applications were resol ved between office chiefs at Defense and

St at e.
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| ssue 5: Review whether the current dual -use |licensing process
adequately takes into account the cumul ative effect of
technol ogy transfers resulting fromthe export of dual-use

itens, and the decontrol of nunitions comodities.

Conclusion: The licensing process at the Technol ogy
Security Directorate, Defense Threat Reduction Agency,
occasionally takes into account the cunul ative effect of
technol ogy transfers, but participants in the |licensing process
did not routinely analyze the cunul ati ve effect of proposed
exports or receive assessnents to use during |license reviews.

I n addition, Defense organi zations did not conduct required
annual assessnents of the inpact of technol ogy transfers that
could provide information on the cunul ative effect of proposed
exports. As a result, the Departnment cannot ensure that the

I icensing process takes into account the cumul ative effect of
technol ogy transfers. As of March 1999, the Technol ogy Security
Directorate, Defense Threat Reduction Agency, had initiated
actions designed to increase the degree to which cumul ative
effect analysis was incorporated into the |licensing process, but
the matter is still under review. W recognize that organi zing

and resourcing a neani ngful cunul ati ve effect analysis process
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pose a significant challenge, but this is clearly an area that

needs nore enphasis.

| ssue 6: Review whether the current nmunitions |icensing process
adequately takes into account the cumul ative effect of
technol ogy transfers resulting fromthe export of dual-use

itens, and the decontrol of nunitions comodities.

Concl usion: The observations nmade on Issue 5 also apply to

the munitions |icensing process.

| ssue 7: Determ ne whether |icense applications are being
properly referred for comment (with sufficient tine for
responsible review) to the mlitary services, the intelligence
community, and other relevant groups (the "recipient groups") by
Def ense and ot her agencies. Consider in particular nunerical
trends in the frequency of such referrals, trends in the type of
applications referred, trends in the nature of the taskings nmade
in connection with the referrals, and the perceptions of

officials at the recipient groups.

Concl usion: The Defense Conponents, except the Defense
Intelligence Agency, have received about the sanme nunber of case

referrals annually over the past 8 years. However, the
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Technol ogy Security Directorate, Defense Threat Reduction
Agency, did not always appropriately refer |icense applications
to other Conponents for review. O the applications we

revi ewed, various Conponents considered that 12 percent of the
dual -use and 24 percent of the munitions |icense applications
were not properly referred. |f the Technol ogy Security
Directorate, Defense Threat Reduction Agency, does not properly
refer a case to other know edgeabl e Conponent for review, the
Departnent’s position may be devel oped with i nconpl ete

i nf ormati on.

| ssue 8: Determ ne whether license review officials at each of
t he agencies are provided sufficient training and gui dance
rel evant for reviewing |license applications, and whether nore

formal training and guidance is warranted.

Concl usion: The Technol ogy Security Directorate, Defense
Threat Reduction Agency, and ot her Defense organi zations
involved in the review processes received appropriate gui dance
froma range of sources, and nearly all licensing officers
stated the guidance was adequate for performng their duties.

Li censing officers also stated that they generally had
sufficient training; however, sone licensing officials believed

that a classroomtraining programand training plan for
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personnel review ng export |icense applications should be
established. W were unable to determine if the lack of a
classroomtraining programor a training plan has materially
affected licensing duties, but we concluded that putting nore

enphasis on training woul d be prudent.

| ssue 9: Review the adequacy of the databases used in the

i censing process, such as the Defense Foreign D sclosure and
Techni cal Information System [ FORDTI S] payi ng particul ar
attention to whet her such databases contain conpl ete, accurate,
consi stent, and secure information about dual -use and nunitions

export applications.

Concl usion: FORDTIS provides a useful comrunication and
coordi nati on nmechani smfor the Departnment on export control
matters, although limtations existed in the systemthat reduced
t he support provided to decisionmakers. In addition, as will be
di scussed in our response to Issue 13, inadequacies existed in
the use of FORDTIS to provide an audit trail for export

I i censi ng deci si ons.

| ssue 10: In congressional testinony, a Defense |icensing
of ficer described instances where |icensing recomendati ons he

entered on FORDTIS were | ater changed w thout his consent or
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knowl edge. Exam ne those charges, and assess whet her such

probl ens exi st at your agenci es.

Concl usion: Instances occurred in which recomended
positions entered in FORDTIS by a |licensing officer were changed
wi t hout the consent or know edge of that officer, although the
nunber of such occurrences could not be determ ned. These
changes appear to have been based on supervisors' disagreenents
with the licensing officers conclusions. Such changes are
perm ssi bl e under Departnment policy. |In addition, docunentation

related to the changes was not al ways conpl ete.

| ssue 11: Determ ne whether |icense review officials are being
pressured inproperly by their superiors to i ssue or change

specific recommendati ons on |icense applications.

Conclusion: W interviewed all Defense Threat Reduction
Agency licensing officers and, with one exception, they
indicated to us that they had not been subjected to any inproper
pressure to change specific recomrendati ons on |icense
applications. Oher staff at the Technol ogy Security
Directorate, Defense Threat Reduction Agency, who did not
formul ate proposed reconmendati ons on |icense applications, but

who were at tinmes involved with reviewi ng or processing |license
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applications, also did not report any inproper pressure directed
at themto change positions on specific |icense applications.
However, several of the Technol ogy Security Directorate staff
menbers stated that managenent applied indirect pressure to
encourage certain viewoints. W are aware that at |east one
licensing officer has alleged retaliation by managenent for

di scl osing problenms in the |icensing review process.

| ssue 12: Determ ne whether our Governnent still uses foreign
nationals to conduct pre-license or post-shipnent |icensing

activities and whether such a practice is advisable.

Conclusion: In general, Comrerce and State conduct pre-
[ icense and post-shipnment licensing activities. Defense
provides |imted support to Coormerce and State pre-license and
post - shi pnent |icensing activities through Defense Attaché’
O fices. Defense also supports State by nonitoring certain
foreign space launch activities under the provisions of
munitions |icenses. Defense has not used and does not plan to
use foreign nationals to support Comrerce or State pre-license

and post-shipnent |icensing checks or to nonitor space | aunches.

| ssue 13: Determ ne whether the agency licensing process |eaves

areliable audit trail for assessing |licensing perfornmance.



18

Concl usion: FORDTIS provided a long-termaudit trail for
positions on license reviews, but it did not always contain
conpl ete and accurate records of Defense and U. S. Gover nnent
positions. The audit trail provided by FORDTIS for the sanple
reviewed generally agreed wwth the Commerce el ectronic records.
However, in one instance the Comrerce records showed a change to
the conditional |icense approval from Defense that was not shown
in FORDTIS. In another instance, a conditional approval
recommended by Defense for a |icense application was not
included in the Conmerce record. In addition, the audit trai
provi ded by FORDTIS did not include new information presented at
i nt eragency deci sion neetings, detailed results of those
nmeetings, records of all applications referred to the Nati onal
Security Agency, as well as key correspondence or technical
data. As a result, the audit trail provided by FORDTI S cannot
be used as a reliable neans of assessing the degree to which
overal | Defense positions were in agreenment with positions taken

by the U S. Governnent.

| ssue 14: Describe the procedures used by agencies to ensure
conpliance wth conditions placed on export licenses (for

exanple, no retransfers wthout U S. consent, no replications,
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and peaceful use assurances) and assess the adequacy and

ef fecti veness of such procedures.

Conclusion: The Departnent has a limted formal role in
ensuring conpliance with conditions placed on export |icenses.
In its support to State, the Technol ogy Security Directorate,
Def ense Threat Reduction Agency, had adequate procedures for
monitoring foreign space | aunch activities. |Its inform
process for reporting potential violations of |icense conditions
and technol ogy assessnent control plans was al so adequate.
However, expected increases in the nunber of |aunch nonitoring
m ssions coupled with a programmed increase in staff to support
these m ssions dictates the Departnent nove to a nore form
approach to reporting violations. |If not, the infornmality of
the current reporting process could fail to ensure that State

receives the highest quality of reporting from Defense.

Recomendat i ons

We made a nunber of recommendations to the Departnent to inprove
the effectiveness and efficiency of export |icensing review

efforts, as foll ows:
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The Under Secretary of Defense for Policy should revise
Defense Directive 2040.2 to clearly state responsibilities
and procedures regarding the performnce of assessnents
designed to anal yze the cunul ative effect of technol ogy
transfers and the nonitoring of conpliance with any

requi renents established and to obtain FORDTI S access for
country desk officers review ng export |icense

appl i cations.

The Director, Defense Threat Reduction Agency, should
devel op an agency-wi de training policy, training plan, and
a classroomtraining programfor Defense Threat Reduction
Agency licensing officers; provide other Defense Conponents
the classroomtraining programfor licensing officers; and,
in coordination with the Departnent of State, devel op and

i npl enment a nmenorandum of under standi ng on reporting

requi renents for the Space Launch Safeguards and Mnitoring

Pr ogr am

The Director, Technol ogy Security Directorate, Defense
Threat Reduction Agency, should work with the Assistant
Secretary of Commerce for Export Adm nistration to devel op
addi tional guidance and procedures on how to inplenment 1996

Nat i onal Security Council guidance on comodity
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jurisdiction and comodity classification; develop an
action plan with mlestones for the integrated process team
on the Mlitarily Critical Technol ogi es Programthat

i ncludes defining a process for identifying, prioritizing,
and obtai ni ng deci sions on assessnents related to the

cunul ative effect of technology transfers; reiterate his
request that the Defense Conponents identify the types of
licenses they would |ike to review, notify the Assistant
Secretary of Defense (Strategy and Threat Reduction) of any
Def ense Conponent that does not identify the cases it wants
to review, nmaintain a list of the types of export |icense
applications that Defense Conponents have requested to
review, establish procedures to ensure adequate
docunent ati on of changes to the position of a licensing

of ficer; and establish procedures to ensure that FORDTIS
records include the correct Defense position, additional
informati on presented at the Operating Commttee, an

expl anation of why Defense did not escal ate di sputed cases,
the results of encryption cases referred to the National

Security Agency, and key correspondence and technical data.

The Deputy Under Secretary of Defense (Policy Support)
shoul d provi de gui dance to Defense Conponents on how to

query FORDTIS in order to generate dual -use and munitions
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reports; nonitor nodernization efforts of Conmerce’s export
control information systens; and ensure that initiatives on
el ectronic imaging in support of the export review process

are successfully inplenented wthin Defense.

Managenent Response

The Principal Deputy Under Secretary of Defense for Policy

provi ded comrents on our draft report that were generally
responsive to the findings and recommendati ons. W nade
relatively mnor adjustnents in the final report, based on those
coments, and have requested the Departnent to provide
additional comments to clarify what corrective actions are going
to be taken on a few specific items. W wll track the progress
of all agreed-upon actions through our audit followp

pr ocedur es.

Concl usi on

I n conclusion, M. Chairman, we hope that this extensive nulti-
agency review wi Il be useful to both the involved agencies and
the Congress as efforts to update and inprove U S. export
licensing practices continue. | would be remiss if | did not

make a point of noting, in closing, that we received excell ent



cooperation from agency personnel

revi ew.

Thi s concl udes ny statenent.

at all

| evels during this

23



