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M. Chairman and Menbers of the Subcommttee:

| appreciate the opportunity to be here today to discuss
the Pronpt Paynent Act and the Departnent of Defense (DoD)
paynment processes. As you know fromthe |Inspector
CGeneral’s testinony to this Subcommittee | ast February 25
and fromthe I nspector General’s sem annual reports to the
Congress, we fully agree with the General Accounting

O fice' s assessnent of DoD financial managenent as a high
risk area. It should be noted that the Department itself
has candi dly acknow edged nunerous material financi al
managenent control weaknesses in its annual Federal
Managers Financial Integrity Act assessnents to the

Presi dent and the Congress over the past several years.

Al t hough nost Congressional interest and nedia attention
have been directed toward the Departnent’s financi al
reporting problens—specifically, the continued inability
to produce auditable financial statenents-—problens
affecting the efficiency with which the Departnent nmakes an
average of $22 billion in paynents each nonth also nerit

cl ose oversight.



Backgr ound

The Defense Fi nance and Accounting Service (DFAS) is
responsi bl e for maki ng nost DoD di sbursenents. DFAS was
activated on January 15, 1991 with the m ssion of reducing
the cost and inproving the overall quality of Departnent of
Def ense financial managenent through consolidation of 332
finance and accounting offices, as well as standardi zation
and integration of previously decentralized and diverse
finance and accounting operations, procedures and systens.
DFAS has a key role in the Departnent’s processes for

pur chasi ng an enornous range of goods and services. |Its
di sbursing operations cover civilian and mlitary pay,
retiree and annui tant pay, progress paynents to
contractors, other contract paynents for goods and

services, travel reinbursenents and transportation fees.

Typi cally, DFAS processes a nonthly average of 9.8 mllion
paynments to DoD personnel; 1.2 mllion comercial invoices;
450, 000 travel vouchers/settlenents; 500,000 savi ngs bonds;
and 120,000 transportation bills of |ading. Because of the
vol unme of transactions, the disbursenent processes depend

heavily on conputer systens.



The 1990’ s have been a decade of enornous ch ange in the
DoD financi al managenent conmunity. Besides the physical
consolidation of finance and accounting operations into

5 centers and just 18 operating |ocations, several thousand
personnel positions were elimnated. DFAS has drastically
reduced the nunber of separate automated systens, with the
intention of nmoving from69 to 9 finance systens between

FY 1996 and FY 2002 and from 150 to 23 accounting systens
over the sanme period. The extensive DFAS systens

devel opnent programis intended to field nodern, fully
integrated systens that will considerably inprove
operational efficiencies in both accounting and finance.
Meanwhi | e, two successive adm ni strations and Congress have
instituted major acquisition, |logistics and other process
changes that profoundly inpact the financial comunity. In
addi tion, DoD financial managers are operating in public
and private sector environnents where previously radi cal

i nnovations |like electronic funds transfer and el ectronic

comerce are now consi dered routi ne.

The Pronpt Paynment Act

Anong various statutes and regul ati ons governi ng DoD

di sbursing operations, the Pronpt Paynment Act, Chapter 39



of Title 31, United States Code, is probably the best

known.

The Act requires Federal agencies to pay interest penalties
on | ate paynents and, at the sane tine, adhere to sound
cash managenent principles by not paying bills prematurely.
Bills are to be paid wthin 30 days after an invoice date,
but not nore than 7 days prior to the due date. The Act

al so specifies that, if the Governnent and contractors
agree to paynent terns differing fromthe Act, the contract
ternms take precedence. Inplenentation of the Act was
expected to result in tinmely paynents, better business

rel ati onships with suppliers, inproved conpetition for
Gover nnent busi ness, and reduced costs through better cash

management .

The | ast audit that we conducted on DoD conpliance with the
Pronpt Pay Act was in 1993; resource constraints and heavy
wor kl oad associated nostly with the Chief Financial

O ficers Act have caused us to defer further coverage

recently.

The 1993 audit, which was a joint effort by ny office and

the Arny, Navy and Air Force audit services, indicated that



both the tinelines of paynents and internal controls in the
vendor payment process needed i nprovenent. The interest
penalties on | ate paynents, forfeited discounts, and
interest paid by the DoD on funds borrowed to nake

i nappropriately early paynents totaled an estimated

$36 mllion for the 6-nonth period covered by the audit.

In response to the audit findings, the Departnment took
vari ous corrective actions. W understand that there was
tenporary inprovenent, but recently interest penalty

paynents clinbed as foll ows:

FY 1995 $25 mllion
FY 1996 $28 mllion
FY 1997 $27 mllion
FY 1998 $37 mllion

Wth the continuous introduction of new technol ogi es,
processes and systens over the next several years, DoD
shoul d find conpliance with the Pronpt Paynment Act
increasingly less difficult. Therefore it is reasonable to
anticipate the nunber of untinely paynents and rel ated

interest penalties dropping in the future.



We consider it inportant for the Governnent to be a
reliabl e business partner when dealing with the private
sector. This is especially true in light of the current
DoD enphasi s on changi ng or avoiding practices that my
inhibit sonme firnms with high technol ogy commercial products
from doi ng business with the Governnent. Unreliable bil
payi ng processes could be such an inhibitor, especially for
smal | busi nesses. W consider the Pronpt Paynent Act
tinmeframes for determning |ate paynents to be both
reasonabl e and generally achievable. W also agree with
GAO that there is no clear |inkage between Pronpt Paynent
Act requirenents and DFAS di sbursing problens. Even if it
were denonstrated that hasty decision nmaking is necessary
to pay invoices wwthin 30 days, the I esson to be drawn is
that the disbursenent processing procedures are cunbersone

and need reengi neering, not that the standard is too tough.

Li kewi se, we counsel caution in considering changes to the
law or related policies with the intention of mandating
earlier paynents and i nposing very broad use of
anticipatory discounts. Considerably conplicating the

di sbursenent process by mandating earlier paynents in a
process that already is troubled by inaccurate paynents and

accounting errors could retard expected DFAS performance



i nprovenents. Al so, we have not seen indications that
firmse fromacross the full spectrum of DoD suppliers, from
maj or contractors to small businesses, would support a
mandat ed shift toward anticipatory discount pricing. The
Pronpt Paynment Act already authorizes paynents on

negoti ated schedul es and rel ated di scounts. W have not
seen any data on the extent to which contracts with such
provisions are already in use or to what types of

commodities they apply.

In summary, with regard to the Pronpt Paynent Act, our work
has not resulted in any indication that the law is not
wor ki ng reasonably well. This is not to say that sone fine
tuning, such as revisiting the requirenents to pay interest
penalties as little as $1, would not be useful. Again,

nmust caveat these opinions by noting that there has not
been recent DoD audit coverage of Pronpt Paynment Act

i ssues.

Recovery Audits

Al t hough wi der application of post-paynent “recovery
auditing” could enhance the controls for sonme DoD

di sbur senent processes, we think such a tool should be



applied selectively. Primary enphasis should be placed on
maki ng the paynents correctly in the first place. Problens
such as overpaynents take noney out of the DoD acquisition,
| ogi stics, and operational progranms during the actual
execution of contracts and projects. It does those
prograns little good to have funds returned to the
Departnent years after they were needed and al nost
certainly not to the sane specific prograns. The DoD needs
to accelerate inplenentation of the expanded recovery audit
denonstration program nmandated | ast year by the Congress.
Until the results of those pilot efforts are known, we
believe it would be premature to | egislate further

expansi on of recovery audit requirenents.

O her DFAS Pay |ssues

Over the last five years, we have reported on a variety of

DFAS pay issues including i nadequate conputer security,

| ack of verification of transportation bills and inaccurate
di sbursenent accounting. The Defense Crim nal

| nvestigative Service (DCI'S), the investigative armof the

| nspector General, DoD, has al so been active in a nunber of
initiatives to deter, detect and bring to justice any

perpetrators of fraud agai nst DFAS operations.



Pr obl em D sbur senment s

To mai ntain proper fiscal control and have reliable
informati on on anounts available for obligation and

expendi ture, DoD needs to be able to nmatch di sbursenents
reported to the U S. Treasury with obligations shown in DoD
accounting records. Unfortunately, the disbursing and
accounting functions are perforned by separate activities,
which are not yet linked in fully integrated systens and
often are not collocated. D sbursenent data therefore nust
“transit” to the accounting stations. Excessive delays and
errors can occur in recording the disbursenents in the
accounting systens. DFAS uses the term*®aged intransit

di sbursenents” to denote excessive delays. |If attenpts to
mat ch di sbursenment and obligation data fail, the term
“probl em di sbursenents” is used. This overall problemis
often conpared to inability to bal ance a checkbook, but on

a nmassi ve scal e.

The DoD has been working to reduce aged intransit and
probl em di sbursenents for several years. DFAS reported a
decrease in aged intransit disbursenents from $22.9 billion

in June 1997 to $9.6 billion in June 1998. DoD al so has



i ndi cated a reduction in problemdi sbursenments from

$34.3 billion in June 1996 to $10.9 billion in February
1999. Despite those significant decreases, unmatched

di sbursenments will remain a major DoD financial nmanagenent
problemuntil fully integrated systens are fielded and the
backl og of unmat ched di sbursenents is eventually
elimnated. Until then, the Departnent nust nake the best
of a bad situation and try to mnimze its exposure to
Anti deficiency Act violations and undetected i nproper

paynents.

Last year, we conducted an audit of the reporting for aged
intransit disbursenents and probl em di sbursenents. The
audit indicated that, while there continued to be overal
progress, sone DoD conponents were actually |osing ground
and the unmat ched di sbursenents in their accounts were

I ncreasi ng.

To hel p avoi d probl em di sbursenents, Congress has directed
the DoD to phase in efforts to match pendi ng di sbursenents
to correspondi ng obligations before making paynents. This
is referred to as “prevalidating disbursenents.” Thus far,
full inplenmentation has been hanpered because significant

paynment del ays were encountered when trying to prevalidate

10



all disbursenents over $2,500 at DFAS Col unbus Center. The
DoDis commtted to inplenment prevalidation fully by July
2000, which could possibly cause a tenporary spike in |late
paynments and interest penalties. Eventually, however, we
are confident that better systems will virtually elimnate
probl em di sbursenents, making prevalidation | ess necessary

or at | east easier.

Transportati on Pay

In an ongoing audit, we have identified over $1.7 mllion
in overpaynents to carriers/freight forwarders on a limted
sanpl e of DoD Governnment Bills of Lading (GBLs) for air
freight shiprments and $12.4 nmillion on notor freight

shi prents during FY 1997. Managenent controls and
processes for the preparation, subm ssion, acceptance,
approval, and distribution of tenders; carrier selection;
verification of delivery of freight; paynment of GBLs; and
monitoring of carrier performance were inadequate.

Addi tionally, transportati on managenent functions and
responsibilities are fragnented anong DoD conponents that
have different transportation priorities. The risk of
fraud in this area is high and neither the DoD pre-paynment

screeni ng nor GSA post-paynent auditing is an effective

11



control. Inplenentation of the new Power Track freight
paynment system under DoD s Managenent Ref orm Menorandum
No. 15 will inprove the paynent process and controls.
However, we are concerned that the remai ni ng weaknesses
will continue to allow substantial overpaynents. We wll
issue a report to the Departnment on this matter later this

year.

Qur DCI'S and Audit offices are taking proactive efforts
focusing on fraud affecting transportation pay. For
exanple, a DCI'S project at DFAS Center |ndianapolis,

| ndi ana targets transportation carriers who have received
duplicate paynents. The DCI S reviews found 1,083 duplicate
paynents for personal property shipnments totaling
approximately $1.5 mllion and 590 duplicate paynents for
ot her freight shipnents totaling $160,055. The recoveries

to date exceed $1.4 mllion.

O her Contractor Pay |ssues

During the past year, the Departnent has stepped up efforts
to: ensure appropriation integrity when maki ng progress
paynments to contractors; encourage managers not to add to

t he accounting burden by creating unnecessary extra

12



accounts; and introduce extensive use of credit cards for
pur chasi ng goods and services. W have not yet had an
opportunity to provide an independent eval uation of these
initiatives, although it is clear that the Departnent has
made only limted progress. For exanple, there continues
to be a | ack of sound procedures for controlling credit
card use. W continue to support all three concepts,
however, and hope to provide at |east sone audit coverage

later in FY 1999 or 2000.

Systens Security

Turning to other challenges confronting the DoD financi al
community, | would like to enphasize concern about

i nformati on assurance. As nunerous recent hacker and virus
i nci dents denonstrated, any automated system may be
attacked or m sused. Modtives can include vandalism
sabotage, thrill seeking, propaganda, pranks, invasion of
privacy and fraud. DoD financial systens that process tens
of mllions of disbursements worth over $250 billion
annually are clearly at risk fromindividuals with any of

t hose notives. For the conputer crimnal who intends to
hack into systens controlling noney, the DoD di sbursenment

systens are prine targets.

13



We have been working closely with the Defense Information
Systens Agency and the DFAS over the past several years to
address this problem Fortunately, one byproduct of DoD
efforts to reduce the nunber of separate financi al
managenent systens will be somewhat reduced exposure froma
security standpoint. To mnimze risk, however, it is

i nperative that security awareness be stressed, adequate
training be provided, periodic security audits be perforned
for every system and processing center, and prudent
measures be taken to detect, react to and learn from

unaut hori zed i ntrusi ons.

We have issued 20 audit reports during the 1990's on
security matters related to DFAS systens and about 185 of
our 220 recommendati ons have been inplenented. Mst of the
recommendati ons were made just recently and action on many
of themis still ongoing. As denonstrated by those
nunbers, the Departnent has been quite responsive to audit
advice. Currently there is a huge backl og of general and
application control reviews and other conmputer security
audits and the risks related to limted security oversight

for DoD systens, including finance systens, are worri sone.
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We hope to be able to apply nore resources to this area in

the future.

A positive nove along those lines is that the Defense
Crimnal Investigative Service recently established an
Information Infrastructure Team This new unit works in
partnership with other |aw enforcenent organizations and
DISA to react immediately to system penetration incidents.
Addi tionally, we have a special agent assigned full tine to

the FBI National Infrastructure Protection Center.

Vul nerability to Fraud

Nuner ous factors have contributed to the vulnerability to
fraud of DoD finance operations. Those factors have

i ncluded a weak internal control environnent, staff

turbul ence and | ack of sufficient fraud awareness training
for finance personnel. Congressional hearings in Septenber
1998 before the Senate Commttee on the Judiciary
graphically identified control weaknesses and the damage
done by a few unscrupul ous individuals who exploited those

weaknesses.
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The DCI'S has primary investigative jurisdiction concerning
all egations of fraud that directly inpact the DFAS,

i ncl udi ng fraudul ent conduct by contractors and gover nnent
enpl oyees. The MIlitary Crimnal Investigative

Organi zati ons have prinmary investigative jurisdiction
concerning allegations of fraud pertaining to DFAS services
provided at individual mlitary installations, as well as
pay, allowance and travel fraud conmtted by a civilian
enpl oyee or Service nmenber of a Mlitary Departnent. DCI'S
currently has 84 open investigations involving DFAS, 25 of
which are theft or enbezzlement cases. DC S efforts over
the past 5 years have resulted in 73 convictions and
recovery of $4.9 million fromcases related to DFAS

oper ati ons.

At the February 25 hearing, the Inspector General described
the rather notorious case of Staff Sergeant Robert H.

MIler to this Subcommttee. MIler and an acconplice were
convicted of stealing nearly a mllion dollars in
Government checks. MIller was stationed at a DFAS

di sbursing office.

An exanple of a nore recently closed case and conviction

was that of Cabel Call oway, who defrauded DoD of about

16



$78,000. This individual’s three conpani es obtained
approxi mately 200 contracts between 1991 and 1997 to
provi de goods from manufacturers directly to mlitary bases
and various other DoD facilities. Calloway was paid for
nunmerous itens which he never provided. He concealed his
schene and was able to obtain additional DoD contracts by
using multiple conpany nanes and fictitious enpl oyee nanes.
Cal | oway was sentenced to 4 nonths hone detention, 5 nonths
probation and restitution of the $78,000. The DoD debarred
hi s conpanies. Although the anounts involved in individual
fraud cases like this are sel dom huge, we are concerned
that weak controls | eave the Departnent vul nerable to

numer ous abuses of this type, which cunul atively coul d

anount to very significant |osses.

Since 1994, 1G DoD, auditors and investigators have
supported Qperation Mongoose, a Deputy Secretary of Defense
initiative involving the use of conputer matching
techniques to detect fraud. Problens with data base
accuracy have been an inhibiting factor; however, the

proj ect has been a useful |aboratory for determ ning the
viability of various matches as internal controls and fraud

det ecti on tool s.
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More recently, DCIS has conducted over 70 fraud awareness
briefings for DFAS personnel, reaching an audi ence of about
6, 600 enpl oyees and participated in a DFAS stand down day
for such training last year. W are working with DFAS on
new training initiatives specifically addressing

vul nerability in the vendor pay area and on inproving fraud

referral procedures.

Sunmary

The DoD faces continued chall enges in providing proper
stewardship of the resources provided to the Departnent by
t he taxpayers for national defense. Inproving controls in
the fund di sbursenent process is a vital aspect of that
stewardship. The DoD needs to be able to control paynents
to prevent errors and fraud; however, at the sane tine it
must be a reliable business partner and conply with the
reasonabl e requirenents of the Pronpt Paynent Act. W
bel i eve that advanced technol ogy and application of sound
managenent principles, including a good internal control
pl an and effective oversight, can enable the Departnent to

nmeet these goals.
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