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M. Chairman and Menbers of the Commttee:

| appreciate the opportunity to be here today to discuss the
managenent chal |l enges faced by the Departnent of Defense (DoD)
and the responsiveness of its managers and conmanders to
findings and advice provided by the Ofice of the Inspector

CGeneral , DoD.

The Comm ttee needs no rem nder that the DoD is one of the

| ar gest and nost conpl ex organi zations in the world. The
Departnment is responsible for roughly $1.3 trillion in assets;
operates 638 nmajor installations and thousands of small sites
around the world; and currently has about 700,000 civilian
enployees and 2.4 million mlitary personnel in the active
forces or the Ready and Standby Reserves. Thousands of prograns
and projects are needed for the Departnent to successfully
execut e operations across the spectrumfromwarfighting to
peacekeeping as well as humanitarian and energency relief
operations. Critical functions include: research and

devel opnent; procurenent; logistics; intelligence; and a w de
variety of other activities to train, equip and sustain the

Armed For ces.

There has been wi despread concern about waste and inefficiency

in mlitary prograns throughout this nation’s history. Al though



it is doubtful that efforts to equip and support the Arned
Forces are inherently nore susceptible to fraud or m snanagenent
t han ot her governnent activities, the size and conplexity of the
Depart ment of Defense pose form dabl e managenent chal | enges and
risks. The Departnent’s own assessnents of the need for
reforms, oversight by the Congress, CGeneral Accounting Ofice
reports, and the work of the DoD audit and investigative
comunities show that a w de range of problens currently nerit
attention and action. W wel cone additional neasures, such as
the Conmttee’ s Wastebusters website, to help identify probl ens
and risks. Tips that you refer to us fromthe Wastebusters
website will supplenent those received on our own DoD Hotl i ne,

whi ch averages 14,000 calls annually.

A few weeks ago, you referred about three dozen e-nmil tips
received at the Wastebusters website to ny office for review.
W appreciate every new source of |eads for possible audits and
investigations. | assure you that we are taking the

Wast ebusters tips seriously and will keep the Commttee fully
infornmed on the disposition of each one. For exanple, because
three Wastebusters tips concerned the new DoD St andard
Procurenent System (SPS), we have initiated an audit of SPS

i npl enentation at Air Force sites.



Anot her wel cone recent congressional initiative was the joint
letter in Septenber 1999 fromthe House Majority Leader, the
Chai rmen of the House Governnent Reform Conm ttee, Senate Budget
Comm ttee and Senate Governnental Affairs Commttee, and you,

M. Chairman, on DoD nanagenent chal |l enges. Specifically, you
request ed we update our previous assessnents of the nobst serious
managenent problens facing the DoD;, identify related reports;
summari ze significant audit recommendati ons that address major
probl em areas; comrent on progress made in inplenenting audit
reconmendati ons and correcting nanagenent problens; and identify
prograns that have had questionabl e success in achieving
results. Although we have worked to include nmuch infornation of
that kind in our sem annual reports, we appreciated the
addi ti onal opportunity to discuss the results of our oversight

efforts.

Qur Decenber 15, 1999 reply to the joint inquiry discussed
groups of often interrelated problens which we sorted into ten

princi pal managenent chal |l enges, as foll ows:

(1) Information Technol ogy Managenent
(2) Information Technol ogy Security
(3) Oher Security Concerns

(4) Financial Managenent



(5) Acquisition

(6) Health Care

(7) Supply Inventory Managenent
(8 OQher Infrastructure |ssues
(9) Readiness

(10) Turbul ence from Change

DoD Managenent Responsi veness

Bef ore di scussing each area, | would |ike to address the overal
guestion of DoD responsiveness to the need for reformand the
specific issue of how well nmanagers respond to Inspector

General, DoD, advi ce.

Starting in the late 1980’s and continuing through the 1990 s
into the present day, the DoD has been attenpting to restructure
virtually all of its internal processes. The Congress has been
closely involved in dozens of specific initiatives, particularly
in the area of acquisition reform Qur overall assessnent is
that the DoD has seldom if ever, been so commtted to across

t he board nanagenent inprovenent. However, even after severa
years of concerted effort, progress has been m xed and much nore

needs to be done to cut costs and inprove effectiveness.



To identify specific problens and nonitor inprovenent efforts,

t he Departnent perforns a huge nunber of self-assessnents,

i ncl udi ng thousands of internal audits and inspections annually.
Those assessnents include about 250 audit and eval uation reports
wi th about 1,000 reconmendations each year fromthe Ofice of

the I nspector General, DoD.

To respond to the problens identified by audits, managenent
reform studies and other reviews, the DOD is carrying out many
hundred maj or managenent inprovenent initiatives simultaneously.
Cumul atively, and with continuous managenent enphasis, those
initiatives should dramatically inprove the efficiency of DoD
support operations over the next several years. W also believe
that, on an overall basis, the Departnent is being very
responsive to audit advice as it develops and carries out these
managenent i nprovenents. For exanpl e, nanagers agreed to take
responsi ve action on 97 percent of the 2,040 audit
reconmendati ons made by this office during fiscal years 1998 and
1999. W do not have conparable information fromearlier
periods, but senior auditors in ny office believe that this
conpliance rate is far higher than was the case during the
earlier years of the OG DoD. W do not expect to win every
battle and it would be unreasonable to expect agreenent with

every audit reconmendation, nor is it realistic to expect tinely



i npl ementati on of every agreed-upon reconmendation. The

maj ority of agreed-upon actions are carried out within
reasonabl e tinefranes, but significant exceptions do occur.
Neverthel ess, we believe that the very high | evel of acceptance
of our recommendati ons and reasonably good foll owup record
speak well for both the auditors’ performance and the

receptiveness of managers to the audit advice they receive.

The main concern with the effectiveness of auditing in DoD

rel ates not to nmanagenent inaction on audit advice, but to the
i nadequate audit coverage of many high risk areas because of
resource constraints and conflicting priorities. | wll

el aborate on that concern |later when | discuss the top

managenent chal | enges.

| nf ormati on Technol ogy Managenent

I nformation technology is transformng both mlitary science

and busi ness practices. The DoD operates about 10,000 m ssion
critical or essential networks and is rapidly expanding its

use of web-based technol ogy for el ectronic comrerce and ot her
“paperl ess” functions. The annual budget for information system
devel opnent, procurenent, operation and nai ntenance is about

$16 billion, but even that large figure does not fully portray



t he paranount inportance of information systens to virtually
every facet of managing the Armed Forces and their support

est abl i shnent .

The DoD badly needs to conplete its inplenentation of the

Cl i nger/ Cohen Act. Appropriately, there has been increased
congressional interest recently in turning around the | ong-
standi ng probl em of i nadequate managenent control over

i nformation technol ogy i nvestnents, standards and practices.
The Defense Appropriations Act for Fiscal Year 2000 | evied
stringent new requirenents on the Departnent to ensure a
conplete break with overly decentralized and often inefficient
practices for review ng, approving, nonitoring and fundi ng

aut omat ed system acqui sition projects. Better nmanagenent is
needed to avoid costly acquisition failures of the 1990’s I|ike
the Arny Ground Based Common Sensor System and Def ense

Comm ssary Information System

Currently, less than 10 of the Departnent’s hundreds of “IT”
acquisition projects are being audited annually. Now that the
massive Y2K audit effort is behind us, it is vitally inportant

to provide nore oversight in this area.



W are currently working with senior DoD nanagers to develop a
nore active audit effort, resources permtting, to support and
fine tune the Departnent’s managenent control processes for IT
system acqui sition. Successful inplenentation of effective
managenent oversi ght processes will help avoid recurrence of
nost i nformation system problens currently evident in the DoD.
Those problens include: too many systens; bl ock obsol escence;
insufficient interoperability; security vulnerabilities;

i nconsi stent budgeting and reporting; nonconpliance with
policies on data standardi zati on, docunentation and
configuration nmanagenent; user dissatisfaction; frequent system
acqui sition schedul e slippage and cost overruns; and di sconnects
bet ween evol vi ng busi ness practices and their supporting system

proj ects.

In addition to inproving managenent of system acquisition,

t he Departnent needs to nodernize and cut support costs for
comuni cati ons and ot her information technology infrastructure.
The Y2K conversion has forced the acceleration of efforts to
repl ace and noderni ze vari ous equi pnent, including DoD

t el econmuni cati ons sw tches throughout the world, and the

i ncreased awar eness of the Departnment’s dependence on

i nformation technol ogy should focus nore attention on rel ated

infrastructure issues.



Overcrowdi ng of the radio frequency spectrumthroughout the
world presents a particularly difficult challenge to mlitary

pl anners and users of weapon and communi cation systens. W
reported in Cctober 1998 that at |east 89 weapons and

t el ecommuni cati ons systens had been depl oyed overseas wi t hout

t he proper frequency certification and host nation approval. In
addition, the MIlitary Exchange stores were selling products not
covered by, or conpliant with, host nation frequency agreenents.
As a result, communications equi pment depl oyed w t hout host
nation approval and frequency assi gnnments cannot be used to its
full capability for training, exercises or operations or wthout
ri sking damage to host nation relations. Potential frequency
spectrum conflicts should be considered during system design,
when host nation agreenents are negoti ated and before systens
are deployed. The DoD al so needs a nore systenatic process to
updat e tel ecommuni cations agreenents with other countries,
clarification of accountability for nmanagi ng those agreenents
and nore enphasis on conpliance with them The nost recent

regi ster of telecomunications agreenents was over 4 years ol d,

at the tine of the audit.
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| nf ormati on Technol ogy Security

The heavy dependence of the public and private sectors

on conputer technol ogy for processing sensitive information,
controlling infrastructure ranging fromair traffic control
systens to power grids, and supporting nodern communi cations
makes information warfare an attractive strategy for hostile
regi nes and groups. Hackers view accessing or vandali zi ng
Governnent information systens virtually as a sport, and there
is asignificant threat that crimnals will exploit information
system security weaknesses to steal data or funds. The Defense
I nformati on Systens Agency states that over 18,000 cyber attacks
agai nst DoD were detected in FY 1999, a three fold increase over
the previous year. Wile this increase is partially
attributable to nore effective detection, there is probably nore

activity in this arena.

The DoD internal audit community, GAO and ot her reviewers have
outlined DoD information assurance chall enges i n numerous
reports. To neet those chall enges, the Departnent needs to
adapt | essons |earned fromthe Year 2000 conversion effort;
consol idate and update policy guidance; establish better
managenent control over the many separate efforts now under

way or planned; devel op reasonabl e program performnce neasures;
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ensure full attention to information assurance concerns in new
system devel opnent and el ectronic comrerce initiatives;
intensify on-site information security inspection and audit
efforts; and inprove training across the board for technical
personnel, security officers and systemusers. The DoD is
turning increased attention to these matters, but a sustained
effort will be needed on a continuous basis for the foreseeable
future. The DoD audit and investigative conmunities are working
cooperatively with DoD managenent to provide support in this
vital area. These include the establishnment of the Defense
Information Infrastructure Intrusions Investigative Team (DI 4T)
by the Defense Crimnal Investigative Service to provide

i mredi ate crimnal investigative response to suspected conputer
i ntrusi ons against the DoD Information Infrastructure (D).
The DI4T is an integral part of the | aw enforcenent-
counterintelligence cell of the DoD Joint Task Force-Conputer
Net wor k Defense (JTF-CND) that provides for the coordination and
overal | situational awareness of all |aw enforcenent and
counterintelligence activities within the DoD conducted in
support of the conputer network defense and the DII. The DCS
and DoD are al so represented and nmaintain an active role in the
operation of the National Infrastructure Protection Center

(NIPC) at the Federal Bureau of I|nvestigation.
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O her Security Concerns

In addition to the challenge of protecting access to information
systens, the DoD received new indications that its procedures
for mnimzing security risks fromwithin its own workforce and
contractor personnel also needed inprovenment. In Cctober 1999,
the GAO reported severe problens at the Defense Security Service
(DSS), which handl es DoD personnel security investigations. The
GAO faulted the tineliness and quality of DSS investigations and
hi ghl i ghted a backl og of several hundred thousand cases. The
DoD agreed with all GAO recommendati ons and had al ready repl aced
the Director, DSS. W are follow ng up on the agreed-upon
reconmendati ons and attendi ng periodi c DSS nanagenent reviews to
nonitor the status of corrective actions. W also are
participating in a DoD study of alternatives for reducing the
backl og of cl earance investigations and we are conpleting audit
work on several related issues. W plan a series of four

reports over the next several weeks.

The United States Governnent controls the export of certain
goods and technol ogi es by requiring export |icenses for specific
dual -use conmmodities or nmunitions. In the wake of the Cox

Comm ssi on Report and ot her disclosures, congressional and nedia

attention has focused on the dangers to national security posed
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by an export licensing process that is often alleged to favor
commer ce over national security. Meanwhile, Defense industry
and friendly countries are critical of the current slow and

unpredi ctabl e |icense review procedures.

The Governnment needs an export |icensing and technol ogy transfer
programthat protects critical mlitary capabilities through
tinmely and reasonabl e reviews but al so supports Defense
cooperation with allies and friends. In an effort to strengthen
security and export controls and to accelerate the review
process, the Deputy Secretary of Defense approved an Arns
Transfer/ Technol ogy Transfer \Wite Paper on Septenber 30, 1999,
whi ch kicked off an effort to reengi neer the DoD process for
reviewi ng license applications. However, the DoD cannot
unilaterally revanp the multiagency |icense review process and

attaining interagency consensus in this area is very difficult.

Addi ti onal challenges facing DoD in this arena include
determ ni ng personnel requirenents and addressing the marginal
adequacy of the Foreign Disclosure and Technical |Information
System (FORDTI S), the principal automated tool for DoD export
control analysts. The DoD al so has no overall capability for
anal yzing the cunul ative effect of exports and other technol ogy

acqui sitions upon other countries’ mlitary capabilities, even
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though this information is critical to evaluating risks inherent
i n proposed exports. Commenting on an |G DoD, draft report,

t he Departnent generally agreed with our recommendations for
process inprovenents; however, the new DoD review of the entire
process may result in sonme of our recomrendati ons being
overtaken by events. Currently, we are concentrating on neeting
the nulti-agency audit requirenents nmandated by the Congress in
the National Defense Authorization Act for Fiscal Year 2000.
This year, our review is focused on controls in DoD | aboratories
and other facilities over information rel eased to foreign

visitors. W wll submt our report in March.

Fi nanci al Managenent

The DoD continues to be unable to prepare financial statenents
that can wthstand the rigors of audit for nost individual mjor
funds and the overall Departnent. For FY 1998, as in previous
years, only the Mlitary Retirenment Trust Fund received a
favorabl e audit opinion. It is unlikely that the audit results
on the financial statenments for FY 1999 will be significantly

di fferent when we issue our reports in |late February. The DoD
financial statenents for FY 1998 were less tinely than ever and
a record $1.7 trillion of unsupported adjustnments were

identified by auditors. This startling figure reflects the



continued | ack of integrated, double-entry, transaction-driven,
general | edger accounting systens. The |aborious workaround
procedures still needed to conpile the financial statenents are

si nply i nadequat e.

The i nadequacy of current systens continues to be the nmgjor

i npedi nent to achi eving favorabl e audit opinions and produci ng
reliable financial reporting. My or changes are necessary to
ensure that over 200 conplex accounting and feeder systens can
produce auditable data. For this reason, DoD does not expect
a significant inprovenent in the overall results of financial
statenent audits for several nore years, although individua

segnents of the Departnent are beginning to show progress.

The DoD nade a credible attenpt to neet several congressiona
reporting requirenments with the first Biennial Financial
Managenent | nprovenent Plan, Septenber 1998. 1In April 1999,
we reported our assessnent of the Plan. Its prinmary weakness
was a lack of information on the status of efforts to achieve
conpliant systens. This |ack of specific data indicates
insufficient overall DoD managenent control over the financi al
systens renedi ati on process. The Departnment agreed wi th our
recommendation to adopt | essons |earned fromthe Year 2000

conversion regarding a central managenent plan, standardi zed
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reporting for every system and periodi c seni or managenent

review. However, inplenentation of that concept has been

di sappointingly slow. Nor does the Departnent appear to be
maki ng a concerted effort to conply with the congressional

requi renent for a wall-to-wall property inventory this year,

whi ch is needed to enable accurate financial reporting regarding

DoD property.

Audits also continue to indicate problens related to cash
managenent and rate setting in the DoD working capital funds,

i naccurate or untinely recording of obligations and

di sbursenents in accounting records, and inability to elimnate
unmat ched di sbursenents. In addition, internal controls in

di sbursing offices need inprovenment to reduce vulnerability to
fraud. As of Septenber 30, 1999, the Defense Crim nal

I nvestigative Service had 85 open financial fraud cases. W
have worked closely with the Defense Finance and Accounting
Service to inprove their fraud control program but contractor
paynment processes remain vulnerable to fraud and error. Last
year, contractors voluntarily refunded $97 nmillion of over
paynents. No one can tell how nmany inaccurate or fraudul ent

paynents were nade, but not detected.
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Acqui sition

In fiscal year 1999, the DoD purchased about $135 billion in
goods and services, using nore than 250,000 contracts, grants,
cooperative agreenents and ot her transactions. Because of

its huge scale and inpact on US military capability, the DoD
acqui sition program has al ways been controversial. There have
been nearly continuous reformefforts over the past 20 years
to reduce costs and acquisition lead tine or to address the

nyriad of other issues present in this area.

Resource constraints, nunerous nmandates and requests for
internal audits in other nmanagenent areas, and the |ong-standing
conparative reluctance of DoD acquisition officials to request
audits have severely curtailed internal audit coverage over
the last few years. This is particularly true for the several
hundr ed ongoi ng weapon system acqui sition prograns. Although
the | argest of those prograns are frequently audited by the
CGeneral Accounting Ofice, very few of the small and nedi um
size prograns are receiving audit coverage. Available
resources are insufficient to support a systematic program of
conprehensi ve internal auditing based on risk anal ysis.

Simlarly, the 39 percent reduction of the Defense Contract
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Audit Agency between 1990 and 1999 has |imted contract audit

cover age.

Al t hough recent audit coverage on many acqui sition prograns,
issues and initiatives has been limted, we have been actively

i nvol ved i n nunmerous DoD acquisition reform process action teans
and task forces. W have comented extensively on proposed
acquisition legislation and regul atory changes. W have al so
performed i ndepth audits of some acquisition issues of
particular interest to the Departnment and Congress. Those

i ssues include spare parts pricing, defense industry

consol idation, and the use of nmultiple award task order

contracts.

The IG DoD, supported the acquisition reforml|aws passed during
the 1990's. Further refinenents to those |aws and others
governi ng DoD acqui sition practices should be wel coned and fully
consi dered. However, we urge that the primary focus for the
near termbe on fully inplenenting and assessi ng the inpact of
the recently enacted changes, as opposed to proposing nore

changes just to maintain a sense of nonmentum

Determ ning the inpact of the enacted | egislative and regul atory

changes and of nunerous ongoing acquisition initiatives is often
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hanpered by slow i npl enentation actions, insufficient experience
to date using the new practices, uncertainty on whether

i npl enentati on was conpl ete or properly done, a |ack of
specified performance netrics and the absence of independent

val i dation of reported results.

Audits continue to indicate problens in the Departnent’s
attenpts to conply with reformlegislation, specifically in

the area of adopting conmmercial buying practices and
establ i shing equitabl e business relationships with contractors
for spare parts. When genui ne conpetition exists, market forces
drive prices down. However, when conpetition is limted or non-
exi stent, there are no equival ent market forces and in sole-
source purchasing the Departnent frequently pays exorbitant

pri ces.

Qur audit coverage over the past two years has been concentrated
in the historically high risk area of aviation spares, but the
sane problens |ikely pervade other commodity areas. The DoD has
been sl ow in providi ng adequate gui dance and trai ning

to contracting officers. There continues to be too nuch
enphasi s on weakening the Truth in Negotiations Act, the prinmary
saf eguard of the Governnent’s interest when conpetition is

| acking. On the other hand, the Departnent is attenpting to
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establish nore reasonable, long termarrangenents with severa
key suppliers and useful nodels may result fromthose efforts.
W will issue additional reports on this matter over the next

f ew nont hs

Thr oughout the 1990’s, nobst acquisition reform enphasis was on
systens and hardware procurenent. The DoD has realized that
pur chasi ng services, such as managenent consulting, information
system nai nt enance, testing support and environnental cleanup,
deserves equal enphasis. W believe that, in many ways,
contracting for services is intrinsically harder than for
systens or equi pnent, yet training for contracting personnel in
this area is deficient. The DoD spent over $50 billion for
services in 1999, so it is inportant that controls be adequate

and deci si on nmaki ng be sound.

We are gratified by the quick response of the Congress, Ofice
of Federal Procurenment Policy and DoD to our report that

mul tiple award task order contracts were being m sused to avoid
conpetition. W wll issue a conprehensive report on services
contracts in a few weeks. Likew se, we are assessing the inpact
of downsi zing on the DoD acquisition work force and will issue a

report in the near future.



21

Heal t h Care

The MIlitary Health System (MHS) costs nearly $16 billion
annual |y and serves approximately 8.2 mllion eligible
beneficiaries through its health care delivery program TRI CARE
TRI CARE provides health care through a conbination of direct
care at MIlitary Departnent hospitals and clinics and purchased
care through nmanaged care support contracts. The IHS has dual
m ssions to support wartinme deploynents (readi ness) and provi de

heal t h care during peacetine.

The MHS faces three ngjor challenges: cost containnment,
transitioning to nanaged care, and data integrity. These
chal | enges are conplicated by the inadequate information systens

avai l abl e to support the IHS.

Cost containnment within the MHS is chall enged by the continued
| ack of good cost information conmbined with significant |evels
of health care fraud. Lack of conprehensive patient-|evel cost
data has conplicated decisions regardi ng whether to purchase
health care or to provide the care at the mlitary treatnent

facility.



To conbat health care fraud, the Defense Crimnal Investigative
Servi ce has devel oped an active partnership with the TRl CARE
Managenment Activity to give high priority to health care fraud
cases, which conprise a growing portion of the overal

i nvestigative workload. As of Septenber 30, 1999, we had

531 open crimnal cases in this area. The follow ng exanpl es of
recently cl osed cases show the kinds of inproper activity being

encount er ed.

- Genent ech, Incorporated, of San Francisco, California, was
sentenced to pay the Governnent a total of $50 million to
resol ve issues related to the introduction of m sbranded
drugs in interstate commerce. Genentech admtted that,
bet ween 1985 and 1994, it aggressively marketed the
synt hetic hornone Protropin, one of its nost lucrative
prescription drugs, for various nedical conditions for
whi ch the drug had not received Food and Drug
Adm ni stration (FDA) approval. During this tinme period,
the FDA had approved the drug only for use against a rare

growm h disorder found in a snmall percentage of children

- As a result of an investigation in connection with a Qui
tamsuit, a $7,742,564 settlenent was reached between the

Governnment and the Chapter 11 trustee for the National

22
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Recovery Institute Goup (NRIG. The suit alleged that
NRI G a drug and al cohol abuse clinic, billed TR CARE,
Medi care and Medicaid for services not rendered in
accordance with programrequirenments and for services that

were not nedically necessary.

I nvestigation of a Qui Tamconplaint resulted in a

$51 million civil settlenent by Kinberly Hone Heal t hcare,

| ncorporated, of Mam , Florida (Kinberly), a subsidy of

A sten Heal th nmanagenent Corporation. Kinberly pled guilty
in US. District Courts in Atlanta, Mam and Tanpa to
assisting the Col unbi a Heal t hcare Corporation in the
preparation and filing of false cost reports with the
Governnment for home health care. In addition to the civil
settl enment nentioned above, the corporation was sentenced

to pay fines totaling $10, 080, 000.

A $4, 149,555 settl enment agreenment was reached between the
Gover nnment and Nova Sout heastern University, |ncorporated
(Nova), Fort Lauderdale, Florida. The settlenent was a
result of an investigation into allegations that Nova
billed TRI CARE, Medi care and Medicaid for psychol ogi cal

services purportedly provided by licensed therapists or
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physi ci ans when, in fact, the services at issue were

provi ded by unlicensed student interns.

These are but a few exanpl es of problens that pervade the health

care industry and represent a growi ng challenge for the DoD.

Data integrity in managenent information systens has been a
persistent problemaffecting health care program effectiveness
and efficiency. Inconplete and inaccurate data has made the DoD
unable to clearly identify health care costs, identify unit and

i ndi vi dual readi ness for deploynent, or coordinate direct health
care with purchased health care. DoD managenent is now putting
consi derabl e enphasis on better data quality and significant

progress is being nade.

Transitioning to nanaged care is a critical elenent of peacetine
health care delivery. The issue is conplicated by a | ack of
under st andi ng about TRI CARE, nultiple TRI CARE prograns offering
simlar but not identical benefits, and increased focus on
provi di ng peacetinme health care to the growng retiree

popul ation. An audit of the TRI CARE mar keting program showed
that while beneficiary understanding of TRICARE is inproving,
DoD has provided Service nenbers with inconplete, incorrect, and

i nconsi stent information. In addi tion, the conbi nati on of base
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and hospital closures and mlitary downsizing, with a grow ng
and agi ng popul ation of retired beneficiaries (those eligible
for Medicare but not DoD purchased health care) nore eligible
veterans and their famlies are finding thensel ves w thout
access to direct care resources. Attenpts to address that
probl em have led to a proliferation of health care denonstration

prograns that have further confused the eligible popul ation.

Supply I nventory Managenent

Al t hough DoD has substantially downsized its force structure,

it has not reduced operations and support costs comrensurately.
However, the Departnent is pursuing over 300 |ogistics reform
initiatives, many of which involve supply inventory managenent.
The DoD intends to consol i date managenent of inventory functions
and reduce war ehousi ng requirenents; reengi neer DoD product
support activities; adopt best business practices that include
wor | d-cl ass standards of |ogistics performance; inplenent

el ectronic commerce; and inprove response tines for delivering
goods and services to custoners by expanding the use of prine
vendors, virtual prinme vendors, and direct vendor delivery.

Det erm ni ng appropriate requirenents for materiel to be managed
and stocked, identifying and canceling purchases of excess

materiel, elimnating unnecessary itens frominventory and
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distributing itens nore efficiently are areas that need

i nprovenent. In addition, spare parts shortages inpacting
readi ness are being reported by operational units and repair
depots, total asset visibility initiatives remain insufficient
and i nappropriate disposal practices continue to be a problem
for the Departnent. Accordingly, supply inventory managenent

remains a high risk area.

The Departnent has reduced whol esal e supply stocks by al nbst one
hal f over the last 10 years, from about $107 billion in 1989 to
a current estimate of $55 billion. Nevertheless, an FY 1999 GAO
report states that about 60 percent of the total on-hand
secondary inventory in FY 1997 exceeded DoD requirenents. The
DoD di sagrees with the GAO figure, but it is clear that further

i nprovenent is needed in inventory managenent. The gradual
transition fromjust-in-case to just-in-tinme supply support
practices is reducing |ogistics costs, but operating units and
repair depots are raising concerns about spare parts shortages.
All of the Services are reporting shortages, but the problemis
nost acute for Air Force aircraft, as reflected in mssion
capabl e rates that have declined to 73 percent. The DoD needs
to do a better job of forecasting requirenents, making snart
procurenent decisions to achi eve econom cal order quantities,

executing spare part budgets, reducing repair cycle tinmes and
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i npl ementing information systens that are crucial to effective

and efficient inventory nmanagenent.

The Departnent has vulnerabilities in preventing public access
to live ammunition, explosives, and ot her dangerous residue
cleared frommlitary ranges. An I G DoD, evaluation of the
muni tions di sposal process led to nmultiple recomendations to
the Departnent in Septenber 1997 to tighten controls and inprove
procedures for clearing ranges and di sposing of munitions.

Al t hough conditions at the ranges and in the di sposal process
warranted i mredi ate attention, and the Secretary of Defense
desi gnated the handling of unexpl oded ordnance a nateri al
managenment control weakness in January 1999, the cogni zant DoD
| evel offices were still determning responsibility for issuing
gui dance i n Septenber 1999. Fortunately, ongoing follow up

i ndi cates that many installations and conmands are taking

corrective action despite the continued | ack of DoD gui dance.

Al t hough the wave of property disposal caused by force structure
and inventory reductions in the early to md-1990's has abat ed,
somewhat, the DoD still has a high volunme of w dely dispersed

di sposal operations which continue to pose significant
chal l enges. The Departnent’s ongoing efforts to i nprove asset

visibility and requirenents determ nation should help mnimze
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the instances of needed itens being sent to disposal, but nore
effective demlitarization practices are needed. The Depart nent
has i npl enented sone audit recomendations in this area, but is
| aggi ng behind on others. For exanple, in April 1997 we
reported that no effective process existed for determ ning which
of the hundreds of thousands of Governnent-owned property itens
and other materiel in contractor plants were nunitions |ist
itenms requiring demlitarization screening and special disposal
instructions. Regulatory changes to address that problemare

still inconplete.

This area also remains vulnerable to crimnmnal schenes, as

i ndi cated by the 57 open Defense Crimnal Investigative Service

cases invol ving disposal activities as of Septenber 30, 1999.

G her Infrastructure | ssues

In addition to adopting nore nodern and efficient supply
processes, the DoD needs to inprove a wi de variety of other
support activities to cut costs. These include maintenance,
transportation and facilities functions. For purposes of this
di scussion, the facilities area includes base structure,
mlitary construction, real property operations and mai nt enance,

and environnmental cleanup. The conmmon challenge in these areas
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is howto cut costs to reduce the current inbal ance between DoD
adm ni strative and ot her support costs on the one hand, and

noder ni zati on and operations requirenments on the other.

D sagreenents between the DoD and Congress about depot

mai nt enance outsourcing remain a problem but the Departnent has
noved forward on numerous public/private partnering arrangenents
that are prom sing. The Services are also attenpting to
streanl i ne nmai nt enance operations at other |evels and the weapon
system acqui sition process is now geared toward expanded
contractor life cycle support, which should be nore economi cal .
The Departnent has additional opportunities for managenent

i nprovenent and efficiencies by consolidating requirenments for
mai nt enance and repair contracts, inplenmenting better

per formance neasures, restructuring and noderni zi ng managenent
informati on systens, better accounting for depot naintenance

wor kl oads, and collecting nore reliable cost infornmation.

Al t hough wor| dwi de transportati on costs have dropped during the
1990’ s, DoD costs have not shown proportionate decreases.
Nunerous initiatives are under way to address that problem
These include inplenenting a cormercial, off the shelf, on-line,
frei ght nmanagenent and paynent system (Powertrack) to repl ace

the enornously inefficient, paper intensive, transportation
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vendor pay practices that currently create serious vulnerability
to fraud. The DoD pays $650 nmillion a year to freight
forwarders and shippers. In the controversial area of household
goods shi prments, which cost an additional $1.2 billion annually,
three pilot reformprograns are ongoing. W are auditing the
Powertrack systemeffort and sone aspects of the househol d goods

pil ot prograns, at the request of DoD nanagers.

The DoD is still burdened with the cost of operating nore bases
than are needed to support the force structure; however, the

Congress did not grant the DoD requests in the |ast two budgets

for additional base realignnment and closure authority. It is
still likely that an agreenent will be reached on nore cl osures
at sone future date. |In addition to elimnating underutilized

installations, the DoD needs to keep working to avoid
unnecessary facilities investnments and stretch avail abl e
construction dollars as far as possible. The DoDis also faced
wi th heavy costs resulting from hazardous waste products from

t he mai nt enance, repair and di sposal of many current weapon
systens, as well as ground and water cleanup at active, closing
and cl osed bases. The Department is putting considerable
enphasi s on cost containnment in this area, but nore needs

to be done. As in other areas, the environnental nmanagenent

effort is also challenged by fraud.
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Readi ness

The difficulty of maintaining sufficient mlitary readi ness at
constrai ned budget |evels has been the subject of congressional
hearings and public dial ogue for the past several years. In
addition to financial problens, the readi ness posture is
affected by the changing threat environnment, which now incl udes
bona fide information warfare threats and concerns about weapons
of mass destruction in the hands of terrorists. However,

i ncreased operating tenpo (OPTEMPO has probably had the nost
significant inpact on readi ness, affecting m ssion-capable
rates, personnel retention, spare parts availability, unit

trai ning, and operations and mai ntenance costs.

Since the end of the Cold War, the frequency of U S mlitary

i nvol venent in operations other than war has increased, while
force structure and mlitary end-strength have been reduced.
This OPTEMPO has adversely affected the conbat capability of
depl oyed units in Bosnia and Sout hwest Asia as well as sone
units that remain at honme station, as they have to pick up the
wor k of the deployed units while sinultaneously supporting them
w th personnel, equipnent and spare parts. Aircraft

participating in deploynents are being flown nore hours than is
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the case during regular training mssions. It is estimted that
sonme w ngs are putting about 2 years worth of flying hours on
aircraft in about 6 nmonths during their Southwest Asia

depl oynments. This accunul ation of flying hours, conbined with
the age of sone aircraft, has reveal ed atypical and unbudgeted
wear and nmai ntenance problens particularly on the F-15C and the
A-10 aircraft. The pace of these deploynents is also, at |east
in part, causing aircraft m ssion-capable rates to decline and
the increased consunption of parts has exacerbated existing
parts shortages, causing cannibalization rates to increase. The
| ogi stics problens affecting many units, especially in the Ar
Force, were discussed previously under Supply Inventory

Managenent .

Training is a key factor in readiness. The Air Force in
particul ar indicates that aircrew conbat proficiency may be
declining partly due to frequent and recurring depl oynents.
F-15 and F-16 fighter squadron personnel, particularly those
participating in Operation Southern Watch in Sout hwest Asi a,
frequently described their nostly routine m ssions as having
little conbat training value. For the Army, especially at
battalion, brigade, and division |evels, current peacekeeping
operations detract fromthe Arny’s established training cycle

to sustain highly trained and conbat-ready teans. While in
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Bosni a, arnored and nechani zed infantry units generally do not
conduct any arnored maneuver operations and are relieved from
tank and Bradl ey gunnery requirenents. The inability to conduct
needed training threatens skills which are extrenely perishabl e.
Returning units to their wartine m ssion capability |evels
during peacetine is also a problem taking from several weeks
for sone support units to nore than a year for some conbat

units. In addition, entire units are not always deployed. As a
result of deploying partial units, the nondepl oyed portions |ack
the officers and senior nonconmi ssioned officers needed to train
nore junior soldiers, cannot conduct training above the snal

unit and individual soldier level, and have to do not only their

wor k but that of the deployed portion of the unit.

Accurate reporting of unit |evel readi ness also renmains a
concern. The dobal Status of Resources and Training System
(GSORTS) indicates that the readiness of units engaged in these
deploynments in all of the Services has been adversely affected.
These effects are particularly evident in the Arny wth | ower
unit |evel readiness ratings, although division |evel ratings
have recently received nuch publicity. However, inportant
information about a unit’s condition is not always readily
apparent in GSORTS and sonetines not reported at all. Actual

unit conditions are nmasked by factors such as the counting of
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tenporarily assigned personnel against wartine nmanni ng
requi renents, optimstically estimating training status, and

i nconsi stent reporting.

O her readiness indicators, such as reported backl ogs of

equi pnent and real property for maintenance and repair, are
notoriously unreliable. There is extensive activity under way
to address those problens; however, audit and inspection
coverage of these and other readi ness issues has been very
limted over the past couple years, partially due to the need to

noni tor Y2K conver si on st at us.

Tur bul ence from Change

There are high stakes involved in the DoD efforts to inplenent
fundanmental reformthroughout the Departnent and, in all cases
there is a need to push ahead vigorously and expeditiously. 1In
fact, in nost areas even nore should be done. Nevertheless, it
nmust be recogni zed that the nature, scope, and duration of the
DoD reformeffort create a nunber of significant managenent
challenges in their own right. Those “change managenent

chal | enges” i ncl ude:

. mai nt ai ni ng hi gh wor kforce noral e and productivity;



. continuously retraining the workforce to ensure
t hey have adequate conmand of constantly changi ng

rul es and processes;

. har noni zi ng the thousands of changes and initiatives

so that they do not conflict with each other;

. nmeasuring the results of each initiative and
getting objective feedback to validate reported

per f or mance; and

. mai nt ai ni ng appropriate enphasis on internal

controls and accountability.

These issues are particularly hard to deal with because they
tend to cut across organi zational and functional lines. W
bel i eve that nmuch nore needs to be done to focus on workforce
hiring, training and retention, because even the best new
procedure or process will fail without a well notivated,
properly trained and adequately supported workforce. Qur

pendi ng report on the DoD acquisition corps reductions wll
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hi ghlight the problens that result fromcutting the workforce in

hal f while workload remains relatively constant. W wll also
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di scuss the “greying” of the acquisition wrkforce and the very
high attrition rates projected over the next few years. High
turnover conpounds the training problem These kinds of issues

undoubtedly apply to other sectors of the DoD workforce as well.

The problem of conflicting goals and i nconsistent enphasis nay
be inevitable when so many initiatives are ongoi ng

simul taneously. The DoD has realized that virtually all aspects
of its operations involve nultiple organizations and

di sciplines, so that unilateral attenpts by individual managers
to redesi gn processes are doonmed to failure. The growmh in the
1990’ s of problemsolving initiatives with a nore integrated,
cross-cutting approach is one of the nbst positive trends that
we have seen in the Departnent. However, nore needs to be done.
For exanple, the finance and acquisition comunities appear to
be nmoving in opposite directions on contractor pay. The finance
comunity is attenpting to inprove controls over paynents by
taki ng nmeasures like rejecting vouchers with remttance
addresses that are not in the Central Contractor Registry and
may be suspect. Sonme paynents coul d be del ayed, but
vulnerability to fraud and error would be reduced. However,
sonme DoD acquisition officials believe that paynents to
contractors are not being nade pronptly enough, and they

advocat e maki ng paynent w thout any attenpt to match invoices to
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recei ving docunents. The Departnent generally resol ves
i nconsi stent gui dance, but in the neantine the workforce cannot

hel p but be sonmewhat uncl ear about DoD priorities.

Finally, we believe strongly that proper oversight is

particul arly useful and necessary during tines of major changes.
I dentifying inpedinents to inplenenting new | aws and poli cies,
suggesting ways to fine tune initiatives to make them nore
effective, and providing objective feedback on whether intended
results are being achieved are the kinds of val uabl e support
that auditors can furnish. Perhaps the best recent exanple of
such support was our massive audit effort to help the DoD

i npl enent its Y2K conversion plan. The Departnent has been very
generous in its positive comments on the inportant contribution
that we were able to nake to the DoD success in overcom ng the

difficult Y2K chal | enge.

Unfortunately, the resources allocated to the O G DoD, are not
sufficient to enabl e conprehensive oversight in many areas.

Bet ween 1995 and 1999, funded IG DoD, work-years were reduced
by 26 percent, while mandated and requested workl oad

si mul t aneously increased. The Departnment scal ed back further
maj or cuts that had been planned for FY 2000 through 2004, but

it was very disappointing when the Congress cut our FY 2000
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appropriation request. The conbination of that reduction and
the continuing need for full scale audit support of Y2K
conversi on has hanpered our efforts to increase oversight
coverage of the high risk areas that | have discussed in this
statenent. Mbst of the individual DoD process changes and new
systens have not been audited and the results are either unknown

or unverifi ed.

Sunmary

In summary, the DoD faces a wide array of form dabl e problens,
many of which will require years of sustained effort to solve.
We believe that the DoD audit and investigative conmmunities play
a vital role in identifying those problens, helping to fix them
and verifying results. On the whole, DoD managers recogni ze and
appreciate that role and we consider our working relationships

with all major DoD conponents to be good.

Thi s concl udes ny statenent.



