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The nuclear power industry in the United States is reliant on digital Instrument

and Control (I&C). 1&C systems monitor the safe, reliable and secure generation
and delivery of electricity and could have potential cyber vulnerabilities.

Nuclear Cyber Vulnerability

Sandia National Laboratories has conducted
cyber-based  vulnerability assessments
on multiple commercial digital 1&C
platforms being deployed in the nuclear
industry for the purpose of identifying
vulnerabilities and improving the design
and implementation of these systems.
The assessment methodology has been
developed at Sandia and is used to
determine the risk associated with
the design, configuration and
operation of cyber-based
products.

Threat Characterization

Whilemoderninformation
technology provides
valuable capabilities in
today’s control systems, its
widespread availability and
commonality has also made
the modern control system
inherently vulnerable to many more
threats, especially in the cyber domain.
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Since there are a large variety of threats,
it is important to quantify these threats in
a way that allows an analyst to anticipate
their impact. By identifying important
characteristicsofthethreatsitcanbepossible
to determine the capabilities of adversaries.
This allows for the simplification of the
continuous threat space to be captured in a
more discrete way thus allowing for a more
objective analysis. Sandia has identified
methods that can be used by analysts to
identify and quantify threats against cyber-
based systems of interest. More information
on the Information Design and Red Team
(IDART) methodology can be found on the
IDART website at idart.sandia.gov along
with publications listed here.
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Risk Informed Product Acquisition

Additional risk imposed on any critical
infrastructure industry, such as electrical
power production, is the risk from the
subversion of products and services
associated with the global commercial
supply chain.  Industry is dependent
on an uncompromised supply chain
in the manufactory, purchasing, and
delivery of its critical components.
Sandia is developing a supply chain risk
management methodology that can be
used to help the purchasing agent quantify
product subversion risk associated with
the acquisition of products and services
associated with any industry.
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