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DA Privacy Impact Assessmz:nt for Document imaging Systems (FileNet)

1 Purpose of Documenf

USDA DM 3515-002 states: "Agencies arm ‘responsible for initiating the PIA in the early stages of the
development of a system and to ensure tr t the PIA is completed as part of the required System Life
Cycle (SLC) reviews. Systems include d:zl:—l from applications housed on mainframes, personal
computers, and applications developed fc, the Web and agency databases. Privacy must be
considered when reqmrements are bemg 1aFyzed and decisions are being made about data usage

EEo N AP R P e APy P Sy Ln s som ] s o

and SySIem design. Thnis appiies to af of m'-' ucvclupmcm methodologies and system life cycles usad

in USDA.

Both the system owners and system developers must work together to complete the PIA. System
owners must address what data are used ‘ow the data are used, and who will use the data. System
owners also need to address the privacy i ‘pilcat:ons that result from the use of new technologies (e.g.,
caller identification). The system developers must address whether the implementation of the owner's
requirements presents any threats to privecy.”

The Privacy Impact Assessment (PIA) doz iment contains information on how the Document Imaging
Systems (FileNet) affect the privacy of itz".1sers and the information stored within. This assessment is
in accordance with NIST SP 800-37 Guid for the Security Ceriification and Accreditation of Federal

Information Systems.
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2 Applicability

1

2.1 Applicability of System

The information in this document is applic’ :)Ie to the Document iImaging Systems (FileNet}.

2.2 System Overview
The Document Imaging Systems (FileNet).consists of nine applications/components of which only two
that are active as of the date of this docu; ent. These are as follows:

1. Producer Claims Imaging (FCB) —|s a FileNet imaging system allows the input of documents for
storage and retrieval. All data is vser input from document storage, fax and scanned materials.

2. Dehartment ‘of Justice Imaging (DZJ) - is a FileNet imaging system that allows the tracking of
DOJ payments & record paymentz: This is strictly a workflow component of FileNet application.

The third and fourth component; Automatzd Clearing House {ACH) Return and Document Wizard Web
Retrieval are currently in the testing phasz« as of the writing of this document.

3. Automated Clearing House (ACH) Return — is a FileNet imaging system that takes data
downloaded from a mainframe feeg and converts each ACH Return and Notice of Change into a
document. The application groups 4l items by state and county codes, and faxes the
documents to each county. Once iiiformation is obtained for each ACH Return, the counties will
fax the information back to the ima:ting system.

4. Document Wizard Web Retrieval --<5 a web based (FSA intranet only) means of accessing
specific claims from Producer Cia r:s Imaging. The claims can only be accessed by the claim
number,

Components five through eight are noted [\Ar documentation purposes and will be reviewed at a later
date. .

5. KCFRB Imaging — FRB check amF:rjes are downloaded and imported in the system. Itis used
to store and view FRB check imag<s and pertinent information on CCC checks. POG usesitto
pull up images of CCC checks.

6. FDS Monthly and Accounts Payal: s+ — Accounts payable reports are scanned using a single
dedicated PC and scanner. T

7. Tobacco, Finance, IRS (PPRS, F4::s, Tobacco data is Inactive) — PPRS documents are
scanned locally and faxed from county offices. Fairs documents are scanned locally and serve
as backup information for daily treasury and financing activities. Tobacco documents must be
kept held for historic purposes, alti;augh the tobacco program is no longer active and no new
documents are being imaged. Te

8. GSM Registration/EOE and ClalmgeData Inactive; FSA/WDS are not using this of the time of
writing of this document. Uy

The ninth and final is CNC (St. Louis) thasa omponent has never been used and will be removed from
the workstations. IA
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e

2.3 System Categorization’*’?‘-
By following the guidance set forth in NIS,, SP 800-60 and FIPS PUB 199 taking into account the
information fypes and other factors for thic: “system, the Security Categorization for this system has been

determined to be Moderate. Therefore, Rmk Assessments and Security Testing and Evaluation
{ST&E) will be performed following the Mo erate baseline set forth in NIST SP 800-53 Annex 2,

2.4 Responsible Orgamzation

United States Department of Agriculture (u. SDA)

Farm Service Agency (FSA)
1400 Independence Avenue SW
Washington, D.C. 20250

Q,Q.A

This system is maintained by:

Farm Service Agency-Kansas City Comp Px
Farm Credit Application Office

6501 Beacon Drive

Kansas City, MO 64133

This system’s hardware is located at:

Farm Service Agency-Kansas City Comp e <
Farm Credit Application Office .
6501 Beacon Drive

Kansas City, MO 64133

s
A
1

2.5 Information Contacts *

“Name P Title Sl Address:_:. S| Number EmaliAddress e

¥

Certifying Officer: |FSA Chief information  |U.S. r“ﬂpa\rtrﬁent of (202)720-5320 sue‘busseﬂs@wdc.usda.qcv

Sue Bussells Officer {(Acting) Agriciilture
Director, Information Farm Service Agency
Technology Services

Division {ITSD) (Acting) ;ﬁ?*“d‘*pe”deme Avenue
FSA/DAMATSD Wasi .lngton D.C. 20250
Business Owner |Director, FSA Office of  |U.8¥Department of 202-720-3674 idennis taitanc@wdc.usda.qov
(DAA): Budget and Finance. Agr{c}-;lture
Dennis Taitano Farm;Service Agency
140% Independence Avenue
sw

WasHington D.C. 20250
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SD Privacy Impact Assessmiént for Document Imaging Systems (FileNet)

o S Phone - sl
e Address - b Number | E-mail Address -

816-926-3250 imonty.tranbarger@kce.usda.gov

Name . ~ | - Title

Business Program [Director, Kansas City U, S, ;epartment of
Manager: Financial Cffice (KCFO) Agrc_niture

Monty Tranbarger Farm Service Agency
650L’Beacon Drive
Kar:; 1s City, MO 64133

Pragram Manager: (Acfing} Chief, 1 87 Department of 816-926-6398 ithreatha worsham@kcc.usda.gov
Threatha Worsham (Administrative and Agriciiture
' Financial Application Fariri:Sérvice Agency
Office AFAO/FMG :

685G+ Beacon Drive
Kar'sss City, MO 84133

816-926-6398 ithreatha.worsham@kcc.usda.gov

System Managers: |Group Chief, Financial  |U.5.:JJepartment of
Threatha Waorsham jManagement Group Agiatture

(FMG) Fars Service Agency
8507 Beacon Drive
Kar‘s ;s City, MO 64133

2.6 Assignment of Secur:ty Responsnblhty

_ T . Phone | . . s
_ Name (R Tttle : : Address o Number I Ema;E:Auzdd.rgs.s_:-
Karen Malkin , Chief Privacy Act Officer | U.Z. Department of 202-690-2203 |[karen.malkin@wdc. usda.gov
Esq. and Assistant to the gmulture
Administrator Farm Service Agency
USDA/FSA/QA/OBPI/S 1_1('_) Independence
PS Aveiue SW
Washington, [.C. 20250
Thomas B. Hofeller, | Freedom of Informaticn | UsS Department of 202-690-0153 [tom.hofeller@wde.usda.gov

Act (FOIA) Coordinator | Agrculture
Associate Administrator | Fai:h Service Agency

for Operations and 1400 Independence
Management Avenue SW
USDA/FSA/OA W* h;ngton D.C. 20250
Brian Davies Information System U.‘ ZDepanment of 202-720-2419 (brian.davies@wde.usda.gov
Security Program Agdoulture
Manager (ISSPM) Fai Service Agency
FSA/DAMATSDIOTC/ASO 147 *Eﬂdependence Avenue
SW, 4
Washington, D.C. 20250
Mindy Gehrt Disaster Recovery U.é?.'fDepartment of 816-926-3522 |mindy.gehri@kcc. usda.qov
Coordinator Agrizulture
Information Security [{Farth Service Agency
Office (IS0) 653% Beacon Drive

FSA/DAMATSDIOTCASO [kansas City, MO 64133
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SRR . R L Q.jf:? B o} Phone . Dl
- "Name _ Title . . Address - Number | E-mail Address  *
Georgia "Shelly" Certification & U.2. Department of 816-926-3018 [georgia.nuessle@kee.usda.aov
Nuessle Accreditation Anicuiture :
Caoordinator m Service Agency
Information Security 8501 Beacon Drive
t .
Office (150) Kzasas City, MO 64133
USDA -

ESA/DAMATSD/OTCAS

T WV rd

)

2.7 Who Completed this A;’%{:sessment?

June 6, 2008
Debbie Cowan ;L
FileNet Administrator L

U.S. Department of Agriculture
Farm Service Agency

6501 Beacon Drive i
Kansas City, MO 64133
816-926-7415

debbie cowan@kec.usda.gov -
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R

3 USDA Privacy Impact Assessment

3.1 Does the System Contam Information About Individuals in an

Identifiable Form?

indicate whether the foliowing types of in the system

QUESTION 1 . Yes

Does the system contain any of the following ! yne of data as it relates to No

individuals: c

Citizens | Employees

Name [ N ]
Social Security Number < ] ]
Telephone Number , X ] ]
Email address X O O
Street address X ] O
Financial data ] ]
Health data B 1 M X
Biometric data ! ] il

QUESTION 2

Can individuals be uniquely identified using per’-'sonal information such as

a combination of gender, race, birth date, gecgraphic indicator, biometric 5 N 7

data, etc.? ;.%?: X

NOTE: 87% of the US population can be un;qa’eiy ldentaﬂed with a

combination of gender, birth date and five dig: ’wip code’

Are sociai security numbers embedded in any)._.}e!d? i< J O

Is any portion of a social security numbers US‘Lié"P ] 1 X

Are social security numbers extracted from argy other source {i.e. system, ] H X

paper, etc.)? :

If all of the answél}; in Questions 1 and 2 are NO,

! Comments of Latanya Sweeney, Ph.D., Director, Labcar it m} for International Data Privacy Assistant Professor of Computer Science and
of Public Policy Carnegic Meillon Umversrry To the Denartment of Health and Human Services On "Standards of Privacy of Individually

{dentifiable Health Information™. 26 Aprii 2002, .‘j—‘
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Privacy Impact Assessrr—;:‘?;ht for Document Imaging Systems (FileNet)

You do not need to complete a Privacy Iﬁf{-’%act Assessment for this system and the answer to OMB A-11,
Ptanning, Budgeting, A'fzuisifion and Management of Capital Assets,

7
Part 7 ; Section E, Question 8¢ is:
3. No, because the system does not cc%r{tain, process, or transmit personal identifying information.

If any answer in Questions 1 and 25 zm YES, provide complete answers to all questions below.
1%

Page 7 Date: September 3, 2008
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Privacy Impact Assessmicnt for Document Imaging Systems (FileNet)

3.1.1 Data Collection
1.

]

s
IR
N

~

Generally describe the data to be usecj?gn the system.

There is no actual data being used by?‘-ff?ie system; only the images of documents relating to debt
and ACH/NOC collections are stored z1d accessible.

agsary to the purpose for which the ::\lc:‘l‘pm is be!nﬁ

i ggeassar | it

designed? In other words the cfata is¢ bsoiuteiy needad and has significant and demonstrable
bearing on the system’s purpose as rec..ired by statute or by Executive order of the President.

K Yes
] No

Sources of the data in the system.

3
Q
e 20
]
)
®
o
o ]
=
)
3

3.1. What data is being collected from: the customer?
No data is being colfected by the sustomer.

3.2. What USDA agencies are providing data for use in the system?
The Farm Service Agency (FSA s providing data for use in the system.

3.3. What state and local agencies ert providing data for use in the system?
No state or local agencies are p}'('ividing data for use in the system.

3.4. From what other third party sour es is data being collected?

No data is collected from third p‘_."ty sources.

Wiil data be collected from sources otiiide your agency? For example, customers, USDA sources
(i.e. NFC, RD, etc.) or Non-lUSDA sou: ues

|:| Yes
No. [fNO, go to section 3.1.2, quwtzon1

4.1. How will the data collected from CJstomers be verified for accuracy, relevance, timeliness, and
completeness? .

N/A

4.2. How will the data collected from i ‘SDA sources be verified for accuracy, relevance, timeliness,
and completeness?
N/A

Page 8

=y Date: September 3, 2008




il

Privacy Impact Assessm‘i%nt for Document Imaging Systems (FileNet)

e

4.3. How will the data collected fromiﬁbwUSDA sources be verified for accuracy, relevance,
timeliness, and completeness? 5“‘

N/A

[l

3.1.2 Data Use

1

Individuals must be informed in writing »f the principal purpose of the information being coilected
from them. What is the principal purposg of the data being collected?
There is no data being collected; only "ie images of documents relating to debt, ACHINOC

collections.

Will the data be used for any other puf’rfase?

[] Yes : o
[X] No. If NO, go to question 3 (below;.

2.1  What are the other purposes?
N/A

551

s the use of the data both relevant ang necessary to the purpose for which the system is being
designed? In other words, the data is tibsolutely needed and has significant and demonstrable
bearing on the system'’s purpose as reg&;uired by statute or by Executive order of the President.

Yes
[] No

Will the system derive new data or crea};'.,__te previously unavailable data about an individual through
aggregation from the information col!eg;:ed (i.e. aggregating farm loans by zip codes in which only

one farm exists.)?
[] Yes
No. If NO, go to question 5 (below).

41 Wil the new data be placed in th¢ individual's record (customer or employee)?

[] Yes
[] No

4.2 Can the system make determiné:?_i‘lzans about customers or employees that would not be
possible without the new data? -

[7] Yes
[} No ';

43 How will the new data be verifier. for relevance and accuracy?

N/A

Page 9
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i
Fo

§ Individuals must be informed in writing-;of the routine uses of the information being collected from
them. What are the intended routine uses of the data being collected?

There is no data being collected; only the images of documents relating to debt, ACH/NOC
collections. i

o

6 Will the data be used for any other uss= (routine or otherwise)?

[] Yes -
No. If NO, go to question 7 (below,.
6.1 What are the other uses?

N/A

7 Automation of systems can lead to 'che:l sonsolidation of data — bringing data from multiple sources
into one central location/system — anc Sonsolidation of administrative controls. When administrative
controls are consolidated, they should ise evaluated so that all necessary privacy controls remain in
place to the degree necessary to contir:ue to control access to and use of the data. Is data being

consolidated?

[] Yes .
No. IfNO, go to question 8 (belov .

7.1 What controls are in place fo prc:f.;act the data and prevent unauthorized access?

N/A i

EL

8 Are processes being consclidated?

[] Yes N
X No. i NO, go to section 3.1.3, qustion 1.

8.1 What controls are in place to prc:’ti?’;ct the data and prevent unauthorized access?

N/A

3.1.3 Data Retention B
1 s the data periodicaily purged from thﬁffsystem?

L[] Yes
<] No. If NO, go to question 2 (below;

1.1 How long is the data retained wriéther it is on paper, electronically, in the systemorin a
backup?

N/A

Page 10 s Date: September 3, 2008
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1.2 What are the procedures for pur‘gfng the data at the end of the retention period?
N/A ‘

P

&
1.3  Where are these procedures docrmented?
N/A

2 While the data is refained in the systen what are ihe requirements for determining if the data is still
sufficiently accurate, relevant, timely, =.id complete to ensure fairness in making determinations?

Images of documents and only as accrate as the documents being photographed.

3 Is the data retfained in the system the a*;giriimum necessary for the proper performance of a
documented agency function? ’

<] Yes Images are retained for antadefinite period of time.

[] No

3.1.4 Data Sharing

1 Will other agencies share dala or haw ‘access to data in fh!s system (i.e. international, federal,
state, local, other, etc.)? :

[ Yes
B No. KNO, goto questlonZ(beiow

1.1 How will the data be used by the | »ther agency?
NIA N

1.2 Who is responsible for assuring tne other agency properly uses of the data?
-“’;1..‘

N/A i

2  Is the data transmitted to another agé;icy or an independent site?

[ ] Yes e
B No. If NO, goto questlonB(below

2.1 s there the appropriate agreemént in place to dogument the interconnection and that the PIl
and/or Privacy Act data is appropriately protected?

N/A e

3 s the system operated in more than e;::i;e sita?

D Yes
No. If NO, go to section 3.1.5, cguei,tlon 1.

‘4}.
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3.1 How will consistent use of the syéﬁem and data be maintained in all sites?

N/A

3.1.5 Data Access

1

Who will have access to the data in H‘éf!:system {i.e., users, managers, system administrators,
developers, atc.)?

In conjunction with their assigned job fa;hctions, end users, managers, and system administrators
will have access o document images 1 the system.

How will user access to the data be dcr's:rmined’?
Managers will determine user accessi s sty to the system.

2.1 Are criteria, procedures, controls tand responsibilities regarding user access documented?

Xl Yes %

How will user access fo the data be restricted?

Users will have access based on Userld and password within the FSA network and FileNet system.
Password controls apply rules to ensu) that they are not compromised easily. Passwords must
adhere to certain guidelines such as: wunimum character length, special characters must be used,
passwords must be changed periodically, and passwords may not be re-used for a period of time.

The users within Document Wizard V\;efo Retrieval (still in festing) will go through eAuth and agam

with FileNet security controls.

All users must be authenticated in sora’ form in order to access the CFMIS/Debt System Document
Imaging {FileNet) for those componert: residing on the workstations. Users must first log on to their
workstation and be authenticated by tre FSA network. Affer authenticated the users may access
the component and once again be auttanticated within FileNet.

3.1 Are procedures in place to detecjiﬁor deter browsing or unauthorized user access?
D Yes
[] No -

Does the system employ security con* 1ls to make information unusable to unauthorized individuals
{i.e. encryption, strong authantication E ocedures etc.)?

X Yes #
[] No

Page 12
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3.1.6 Customer Protection

1  Who will be responsible for protecting ¥ie privacy rights of the customers and employees affected
by the interface (i.e. office, person, dep.artmental position, etc.)?
The FileNet system manager is Inltlalﬁ\: esponsible for protecting the privacy rights of USDA/FSA
customers. As access is primarily com ‘olled by the system manager, initial responsibility lies with
this officer. y

2 How ¢an customers and employees c‘ .tact the office or person responsible for protecting their
privacy rights? ;
Customers can contact the USDNFS Drlvacy Officer at the following address:

—

Name Address FERa . Phpne N.u_mber__..-_é':. 3‘_:1.{.-.E-ma'ill_Aél.drés's_:"

JohnW Underwood USDA - Farm Semm Agency [Phone: 816-926- |mailtg:john.underwoodf@kee.

FSA Privacy Act Beacon Faeility - M’ni Stop 6992 usda.gov
Officer / FSA P11 8388 Cell: 816-564-
Officer 9240 Troost Avenve 8938

Kansas City, Misscuri 64131~ [Fax: 816-448-

3053 5833

'

EG

P

3 A "breach’ refers to a situation where data and/or information assets are unduly exposed. s a
breach notification policy in place for 1hs system?

X Yes. if YES, goto questaon4(belcw)

[] No
3.1 I NO, please enter the POAM n;}fﬁber with the estimated completion date:
N/A -

-
s
s

4 Consider the following:
+ Consolidation and linkage of files scd systems
» Derivation of data
» Accelerated information processing and decision making
« Use of new technologies G

Is there a potential to deprive a custor‘n‘er of due process rights (fundamental rules of fairness)?

[] Yes

No. If NO, go to question 5 (belov:..

4.1 Explain how this will be mitigated?
N/A h

Page 13 CE Date: September 3, 2008
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]
e

5 How will the system and its use ensur’s_?fgequitabte treatment of customers?

The system cannot differentiate betwé:;jn debtors.
;f.trl
8 Is there any possibility of treating cus’to mers or employees differently based upon their individual or
group characteristics?

D Yes &
No. If NO, go to section 3.1.7, qua,»tnon 1.
i‘.{_

8.1 Explain ox
N/A

3.1.7 System Of Record

1 Can the data be retrieved by a parsor:: i identifier? In other words, does the system actually
retrieve data by the name of an indivitfual or by some other unique number, symbol, or identifying

attribute of the individual? 3

] Yes
D No. If NO, go to section 3.1.8, quwflon 1.

1.1  How will the data be refrieved? h; other words, what is the identifying atfribute (i.e. employee
number, social security number, etc ¥?
Images can be retrieved via Feo,_e,rai Tax ID.

1.2 Under which Systems of Record 'otlce (SOR) does the system operate? Provide number,
name and publication date. (SOH : can be viewed at www.access.GPO.gov)

USDA/FSA-13 Claims Data Base:
1.3 If the system is being modified, wiil the SOR require amendment or revision?

NO

Coe
&
15

3.1.8 Technology R

K

1 Is the system using technologies in wf-:es not previously employed by the agency (e.g. Caller-ID)?

e
[] Yes
No. If NO, the Questionnaire is Cemplete.

1.1 How does the use of this technolagy affect customer privacy?

L,
N/A
)
Upon completion of this Privacy:impact Assessment for this system, the answer to
OMB A-11, Planning, Budgetina, Acquisition and Management of Capital Assets,

;
G
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: SDA Privacy Impact Assessmént for Document Imaging Systems (FileNet)

-

Part 7, 3ection E, Question 8¢ is:
1. Yes.

PLEASE SUBMIT A COPY TO TH&'}_QFFICE OF THE ASSOCIATE CHIEF INFORMATION
OFFy SE/CYBER SECURITY

e

Page 15 Date: September 3, 2008




2t

USDA Privacy Impact Assessme:nt for Document Imaging Systems (FileNet)

Privacy hmpact Assessiment for Dcr_t G ol Imaging Systerns (Filebel)

1 e g 2 i b s

& Privacy Impact Assessment Suthorization Memorandum
have carsiuly nesessad the Privacy Impact Assessme 11of 1he

Dosument Imaging System {FileNat)

‘f"nis?éosumxznthas been completed in acsordanse with *he regulirements of the eGovamment Act of
206

We fully accapt the ehonges as needed improvements nnd authoriza inifiation of work ta proegead.

ased on our authoity and judgment, the condinuod op-rafion gf this system s aufcrized,
'l .
QA m

@Zi-@/i}@
Thyeaths Aarsham W A

DAt
Filehiet System Managar

3uo Hussclls St

Ageney CIOQ '

Karon Mudlin, EBG Do

Chief Pubrocy Cfioar ~

Page 19 Pale: g 24, 2005
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Privacy Impact Assessn{el‘nt for Document Imaging Systems (FileNet)

Privacy impact Assessient for Document imaging Systemns (FileNet)

4 Privacy Impact Assessment Authorization Memorandum
! have carefully assessed the Privacy ?n:;;.lact Assassment for the

Document Imaging System (FieNet)

This document has been completed in roordance with the requirements of the eGovernment Act of
2002,

We {ully accep! the changes as needed snprovements angd authorize inltiation of work to proceed.
Basad on our authority and judgment, the sontinued operation of this system is authorized.

Threaths Worsham Daie
FileNet System Manager
T PR i //
s e &

P A f__:,}—«‘ﬁg.-w_.f,n R /5 ?!éé?
Sue Bussells Data
Agency ClO {Acting)

"l"{'
Karen A, Malkin, Esq. . Date
Chief Privacy Act Officer )
'
Page 18 Date: June 24, 2008
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Privacy Impact Assessment for Document Imaging Systems (FileNet)

4 Privacy Impact Asses:sment Authorization Memorandum

I have carefully assessed the Privacy Impe st Assessment for the

Document Imaging System (Fi.»2Net)

This document has been completed in acc.rdance with the requirements of the eGovernment Act of
2002. '

We fully accept the changes as needed it;;;)rovements and authorize initiation of work to proceed.
Based on our authority and judgment, the continued operation of this system is authorized.

Threatha Worsham Date
FileNet System Manager -
Sue Bussells Date
Agency CIO (Acting)

' Date

Brian Davies
Information System Security Program Manager (ISSPM)

#
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