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USDA PRIVACY IMPACT ASSESSMENT FOR ACMS

USDA PRIVACY IMPACT ASSESSMENT FOR ACMS

Agency: Animal and Plant Health Inspeclion Service (APHIS)

System Name: APHIS Cost Management System (ACMS)

System Type: [] Major Application
[] General Support System
[] Non-major Application

System Categorization (per FIPS 199): [] IIigh
[] Mmlerate
[] Low

Description of the System:
The ACMS provides APIILq a relevant status q[fimds and & able to substantiate it
using a consistent well d~fined proce~:y that is fl~vible f!~r all teveb qf the
ot~anization at any time during a financia! cTele, The ACMS is a tool to track,
reconcile, adfust and analyze the balance of allocations tb~xmgh year en~lbr
financially interested APItlS party, This process is bgown as status
processing. The ACMS accomplishes this status of/hn~s’processing by o’acking
planned and cz~mmitted e.rpenses as this data is ~canciled m malc’hh~g obl~qaNon

f!’om the qff~cial accounting sp~vtem.

Who owns this system?
U.S. Department o~" Agriculture (USDA) Marketing and Regulatory Programs (MRP)
APHIS Marketing and Regulatory Program Business Services (MRPBS)
Staeye L. Teachman
System Owner/Supervisory Budget Analyst
MRPBS, FMD, BEST
4700 R_iver Road
Riverdate, MD 20737
(301) 734-8251
Stacv. e._L .Tcachm~his.usda.g9~

Who is the seeuri~" contact for Ibis system?
Michael Fuchs
hfformation System Security Manager
APHIS MRPBS ITD
4700 River Road
Riverdale, MD 20737
(301) 85t-2527
MichaeI.Fuchs~a_~phis. usda.gov
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USDA PRIVACY IMPACT ASSESSMENT FOR ACMS

Who completed this document?
Prepared in December 2007 by:
COACT, Inc.
9t40 Guildford Road, Suite N
Columbia, MD 21046
(301) 498-0150

Revised in June 2009 by:
Brian Bowman
ACMS Project/Vlanager
[JSDA MRPBS ITD
4700 River Road Unit 103
Riverdale, MD 20737
(301) 851-2516
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USDA PRIVACY IMPACT ASSESSMENT FOR ACMS

DOES THE SYSTEM CONTAIN INFORMATION ABOUT INDIVIDUALS IN AN
IDENTIFIABLE FORM?

Indicate whether the following types of personal data are present in the system

QUESTION 1

Does tile system contain any of the following type of data as it relates to individual:Citizens Employees

Name

Social Securib’ Namber

Telephone Number

Emait address

Street address

Financial dam

Health data

~QU Biometric data

Can individuals be uniquely identified using r~
combination of gender, race, birth date, geogra1

NOTE: 87% of the US popnlation can be nniquel)
ge lder, birth date and five digit zip code~

Are social securiLv numbers embedded in an~
~ortion~9, fa socia,___ I s_e~[£y ~mtnbers.
Are social securit~j~umbers extracted fi’om any other source (i.e. system, D)per, ere)?YES ¥E___2~

YES

YES YES

~s YES

NO YES

YES YES

YES YES

~NO NO

NO NO

0nai infommtion such as a
ic indicator, biometric data, etc,?

identified with a combination of

d? YES YES
YES YES
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USDA PRIVACY IMPACT ASSESSMENT FOR ACMS

DATA COI.LECTION
3. Generally describe the data to be used in the system.

There will be ~vo types of data that will be used in the system, APHIS employee data
and other data. These two types of data are described below:

Employee Data: USDA APltlS users tt.s’e the ACMS to track and analyze daily
spe~dingjbr the agent, as this dam is reconciled c~qainst obligations obtained from
the Fotmdation Financial [~rmation S)~’tem (#~9). Employee it~t~ation stored
includes: User [D, e-Authentication ID, Federal Dam ~rehouse (FDW) ~qer ID,
First ~-tme, Middle Name. Last Name, EmaiL and Organization~.
Additionatt)~ ACMS users enter Employee Salaty Projection dataJbr each emplqyee.

This allows them to provide estimated salary spending over one or more pay periods.
Data eollected fiTr employees entered into ACMS include: First Name. Middle
Name, Last Name, Social Security Number; Employee Type. Location; dob Title, Pay
Plan, Grode, Step. Loealit): Benefits Plan, Appointment Type, Work Schedule, Hours
pet" Pay Period. Allowances; and EsTitnates per pet), period on Salary. Benefits’,
Overtime, Other Pet)’,

Other Data: ACMS users enter general inJbrmation into the application regarding
other ~pes ~f individuals providing a means ~f i,#nt~,ing amPbr contacti~7 the
individmd or entiO,. This inchtdes data~r Grants, O~operativ~ ~tgreements and
Indemnity payments. AH of this data ix required to be eoptm’ed by the Federal
Fumling Accmmtab#io, and Tran~aremT Act (FP)tT~I) qf 2006. The dam includes:
(a) ~eement C~mmct lnjbrmation: Contact ~)pe, First Name, Middle Nktme, Last
Name, Phone Number: (b) ~reement Cm~erator ln[brmation: ~Vame, Ci(y. State,
C~mnt~y, (~aperator 7)~e, and Minority bTag. Vendor Code ~ossibly SS~V); and (c)
Prima~v Lop.ion of Pe(’~)rmance Information: Address, Ci(~; State. Zip code, and
Congressional District.

Is the use of the data both relevant and necessary to the purpose for which the system
is being designed? In other words, the data is absolutely needed and has significant
and demonstrable bearing on the system’s purpose as required by statute or by
Executive order of the President,

[] Yes
[] No

The data is reh’vant attd necess~uT. The ACMS was developed to ~place several
subo~stems that did not have the abgi& to compute real-time expenses in any given
yew~ This ,sTstem adds vahte by enabling APItlS to mam~e fimd~ allocated by US
Co~(q~es~s, aml helps them determine how much of lheJhnd~" have been ~wenl, how
mtwh of the fimd~" ~main and how much of the fimd~" have been spent relating to
strategic goals of the ~¢enc)~ In addition, F~]d 7]4 requires the capture of
infi)rmaNon about Agency agreements.for mandated reporting to OMB.
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USDA PRIVACY IMPACT ASSESSMENT FOR ACMS

5, Sources of the data in the system.
5.1. What data is being collected from the customer?

Customer: l~formation colleeted on the SF-424 Application fi)r Fed‘eral Assistance.
lTffs inJbrmation is used‘ to establish Ag~’eements between the Ageney and the
requesting entity. Ir~ibrmation is reviewed by ACMS users who enter the appropriate
data into A C,~.

Employee: The application user’s i~(ibrmation will be provided by e-Authentieation
data, the FDW and direct entry by the user. 77#s it(brma#on is reviewed‘ ~v the user
in a formal request for access to the s)~vtem. Employee data within the Employee
Salary Projection modtde will be provided via direct en#T ~v managers who are
authentieated ACMS users.

Other: Direct entry by a;,~ ACMS user.

5.2. What USDA agencies are providing data for use in the system?

Administrative data will be obtained from the National Finance Center’s (NFC)
FDW.

USDA eAuthentication Service will provide some user specific data such as the
unique eAuthentication User 1D, first name, last name and emait address. Users will
review name ,~md email address for accuracy.

5.3. What state and local agencies are providing data tbr use in the system?

,S?ate or Local Agencies applyJbr Federat Assistance thro~@ the SF-424. lT~e data
collected on this form is stored #~ ACMA~ They are customers receiving the Federal
assistance and their i~)rmation is stored‘

5.4. From what other third paay sources is data being collected?
~)) third par~’ serviees are used.

6. Will dala be collected l?om sources outside your agency? For example, customers,
USDA sonrces (i.e. NFC, RD, etc.) or Non-USDA sources.

~ Yes
~ No. If NO, go to question 7

AOhough dam will not be collectet(f!’om som’ces external to the USDA, datu fivm
internal soto’ces will be used such as t)~rmation./?om the FFIS and FDg~ which are
z~ttional Finance Center (NFC~ systems.

6.I. How will the data collected t?om customers be verified for accuracy, relevance,
timeliness, and completeness?
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LISDA PRIVACY IMPACT ASSESSMENT FOR ACMS

Dam collected on the SF-424.[brm will be ver([ied during the Agreement approval
process which entails the Agreement Specialist reviewing the data provided on the
fl~rms Jbr ace~rac)~

6.2. How will the data collected from USDA sources be verified [br accuracy,
relevance, timeliness, and completeness?

Most of the dota within ACMS originates fi’om other ~,stems for reporting and cost
management purposes, "!7~is inJbrmation is deemed to have undergone validation
checks, checks for acct#’~cy and completeness at the originating som’ee (i.e, FFIS,
FDW. and EMRS).

Users entering infbrmation into the ,~ystem must have a valM APttlS e-Authen_tieation
ID, an FDW ~tser 1D, and access privil~ges granted by a,Wstem administrator for
s)h~’tem use.

Other inJbrmation that is entered consists q[’~reement contact or agreement
cooperator in.[brmation that may be received via hardcopy document or over the
tefephone fivm other USDA employees. This i~formation is double ehecked from
hardcopy docmnent ttpon being entered and/or validated ¢qainst exixting i~t/brmcttion
in other external supporting systems. Such #~brmation inchtdes:

Agreement Contact--Contact Type. First ~2tme, Middle Name. Last Name, Phone
Number: A,~eement Cooperator--Name, City, Store, Countt3~ Cooperator ~vpe,
~,[inori~v Flog, and Vendor Code (possibly 5~&~); I~rimatT Location q[’Pet~[brmance--
Address, City. State~ Zip code, and (~ngressional Diso’ict

6.3. How will ll~e data collected from non-USDA sources be verified tbr ,accuracy,
relewmce, tii:neliness, and completeness?

lnJbrmationJ~om customers that is entered consistx ¢~f agreement contact or
agreement cooperotor in./brmation that is received via hordcopy document. This
information is dottble checke~f!’om hardco!~, document upon being entered and/br
validated against existing infornlation in other external supporting ,~;ystems, Such
i~?/brmalion inch;tk~’:

Agreement Contact--Contact ~,pe, First Name, Middle Name, L~st Name~ Phone
Number; Agreement Cooperator--Pcktme. (Silk; State, Country, Cooperator Type
A,linority Flag, amt Vemlor Code (possibly SSN) ; PrimatT Location ttf Petfi~rmance--
Address, (’i(v, State, Zip code; and (’ongressionol District
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DATA USE
7. Individuals nmst be informed in writing of the principal purpose of the information

being collected from them. What is the principal purpose of the data being collected?
The principal purpose of i~fnrmation contained with the ACMS app#cation is to
afford the agency the capability to track and analyze daily sT~endingJbr the ~qenc:v as
this data is reconciled against obligations obtained fi’om FFIS. In addition, data
required by FFA TA will be reported to OMB.

8. Will the dam be nsed [br any other pnrpose?

[] Yes
[] No. IfNO, go to qnestion 9

8,1, What are the other purposes?

9. Is the use of the data both relevant and necessary to the purpose for ;vhich the system
is being designed? In other words, the data is absolutely needed and has significant
and demonstrable bearing on the system’s purpose as required by statute or by
Executive order of the President

[] Yes
[] No

Will tim system derive new data or create previously unavailable data about an
individual through aggregation from the inlbrmation collected (i.e. aggregating farm
loans by zip codes in which only one fhrm exists.)?

[] Yes
[] No. If NO, go to question 11

! 0.1.     Wilt the new data be placed in the individual’s record (castomer or
employee)?

[~] Yes
[] No

10.2.     Can the system make determinations abont customers or employees that
woukl not be possible without the new data?

[] Yes
[] No

Sensitive But Unclassified;Sensitive Securily |nfi)rmation - Disseminate on a Need-To-Know Basis Only



USDA PRIVACY IMPACT ASSESSMENT FOR ACMS

10.3. How will the new data be verified tbr relevance and accuracy?

11. Individuals must be informed in writing of the routine uses of the information being
collected from them. What are the intended routine uses of the data being collected?
There ~re no identifiable routine uses of i~]brmation within A~5~IS. The information
is obtained fi’om other source only.~r reconciliatory pmT~oses and i.7 only reviewed
for said pmT~oses, lnformation Jbr FFA E~l reporting purposes is coltected through
the SF-424 and eusmmers are not!fied of the routine uses thtvugh that vehicle.

12, Will the data be used for any other uses (routine or otherwise)?

[] Yes
[] No. IfNO, go to question 13

12.1.     What are the other uses?

13. Automation of systems can lead to the consolidation of data -briuging data from
multiple sources into one central location/system - and consolidation of
administrative conlrols. When administrative controls are consolidated, they should
be evaluated so that all necessary’ privacy controls remain in place to the degree
necessary to continue to conlrol access to and use of the data. ls data being
consolidated?

[] Yes
[] No. If NO, go to question 14

13.1.     What controls are in place to protect the data ,and prevent unauthorized
access?

All access is con#’olted thro~gh the FDW user 1D which limits the fimmcial data
which the user can acce~:~. More detail on the controls that are inplace to protect the
data fiwn tmauthorized use are ,~ec~ficalty d~J~ned in the A C~S ,q)~’tem Security
Plan.
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Are processes being consolidated9

[] Yes
[] No. If NO, go to question 15

14.1.     What controls are in place to protect the data mad prevent unauthorized
access?

The ACMS was developed to eliminate the processes.f!)und in several legacy systems’.
Security sz{fleg~tards have been incorporated into the .~. stem to restrict access based
on need-to-know concepts" with fitrther reso’ictions" to support least pri~,ileges
concepts’. The.re controls are detailed it, the ACMS System Sec~trity Plan but the
architecture includes" mechanisms fi~r identification and authentication, as well as
authorization to only those organizational Mentifiers tttat the users have been
attthorized to review. FFATA reporting is protected by using a secure enctTpted data
transmission lint’. Risk and threats to the sTstem are spec{!~calty addres;~ed in the
A CMS Risk Assessment Report.
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DATA RETENTION
15. Is the data periodically purged from the system?

[] Yes
[] No~ If NO, go to question 16

15. I.     How long is the data retained whether it is on paper, electronically, in the
system or in a backup?

15,2.     What are the procedures for purging the data at the end of the retention
period?

15,3. Where are these procedures documented’?

16. While the data is retained in the system, what are the mqnirements for determining if
the data is still sufficiently accurate, relevant, timely, and complete to ensure fairness
in making determinations?
Data relates to a partictdar business. Buxinesx transactions are recorded and
reconciled and remain as historic documentggion q[a completed event, R does not
undergo changes or.fi~rther modgications over time unless there is a snbseqtmnt
brininess transacqion conducted.

17. Is the data retained in the system the minimum necessary tbr the proper performance
of a documented agency fimction?

[] Yes
[] No
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DATA SHARING
18. Will other agencies share data or have access to data in this system (i.e. international,

federal state, local, other, etc.)?

[] Yes
[] No. If NO, go to question 19

18.t. How wiil the data be used by the other agency?

OMB will present the data collected to procesx Grants, indemnity Payments and
Cooperative Agreements on a pubtic web site as required by Federal Fundin,g
Accountability and Transparency Act (FtZ:dit "l) ~2f 2006. This data will include: (a)
&~reement Contact h~)rmation--Contact Type. First Name. Middle Name, Last Name,
Phone Number: (b) A~greement Cooperator Infi~rmation--Name, Cio’, State, Country,
Cooperator T),Te, and Minority Flag. Vemtor (;ode (possibly SSN); ~ Location
Performance lgtbrmation--Address, City, State, Zip code, and Congressional District.

18.2. Who is responsible for assuring the other agency properly uses the data’?

OMB & rexponsible f!Jr the proper use Of the dam collected umler FFATA.[kom all
of theJ~deral agencies.

19. Is the data transmitted to another agency or an independent site?

[] Yes
[] No. If NO, go to question 20

19.1.     ts there an appropriate agreement in place to document the interconnectinn
and that the PIt and/or Privacy Act data is appropriately protected?

Yes. The aL, reement is with the gZqDA Chig!’hgbrmation Qffice.

20. Is the system operated in more than one site?

[] Yes
[] No. if NO, go to question 2I

20.1. How will consistent use ofthe system and data be maintained in all sites?

Sensitive Btlt Unclassified/Sensitive Security Information ~ Disseminate on a Need-To-Know Basis Only



DATA ACCESS
21. Who will bave access to the data in the system (i.e. users, mamlgers, system

administrators, developers, etc.)?
System administrators, developers’, aml any APtlIS approvedACS14S user will have
access to the data in the system.

22. Itow will user access to the data be determined?
User access will only be granted to USDA employees having a vah’d need to access
data in the system. This need will be based onjob fimetions aml approval by
appropriate managerial staff Requests must be submitted aml approved prior to
system administrators adding or allowing access.

22.1,     Are criteri~l, procedures, controls, and responsibilities regarding user
access documented?

[] Yes
[] No

NOTE." Procedures, controls, and responsibitities regarding user access are documented
withitl or#" Security Admbtistrator Procedures guide and ACMS User Matnta~

23. How will user access to the data be restricted?
b~’ers do not have direct access to databases and data. All access is through
application ,sTstems that control what t~Jbrntation a particular user can view and
npdate. Access is" determined by e-Authentication, FDW user ID and organizations as
well m" system administrator,~;/sT~ansors of the ACMS system. Access is.ho°ther
restNcted by attthorization based on spec~[ic organizatiom~l ident(fiers.

23. I.     Are procedures in place to detect or deter browsing or unauthorized user
access?

[] Yes
[] yo

Before a user can acces:~ the ACMS, they mttst obmht a level 2 e-Authentication user 1~ a
FDW user ID that has been a~:~’i, gned access to orgatlizatiolls alld then be attthorized ~v
A~)~IS application administrators ~tpon submittittg a user pr~le. The A(5~IS application
admbdst~’ators then ident~, vetT spec(~c access privileges and authori~ Each ~tser is
restricted to .Wec~c actions and web screens l(v the ACS~,fS .~vstem based on assigned t’oles
within AC~],~ Access to ,~pec~ic records" is restricl~,d to the orgtmizatiotts ~’signed to the
F1) W user 1Drier the ACMS user
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USDA PRIVACY IMPACT ASSESSMENT FOR ACMS

24. Does the system employ security controls to make infbrmation unusable to
unauthorized individuals (i,e. encryption, strong authentication procedures, etc.)?

[] Yes
[] No

To enter the ACMS website, t~qers must have a vatM FDW m’er ID. ~wrs also encotmter a
wuwtit~g not~x~tion to unauthorized use at the application websRe ond must h~e r~istered for
a level 2 e-Authentication user ID. 77tis means, ~fa ttser #’ies to access ACMS and they have not
previously registered for the proper e.Attthentication access u’Rh the USDA CtO Security ~ce,
tho’ wiH be &,nod access.

Page I~ of 20



CUSTOMER PROTECTION
25. Who will be responsible for protecting the privacy rights of the customers and

employees affected by the interface (i.e. office, person, departmental position, etc.)?

Privaw and accessibility rules are ident!fied and specgfied by the Agency ACMS
,~3~rtetn ow~ters. ~w~em de~,lopers incorporate the appropriate sectwity cot~ttv~r attd
the ACMS system manager maintains the ,~pec~ied controls, Eye,one involved w~h
ACMS is respo,sible.~)r protecting the privacy r(qhts ~?f individua& covered in this
6ystem, b~’ers a~ restri~ted to o~dy view the ~kzga needed m do their./oh,~ ,$)~’tem
users take securiO~ training, are cert~fiec~ and only ht~e access m minimal data.
A(55IS is mw~aged by the Marketing and RegulatmT Progrctm.~’ Bttsiness Services
(MRPBS), Financial Management Divisio~t (~5141)).

26, How can customers and employees contact the office or person responsible tbr
protecting their privacy rights?
lmlividuats needing iq£ormation pertaining to privacy rights may: (A) contact the
U.~DA APII1S Freedom qf bformation and Privacy Act St~f, 4700 River Road, Unit

50, Riverdale, Mat;viand 20737: (B) visit the APH1S Privacy Policy site at web
address: ht~p:i/www,~~ooter items/ind~:r.shtm[; or (~) visit the USDA
lZ)’eedom ~f Inf!)rmation Act (FOIA) website at ~www.uxda.gm’!da/[bia, htm

27. A "breach" refers to a situation where data and/or in~rmation assets are unduly
exposed. Is a breach notification policy in place for this system?

Yes, If YES, go to question 28
No

Earlier in 2007, the Office of the USDA Secretary created a Task Force lead by the
OCFO, OCIO, and the Departmental Administration to insure protection of PII. In a
conversation with the APHIS FOIA and Privacy Act staff, the USDA Privacy Officer
indicated that the Task Force will develop a USDA breach notification policy as well,
They advised that this item coufd be checked off"Yes."

27.1. If NO, please enter the POAM number with the estimated completion
date:

Consider the following:
,, Consolidation and linkage of files and systems

Derivation of data
Accelerated intbrmation processing and decision making
Use of new technologies

Is there a potential to deprive a customer of due process rights (fundamental rules of
fairness)?
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28.1.

[] Yes
~] No. If NO, go to question 29

Explain how this will be mitigated?

29. How will the system and its use ensure equitable treatment of customers?
The system is" based on agency business processes and makes no pe~wonal
determinations. The a3,stem is not suited to monitor individuals or i~fringe on the
privaw of individuals. System users are USDA empl(o~ees who hm~e undergone
background investigations. System users are provMing analytical or reconciliatory
services./br reporting purposes and data b~ most cases has" ah’eady been processed.
Furthermore, the s)wlem does not request infi~rmation based on character traits (i.e.
£,endet; race, birthday, et{9,

Any user who can participate in a government program, according to the hm,s
governing the program, receivex the same equitable treatment of processed
infi~rmation and infi~rmationJbr all users is processed under the same ataomated
business rules.

30. Is fl~ere any possibility of treating customers or employees differently based upon
their individual or group characteristics?

[] Yes
[] No, IfNO, go to question 31

30,1. Explain
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SYSTEM OF RECORD
31. Can the data be retrieved by a personal identifier? In other words, does the system

actually retrieve data by the name of an individual or by some other unique number,
symbol, or identifying attribute of the individual?

[~ Yes
[] No. If NO, go to question 32

3 l.l.     [tow will the data be retrieved? rn other words, what is the identifying
attribute (i.e. employee number, social secnrity number, etc.)?

Data can be retrieved by thejbllowing data elements:
¯ First A,21me
¯ ~21dle Name
¯ Last Name
¯ Social Security Number
¯ Employee 7~vpe
¯ Location
¯ Job Title
¯ Pay Plan
¯ GradeZqtep
¯ Loealio’
¯ Benefits Plan
. Appointment
~ Work Schedu~
¯ Hoursper P~v Period
¯ Allowances
¯ ~)timates per payperiodprovMed: S~tk#T, Benefits, (~’ertime, Other

Pay

The most IYequent elements used for retrieval are as tbltows:

Estimates per pay period provided: S~lary, Ben~[~ts, Overtime, Other
Pa.v
Last Name
Social Secto’ity Number

3 t .2.     Under which Systems of Record notice (SOR) does the system operate?
Provide number, name and publication date. (SORs can be viewed at
www.access.GPO.~

Tire ,~ystem currently operates umler the SOR Notice,for EMRS whieh was published
on April 30. 2008 trader Doeket ?¢b. AP11IS-2006’-0039, Tire doc~onent number is FR.
Doc. E8-9418 Filed 4-29-08 8:45 a.m. The URL for aecexsing the SORN is:
http ://edocket.access. gpo. gov~OOS/pt~[Tl’5~- 9 418.pdf
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31.3.     If tile system is being modi fled, will the SOR require amendment or
revision?

NO, The ,system is currently in operation and will operate on the notice of the EMRS.
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TECHNOLOGY
32. Is the system using technologies in ways not previously employed by the agency (e.g.

C~fller-ID)?

[] Yes
[] No~ if NO, the questionnaire is complete.

32.1. How does the use of this technology affect customer privacy?
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USDA PRIVACY IMPACT ASSESSMENT FOR ACMS

Privacy Impact Assessment Authorization
Memorandum

I have carefully assessed the Privacy Impact Assessment lbr the

Animal and Plant Health Inspection Service (APHIS) Cost Management System (ACMS)
(System Name)

This document has been completed in accordance with the requirements of the
EGovemment Act of 2002,

We fully accept the changes as needed improvements and authorize initiation of work to
proceed. Based on our authority and judgment, the continued operation of this system is
authorized.

s
OR Proj ec~::Representative
OR Progrm~Office Head.

Date

Officer
for Privacy

OR Designated privacy person

Agency Date
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