DI SPUTE RESOLUTI ON | N | NTERNATI ONAL ELECTRONI C COMMVERCE

Vei j o Hei skanen?

| NTRODUCTI ON

I nternational electronic comerce is undoubtedly one of the
growt h industries of the world econony, particularly if
measured by the intensity of interest attracted by the
energi ng el ectroni c marketplace. Al though the val ue of
commercial transactions taking place on the Internet is stil
relatively low, it is growing rapidly and is doubling, even
tripling annually. The trend is likely to continue, and

I nternet-based trade i s expected to account for two per cent
of all commercial transactions in the industrialized countries

by the year 2003.%2 It is not surprising, therefore, that the

! Director, Institute of International Econom c Law,
University of Helsinki, Finland. LL.B., 1983 (Hel sinki),
LL.Lic., 1985 (Helsinki), LL.M, 1988 (Harvard), S.J.D., 1992
(Harvard) .

2 Electronic Commerce and the Role of the WI'Q Speci a
Studies 2, 1998, at 23. The value of electronic commerce is
predicted to reach USZ300 billion by the turn of century.

Id., at 1. By the year 2003, the val ue of business-to-
busi ness e-commerce is expected to amount to USZ1300 billion
inthe U S alone. Financial Tines, 12 Apr. 1999.

“El ectronic comerce” can be defined as “the production,
advertising, sale and distribution of products via
t el ecomruni cati on networks.” Electronic Commerce and the Role
of the WIQ, supra at 1. The focus on this paper will be on
I nt ernet - based el ectronic commerce, since unlike tel ephone,
fax, ATM credit cards or television, the Internet is the only
mediumthat “allows all elenments of many types of commercia
transactions to be conducted electronically.” 1d., at 23. It
shoul d be noted, however, that electronic comerce is often
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topi ¢ has been placed high on the policy agenda of many

i ndustrialized countries and international organizations.?

The expectations based on the Internet as the enmergi ng nedi um
of international commerce reflect, in particular, the fact
that the Internet wll allow, for the first tinme in history,
consuners to extensively engage in international conmerci al
transactions. Al though the vol une of business-to-business

el ectronic commerce currently greatly exceeds that between

conducted through a conbination of different electronic nedia
(e.g., Internet plus tel ephone). |1bid.

3 See, e.qg., A Franework for dobal Electronic Commerce,
whi ch sets out the Cinton admnistration’s policy,
http://ww. whi t ehouse. gov/ WH New Comnmerce. htm See al so
Message of the President of the United States to | nternet
Users, July 1, 1997, http://ww. whitehouse. gov/

WH New Commrer ce/ nessage. htm at 1.

The European approach is devel oped in the European
Comm ssion’s docunent, A European Initiative in Electronic
Commerce, http://ww. cordis.lu/esprit/src/econcom htm

Organi zation for Econom ¢ Co-operation and Devel opnent
(“CECD’) has been particularly active in the area and has
produced a nunber of docunents dealing with the subject. See,
e.g., the docunents posted at the organization’s website,
http://ww. oecd. org/dsti/sti/it/ec/prod/online.htm

The Wrld Trade Organi zation (“WO') has expressed an
interest in trade-rel ated aspects of electronic commerce. See
El ectronic Comerce and the Role of the WIQ supra note 1
Declaration on G obal Electronic Conmerce, Mnisteria
Conference, 20 May 1998 (WI/ M N(98)/DEC/2) (inviting the
General Council to establish a conprehensive work progranme to
exam ne all trade-related issues relating to global electronic
commer ce) .

The Wrld Intellectual Property Oganization (“WPO') has
| aunched an international process to devel op reconmendati ons
for resolving intellectual property issues associated with
I nternet domain nanes. See Final Report of the WPO Internet
Donmai n Nane Process, 30 April 1999,
http://ww. wi po2. w po.int/process/eng/final_report.htnl.
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busi nesses and consuners,“ a | arge-scale entry of consuners
into international electronic commerce is believed to be
sinply a matter of tine.® Coupled with the greatly inproved
access to global markets that the new nediumw ||l allow for
smal | and nedi um si zed conpani es, electronic comrerce is
expected to becone an inportant growh engine for the world

econony in the 21st century.?®

The | arge-scale entry of consuners into internationa

el ectronic commerce i s nade possible by the direct,
interactive interface that the Internet creates between
producers and nmerchants of goods and services, on the one
hand, and consunmers, on the other. This interface, which
effectively relieves electronic commerce fromterritorial
boundaries, is expected to have a nunber of inportant
consequences, including a substantial reduction of transaction
costs, |ower prices, enhanced productivity, nore intensive

conpetition, inproving quality and increasing diversity of

4 See Measuring El ectronic Commerce, Committee for
| nformati on, Conputer and Conmuni cations Policy,
CECD/ GAD(97) 185, at 13,
http://ww. oecd.org/dsti/sti/it/ec/prod/e 97-85. htm

5> The Energing Digital Econony, U.S. Departnent of
Comrerce report, April 1998, at 5-6,
http://ww. ecommerce. gov/ aboutthe. htm

6 Joint E.U. -U.S. Statenent on El ectronic Conmerce, 5
Dec. 1997, http://ww.qlinks. net/condocs/ eu-us. htm For nore
detail ed di scussion see the First Annual Report, U. S
Government’ s Working G oup on El ectronic Comrerce, Novenber
1998, http://ww. ecomrer ce. gov/ what snew. ht mm The Energi ng
D gital Econony, supra note 5.
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products, as well as new enpl oynent opportunities. The
el ectronic marketplace will also extend the scope of what is
tradeabl e on an international scale. Many professional
services, including nedical, legal, architectural, travel
accounting, education and others, can be easily traded, and
are already being traded, across borders through the new
nmedium?’ In view of the revolutionary nature of these
consequences, international electronic comerce is predicted
to fundanentally nodify the existing gl obal econom c, market

and busi ness structures.?

While the interest in the new nediumintensifies, however,
gquestions are being raised as to whether the existing
international legal infrastructure is capable of supporting

the predicted growh.® Wile a fair anbunt of work has been

7 Electronic Comerce and the Role of the WIQ, supra note
2, at 11.

8 See Electronic Commerce, OECD Policy Brief No. 1-1997,
at 1-3; Electronic Commerce and the Role of the WIQ, supra
note 2, at 19-21; A European lnitiative in Electronic
Commerce, supra note 3, at 2-4.

® For discussion of the legal challenge presented by
el ectronic commerce see generally Jane Kaufman Wnn, Qpen
Systens, Free Markets, and Requlation of Internet Commerce, 72
Tul. L. Rev. 1177 (1998); R J. Robertson, Electronic Comrerce
on the Internet and the Statute of Frauds, 49 S.C. L. Rev. 787
(1998); Holly K Tow e, Electronic Transactions and
Contracting, 520 PLI/Pat 515 (1998); Stephen S. Wi,
| ncorporation by Reference and Public Key Infrastructures:
Movi ng the Law Beyond the Paper-Based Wrld, 38 Jurinetrics
317 (1998); John C. Yates, Electronic Conmmerce and El ectronic
Data I nterchange, 507 PLI/Pat 147 (1998); Mchael L. Rustad,
Commercial Law Infrastructure for the Age of Information, 16
J. Marshall J. Conputer & Info. L. 255 (1997); Craig W
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invested in attenpts to devel op an understandi ng on the
mechani cs and validity of electronic contracting and the
digital authentication of electronic signatures, ! |ess
attention has been paid to dispute resolution, although
particularly fromthe new player’s -- the consuner’s -- point

of viewthis is the troubling area.! Business-to-business

Harding, Trends in Electronic Commerce: Doing Business over
the Internet, 452 PLI/Pat 509 (1996); Raynond T. N mer &
Patricia Krauthouse, Electronic Comerce: New Paradigns in
Information Law, 31 Idaho L. Rev. 937 (1995).

10 Bot h governnental organizations, such as the United
Nati ons Comm ssion on International Trade Law (“UNCI TRAL"),
and non-governnental organi zations, such as the International
Chanber of Commerce (“1CC'), have nmade an effort to devel op an
understanding and clarify the rules on these aspects of
i nternational el ectronic conmerce.

For the work conducted by UNCI TRAL see UNCI TRAL Model Law
on Electronic Conmerce, http://ww. un.or.at/uncitral/en-
index.htm, reprinted in 36 1.L.M 200 (1997); Draft Uniform
Rul es on Electronic Signatures,
http://ww un.or.at/uncitral/en-index.htm For discussion
see, e.g., Harold S. Burman, Introductory Note, 36 |I.L.M 197
(1997); Peter Wnship, International Conmmercial Transactions:
1996, 52 Bus. Law. 1643 (1997); R chard H Il & lan Wl den, The
Draft UNCI TRAL Model Law for Electronic Comerce: |ssues and
Solutions, 13 No. 3 Conputer Law. 18 (1996).

For docunents prepared by the I CC see, e.g., General
Usage for International Digitally Ensured Commerce (“GUI DEC),
http://ww. i ccwbo. org/ gui dec2. ht m

For further discussion see Survey of International
Electronic and Digital Signature Initiatives, Internet Law &
Policy Forum http://ww. il pf.org/digsig/survey. htm

11 See, however, Consuner Protection in the Electronic
Mar ket pl ace, OECD 1998, at 21,
http://ww. oecd. org/dsti/sti/it/ec/prod/online.htm
(suggesting that “[e]ffective means of responding to
consuners’ conplaints wll have to be devel oped to increase
consuner confidence.”); Matthew S. Yeo & Marco Berliri,
Conflict Loonms Over Choice of Law in Internet Transactions, 4
El ectronic Com & Law Rep. 85 (1998)(noting “the other
critical issue [apart fromthe applicable |aw issue]”, i.e.,
“how the parties to ... [an international consuner] contract
resolve any resulting disputes. This question inplicates
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transactions are likely to be |l ess affected by the nove to the
el ectronic, as at least the |argest and nost conpl ex of such
transactions can be nade legally secure by traditional neans,
i.e., by including an arbitration clause in the contract
wherein the transaction is recorded and by relying on the

exi sting international dispute resolution infrastructure --
international comercial arbitration -- to resolve any

di sputes that may arise out of such transactions.

However, there is no conparable international systemin place
for standard, |ow val ue busi ness-to-business transactions and,
even | ess, for consumer transactions. |ndeed, many nati onal
consuner protection |laws disallow arbitration of disputes
arising out of consumer transactions -- in an attenpt to
protect the weaker party, the consuner, such di sputes have
often been qualified as non-arbitrable.' Conpounding the
problem litigation before national courts also renmains a
problematic alternative. Questions arise in a nunber of
areas, including the reach of a state’s regul atory
jurisdiction to protect consuners in an international context,
the scope of national courts’ personal jurisdiction in cases
involving international electronic transactions, the | aw

applicable to such transactions, as well as the recognition

equal ly thorny problens of judicial jurisdiction, recognition
of dispute resolution clauses, and the practicality of cross-
border litigation concerning relatively mnor transactions.”)

12 See, e.q., art. 1d of Ch. 11 of the Finnish Consuner
Protection Act of 1978 (20 Jan. 1978/ 38).



-7-
and enforcenent of judgnents rendered.®® Coupled with the
relatively high cost of cross-border litigation, particularly
in view of the relatively | ow average val ue of international
consuner transactions, fromthe consuner’s point of viewthe
| egal risks associated with international electronic conmerce

appear to be high.

The first part of the present paper will focus on one of the
probl em areas identified above: the state’'s |legislative
jurisdiction to regulate international electronic commerce.

As the difficulties arising in that and the other areas

menti oned above share a common source -- the novel nature of
the Internet as a nmedium of comrerce -- the anal ysis conducted
inthis paper will broadly apply to those other areas as well.
In the second part of the paper an attenpt is nmade to devel op
a blueprint for an alternative di spute resol ution systemthat
arguably needs to be set up to renove the identified
deficiencies and to enhance the existing international |egal
infrastructure. The paper concludes with an assessnent of the
feasibility of the proposed alternative dispute resol ution

system proj ect .

THE | NTERNET AS A MEDI UM OF COVMERCE

13 For discussion of the applicable | aw issue see, e.gqg.
Yeo & Berliri, supra note 11, at n. 1 (arguing that
“continuing uncertainty about applicable lawis likely to
i npede t he expansi on of gl obal electronic comerce”).
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The | egal chall enges faced by international electronic comrerce
follow fromthe novel nature of its nedium the Internet.
Wiile technically formng only the nost recent devel opnment in a
| ong series of technol ogical innovations, which include other
nodern nedi a of tel econmuni cation such as the tel ephone, the
telex, the radio and the television, the Internet as a whole
forms a conplex network that provides it with novel system
characteristics, distinguishing it fromall other nodern nedia.
Unli ke the other nodern nedia, the Internet allows systemati c,
| arge-scale, on-line, interactive comuni cation between di stant

parties.

Al t hough the other nodern nedia include alnost all of the

i ndi vi dual features of the Internet, none of them al one, unlike
the Internet, incorporates all of them \Wile the telephone,
for instance, allows tel econmunication and is also interactive,
its function remains limted to oral communication. The telex
and the telefax are simlar to the tel ephone in that, instead
of sound, their functionis limted to the transm ssion of
text. Also, although both the telex and the telefax allow

i nteractive conmuni cation, comunication via these nedia,

unli ke the tel ephone, does not take place wthout a substanti al
time lag, or “on-line.” More inportantly, all three -- the

tel ephone, the telex and the telefax -- remain individualized
means of conmuni cation and thus fail to provide a technol ogi cal

framework for “broadcasting,” i.e., mass comuni cation
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Conversely, while both the radio and the tel evision establish
such broadcasting frameworks and the latter also allows
transm ssion of live images, neither one allows interactive
tel ecommuni cation. Integrating all these features -- sound,
text, image, interactivity, and the capability of reaching
masses individually and on-line, and thus enabling a full range
of comuni cative nodes (many-to-many, one-to-nmany, one-to-one)
-- the Internet establishes a technological platformfor a
mul ti medi a envi ronnent where tel ecommuni cations, broadcasting
and conputi ng converge and the boundaries surroundi ng them
collapse. As a result, the Internet creates a functi onal
whol e, a “virtual reality” or a “cyberspace,” that effectively
t akes communi cation off the ground and relieves the activity
t aki ng pl ace thereon, including international electronic

comrerce, fromterritorial boundari es.

It is the Internet’s novel, functional characteristics that
conplicate the application of traditional principles of
international law to any activity taking place thereon,

including, in particular, international electronic conmerce.

14 For discussion of the convergence process see, e.qg.
Patrick Vittet-Philippe, Digital Convergence, 14 Conp. L. &
Sec. Rep. 393 (1998).

In terns of the philosophical theory of scientific
realism the Internet constitutes an “energent ontol ogi cal

level.” One of the features of such a phenonenon is that it
constitutes a functional whole that anmounts to nore than the
sumof its constituent parts. See, e.qg., Raino Tuonel a,

Tiede, toimnta ja todellisuus [Science, Action and Reality],
at 16 (1983)
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Wiile the Internet -- or rather, the cyberspace that it
functionally creates — is essentially borderless and
ubi quitous, traditional principles of international |aw are, on
the contrary, developed and intended to be applied on the basis
of the concept of territoriality. This concept pervades, in
particul ar, the principles governing the jurisdiction of
states. Devel oped during an era when anot her concept of
communi cation — a “speech situation” requiring the
si mul t aneous presence of both parties at arnis length —-
provided the ideal of political and comrerci al negotiation and
bargai ning, traditional principles are now facing a challenge
that they seem poorly equipped to deal with. Requiring the
territorial anchoring of each transaction in order to provide a
solution, they are now confronted with a phenonenon — an
international electronic transaction — that does not
conveniently fall within the traditional pigeonhol es of

territoriality.?®®

15 Sone of the difficulties that arise have been anal yzed
in Electronic Commerce and the Role of the WIQ supra note 2,
at 67-68. For a nore conprehensive analysis see, e.g., David
R Johnson & David Post, Law and Border — the Rise of Law in
Cyberspace, 48 Stan. L. Rev. 1367 (1996).

For discussion of the relationship between sovereignty,
territoriality and the Internet see the foll ow ng papers
presented at a synposiumon “The Internet and the Sovereign
State: The Role and | npact of Cyberspace on National and
d obal CGovernance:” Keith Aoki, Considering Miltiple and
Overl apping Sovereignties: Liberalism Libertarianism
Nati onal Sovereignty, “Aobal” Intellectual Property, and the
Internet, 5 Indiana J. G obal Legal Stud. 443 (1998); Jack
Goldsmth, The Internet and the Abiding Significance of
Territorial Sovereignty, 5 Indiana J. dobal Legal Stud. 475
(1998); Bill Maurer, Cyberspatial Sovereignties, Ofshore
Finance, Digital Cash, and the Limts of Liberalism 5 Indiana
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Consi der, for instance, consuner transactions for the purchase
of consuner goods by Finnish consuners, through the Internet,
fromUnited States conpanies.® Wich one of the two states

i nvol ved, Finland or the United States, has the jurisdiction,
exclusive or otherwi se, to regulate such international consuner
transactions? |In the absence of an international convention on
the matter, the answer to the question nust be sought from an

anal ysis of general international |aw principles.

Under general international |aw, the basis of a state’s

| egislative jurisdiction is territorial sovereignty. According
to this principle, in the absence of a substantive
justification recogni zed under international |law, the state’'s

legislative jurisdictionis limted toits territory.?’

J. Gobal Legal Stud. 493 (1998); Henry H Perritt, Jr., The
Internet as a Threat to Sovereignty? Thoughts on the
Internet’s Role in Strengthening National and d obal
&overnance, 5 Indiana J. dobal Legal Stud. 423 (1998); David
G Post, The “Unsettled Paradox”: The Internet, the State,
and the Consent of the Governed, 5 Indiana J. d obal Lega
Stud. 521 (1998); Saskia Sassen, On the Internet and
Sovereignty, 5 Indiana J. G obal Legal Stud. 545 (1998); Joe
P. Trachtman, Cyberspace, Sovereignty, Jurisdiction, and
Modernism 5 Indiana J. dobal Legal Stud. 561 (1998).

1 The exanple serves a purpose, as the United States
constitutes the technol ogi cal and adm ni strative center of the
Internet, whereas Finland currently boasts the hi ghest per-
capita incidence of Internet connections in the world. See
El ectronic Commerce and the Role of the WIQ supra note 2, at
7.

7 The Case of the S.S. “Lotus” (Fr. v. Turk.), 1927
P.C1.J. (ser. A No. 10, at 18 (Judgnent of Sept. 7)
(hereinafter “Lotus Case”) (“[T]he first and forenost
restriction inposed by international |aw upon a State is that
—- failing the existence of a permssive rule to the contrary
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Al though a state may be entitled to exercise extraterritorial
jurisdiction in certain circunstances, those circunstances are
limted. The traditional justifications for such extensions
are the territorial and personal principles of jurisdiction,
whi ch include the subjective and objective territorial
principles, the nationality principle, the passive nationality
principle, and the protective principle. The universality
principle provides a further ground for exercising
extraterritorial jurisdiction under certain specified
ci rcunstances. Although these principles were initially
devel oped with a viewto defining a state’s extraterritorial
jurisdiction in crimnal matters,!® they are currently
consi dered as general principles governing the state’s overal

exercise of its legislative jurisdiction.?®®

These principles are generally defined as follows. Under the
subjective territorial principle a state is entitled to

exercise legislative jurisdiction over acts commenced within

— it may not exercise its power in any formin the territory
of another state. In this sense jurisdiction is certainly
territorial; it cannot be exercised by a State outside its
territory except by virtue of a perm ssive rule derived from
international customor froma convention.”)

18 See Harvard Research in International Law
Jurisdiction with Respect to Crinme, 29 Am J. Int’'|l L
Supp. 430 (1935) (hereinafter “Harvard Research”).

19 See, e.qg., lan Brownlie, Principles of Public
| nt ernational Law 310 (4" ed., 1990); 2 Restatenment (Third) of
the Foreign Relations Law of the United States, Comment f to §
403.
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the state’'s territory but conpleted or consunmated abroad. %°
Simlarly, the objective territorial principle allows the
extension by the state of its legislative jurisdiction to acts
that were commenced outside its territory but conpleted or
consumated within its territory.2? The nationality principle
and its extension, the passive nationality principle,
legitimate the state’'s extraterritorial jurisdiction over acts
that were conmmenced and conpl eted outside its territory,
provi ded that the person who conmtted the act is its national.
Accordingly, under the nationality principle a state may extend
its legislative jurisdiction to its nationals residing or
travel | i ng abroad, 2> whereas the passive nationality principle
allows the state’'s exercise of legislative jurisdiction over
acts commtted by foreigners outside its territory, provided
that such regulation is necessary for the protection of its

nati onal s. 28

The territorial linkage required by the protective and
universality principles is even nore tenuous. According to the
former, a state may exercise |legislative jurisdiction over acts

commtted outside its territory by aliens if such acts are

20 Harvard Research, supra note 18, at 484.

2L 1d., at 487. See also the Lotus Case, supra note 17,
at 23.

22 Harvard Research, supra note 18, at 519.

2 1d., at 578.
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directed against its security or public safety,? whereas the
universality principle authorizes the state to exercise its
jurisdiction to prescribe even in the absence of any
substantive |inks between the act and the state concerned if
the act over which jurisdiction is asserted is of such a nature
that all states have a legitinmate interest to exercise

| egislative jurisdiction thereover.? The universality
principle can be applied to justify the exercise of
extraterritorial jurisdiction over a short |list of crines of
uni versal concern, such as war crines, terrorism hijacking,

sl ave trade, etc.

Because the function of the jurisdictional principles is not to
i npose upon states substantive international |aw obligations,
but only to delimt the scope of their legislative
jurisdiction, they | eave the decision as to the substance of
the regulations up to the donestic jurisdiction of each state.
Consequently, they serve to suspend rather than resol ve

substantive differences of regulatory policy between states.

24 Lotus Case, supra note 17, at 20 (“[T]he exceptions

[to the territorial principle] ... include for instance
territorial jurisdiction over nationals and crinmes directed
agai nst public safety ... .")

The precise scope of the protective principle is subject
to debate. For discussion see Harvard Research, supra note
18, at 543-63. The effects doctrine invoked by the United
States to justify its exercise of extraterritorial
jurisdiction in antitrust matters is, in effect, a variation
of the protective principle. The validity of the “effects
doctrine” under international |aw remains controversial.

% |d., at 563-92.



-15-
In terns of the exanple nentioned above, both Finland and the
United States could i nvoke a nunmber of these principles to
justify their exercise of legislative jurisdiction over
international electronic commerce taking place between the two
territories, and neither one of the two states could argue that
the selected basis is exclusive. Finland, as the hone country
of the weaker party, the consuner, could invoke, e.g., the
objective territorial principle as a justification for the
exercise of legislative jurisdiction on the ground that the
of fer placed on the website was directed at and accessed by a
consuner residing in Finland, and thus was “consunmmated” in
that country.?® Alternatively, Finland could rely on the
protective principle, arguing that the purpose of its exercise
of legislative jurisdiction over international consuner
transactions is to protect the interests of Finnish consuners,

t he weaker party to such transactions. ?’

26 Al though the issue seens to be open, it is arguable,
given the capability of the Internet to reach consuners
i ndi vidually, that advertisenents placed on websites
mai nt ai ned by nmerchants can be considered as offers rather
than as solicitations of offers. See Restatenent (Second) of
Contracts, 829 (1981).

For discussion of the distinction between offers and
solicitations of offers see Henry H Perritt, Jr., D spute
Resolution in Electronic Network Communities, 38 Vill. L. Rev.
349, 374-76 (1993).

2 The European system established in the Rone and
Brussel s Conventions woul d support the Finnish policy. See
art. 5 of the Convention on the Law Applicable to Contractual
Qoligations (the “Rome Convention”), Rone 1968, O J. L266
(1980), reprinted in 19 I.L.M 1492 (conpelling the
application of the mandatory rules of the country in which the
consuner has habitual residence); art. 13 of the Convention on
Jurisdiction and Enforcenent of Judgenents in Gvil and
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The United States, on the other hand, could conveniently refer
to other principles, such as the subjective territorial
principle, which justifies the exercise of |egislative
jurisdiction over acts that were conpleted or consunmat ed
outside the state’s territory, provided that such acts were
comenced within its territory. This would be the scenario in
the exanple: the fact remains that, even if the offer was
“recei ved” and accepted and the transaction was thus conpl eted
in Finland, the offer was nonethel ess made by a United States-
based conpany, neaning that the act of contracting comrenced in
the territory of the United States, thus justifying the
|atter’s legislative jurisdiction over international electronic

comerce initiated by United States parties.?®

Commercial Matters (the “Brussels Convention”), Brussels 1980,
O J. C97 (providing that a business may sue a consunmer only in
the consuner’s hone country). For further discussion see,
e.g., Yeo & Berliri, supra note 11, at 86-87.

The system established by the two Conventions effectively
results in the recognition of the consuner’s hone state’s
| egislative jurisdiction over the nerchant’s hone state; in
the exanple given in the text, Finland s |egislative
jurisdiction over that of the United States. O course, the
United States not being a nenber of the European Conmmuniti es,
the two Conventions do not apply.

28 This is also the approach adopted, e.g., in the
proposed Directive issued in Novenber 1998 by the European
Comm ssion to establish a |l egal framework for electronic
comerce within the Conmmon Market. See art. 3, para. 1 of the
Proposal for a European Parlianent and Council Directive on
Certain Legal Aspects of Electronic Commerce in the |nternal
Mar ket , http://ww. europa. eu.int/conmm dgl5/en/index. ht m
(“Each Menber State shall ensure that the Information Society
services provided by a service provider established onits
territory conply with the national provisions applicable in
the Menber State in question which fall within this
Directive's coordinated field.”)
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Consequently, as the jurisdictional principles provide a nunber
of alternative, non-exclusive grounds for the exercise of
regulatory jurisdiction, they effectively permt the
concurrence of jurisdictions. Under general international |aw
Finland could justifiably assert |egislative jurisdiction over
i nternational consuner transactions in all instances where the
“weaker” party, the consuner, is resident in that country. But
simlarly the United States could assert jurisdiction over the
sanme transactions on grounds that it is there where the
products or services are put in the stream of commerce and,
consequently, where the relevant regul ati on of standard
contract terns -- which are likely to apply to consuner

transactions of the nature descri bed above — shoul d occur.

Apart fromregulatory jurisdiction, the exercise of judicial
jurisdiction also tends to turn into an issue in the context of
i nternational electronic comerce. Because international
consuner transactions entered via the Internet |ack a natural
geogr aphical center of gravity -- there is no identifiable

“pl ace” where the contract was entered into -- there is no
factual ground that would allow the allocation of judicial
jurisdiction in an objective manner. Should a dispute arise
bet ween the consunmer and the Internet nerchant, which one of
the two possible fora — the consuner’s or the nmerchant’s
jurisdiction — is to be considered conpetent to di spose of the

case? In the scenario provided above, does the fact that the
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Fi nni sh defendant, when entering into the transaction, accessed
a website created and nai ntained by a United States-based
busi ness provide “m ni num contacts” for purposes of
establishing the personal jurisdiction of United States courts
over the Finnish defendant??® O are the Finnish courts
conpet ent based on policy considerations such as those adopted

in the Rome and Brussel s Conventi ons?30

The conplications relating to regulatory and judici al
jurisdiction create a substantial risk of conflict of |aws and
uncertainty about the | aw applicable in international

el ectronic commerce. Although private international |aw, or
conflict-of-laws, has traditionally dealt with such conflicts
and, indeed, is specifically devel oped to resolve such
conflicts, the resolution of the applicable | aw issue by
referring it to the context of dispute resolution is not
particularly hel pful in the context of international consuner
transactions. Such a referral suspends rather than resol ves
the issue, thus failing to renove the uncertainty surrounding
applicable law. Wile the suspension of the resol ution of
substantive | egal issues nmay be appropriate in the context of
one-of f, non-comercial disputes, it is not particularly

hel pful in the context of mass consuner transactions, which

2% See, e.q., Asahi Metal Industry Co. v. Superior Court,
480 U. S. 908 (1987); World-Wde Vol kswagen Corp. v. Wodson,
444 U. S. 286 (1980); International Shoe Co. v. Washington, 326
U.S. 310 (1945).

30 See supra note 27
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require a stable and predictable I egal framework in order to

grow and flourish.?3

Even if the referral of the applicable | aw issue to the
litigation context were considered appropriate, the resolution
of the issue in that context is conplicated by the fact that
neither one of the two fora -- the consuner’s or the nerchant’s
home jurisdiction -- can be viewed as an uni nterested, neutral
forumto resolve the policy issues associated with

i nternational consuner transactions. |In the scenario provided
above, how is the applicable | aw chosen and the possible
conflict of |aws issue resolved? In the absence of a choice of
| aw clause in the contract, is the |law applicable to the
transaction the Finnish law or the United States | aw? The
Finnish I aw, for consunmer protection reasons, or the United
States law as the “proper law of the contract? |If a choice-
of -l aw cl ause were included in the contract, should it be

consi dered determ native, given that the contract involves a
consuner transaction? Should the Finnish court on this ground
di sregard a choice-of -l aw cl ause specifying United States | aw
as the applicable |aw and apply instead the nmandatory

provi sions of Finnish consuner protection |aws? But are United

States courts likely to recognize and enforce a judgnent

31 I ndeed, the unpredictable operation of the traditional
conflict-of-laws rul es can be seen as one of the reasons
underlying the substantial displacenent by international
comrercial arbitration of national courts as fora for the
resolution of international business disputes.
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rendered by a Finnish court in favor of a Finnish consuner,
relying on the mandatory provisions of the Finnish consuner
protection |laws and possibly setting aside a choice-of-|aw
cl ause specifying United States |aw as the applicable law? O
alternatively, would Finnish courts recognize and enforce a
judgnent rendered by a United States courts against a Finnish
consuner, applying United States | aw and thus di sregarding the

mandat ory provi sions of the Finnish consunmer protection |aws?

Traditional international |law and conflict of |laws do not

provi de clear, objective answers to these questions. |In these
circunstances, different countries may seek to apply w dely
differing national laws to one and the sane website established
by a business engaged in international electronic conmrerce.
Requiring an Internet nerchant, many of whom are expected to be
smal | and nedi um si zed conpanies, to respect all the various
and likely conflicting national |aws would not only be
unreasonabl e but also virtually inpossible. Consuners, on the
ot her hand, are currently not only unaware of the | aw that may
be eventually found applicable to their transactions. They are
al so unaware of whether the judgnent that they may secure in
their hone jurisdiction against a reckless Internet trader wll
have any val ue outside the country of their residence; there is
no international obligation to recogni ze such judgnments

extraterritorially.



-21-
But al though all these | egal issues surrounding international
el ectronic commerce are remarkabl e, chances are that they
remai n sonewhat academ c in practice. Since an even nore
fundanmental question remains: Gven the expected relatively
| ow average val ue of international consuner transactions, it is
unli kely that extensive cross-border litigation will ever
becone a reality, even if legal grounds for such litigation
exi sted. The cost of such litigation would sinply seemto be
so high as to outweigh the potential benefit. A United States
business is unlikely to appear before a Finnish court, in order
to respond to a relatively trivial consunmer conplaint. And
simlarly, a Finnish consuner is unlikely to travel to the

United States to defend his case against a United States

busi ness — the cost of travel, let alone litigation, may be
hi gher than the value of the underlying transaction. In other
words, traditional litigation before national courts seens an

unattractive option for consuners and busi nesses ali ke.

But whatever the outcone — extensive cross-border litigation
as a result of an inadequate international |egal

infrastructure, or practically no litigation because of the
hi gh cost of such litigation conpared to the potential benefits
—- the consequences are unfortunate for the growth of
international electronic commerce. 1In either scenario |arge-
scale entry of consumers into international electronic commerce

woul d be unlikely to occur, as would the attendant econom c
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benefits.* Instead of propelling the world to a new | evel of
prosperity, the lack of an adequate international |egal
infrastructure woul d cause the potential growth engine of the
worl d econony to stall -- and crash -- to begin with, on take-

of f.

1. A BLUEPRI NT FOR ALTERNATI VE DI SPUTE RESOLUTI ON

It seens clear that |itigation before national courts will not
provide a solution and that alternative dispute resolution
systens need to be developed in order to establish an
international legal infrastructure that woul d be adequately
predictable, relatively inexpensive and sufficiently effective
to support the growmh of international el ectronic comrerce.

Wt hout such infrastructure, the high expectations relating to
international electronic comerce will be unlikely to

mat eri ali ze.

| nportant econom ¢ and business interests are at stake. |If
there is no consuner confidence in the legal security of
international transactions entered into on the |Internet,

consuners wll sinply refrain fromusing the new nedi um for

32 See also Yeo & Berliri, supra note 11, at 85 (“[A]ny
continuing uncertainty about the law that is applicable to
cross-border consuner contracts is likely to inpede the
expansi on of gl obal electronic commerce, as conpani es and
consuners ali ke avoid transacti ons whose | egal consequences
are essentially unknown.”) (footnote omtted)
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commerci al purposes. This would be unfortunate, as the

t echnol ogi cal base woul d appear to be already there to support
an extensive international trading system and as both traders
and consumers seemto find the energi ng marketpl ace an

attractive forumfor selling and shoppi ng.

VWat seens to be required under the circunstances is a dispute
resolution systemthat (1) suits the types of disputes likely
to arise out of international electronic conmerce; (2) is
relatively inexpensive to adm nister, thus not unduly burdening
the cost of transacting; and (3) sufficiently effective to
allow a swft renedy to be provided to the successful party.
These requirenents are net if an international center is set up
to adm nister a conmputerized, on-line dispute resolution system
designed to serve as an honest broker between I|nternet
merchants and consuners. The center would have the traditional
functions of an international arbitration center, consisting of
(1) the receipt and registration of clains; (2) the

adm nistration of the clains throughout the proceedi ngs; (3)
the mai ntenance of a list of qualified “arbitrators” and the
sel ection, applying agreed criteria, of a sole arbitrator or
arbitrators (the nunber of arbitrators depending, e.g., on the
val ue of the disputed transaction) fromthe list; and (4) the
provi sion of legal, technical and adm nistrative support to the
arbitrator(s) during the proceedings. The system should remain

voluntary, allowing the parties to opt out of the alternative
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systemand go to court, if that is what is preferred.

The idea of setting up an international on-line dispute
resolution systemis not particularly revolutionary, as such
systens are al ready being devel oped for nore |limted purposes,
e.g., by the Wrld Intellectual Property Organization (“WPQO)
for the purpose of resolving disputes arising out of Internet
domai n nane regi strations.?® Experinments have al so been made in
the United States to operate a “virtual magistrate” to resolve
certain types of disputes arising within conputer network
systens.3** The main novelty of the proposal nade herein is the
i ntended scope of the new system as it would potentially apply
to all disputes arising out of international electronic

commer ce.

3% See supra note 3.

3 The “Virtual Magistrate” set up and run by the
Cyberspace Law Institute, the Anerican Arbitration
Associ ation, the Center for Information Law and Policy, and
the National Center for Automated Information Research serves
as a “specialized, on-line arbitration and fact-finding system

for disputes involving ... users of on-line systens, those who
claimto be harnmed by wongful nessages; and system
operators.” See Virtual Magistrate, http://vnmag.vcilp.org.

For discussion of the Virtual Magistrate project and ot her
simlar experinents see Alejandro E. Al maguer & Roland W
Baggott 111, Shaping New Legal Frontiers: Dispute Resolution
for the Internet, 13 Chio St. J. on Disp. Resol. 711, 720-36
(1998); Ethan Katsh, Dispute Resolution in Cyberspace, 28
Conn. L. Rev. 953, 964-65 (1996).

See also Perritt, D spute Resolution in Electronic
Net wor k Communi ties, supra note 26 (proposing a framework for
resolving disputes that arise as a result of denial of access
to electronic networks, or fromthe transm ssion of defamatory
messages over such networks).
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For the reasons descri bed above, such an alternative forum
woul d likely be far nore attractive and effective fromboth the
busi nesses’ and the consuners’ point of view than recourse to
traditional litigation before national courts. The fact that
the international center mght locate in a country other than
t he hone base of either one of the parties to the transaction
woul d not cause a problem as the systemwould allow on-Iline
subm ssi on of pleadings and evidence. |In unusually |arge or
conplex clains, on-line oral hearings (e.g., via
vi deoconf erenci ng) should be possible, if required by one or
both of the parties. The |anguage used in the proceedi ngs
shoul d not present a particular problemeither, given the
sophi sticated nature of both parties — otherw se they would
not be using the Internet as a forumfor selling and shopping
inthe first place. |In any event, one of the functions of the
nati onal consumer onbudsnmen or consuner protection agencies
could be the provision of advice and assistance to consuners in
litigation before the center, including | anguage services, if

necessary.

| f properly designed, set up and marketed, such an alternative
di spute resolution systemwould not only largely renove the

| egal risks involved in international electronic transactions,
but would also, if properly set up, effectively fund itself.
This could be achieved, e.g., by charging a small fee from each

transaction secured by the system The fee could be fairly
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low, particularly if the new systemis, at least initially,
sponsored by the main stakeholders of the Internet business

comunity.

The proposed | egal security fee could be charged on the basis
of a nunber of alternative or overlapping grounds. It could be
levied (1) by charging an “advertisenent fee” on a periodic
(e.g., annual) basis fromeach conpany that markets and
pronotes its products or services on the Internet as legally
secure, i.e., by stating in an advertisenent placed on the
website used by the nerchant for marketing the product or the
service in question that the merchant has given its consent to
submt all disputes that nay arise out of the transaction to
the international on-line dispute resolution center;* and/or
(2) by adding a “legal security fee” to the price of each such
product or service purchased on the Internet that is effected
by way of entering into a contract that includes an alternative
di spute resolution clause referring disputes that may arise out
of the proposed transaction to the international center. The
|atter alternative requires, of course, that the consuner
maki ng the purchase expressly agrees to the clause, and the
acconpanyi ng | egal security fee, in connection with the

pur chase.

3% To facilitate consunmer recognition, such conpanies
woul d be entitled to display the | ogo of the international
center on their website.
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Accordi ngly, consuners would have to decide, when entering into
an international consumer contract, whether to opt for the
alternative dispute resolution systemto which the nerchant has
al ready agreed, or whether to prefer traditional litigation
before national courts, should a difference arise. |If the
consuner agrees to pay the “legal security fee” by clicking on
the appropriate button on the nerchant’s website, he would opt
for the alternative system if he does not agree to pay the
fee, he would effectively opt for the national court as a forum
for enforcing his rights. 1In the latter scenario no |egal
security fee would be | evied and, consequently, the consuner
woul d pay a slightly |lower price for the product or service
purchased. But he would al so assune i n exchange the ensuing
| egal risks — and costs -- associated with cross-border

[itigation.

In order to serve as a true alternative to traditional
l[itigation before national courts, the alternative dispute
resol ution systemwould have to provide an effective renedy to
t he successful party. Such party should be entitled to a swift
paynment of conpensation, should nonetary relief be the renedy
awarded by the center. Sw ft paynent of nonetary conpensations
coul d be ensured by setting up a fund accunul ated fromthe
transaction fees charged by the center. The center would be
responsi bl e for seeking fromthe respondent the conpensation

paid out by the center to the claimant, through litigation if
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necessary, if the respondent fails to rei nburse the center
voluntarily. Alternatively, the respondent could be required
to pay a higher fee in the future for the right to display the

| ogo of the international center on its website.

There are alternative ways in which an international dispute
resolution center of the type outlined above could be set up,
the sinplest being reliance on an existing, private, not-for-
profit stakeholder institution such as the International

Chanber of Commerce (“ICC’). Gven that the I CC hosts an
international comrercial arbitration court, the adm nistration
of an international center to resolve disputes arising out of

gl obal electronic commerce would seemto fit the I1CC s existing
functions and profile, particularly if the new facility focused
on the on-line resolution of business-to-business disputes.

Al ternatively or perhaps additionally, if the ICCis viewd as
being too close to business interests and consequently too
partisan to adm ni ster a systemthat woul d handl e consuner
conplaints, a new private, not-for-profit, stakehol der-based
organi zation could be set up specifically for the purpose of
devel oping an international dispute resolution systemto deal

W th consumer conplaints. The new organization could be
managed by a board conprised of representatives of

i nternational |awer associations, the |ICC, consuner protection

institutions, and other mai n stakehol ders of the Internet
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comunity. 3¢

Gven the growh rate of international electronic conmerce, it
is likely that the nunber of conplaints arising out of

el ectronic transactions wll be soon too high for one
international dispute resolution facility to handle.
Consequently, one of the functions of the proposed new

organi zation could be the licensing of the establishnent of

i nternational sub-centers that would provide the actual dispute
resolution services on a commercial, for-profit basis. These
di spute resolution service providers could conpete on a nunber
of grounds, including specialization in dispute resolution
services provided in certain | anguages, expertise in certain
busi ness sectors, etc. The international center could continue
to serve as an appeal s body, thus ensuring, as a representative
not-for-profit organization, the legal integrity and

consi stency of the jurisprudence of the privatized, for-profit
di spute resol ution services. Adequate managenent and fi nanci al
auditing of such commercial service providers would al so be
required, to ensure the soundness of their adm nistration and

functi oni ng.

3  The structure and function of the new organi zation
could mrror that of the new y-established Internet
Corporation for Assigned Nanes and Nunmbers (“ICANN'), which
was recently authorized by the United States Departnent of
Commerce to take over the technical adm nistration of the
I nternet domai n name system For rel evant docunentation see
| CANN' s website, which is located at http://ww.icann. org.
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CONCLUSI ON

G ven the legal risks involved in international electronic
transactions and the current growh rate of electronic
commerce, the establishnent of an alternative dispute
resolution systemof the type outlined above seens a fairly
urgent task. As the availability of an alternative dispute
resolution systemwould likely further increase consuner
interest in electronic shopping, the Internet business
community should have a great interest in pronoting the
alternative system The existing exanples show that the start-
up costs of an alternative international dispute resolution
systemare unlikely to be high, particularly if conpared with
the value that the systemwould add to the | egal security of
international electronic commerce. And, as discussed above,
after a while the system should be able to effectively fund

itsel f.

The traditional reluctance of certain jurisdictions to allow

t he subm ssion of disputes arising out of consuner transactions
to arbitration or other fornms of alternative dispute resolution
no | onger seens to be an issue, at |least so far as
international electronic commerce is concerned. The European
Comm ssion in its recent proposal for a directive on electronic
comer ce encouraged, indeed, required, the Menber States “to

ensure that, in the event of a disagreenent between an
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I nformati on Society service provider and its recipient, their
| egislation allows the effective out-of-court schenmes for
di spute settlenment, including appropriate electronic neans.”?
Wil e the policy adopted by the European Union is emnently
sensible, it should be extended, given the nature of Internet
trade, to a global scale, e.g., by way of an interpretation, or
explicit understanding or statutory anmendnent, to the effect
that the policy of non-arbitrability of consuner disputes does

not apply to international electronic transactions.

Certain other threshold issues also need to be clarified, chief
anong them being the determ nation of the | aw applicable before
t he proposed international centre. Gven the |lack of an agreed
i nternational standard, the issue could, and should, be
resolved in the sane way as it is resolved in international
comercial arbitration — on a case-by-case basis, relying on

certain codified principles, such as those included in the

3 Art. 17, para. 1 of the Proposal for a European
Parli ament and Council Directive on Certain Legal Aspects of
El ectronic Commerce in the Internal Market, supra note 28.

3 See also Yeo & Berliri, supra note 11, at 89 (“[One of
the options} ... is to harnoni ze national consuner protection
| aws, at least insofar as they relate to online transactions.
Countries could create, in effect, a ‘Law of the Net’ that
applies solely to Internet-based consuner transactions, while
retaining national consumer protection |aws for other types of
transactions. |If successfully negotiated and w dely adopt ed,
consuners and busi nesses alike would know what | egal standards
governed I nternet-based transactions, without regard to the
| ocation of either party. Fromthe point of view of
sinplicity, ease of admnistration, and fulfilling parties’
expectations, this would probably be the nost effective
solution.”)
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UNCI TRAL Mbdel Law on El ectronic Conmerce, and other rel evant
factors, including the | aw specified by the parties as the | aw
applicable to the contract, the relevant provisions of the
national |aw of the parties to the transaction, the val ue of
the transaction, the fact that one of the parties may be a
consuner, etc.3® The harnonization of national |aws applicable
to international electronic comrerce should be a | ong-term
goal , as such harnoni zati on woul d renove conflict-of-1aws
i ssues. However, because international harnonization efforts
tend to take their tinme and because, as experience shows,

di sputes will arise even under harnoni zed circunstances, the

3 A provision on applicable | aw could, and shoul d, be
included in the rules of procedure of the international
centre. C., e.g., art. 17, para. 1 of the 1998 Rul es of
Arbitration of the International Chanber of Comrerce (" The
parties shall be free to agree upon the rules of law to be
applied by the Arbitral Tribunal to the merits of the dispute.
In the absence of any such agreenment, the Arbitral Tribunal
shall apply the rules of law which it determ nes to be
appropriate.”); art. 42, para. 1 of the International
Convention for the Settlenent of Investnent D sputes (“ICSID")
(“The [ICSID] Tribunal shall decide the dispute in accordance
with such rules of |law as nmay be agreed by the parties. In
t he absence of such agreenment, the Tribunal shall apply the
| aw of the Contracting State party to the dispute (including
its rules on the conflict of laws) and such rul es of
international |law as may be applicable.”); art. V of the Iran-
United States Clains Settlenent Declaration (“The Tri bunal
shal |l decide all cases on the basis of respect for |aw,
appl yi ng such choice of law rules and principles of commerci al
and international law as the Tribunal determ nes to be
applicable, taking into account rel evant usages of the trade,
contract provisions and changed circunstances.”)

See also art. 33, para. 1 of the UNCI TRAL Arbitration
Rules (“The arbitral tribunal shall apply the |aw designated
by the parties as applicable to the substance of the dispute.
Fai ling such designation by the parties, the arbitral tribunal
shall apply the aw determ ned by the conflict of |laws rules
which it considers applicable.”)
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i npl emrentati on of the proposed system should not wait until

such harnoni zati on i s achi eved. #°

| mportantly, there is no lack of political support for taking
concrete action along the |ines suggested above. The United
States Governnent, for instance, has adopted a series of
recommendations relating to international electronic conmerce,
i ncl udi ng encouragi ng UNCI TRAL, UNIDRO T, I CC and others, to
“facilitate electronic commerce by ... pronoting the

devel opnent of adequate, efficient and effective alternate

di spute resol uti on nechani sns for global commrerci al
transactions.” Simlarly, the European Conmm ssion’s recent
proposal for an el ectronic conmerce directive encourages
recourse to out-of-court alternative on-line dispute resolution

schenes. 2 Consistent with these policies, the OECD M ni sters

40 See Yeo & Berliri, supra note 11, at 89 (“[Q ne can
hardly mnimze the political and procedural conplexities of
negotiating a uniformlaw for Internet-based transactions —-
not the |east of which would be defining the scope of such a
[ aw. ")

41 A Framework for G obal Electronic Conmerce, supra note
3, at 7. See also the Joint E U -US. Statenent on Electronic
Commerce, supra note 6 (agreeing on “active support for the
devel opnent, preferably on a gl obal basis, of self-regulatory
codes of conduct and technol ogies to gain consuner confidence
in electronic comerce ... .")

42 See art. 17, para. 1 of the Proposal for a European
Parlianment and Council Directive on Certain Legal Aspects of
Electronic Commerce in the Internal Market, supra note 28
(“Menber States shall ensure that, in the event of
di sagreenent between an Information Society provider and its
recipient, their legislation allows the effective use of out-
of -court schenmes for dispute settlenent, including appropriate
el ectroni c nmeans.”)
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at the Otawa gl obal el ectronic conmerce conference, held on 8-
9 Cctober 1998, adopted a “Declaration on Consuner Protection
in the Context of Electronic Comerce,” in which they decl ared
the determ nation of the CECD nenber states’ governnents to
ensure that “consuners who participate in electronic conmerce
are afforded a transparent and effective | evel of protection
for electronic transactions by ... supporting and encouragi ng
t he devel opnent of effective market-driven self-regulatory
mechani snms that include input from consuner representatives,
and contain specific, substantive rules for dispute resolution

and conpl i ance nechani sns.”*

The political initiative thus having made, the ball is
essentially in the court of the international |egal comunity,
t he sol e stakehol der group that has the necessary expertise in
desi gning, setting up and managi ng i nternational dispute

resol uti on systens.

43 Decl aration on Consuner Protection in the Context of
El ectronic Comerce, nade by the OECD M nisters at the
Conference on “A Borderless Wrld: Realising the Potential of
d obal El ectronic Commerce,” Otawa, Canada, 8-9 Cctober 1998,
DSTI / CP(98) 12/ REV2,
http://ww. ot t awaoecdconf er ence. or g/ engl i sh/ honepage/ ht m




