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Report an Incident

If wou suspect lost, misplaced
or stolen equipment or
a breach of Personally |g

Traveling Outside
of the United States

for either business or pleasure there

are several things to consider, such as what to talce or not talee, knowing the
laws inthe other countty, if thete iz a current ttavel warting, etc. Before you
trawel out of the Urnited States on behalf of the FD A wath technology assets,

please adhere to the following:

¥ Bubrnit a travel request wia
GowTrip - htps:Foodtrip. comd
govirip/sitelindex jop

5 If wou do not need a laptop or
Blackberry, don’t take it. Thizalzo
applies to personal trawel.

¥ Carrying portable devices is dis-
couraged, but not protubited. Consult
with your Certer Information System
Security Officer (13307 if you plan
to take portable dewices.

B Donotleave IT equipment
unattended.

® Do not connect unauthorized IT
equiprnent to your laptop or B lack-
berry (1.e thumb drives, hand drwves,
etc). USE thumb dnves areproneto
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Traveling Outside of the
United States continued...

tralware infections. Fewritable discs (ie
CD-BEW, DWVD-EW and Ironfleys are an
ezzcellent substitute to thumb drives.

Coroputers and B lackbernies issued
solely for intemational travel should
MEVEFR. be connected to the FD'A networls
upot retum. [Tsets are encourmaged not to
travel with their VFN/ESA Token.

Retum all FDA loaner IT equipment
within five business days upon corring
back to the office.

It preparation for and while traveling
owerseas, it is itnportant to be aware of the
following whether traveling for business
or pleasure:

Ezxpect that transmission of informa-
tion 15 being intercepted and read at any
location where networlss are controlled
by another governnent. Foreign networls
prowiders can dizahle mohile device
encryption and then turn it back on after
infortration isintercepted.

DID YOU KNOW?

Inn third world courtries, a laptop coroputer is a sign of
wealth and carrying one may place you at risk.

Hotel business centers and phone networles are

regularly monttored in many countries.

Encryption software is illegal in some countries.
Wiolate the laws and you could be fined or even risk
having vour electronics confiscated. & good place to find
information ona countries laws is at your lbrary, your
trawel agent, and the embassies, consulates or tourist

bureaus of the country you wall wisit

How to protect the data:
Dro not process or transmit sensitive
information. Do not fake technology
assets (laptop, Blackhberry, cell phone,
etc) if you do not need them

When overseas, forel gn cottrnica-
tion networles can intercept wireless desrice
signals. Assume that all forms of cotmrmni-
cation with wireless devices are monitored
and subject to corrprorni se. Hacker soft-
ware can beused to locate and connect to
wilnerable Bluetooth-enabled cell phones,
allowing address book inforrnati on, photos,
calendars, and S card details to he
downloaded, and long-distance phone
calls to bemade using the haclked device.

Heow to protect the data:
Power off mohile devices when not in
useand only use the Bluetooth fanction
if abzolutely necessary (Do not use the
Blustooth function if traveling for tus-
ness). Femove the battery from your
mohile device and store it separately

Treat your laptop like a pile
of cash and newer let it out of
wour sight, not even "for just
a few seconds”.

KEeep your laptop off the
floor while on public trans-
portation, such as submways
or buses.

Pay close attention to your
laptop while passing though
Aot security.

frorm the dewvice.
Anyrwhere facilities (i.e. hotel) are

comtralled by another govermment,
vou should expect tampering with unat-
tended electromc devices. Fooms are
accesahle by hotel staff, as are hotel
safes. In many instances, local avthorities
can quickly gain access to an unoccupied
hotel room.




Traveling Outside of the

i : TRAVEL TIPS
United States continued...
o How to protect the data: B Dionot check a laptop with your & HELPFUL

Awoid leaving electronic devices baggage. Ll N KS

unattended in a hotel room. Ifthat iz B Imnediately report any suspected
not possible, remove the hard drive farmpering, unauthorized use, loss
and store it separately from thedevice,  oyeg ofany FDA asset to the

¥ Beaware that putlic Internet kosks IT Security Operations Certer (30C) at

and cafesare breeding grounds for soof@fda.gov or 555-333-2762 (24=7).
mmalicious software that can capture

private information (passwords, bark Rememberifyou do not need
account of credit card number, phone electronic devices leave
truenber s, fIAMES, 6C). them at homelll

o How to protect the data:
Mewer uze them for official or
confidential personal tusiness.

Below are a few links that will aid you
in a safe trip overseas

B it Mravel state. powtravelitips!

B ing thro irport
en passing through an airport, scftp/saety 1747 himl

never send your laptop through the scan-
ner until reaching the front of the linein ™ e Aravel state. govfravelitips/
order to keep it under ohservation. fips_F232 hiwl

What are Bothets?

The word Botnet is derived from How can you reduce
theidea of bot net- the risk of your

« works. & botisan computer being
compromised?

autormated computer

Here are somelinks:

program, or robot. An ¥ Use and maintain anti -vins B hitp:/fwwwanswers. comitopic/
attacker usually gains control by software hoinet
infecting the computers witha vims ™ Install a firewall ¥ Hitp:/fsingularityhub.
or other maliciows code that gives ¥ 1Jze good passwords com2010/03/ 04/ heware-the-bot-

the attacker access. The computer B Keep software up to date
may be part of a botnet eventhough  ® Take precautions opening emails
itappears to be operating nomnally.  and browsing the Intemet MNate: The botnet content was

Ak Erm e HOEE I aChEss If you helieve that your computer  Providedproduced by US-CERE
& SOVEYIIENT OF Satlization.

nets-zomhie-cyber-attacks/

s gonpgronal o iz infected, consider contacting a

trained systern administrator.
Tao learn more ahout B atnets and
what they do vistthese sites.

attack other corrguaters, and cormrit
other crimes, all while remaining
undetected. By usng mltiple
computers, attackersincrease the
range and irpact of their crimes.

e
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HO IISUMMERSECURITYIREADING

1 = The Cuckoo’s Egy 4 « Kingpin: Howone Hacker 6 « Stealing Your Life:
B}r’ Clifford Stoll Took Qvwver the Billion-Dallar The Ultimate ldentity
Cybercrime Underground Thett Prevention Plan
2 = Cyber Within: By Kevin Foulsen By Frank W Abagnale
A Security Awareness 5 7
Story and Guide » The Lure! The True Story of » The Art of the Steal:
for Employees Howthe Department of Justice Howto P rotect Yoursslfand

(Cyber Crime & Fraud Presvention) Braught Down Two of The Wodd's Your Business from Fraud,
By Marcos ! 5yt America's #1 Crime

Celebration of
National Cybersecurity
Awareness Month

National Cybersecurity

This year the Policy & fwareness Awareness Month Agenda
(P&A) team will host several events at oct.4  11am-12pm

- - - . Secsring The wenfast Lk’
White Oalkin celebration of October's Pmmig’é/ e
MNational Cybersecurity Awareness Wiite Oak Biig 2 Roam 2047 £
Month, Throughout the yvear, F&A 1pm-3pm
hosts ongoing educational activities Buitiing 2 At
to provide security awarensss to Oct. 26 1pm2pm
FD&users. Join us forthis year's Cydar Aearaness Dems

. . ; Prazaptas 4/ Bt Yaﬂ.ﬂg (’f’aﬂéy}

annual celebration to hear interesting White Oak Bidg 32 Room 1243
speakers, pick up educational Nov. 3 1pm3pm

“Ma{'—i‘rg Tha Twvarsar Safar 4or
Cbildran & Fasafias’

enter for a chance to win great prizes. Prazartad Sy Dormd Fiae Wighes
WMihite Oak Big 32 Room 1243

maternals to share with your peers, and

If you have any questions, comments or suggestions on
topics to include in future newsletters, please contact..

T ecuritp Awarenes s{@yia hhs. gov July 2011 | Paged
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