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United States Army Europe 
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• Suggested Independent Review Memorandum 

Topics 

Civilian Payroll Audit Readiness 



STRONG SOLDIERS, STRONG TEAMS! As of 30 Dec 12 USAREUR Audit 
Readiness 

UNCLASSIFIED 

UNCLASSIFIED 

Mandated by Law 

Financial Management Legislation and Mandates: 
Chief Financial Officers Act (CFO) of 1990 
Federal Managers Financial Integrity Act (FMFIA) of 1996 
National Defense Authorization Act (NDAA) FY 2010 & FY 2011 
 

NDAA of 2010 mandated the Department of Defense to achieve financial statement audit readiness 
NLT Sept 2017 

 
Secretary of Defense, Leon Panetta directed audit readiness NLT 2014 

Audit Readiness Background 
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Army’s Approach to Audit Readiness 
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Army-wide Controls vs. Process Specific Controls  
 
The Army-wide internal control activities are primarily manual controls that impact a number of business 
processes and should be implemented across Army Commands or States/Territories to prevent or detect 
material misstatements from occurring.  
 
The process-specific internal control activities are related to specific transactions generated as a result of 
business process activities (e.g. CIVPAY), and are primarily manual controls that should be implemented 
across Army Commands or States/Territories to prevent or detect material misstatements from occurring.  
 
These internal control activities should be implemented to detect any potential errors or mitigate identified 
risks.  



STRONG SOLDIERS, STRONG TEAMS! As of 30 Dec 12 USAREUR Audit 
Readiness 

UNCLASSIFIED 

UNCLASSIFIED 

SBR 7.01 – Over-hire Approval (N/A to ARNG)  
SBR 7.02 – Manual Time and Attendance Certification  
SBR 7.03 – ATAAPS Time and Attendance Certification   
SBR 7.04 – Review of Payroll Exception Reports  
SBR 7.05 – Budget to Actual Variance Analysis  
SBR 7.06 – Manpower Analyst Review of RPA  
SBR 7.07 – Budget Analyst Review of RPA  
SBR 7.08 – Final Approval of RPA  
SBR 7.09 – Review of Out-Processing Checklist  
SBR 7.10 – Manual Timecard Reconciliation  
SBR 7.11 – Not Used 
SBR 7.12 – DCPS and GFEBS Interface Exception Error Reports 

Civilian Payroll Internal Controls 
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USAREUR Time and Attendance Timeline 
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Civilian Pay areas of concern 

• Time and Attendance entry 
• Paper Time Cards (SBR 7.02) 
• ATAAPS / DCPS (SBR 7.03) 

Time Entry & Certification 

• DCPS Reports (SBR 7.04) 
• Timekeeper 
• CSR 

Payroll Processing 
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• Out-Processing(SBR 7.09) 
• Separations/Retirements Employee Termination 

• Paper Time Cards (SBR 7.10) 
• ATAAPS (any time manually processed 

through DCPS) 
Independent Review 

Civilian Pay areas of concern 
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CivPay SBR 7.01 - Over-hire Approval  

Control Activity: 
The Installation’s Chief of Staff, USARC CPMO Chief, or equivalent reviews the recommendations from 
the Budget Analyst or USARC CPMO Analyst and HR Specialist on the Action Memorandum and makes 
the final determination whether to authorize the over-hire request.  
 
This review and approval is evidenced by the signature and date on the Action Memorandum.  
 
Objective of Control: All hires fall within the established staffing levels on the TDA. If a new hire is to 
exceed the levels set on the TDA, a formal approval process is established to ensure adequate budgetary 
authority exists for the hire and that the action is approved by an authorized official.  
 
Owner: Command HQ, Installation, Level 2 and 3 Fund Centers – Directorate/Unit, G8, CPMO, G357  
 
Frequency: Ad-hoc  
 
Document Retention Period: 6 years, 3 months  
 
Recurring Points of Concern: Over Hire approvals need to be renewed yearly to avoid violating the Anti-
Deficiency Act.  
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CivPay SBR 7.01 Evidential Matter  
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CivPay SBR 7.02 Manual Time and Attendance Certification 
(area of concern)  

 
 
Control Activity:  The employee’s Supervisor reviews and manually signs the paper time card to certify 
the employee’s time.  
 
Objective of Control: All employee time and attendance information is reviewed by an authorized 
approver/certifier.  

 
Owner: Command HQ, Directorate/Unit  
Frequency: Bi-Weekly  

 
Document Retention Period: 6 years, 3 months  
 
Recurring Points of Concern: Retention of appropriate documentation for auditing purposes  
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Certifiers appointment memo for non - ATAAPS USERS (SBR 7.02)  

    Command Letter head 
         DATE: 
MEMORANDUM FOR RECORD 
From:  (Command Name) 
To:  (Appointee) 
 
YOU ARE HEREBY APPOINTED AS CERTIFYING OFFICIAL FOR TIME AND ATTENDANCE LABOR HOURS FOR (THE FOLLOWING) TAG (S). YOUR 

RESPONSIBILITIES INCLUDE: 
-Ensure your employees’ time and attendance records and supporting documents, e.g., leave, overtime, and compensatory time, is accurate and that all labor hours are 
certified no later than close of business on Friday before the end of each pay period. 
- An independent reviewer appointed by the employing activity will review paper timecards entered into DCPS to ensure accuracy and validity (i.e., timecards were approved 
by authorized personnel). All differences are documented and resolved promptly. This review is evidenced by a signature and date on the reconciliation 
  
-Procedural guidance is clear and adequate to ensure that timekeeping and time and attendance certification are correctly performed.  
 
-Review the missing time and invalid transactions. This review is evidenced by signature and date of the preparer and reviewer on the exception reports or related checklist. 
 
-All hard copy timecards and required supporting documentation are kept for 6 years and 3 months and readily available for audit purposes. 
 
YOU ARE ADVISED TO REVIEW AND ADHERE TO THE FOLLOWING REGULATION(S) NEEDED TO ADEQUATELY PERFORM THE DUTIES TO WHICH YOU HAVE 

BEEN ASSIGNED: 
AE 690-110 Civilian Timekeeping in Europe  
AE 690-990-100 Alternative Work Schedule 
AE 690-630 Excused Absence 
DFAS Concept of Operations 
I acknowledge and accept the position and responsibilities defined above. I understand that I am strictly liable to the United States for all public funds under my control. I 
have been counseled on my pecuniary liability and have been given written operating instructions. I certify that the signature below is my official signature. 
 
Signature: _________________________________________ 
Effective date: 01 January XXXX 
Expiration:  3 years from effective date 
 
This appointment expires every three years or when there is a change in certifying official for this team (s). At the end of the three year period or when a change is made a 
new memorandum must be submitted to the Defense Civilian Pay System Support Division (DCPS) via email to edgardo.d.burdios.civ@mail.mil.  
 
POC for the above is the undersigned at DSN _______________. 
       
     (Signature block)  
     Name and Title of Appointing Official 

 

mailto:edgardo.d.burdios.civ@mail.mil
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Timekeepers appointment memo for non - ATAAPS USERS (SBR 7.02)  

     Command Letter head 
         DATE: 
MEMORANDUM FOR RECORD 
From:  (Command Name) 
To:  (Appointee) 
 
YOU ARE HEREBY APPOINTED AS PRIMARY TIMEKEEPER FOR (THE FOLLOWING) TAG(S) IN DCPS. YOUR RESPONSIBILITIES INCLUDE: 
- Accurate and timely submission of labor hours approved “exception” data and corrections to that data 
- Ensure all supporting documentations are signed by supervisor and the employee. Ensure all leave, overtime and comp time entr ies are approved and totals are correct 
before certification 
- Ensure that the appointed independent reviewer conduct a random audit of paper timecards entered into DCPS to ensure accuracy and validity (i.e., timecards were 
approved by authorized personnel). All differences are documented and resolved promptly. This review is evidenced by a signature and date on the reconciliation 
-Print, review and clear discrepancies on the missing time and invalid transaction reports. This review is evidenced by signature and date of the preparer and reviewer on 
the exception reports or related checklist  
-All required supporting documentation is available for audit purposes 
 
YOU ARE ADVISED TO REVIEW AND ADHERE TO THE FOLLOWING REGULATION(S) NEEDED TO ADEQUATELY PERFORM THE DUTIES TO WHICH YOU HAVE 
BEEN ASSIGNED: 
AE 690-110 Civilian Timekeeping in Europe  
AE 690-990-100 Alternative Work Schedule 
AE 690-630 Excused Absence 
DFAS Concept of Operations 
I acknowledge and accept the position and responsibilities defined above.  
 
Signature: _________________________________________ 
Effective date: 01 January XXXX 
Expiration:  31 December XXXX 
 
This appointment expires every three years or when there is a change in timekeeper for this team (s). At the end of the three year period or when a change is made a new 
memorandum must be submitted to the Defense Civilian Pay System Support Division (DCPS) via encrypted email to usarmy.badenwur.usareur.mbx.odcs-g1-dcps-

new-hire  
 
Please use the following format as the subject line: 
Timekeeper Last Name,    TAG         Physical Location   
Ex: Timekeeper Doe, J., UIC                        assigned TAG(s)          location of timekeeper 
POC for the above is the undersigned at DSN _______________. 
      
  
     (Signature block)  
     Name and Title of Appointing Official 

 



 optional      required     

 optional     

 exceptions to established work 
schedules are recorded here 

 1           4                LA         8        0             sample of employee taking annual leave.  Documentation required 
2            5                OS         2        0            Only enter overtime hours worked 

 required ( not certified without supervisor’s signature)     

 some type tour codes require 
additional entries in these fields. 
Occasional night differential entries 
are entered here 

Regularly used Type Hour codes 

    8          8           8          8           8                                               8            8            8            8          8   

 required      required     

 required     

 supervisor’s established work schedule for the pay period 

 required      

 

CivPay SBR 7.02 Evidential Matter  
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The employee’s Supervisor reviews and manually signs the paper time card to certify the 
employee’s time.  
 
Objective of Control: All employee time and attendance information is reviewed by an authorized 
approver/certifier  
 
 
 
 
 
 
 
 
 
Frequency: Bi-Weekly  
 
Document Retention Period: 6 years, 3 months  
 
Recurring Points of Concern: Retention of appropriate documentation for auditing purposes  

CivPay SBR 7.02 Evidential Matter  
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CivPay SBR 7.03 – ATAAPS Online Time and Attendance Certification 
(area of concern)  

 
 
Objective of Control: All employee time and attendance information is reviewed by an authorized 
approver/certifier.  
 
Owner: Command HQ, Installation – Directorate/Unit  
 
Frequency: Bi-Weekly  
 
Document Retention Period: 6 years, 3 months  
 
Recurring Points of Concern: Ensure reviewer has the required authority to review and sign off on an 
employee’s time card.  
 
Note: No changes will be made in DCPS without prior written approval from any Supervisor authorized to 
certify labor hours for that team in ATAAPS (requires independent review) 
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     Command Letter head  
         
        DATE: 
MEMORANDUM FOR RECORD 
From:  (Command Name) 
To:  Appointee 
 
YOU ARE HEREBY APPOINTED AS CERTIFYING OFFICIAL FOR TIME AND ATTENDANCE LABOR HOURS FOR (THE FOLLOWING) TEAM (S) IN ATAAPS. YOUR 
RESPONSIBILITIES INCLUDE: 
 
-Ensure your employees’ time and attendance records and supporting documents, e.g., leave, overtime, and compensatory time, are accurate and that all labor hours are 
certified no later than close of business on Friday before the end of each pay period. 
-Procedural guidance is clear and adequate to ensure that timekeeping and time and attendance certification are correctly performed  
-Review the missing time and invalid transactions This review is evidenced by signature and date of the preparer and reviewer on the exception reports or related checklist.  
-All required supporting documentation is available for audit purposes  
 
YOU ARE ADVISED TO REVIEW AND ADHERE TO THE FOLLOWING REGULATION(S) NEEDED TO ADEQUATELY PERFORM THE DUTIES TO WHICH YOU HAVE 
BEEN ASSIGNED: 
AE 690-110 Civilian Timekeeping in Europe  
AE 690-990-100 Alternative Work Schedule 
AE 690-630 Excused Absence 
DFAS Concept of Operations 
I acknowledge and accept the position and responsibilities defined above. I understand that I am strictly liable to the United States for all public funds under my control. I 
have been counseled on my pecuniary liability and have been given written operating instructions. I certify that the signature below is my official signature. 
 
Signature: _________________________________________ 
Effective date: 01 January XXXX 
Expiration:  31 December XXXX 
 
This appointment expires every three years or when there is a change in certifying official for this team (s). At the end of the three year period or when a change is made a 
new memorandum must be submitted to the Defense Civilian Pay System Support Division (DCPS) via email to edgardo.d.burdios.civ@mail.mil.  
 
POC for the above is the undersigned at DSN _______________. 
       
     (Signature block)  
     Name and Title of Appointing Official 

Certifiers appointment memo for ATAAPS USERS (SBR 7.03) 
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Timekeepers appointment memo for ATAAPS USERS (SBR 7.03) 

     Command Letter head 
         DATE: 
MEMORANDUM FOR RECORD 
From:  (Command Name) 
To:  Appointee 
 
YOU ARE HEREBY APPOINTED AS PRIMARY TIMEKEEPER FOR (THE FOLLOWING) TEAM(S) IN ATAAPS.  
YOUR RESPONSIBILITIES INCLUDE: 
- Accurate and timely submission of labor hours approved “exception” data and corrections to that data 
- Ensure all supporting documentations are signed by supervisor and the employee. Ensure all leave, overtime and comp time entr ies are approved and totals are correct 
before certification 
-Print, review and clear discrepancies on the missing time and invalid transaction reports. This review is evidenced by signature and date of the preparer and reviewer on the 
exception reports or related checklist  
-All required supporting documentation is available for audit purposes  
 
YOU ARE ADVISED TO REVIEW AND ADHERE TO THE FOLLOWING REGULATION(S) NEEDED TO ADEQUATELY PERFORM THE DUTIES TO WHICH YOU HAVE 
BEEN ASSIGNED: 
AE 690-110 Civilian Timekeeping in Europe  
AE 690-990-100 Alternative Work Schedule 
AE 690-630 Excused Absence 
DFAS Concept of Operations 
I acknowledge and accept the position and responsibilities defined above.  
 
Signature: _________________________________________ 
Effective date: 01 January XXXX 
Expiration:  31 December XXXX 
 
This appointment expires every three years or when there is a change in timekeeper for this team (s). At the end of the three year period or when a change is made a new 
memorandum must be submitted to the Defense Civilian Pay System Support Division (DCPS) via encrypted email to usarmy.badenwur.usareur.mbx.odcs-g1-dcps-new-

hire  

 
Please use the following format as the subject line: 
Timekeeper Last Name,    UIC         Physical Location   
Ex: Timekeeper Doe, J., UIC (UIC that appears on the main menu of ATAAPS), location of timekeeper 
POC for the above is the undersigned at DSN _______________. 
       
     (Signature block)  
     Name and Title of Appointing Official 
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The appropriate Supervisor/Certifier reviews and approves the time card in ATAAPS to certify 
the employee's time no later than close of business on Friday before the end of each pay period 

 

Objective of Control: All employee time and attendance information is reviewed and certified by 
the authorized designated approver/certifier 
 

 

 

 

 

 

 

Frequency: Bi-Weekly  
 
Document Retention Period: 6 years, 3 months  
 
Recurring Points of Concern: Ensure reviewer has the required authority to review and sign off 
on an employee’s time card  

CivPay SBR 7.03 Evidential Matter  



STRONG SOLDIERS, STRONG TEAMS! As of 30 Dec 12 USAREUR Audit 
Readiness 

UNCLASSIFIED 

UNCLASSIFIED 

CivPay SBR 7.04 Review of Payroll Exception Reports 
(area of concern)  

DFAS Concept of Operations states that each employing activity is responsible for monitoring, reviewing 
and correcting errors and  rejected time and attendance information on the invalid transaction report and 
also ensure that the missing time report is cleared by COB on Tuesday after the end of each pay period. 
This is done by reviewing the  Missing Time Report and Invalid Transaction Report from DCPS.  
 
This review is evidenced by signature and date of the preparer and reviewer on the exception reports or 
related checklist.  
 
If there are no errors, either print the blank report or create a document stating no errors.  
 
There are a number of reports that can be run in the  payroll system for review, the two most common are:  
• Missing Time Report (P6605R02)  

The Missing Time Report should contain evidence of review or run another “clean report”. 
• Invalid Transactions (daily, bi-weekly and retro) Reports (P6608R01)   
The Invalid Transactions Report should contain evidence of review or run another “clean report” 
 
Objective of Control: Payroll exceptions are reviewed and resolved during bi-weekly payroll processing. 
Frequency: Bi-Weekly  
Document Retention Period: 6 years, 3 months  
Recurring Points of Concern: Retention of appropriate documentation for auditing purposes  
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CivPay SBR 7.04 Evidential Matter  
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CivPay SBR 7.05- Budget to Actual Variance Analysis  

Control Activity:  
Quarterly, a Budget Analyst or USARC CPMO Analyst compares actual amounts reported in GFEBS to 
budgeted amounts by functional area and cost center and follows up on any significant variances.  
–Note: This can be done by either function area, cost center, SAG, EOR, etc.  
 
Objective of Control: Civilian Payroll budget execution is monitored to ensure that obligations do not 
exceed the established budget.  
 
Owner: Command HQ, USPFO, Installation, Level 2 and 3 Fund Centers – G8, CPMO  
 
Frequency: Quarterly  
 
Document Retention Period: 6 years, 3 months  
 
Recurring Points of Concern: Ensure retention of appropriate documentation for auditing purposes.  
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CivPay SBR 7.05 Evidential Matter  
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CivPay SBR 7.06- Manpower Analyst Review of RPA  

Control Activity: 
A Manpower Analyst, USARC CPMO Analyst, or J1-HRO Manpower Analyst/Staffer reviews the RPA to 
confirm the position has been authorized on the TDA. This review is evidenced by the Manpower 
Analyst's, CPMO Analyst's, or Staffer's electronic approval in the RPA's history file in DCPDS or 
signature on the hardcopy SF 52. 
 
Objective of Control: Requests for Personnel Action (RPAs) are reviewed by an authorized official to 
confirm that the action corresponds to a position that has been authorized on the TDA.  
 
Owner: Command HQ, J1-HRO, Installation, Level 2 and 3 Fund Centers – G8, CPMO  
 
Frequency: Ad-hoc  
 
Document Retention Period: 6 years, 3 months  
 
Recurring Points of Concern: Retention of appropriate documentation for auditing purposes  
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CivPay SBR 7.06 Evidential Matter  
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CivPay SBR 7.07- Budget Analyst Review of RPA  

Control Activity: 
A Budget Analyst, or USARC CPMO Analyst, reviews the RPA to confirm the budget availability for the 
action and provides the appropriate cost center code. This review is evidenced by the Budget Analyst's, or 
USARC CPMO Analyst’s, electronic approval in the RPA's history file in DCPDS or signature on the 
hardcopy SF 52. 
 
Objective of Control: Requests for Personnel Action (RPAs) are reviewed by an authorized official to 
confirm that adequate budgetary authority exists for the proposed action.  
 
Owner: Command HQ, USPFO, Installation, Level 2 and 3 Fund Centers – G8, CPMO  
 
Frequency: Ad-hoc  
 
Document Retention Period: 6 years, 3 months  
 
Recurring Points of Concern: Retention of appropriate documentation for auditing purposes  
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CivPay SBR 7.07 Evidential Matter  
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CivPay SBR 7.08- Final Approval of RPA  

Control Activity: 
The Processing Team Leader, HRO, or Deputy HRO performs a final review and approval of the RPA in 
DCPDS. This is evidenced by a digital signature on the RPA. Once the RPA is complete, the Processing 
Team Leader performs a final review and approves the RPA in DCPDS, as evidenced by digital signature, 
which creates or updates the employee’s record and generates an NPA, also called an SF 50, which is 
filed in the employee’s OPF along with the RPA.  
 
Objective of Control: Requests for Personnel Action (RPAs) are reviewed by an authorized official to 
confirm that all personnel data has been entered completely and accurately.  
 
Owner: Command HQ, Installations, Level 2 and 3 Fund Centers - Employee's Supervisor, CHRA 
Regional Processing Center, J1-HRO  
 
Frequency: Ad-hoc  
 
Document Retention Period: 6 years, 3 months  
 
Recurring Points of Concern: Retention of appropriate documentation for auditing purposes  
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CivPay SBR 7.08 Evidential Matter  
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CivPay SBR 7.09- Review of Out-Processing Checklist 
(area of concern)  

 
 
Control Activity:  
The separating employee's supervisor or a Human Resources Specialist at J1/G1-HRO reviews and stores 
the separating employee's Civilian Personnel Clearance Form to confirm completion of the form. This 
review is evidenced by the supervisor's or Human Resources Specialist's signature on the form 
 
For civilian pay at a minimum, the Super User (closes out the ATAAPS account), Timekeeper (suspends 
the DCPS account if necessary) should be notified of departing employees 
 

Objective of Control: Employees leaving the Army are properly removed/deactivated in personnel and 
payroll systems to prevent overpayment 
 
Owner: Command HQ, Installations, - Employee's Supervisor, G1/J1-HRO  
 
Frequency: As employees transfer  
 
Document Retention Period: 6 years, 3 months  
 
Recurring Points of Concern: Retention of appropriate documentation for auditing purposes  
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CivPay SBR 7.09 Evidential Matter  
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CivPay SBR 7.10 Manual Time Card Reconciliation 
(area of concern) 

INDEPENDENT REVIEWER:  
appointed by the employing activity to review paper Timecards entered into DCPS to ensure accuracy 
and validity  (i.e., timecards approved by authorized personnel) 

 
All differences are documented and resolved promptly. This review is evidenced by a Signature and date 
on the reconciliation  
 
Objective of Control: Manual timecards are reconciled to entries in DCPS to ensure all Time has been 
entered completely and accurately  (random and at least 10% for each TAG) 

 
Frequency: Bi-Weekly  
 
Document Retention Period: 6 years, 3 months  
 
Recurring Points of Concern: Retention of appropriate reconciliation documentation for 
auditing purposes 
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Certification of Time and Attendance 

     Command Name 

  

  

Subj:  Manual Timecard Reconciliation                          Date:  _____________________ 

  

In support of DA Audit Readiness CivPay Internal Control SBR 7.10,  I __________________________________ hereby 

certify that I have verified in DCPS all time and attendance data entered for ppe ____________, TAG (s) 

_________________________________ (timecards attached) by the timekeeper whose name and signature is 

below.  

All data entered is accurate (ie., timecard, supporting leave slip and/or premium request) and is in accordance with 

data recorded on the timecard. 

  

         

                                                               Signature and date 

  

  

Time Keeper:   

  

Name: _________________________________________________Date   ________________ 

  

Signature:  ___________________________________________________________________ 

  

Note: Please retain a copy of this certification with the timecards for the aforementioned pay period ending. 

 

Suggested certification Memo 

CivPay SBR 7.10 Evidential Matter  
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Suggested Time and Attendance Check list 

 

Pay period  ____________ 

Invalid Transaction cleared (daily, bi-weekly, retro)  ____  
Missing time cleared     ____ 
Independent Review completed    ____ 
 
Departed employees 
 ATAAPS account closed    ____ 
 DCPS T&A status updated    ____ 
 Change of address forwarded to CSR   ____ 
 HR Outprocesing form completed   ____ 
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CivPay SBR 7.12- DCPS and GFEBS Interface Exception Error Reports  

Control Activity: 
Management or a CSR reviews the DCPS and GFEBS Interface Exception Error Reports to ensure that all 
transactions interfaced appropriately and that all differences are documented and resolved promptly. This 
review is evidenced by the signature and date on the reports.  
 
There is a GFEBS process document on this control available, titled “Process Errors Out of DCPS 
Custom Error Extension Job Aid”  
 
Objective of Control: Items appearing on DCPS and GFEBS Interface Exception Error Reports are 
reviewed and resolved in a timely manner.  
 
Owner: Command HQ, J1-HRO, Installations, Level 2 and 3 Fund Centers - G8, CPMO  
 
Frequency: Bi- Weekly  
 
Document Retention Period: 6 years, 3 months  
 
Recurring Points of Concern: Retention of appropriate documentation for auditing purposes  
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CivPay SBR 7.12 Evidential Matter  
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• DCPS Theater Support Office 

• Contact Your Customer Service Representative 

• Campbell Barracks, BLDG 9 

 Heidelberg, Germany 

 

For additional information please click on below link: 
https://akologin.us.army.mil/  
 
Upon successful login go to search and type Army audit readiness 

Type Army Audit Readiness 
Then click search 

https://akologin.us.army.mil/
https://akologin.us.army.mil/

