INDUSTRIAL CONTROL SYSTEMS SECURITY WORKSHOP

National Institute of Standards and Technology
Information Technology Laboratory
Computer Security Division

September 24, 2010
Hilton Washington DC/Rockville Hotel & Executive Meeting Center

1750 Rockville Pike, Regency Ballroom
Rockville, Maryland 20852-1699

AGENDA

8:00-8:30 On-Site Registration and Check-In Peggy Himes-CSD
8:30-8:45 Welcome and Opening Remarks James St. Pierre-ITL
8:45-10:00 Defending the United States in the Digital Age Ron Ross-CSD

Information Security Transformation for the
Federal Government

10:00-10:15 Networking Break All

10:15-11:00 NIST Special Publication 800-53, Revision 3 Kelley Dempsey-CSD
Security Controls for Information Systems, ICSs,
and Organizations

11:00-11:15  Nuclear Regulatory Commission (NRC) Eric Lee-NRC

Regulatory Guide 5.7.1

11:15-12:00 NIST Special Publication 800-37, Revision 1 Ron Ross-CSD
Applying the Risk Management Framework to
Information Systems (Transforming the Certification
and Accreditation Process)

12:00-1:00 Lunch (option to purchase box lunch before 10AM) All

1:00-2:00 NIST Special Publication 800-82 Marshall Abrams-
Guide to Industrial Control Systems Security The MITRE Corporation
2:00-3:00 NIST and the Smart Grid Update Marianne Swanson-CSD

Guidelines for Smart Grid Cyber Security (NISTIR 7628)

3:00-3:30 Question and Answer Session Ron Ross-CSD
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