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16 CFR § 4.10

Donald S. Clark

Secretary

Federal Trade Commission
Office of the Secretary
Room 159-H, Annex G
600 Pennsylvania Avenue
Washington, D.C. 20580

RE: RFID Workshop — Comment, P049106
Dear Mr. Clark:

Victory Wholesale Grocers (“Victory”) appreciates the opportunity to submit these
comments to the Federal Trade Commission in connection with the “RFID
Workshop.” We will address several issues; including the privacy concerns to
small privately owned businesses. Another issue deals with anti-competitive and
anti-privacy concerns that arise out of the RFID technical standards. RFID
standards have been created and developed by large manufacturers and power
buyer retailers with the aim to assist them in furthering their businesses’.
Wholesale distributors, small retailers and consuming public have been left out of
the standards setting equation and, as the FTC will discover in its RFID
workshop, their interests have been vastly ignored. Lastly, and most importantly, -
we will explore the impact RFID will have on the marketplace. Specifically, how -
consumers can be harmed by the technology if appropriate safeguards are not-
built into the RFID infrastructure.

The FTC should also review the infrastructure and cost to implement RFID,
specifically these costs, to quote Kroger Company, “would be astronomical.”
Some of these costs will be passed through the system and ultimately paid by

' See Appendix A for a list of founding participants in the Auto-ID Center.

2 July 8, 2003 submission by Kroger to U.S. Food and Drug Administration (FDA - Docket No.
02N-0277 - Establishment and Maintenance of Records under the Public Health Secu ty and
Bioterrorism Preparedness and Response Act of 2002 (the “Bioterrorism Act”). I
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the consumer in the form of higher prices without any commensurable benefit to
the consumer®.

. Who is Victory Wholesale Grocers and what is its business

Victory is a privately family owned promotional wholesaler of dry grocery, health
and beauty care (HBC), pharmaceutical, general merchandise and other
consumer goods. A promotional wholesaler is one engaged primarily in a
“wholesaler to wholesaler” business. That is to say that Victory purchases
products in the open market from legitimate suppliers such as other wholesalers
and stocking retailers (rather than directly from the manufacturer) and then
resells the products to customers who need them. In short, Victory re-distributes
products from sellers who have an excess or over-supply to buyers who have a
short supply. In many ways Victory is an arbitrageur.

Victory’s business is national in scope and its customers include the country’s
largest wholesale and retail grocery, drug, and mass merchandise chains. Its
customers have come to depend on Victory for a variety of quality products and
services, and for the competitive prices and related benefits that Victory’s
presence in the market provides. Victory sells genuine, first quality products at
discount prices.

o Victory is family owned

o Victory has been in business over 25 years

o Victory is a small business

o Victory closely guards its commercial information

® Indeed as Kroger, Grocery Manufacturers of America, Kraft Foods and others in their
comments to the FDA regarding proposed recordkeeping rules (Docket No. 02N-0277 of the
Bioterrorism Act), have stated, lot code tracking through the food distribution chain (from the
manufacturer to the retail shelf) is impossible and unnecessary. In a Class | recall; one involving
a threat of serious adverse health consequences or death, public warnings are required to protect
consumers who posses the products in their homes. “...examining records occurs as part of the
in-depth investigation which takes place after consumers have been warned about the potential
harm associated with a product and have stopped using it. Tracing the movement of ingredients
and products becomes relevant as investigators seek the “root” cause of the situation and gather
the evidence needed to place blame, punish offenders, and prevent reoccurrence, but is of limited
value in directly protecting consumers during a national emergency.” June 9, 2003 submission by
Kraft Foods FDA - Docket No. 02N-0277 of the Bioterrorism Act.
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Il. Manufacturers are Victory’s competitors

Manufacturers often refer to Victory’s business as that of a “diverter.” This label
is pejorative and connotes something improper or even illegal, when in fact the
product diversion (i.e. resale) business is a legitimate one®*. Victory and other
resellers are fully licensed and routinely inspected by applicable Federal and
State authorities, such as the FDA, USDA, Department of Health, DEA, EPA,
etc...that regulates and inspects food distributors.

Manufacturers try to portray diverters in negative terms because diverters
compete directly with manufacturers and this competition tends to reduce the
prices manufacturers can charge in the marketplace (intra-brand competition).
Consumers are the ultimate beneficiaries of product diversion/reselling. Product
diversion/reselling has become a normal part of American commerce. It is often
referred to as the secondary market for goods. Each year billions of dollars of
goods are purchased and sold through the secondary market. They include
virtually any item one sees in discount stores, from groceries, HBC, drugs,
clothing, electronics, watches, to general merchandise. The reduction or
elimination of product diversion would have a devastating effect on these stores
and the many millions of individuals and businesses who have come to depend
on them as a source of quality products at discount prices.

Victory’s presence in the marketplace increases competition, improves overall
market efficiency and uniformity, and benefits retailers and consumers through
access to lower priced goods. Victory and similar wholesalers help ensure a
steady stream of product at optimum prices both to grocery and drugstore
retailers, as well as to the ultimate consumer. The fact that numerous or all
reputable grocery and drug chains elect to deal with Victory and similar
wholesalers verifies the useful and proper role that such wholesalers play in the
market. Victory's method of handling products does not compromise in any way
the quality or appearance of the retail products it buys or sells. To do so would
mean ruin for the distributor who needs to retain the confidence and satisfaction

* Is Diversion Legal? Generally, in the absence of a lawful contractual obligation to the contrary

(e.g. a sampling program where there is an express provision stating that the product is sold as a
discount only for distribution as part of such a program) resale of goods is not illegal. Indeed,
conditioning the sale of goods upon receipt of certification by the buyer that it will not resell could
implicate Section 1 of the Sherman Act which prohibits restraints of trade which are the product of
“contract, combination ... or conspiracy” and which are unreasonably restrictive of competitive
conditions.” See Appendix D, Dennis Donelon & Mark McGowan, Pepsi/Quaker, presentation at
GMA IS/LD Conference, March 23, 2004.
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of its customer. Courts have consistently rejected broad legal challenges to the
activities of so-called "diverters", and at least one judge, upon being informed as
to the activities of diverters, replied that it sounded like traditional capitalism.

1. How do Product Diversion Opportunities Arise

A diverter’s business is built on the pricing policies of manufacturers. By offering
multi-level pricing (i.e. manufacturers offer different prices, incentives and/or
terms to different regions, classes of trade and/or customers), manufacturers
make product diversion/resale possible.

There are generally two types of such resales. The first is sometimes referred to
as “geographic” diversion. In this case, manufacturers offer identical products at
different prices in different regions of this country or in different regions of the
world. When these pricing differences exist, a diverting company will buy product
from the region where prices are lower and resell it in a region where the
manufacturer’s prices are higher (“geographic arbitrage”). The second type of
product diversion is sometimes referred to as “time diversion” or “forward

buying”. In this situation, purchasing opportunities exist when a manufacturer
provides a promotion that is limited in time such as a seasonal promotion or
announces a future price increase. In a forward buy diversion, a diverting
company will acquire products during the promotional period, or, in the case of
seasonal merchandise, at the end of the season, and will resell the product either
when the price returns to its usual level or in a region (or season) where the
seasonal goods are in demand or after the price increase has been implemented
(“time arbitrage”).

V. Why Product Diversion Thrives - Manufacturer Pricing Programs — How
Consumers Benefit From Diversion

Most manufacturers want to find a way to charge each customer the highest
price they are willing to pay. Economists predict that in a perfect price
discrimination model where the maximum price is charged to each customer
willing to pay the price, the concern can earn approximately double the profit that
they could realize by charging a single price to all customers. (Bruce Hamilton,
Professor of Economics, Johns Hopkins University, in a October 2000 report
captioned “Impact if New PDMA Rules on the Pharmaceutical Distributor
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Markets” submitted to the FDA (the “Report™). Price discrimination opens the
door for arbitrageurs, such as Victory.

“The economic role of the arbitrageur, though not the role envisioned by the
arbitrageur himself, is to enforce the law of one price. The law of one price
states that in a freely functioning market, in which there are no artificial
impediments to arbitrage, any given commodity must command only one price
throughout the marketplace.” The Report at page 3.

Accruals, promotional allowances, incentives, trade terms and rebates are some
of the many methods used by manufacturers to customize the price paid by its
customers, the retailer. In essence the practice allows a manufacturer the ability
to charge its customer at or near its list price and apply a more selective form of
discount by giving its customer, the retailer, an accrual, promotional allowance,
rebate or other promotional program to disguise the real discount and allow the
manufacturer to maximize the price it charges to each customer thereby
maximizing its profits.

Victory and other promotional wholesalers purchase and sell on price alone,
“everyday low price” to quote Wal-Mart, and to buy at the best price the
distributing wholesaler/retailer must calculate the amount of the accrual,
promotional allowance, incentive and/or rebate and reduce that from the
manufacturer's quoted “list price” to determinate whether the net price offer by
the manufacturer is at or below the price offered by Victory. In order to be
competitive, Victory must generally be able to sell its product lower than the
manufacturer’s unbundled price. This in turn puts more price pressure on the
manufacturer to lower its price or lose an order, which is why manufacturers’
despise diverters wanting nothing short of their elimination.

V. Manufacturers Opposition to Diverting

As evidenced by the attached anti-diversion materials®, it is obvious that
manufacturers of diverted products look upon companies such as Victory with
considerable disdain and wrongly view them as criminal entities that should be
investigated, infiltrated and driven out of business (manufacturers often portray
diverting companies as being connected with organized crime or the products

® See Appendix B.

6

See Appendix C and D.
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themselves as being stolen, substandard or counterfeit to scare a party from
dealing with a diverter). Thus it is little wonder that Victory and other promotional
wholesalers should regard its essential business operations and relationships as
confidential, and seek to shield them not only from its bitter business competitors
and rivals, but also from the handmaidens of such competitors such as private
investigator Michael Kessler and lawyers Rodney Brown and Donald deKieffer
who tout their services to manufacturers of discovering and helping extirpate
diverters’. Indeed one of the services offered by the parties include databases
that contain information about diverters and their practices. They sell
subscriptions to these databases and many of the nations largest consumer
product manufacturers subscribe to these databases and engage the services of
these “anti-diversion specialists”. RFID data will be like a treasure trove to these
databases, providing those subscribing with real time data on the movement of
goods through commerce. This data will assist the manufacturer in eliminating
diversion. Since many of these “anti-diverting specialists” are attorneys, the
retaliatory actions are cloaked under attorney client privilege that makes proof of
retaliation very difficult. One must not forget that the diversion opportunity exists,
and is the sole creation of the vary manufacturers that want to stomp it out,
because of their desire to charge their customers different prices for identical
goods (i.e. maximize their profits).

VI. RFID Technology Allows Manufacturers to Control Post Sale
Distribution/Pricing and Profits Qutside Colgate Programs

Victory believes that RFID technology, if properly used, can be a great boon to
the American economy and to American consumers. RFID technology can be a
tool to aid product recalls. RFID technology can help to prevent counterfeiting
and theft of product. Further, it can assist manufacturers, wholesalers and
retailers in managing inventory.

Notwithstanding these undeniable benefits, Victory has several concerns about
RFID technology that may not be well understood or covered by other
comments.

First, Victory is concerned that RFID technology can be used by manufacturers
to punish downstream sellers (both wholesalers and retailers) who sell products
outside traditional distribution channels. Victory believes that such use of RFID

7 See PepsiCo/Quaker anti-diversion materials and Kessler and deKieffer web site information,
Appendix E and F.
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technology will harm consumers by depriving them of lower prices that are often
available precisely because wholesalers and retailers routmely buy and sell
outside the traditional distribution chain.

It is no secret that manufacturers have long sought to eliminate promotional
wholesalers like Victory. The reasons why manufacturers seek to eliminate
promotional wholesalers vary. In some cases, like professional hair care
products, the manufacturers desire to tightly control retail prices. Such
manufacturers terminate business relationships with salons that refuse to follow
“suggested” resale prices. These manufacturers also terminate relationships
with wholesalers who sell outside traditional channels. When the manufacturer
attempts to derive excessive profits for itself and its favored resellers through this
closed system, opportunities arise to divert product. This rigid imposition of
“suggested” resale prices is disrupted when a retailer or wholesaler sells to a
promotional wholesaler, who, in turn, sells to a retailer (drug store or supermarket
chain) who is willing to sell hair care products far below the suggested retail price
established by the manufacturer. In short, promotional wholesalers upset the
manufacturers’ resale price maintenance schemes®. In other cases (for example
food manufacturers), the manufacturer may have developed a dizzying array of
prices for customers in various (often arbitrary) categories and in various
geographic locations. Promotional wholesalers assure that the lowest priced
products reach retailers (and their customers) who otherwise would be
disfavored under these promotional and pricing programs.

Some manufacturers object to product diversion notwithstanding the fact that this
practice results in more sales of their products and the related profits associated
with those sales. These manufacturers often will claim that product diversion
encourages “free riding” or that product diversion creates health and safety
issues or “customer confusion.” The “free riding” arguments are vastly
overblown. In reality, most consumer products require little, if any “point of sale”
information or assistance. Courts have consistently rejected “free rider”
arguments used to buttress trademark infringement claims involving consumer
products. Similarly, courts have rejected dubious “customer confusion” and
health and safety arguments put forward by manufacturers to support trademark
infringement claims. Indeed the many comments submitted by manufacturers to
the FDA in response to proposed recordkeeping rules under the Bioterrorism Act

clearly indicate that the health and safety argument is a pretext ... “... examining

® |t should be noted that if a manufacturer would sell the same good at the same price to all
customers, the arbitrage opportunity would not exist and the good would not be diverted.
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records occurs as part of the in-depth investigation which takes place after
consumers have been warned about the potential harm associated with a
product and have stopped using it. Tracing the movement of ingredients and
products becomes relevant as investigators seek the “root” cause of the situation
and gather the evidence needed to place blame, punish offenders, and prevent
reoccurrence, but is of limited value in directly protecting consumers during a
national emergency.” June 9, 2003 submission by Kraft Foods FDA - Docket No.
02N-0277 of the Bioterrorism Act.

We believe that those manufacturers who object to product diversion do so
because the intra-brand competition that arises as a result of product diversion
adversely affects the manufacturer’s profits. Product diversion can undermine a
manufacturer’s ability to enhance its profits by price discriminating between
geographic regions and customers. Also, when a traditional retailer is faced with
low price competition from a retailer who purchased the manufacturer's product
from a product arbitrageur, the traditional retailer may demand lower prices from
the manufacturer.® For example, the Beauty and Barber Supply Institute, Inc
("BBSI") has devoted substantial sums to “stamp-out” product diversion because
the BBSI members do not like the price competition caused by this practice. An
article concerning efforts by BBSI and others to obtain federal legislation that
would have made it illegal to remove or tamper with so-called "product
identification codes"™ stated, “There is much more than lofty ideals at stake - -
like money. Estimates vary widely as to how much product diversion to the mass
industry costs the professional (hair care) industry” (or saves consumers) “each

® In John Paul Mitchell Systems v. Quality King Distributors, Inc., 106 F. Supp.2d 462, 475
(S.D.N.Y. 2000), the court aptly described the competitive effects caused by the diversion of
premium hair care products. The plaintiff sold its hair care products only through designated hair
salons. As a result of product diversion, the plaintiff's products became available to consumers at
lower prices through other retail outlets. The court noted, “The salon owners stopped selling Paul
Mitchell products only because the product appeared in retail outlets. They could no longer
guarantee a local monopoly on sales of the product, and switched to products for which they
would be one of the only sellers in a locality.” Emphasis added. In reality, the more typical
response of the manufacturer’s designated retailers is to demand lower prices from the
manufacturer so that they can compete with the “unapproved” retailers and continue to earn
significant profits.

'° The “product identification codes” that would have been protected with intellectual property type
protections under the legislation supported by BBSI were not batch or lot codes that might be
important in case of a product recall. Rather, they were product-tracking codes that would permit
the manufacturer to determine the origin of diverted products, thereby giving them the ability to
punish the violating concern.
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year. I1-l10wever, it probably tops $100 million, according to estimates from the
BBSI.”

VIl.  RFID Technology Can Be Used To Misappropriate Confidential
Commercial Information From Competitors

Consumer products are currently identified by machine-readable bar codes
known as the UPC or Universal Product Code, a creation of the non-profit
Uniform Code Council. The UPC was originally created to speed up supermarket
checkouts and to enhance inventory control. The information contained in a UPC
code is extremely limited. A typical consumer UPC code is 12 digits; the first 6
digits identify the manufacturer and the last 6 digits identify the item. In order to
read a UPC, the bar code must be visible to the scanner. A UPC bar code only
tracks a product by brand and make, and cannot distinguish between two like
items from different suppliers.

By contrast, RFID tags emit radio signals that are picked up by receivers, and
can be read remotely via radio signal thus eliminating the need to have line-of-
sight scanning of each individual units bar code. Each individual consumer good,
case and/or pallet contain unique electronic product codes (EPC) which are
essentially individual serial numbers associated with the item containing the
RFID tag. EPCs are initially set up with the ability to store 96 bits of information.
Manufacturers initially create and control the data contained in the 96-bit RFID
tag and EPC. The information programmed into the tag can be tracked from the
manufacturer of the product to the wholesale distributor to the retailer to the
consumer and even to the waste or disposal facility. The EPC may be passive
or active’®. Unlike a UPC bar code, an EPC can distinguish like products from
different suppliers, thus making it easy for a manufacturer to carefully control
intra-brand competition imposed by discounters.

Victory is concerned that RFID technology can be used by business competitors
to ascertain information about their competitors business such as its suppliers
and customers, inventory and movement histories; this information is generally

'" September 10, 1999 article by Julie Naughton captioned “Bill Splits Hair Industry.”

2 An active tag contains a power source that powers the memory, radio and circuitry so that the
tag can record things such as movement and storage conditions of goods. A passive tag are
powered by the reader. Assuming readers were stationed throughout the US (like cellular phone
towers), passive tag could also record movement and handling conditions of products.
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treated as sensitive confidential commercial information to that concern' and
protected under federal and state law (see discussion below).

To believe that RFID technology will be used internally merely as an inventory
management tool is naive. If this were the case the RFID EPC would not need
96 bits of data and the creators of the system would not have any reservations
about building into the technology infrastructure security measures that assure
confidentiality to business and consumers. Each unit containing an EPC will
have a unique serial number or identifier. The EPC can be read at any number
of locations, entered into a database or databases and used to identify purchase
and sale activity of businesses as well as individuals. The proponents of RFID
give lip service to claims that they are interested in consumer (and business)
privacy. After all these are giant marketing companies like Procter and Gamble
and Gillette, companies that are leaders in the product categories they participate
in and are ferocious competitors. For example, Gillette who reportedly controls
70% of the refillable razor business™ filed suit against Schick hours after it
announced its new four-blade razor to enjoin it from reaching the market. It is no
surprise that Gillette, along with other major consumer product manufacturers, is
a principal founder of the Auto ID Center, developer of RFID. Assuming that
Gillette’s interest in RFID is primarily related to reduction of shrinkage (theft),
their goal could be easily attained without exposing business and consumer
information to Gillette. Instead the RFID model says give Gillette all of the
business and consumer information and they will be responsible to use the
competitive business and consumer information only to reduce theft or inventory
control safeguarding it from misuse by any other purpose. In other words
consumers should trust the fox guarding the hen house. Why not change the
RFID model to provide commercial and consumer information only as it relates to
specific health and safety (Class | recalls) needs and law enforcement (such as
to detect and punish counterfeiters and thieves) and not for any other purpose.
Further the information should be provided only to law enforcement and the FDA
or USDA in connection with a recall or other investigation, and the data should be

1 As Jack Welch, former Chairman and CEO of General Electric stated ... “a cardinal rule of
business: Never allow anyone to get between you and your customers or your suppliers. Those
relationships take to long to develop and are too valuable to lose.” Jack Welch, Jack Straight
From The Gut, Warner Books, 2001. Page 348.

" Theresa Howard, USA Today, Courtroom razor battle has Gillette, Schick in lather, posted
October 13, 2003, USATODAY.com.
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specifically restricted from disclosure to those having a commercial interest in
deterring competition.

According to documents published by the Auto ID Center'®, the founder of RFID
and the standard setting entity, one of the stated objectives that RFID technology
was to address was the elimination of product diversion. For example, RFID
permits manufacturers to “identify sources of diversion'®” and “‘Company
representatives, or law-enforcement, will be able to use hand-held devices to
quickly verify the origins of products and establish their point of diversion.'””

“The Auto-ID Center’s vision is of a world where computers will be able to identify
any object, anywhere, instantly. '® “... in turn enable those computers to track
and trace the objects, triggering events, and even perform actions on the objects
themselves.'® “... The mission of the Auto-ID Center is to ... help in the
development and deployment of infrastructure to create a universal, open
network for identifying individual products and tracing them as they flow through
the global supply chain.?® “... with the potential to make companies vastly more
efficient and profitable.?™ In connection with these proceedings, the FTC should
do a document search of the Auto-ID Center and EPCglobal Networks and
review the standard setting process and design considerations into the RFID
technology from a competition and privacy standpoint.

Retailers view RFID as a technology that will improve its inventory management,
reduce theft and reduce its labor costs and improve the accuracy and timeliness
of orders and sales. Retailers presently possess (or easily could do so with
consumer loyalty cards or house charge accounts) information about the

' The Auto-ID Center was recently merged with EPCglobal Network, an affiliate of the Uniform

Code Counsel, another standard setting organization.

'® Auto-ID Center, Radio Frequency and Auto-ID, 2001 slide presentation by Kevin Ashton,
Executive Director, Massachusetts Institute of Technology presented at NACS: TECH 2001.

' Keith Alexander, IBM Business Consulting Services, Applying Auto-ID to Reduce Losses
Associated with Shrink, November 1, 2002.

'® Datasheet, The Auto-ID Center, An open initiative supported by Sun Microsystems,
sun.com/software.

® 4.
2 4.

2 4.
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purchasing habits of their customers, so RFID adds little to benefit retailer in this
regard. These goals can easily be achieved without making their information
available to any third party.

Manufacturers want to maximize sales and profits and can achieve their goals
best if they can directly control the consumer and/or the movement of their goods
to the consumer. RFID fills a large information gap to manufacturers. As
technology evolves?, which it surely will since RFID is in its infancy, a person
could for example simply drive down a street and in a matter of seconds with a
hand held reader, learn about all products in a consumers home or auto,
including when they purchased them, where they purchased them, how much
they paid and how they paid for the goods and directly market to these
consumers on a customized price/product basis. Indeed permanent RFID data
collection sites could be established by manufacturers, marketers and identity
thieves to capture business and consumer data.

Clearly the creators of RFID are engineering the technology so that one of its
functions is to vest control of competition solely in the RFID charter members, the
world's largest consumer products manufacturers. The technology upsets and
often disregards long established trade practices, laws and customs, including,
without limitation, free trade agreements, treaties, first sale, exhaustion,
intellectual property rights, privacy, trade secrets, antitrust and unfair competition
laws and practices. They hide behind words like “health and safety” and
“counterfeit” and “theft deterrent” to disguise their real agenda.

All of the laudable goals of RFID, such as improving order accuracy, order
picking and fulfillment accuracy, locating product in warehouse and store
shelves, verifying shipment and receipts of goods, improving inventory tracking
and replenishment, authenticating genuine goods (identifying counterfeiting and
product tampering), reducing labor costs for the manual tasks that may be
replaced with RFID, and theft deterrence, can be achieved with RFID technology
without the wholesale abuse and possible misuse of a business’ commercial

2 Note in 1965, Gordon Moore, co-founder of Intel, predicted that the number of transistors per
square inch on an integrated circuit doubled every year since the integrated circuit was invented
and this behavior would continue into the future (known as “Moore’s Law). This law has applied
to computers, electronics and the related technologies. There is no reason to believe that
Moore’s Law won't apply to RFID technology, suggesting that in the next 5 — 10 years a RFID
chip could contain 1,000 bits of data and be readable from a distance of a mile or more (such as
by satellites).
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information and infringement of consumers privacy. Business and consumer
information should be protected and safeguarded so that no use may be made of
such information (aside from legitimate law enforcement use) without the prior
written consent of the owner.

RFID data should be available to law enforcement on a limited need to know
basis such as tracing the origins and movement of counterfeit, tampered,
adultered or stolen goods. Clear controls should be established like probable
cause before access is granted to this information.

VIl. How does RFID Impact the Marketplace?

As indicated above, RFID technology can permit manufacturers to determine
how products have been diverted from the manufacturer’s traditional chain of
distribution. As the technology evolves, a manufacturer’s agent can simply walk
down the aisles of a drug store or supermarket and ascertain precisely where a
particular unit of product came from. For example, if a hair care product
manufacturer scans products in a “discount” drug store and determines that one
of its products came from a particular “authorized” wholesaler or retailer, that
wholesaler or retailer will be quickly disciplined®. As RFID technology advances,
manufacturers could learn Victory’s supply sources simply by driving past a
Victory warehouse, or an individual's vehicle or house with an RFID scanner.
They would immediately know what the business or individual purchased, from
whom the goods were purchased and who handled them in the supply chain.
The ability of manufacturers to use RFID technology as a tool to prevent goods
from moving from locations where the manufacturer charges less to locations
where the manufacturer charges more could have significant implications, for

2 One of the principal methods used by manufacturers to stop product diversion is to claim that a
retailer’s sale of a diverted product infringes the manufacturer's trademarks or copyrights,
notwithstanding the fact that the product in question is being sold in the manufacturer’s original
package without any change whatsoever to the product or the package. Most courts have
correctly concluded that these claims are precluded by the “first sale” or “exhaustion” doctrines
and have summarily dismissed the claims. Nevertheless, manufacturers have continued to file
these baseless trademark and copyright claims knowing that the burden of litigation will cause
some retailers to stop purchasing merchandise from promotional wholesalers. Manufacturers
resort to litigation alleging trademark infringement, tortuous interference and unfair competition
claims to try to stop retailers from selling diverted product because they lack the ability to directly
threaten the “unapproved” retailers by cutting off supply, the principal way that manufacturers
stop their designated wholesalers and retailers from selling product to promotional wholesalers.
See, Matrix Essential, Inc. v. Cosmetic Gallery, Inc., 870 F. Supp. 1237, 1242 (D.N.J. 1994), affd.
85 F. 3d 612 (3" Cir. 1996).
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example, on the movement of pharmaceuticals from country to country, an issue
that is currently under review in Congress and commonly (and legally) practiced
in the European Union. It is easy to foresee how pharmaceutical manufacturers
could use RFID technology to impose distribution discipline to the detriment of
American consumers.

Obviously, the biggest loser in this scheme is the American consumer who will be
forced to pay for this new unproven and problematic technology in the form of
higher prices. The commensurable benefit to the consumer is negligible, it may
enhance product recalls (but won't eliminate the need to publicly warn the public -
of harmful product and to stop using it); it may eliminate counterfeit goods
(however, though not legal, one could argue that a purchaser of counterfeit high-
value goods such as watches and designer purses and clothing is aware that the
goods they are purchasing are counterfeit based on the unusually low price and
the manner in which those goods are sold, but choose to purchase them
regardless. Thus there is no consumer confu3|on) and reduced theft, which may
result in a retailer lowering the price of goods since the price includes the cost of
shrinkage (although there is no evidence that these savings would be passed
through to the consumer).

On the second point, the identity of Victory’s supply sources and customers is
proprietary information that is critical to Victory’s success. RFID technology
could allow Victory’s competitors to determine where Victory is obtaining its
supplies. Additional tracing could also allow Victory’s competitors to ascertain
Victory’s customers.

In establishing guidelines for RFID technology, it is important that the preceding
issues be considered at the outset. Once the RFID protocols are establlshed it
will be very difficult to change.

VIIl. Examples of Protectable Information and Rules that Protect such
Information

The following are some examples of the type of information protectable and the
laws that may protect them: :

The Ohio Uniform Trade Secrets Act (O.R.C. §§1333.61 — 1333.69) includes as
trade secrets “any business information or plans, financial information, or listing
of names, addresses, or telephone numbers ... O.R.C. §1333.61(D). The trade
secret definition can and does cover potentlally broad range of business
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information. Vanguard Transportation Systems Inc. v. Edwards Transfer &
Storage Co., 109 Ohio App. 3d 786, 673 N.E.2d 182 (1986) (customer lists;
freight rates; freight driver lists); Valco Cincinnati v. N & D Machining Service, 24
Ohio St. 3d 41, 44, 492 N.E.2d 814 (1986) (acknowledging Restatement rule
extending trade secret protection to "sale of goods or other operations of
business," including pricing, discounts and the like; customer lists); CPG
Products Corp. v. Mego Corp., 502 F. Supp. 42 (S.D.N.Y. 1980) (cost and source
of equipment information protectable); WR Grace & Co. v. Hagadine, 392 F.2d 9,
15-16 (6" Cir. 1968) (customer information and lists protectable despite the fact
that the public may learn of operations, etc. as a result normal business
operations); Chem-Trend, Inc. v. McCarthy, 780 F. Supp. 458, 461 (E.D. Mich.
1991) (information regarding customer needs and pricing strategy and quotes);
Pyromatics, Inc. v. Petruziello, 7 Ohio App. 3d 131, 454 N.E.2d 588 (1983)
(operating costs, prices and production details).

Federal Rules of Civil Procedure 45(c) (and 26(c)(7)) extends protection to a
“trade secret or other confidential research, development, or commercial
information ...” Weinstein argues that trade secrets should have a "broad
definition that includes all business data that gives a better competitive position
and whose value is substantially enhanced by secrecy." Federal Evidence (2d
Ed.) 2§ 508.04[1]. Wright and Miller likewise make clear that the protection of
the rule extends beyond "true" trade secrets. 8 Wright and Miller, Federal
Practice and Procedure supra, § 2043 at nn. 4-7 (an interpretation that the
authors favor). "The subject matter of confidential business information is broad,
including a variety of business information." Miles v. Boeing Co., 154 F.R.D. 112,
114 (E.D. Pa. 1996) "Competitive disadvantage is a type of harm cognizable
under Rule 26." Miles supra at 114.

In addition, in civil litigation, where a party seeks discovery of confidential
business information, the burden is on the requesting party to demonstrate that
the information in question is sufficiently relevant and necessary to his case to
outweigh the harm of disclosure. Wright and Miller supra § 2043 at n. 11-13.
(emphasis added) Courts often use in camera inspections to determine whether
confidential information passes this enhanced relevance test. Id. Atn. 11.

Rule 45 Federal Rules of Civil Procedure mandates that “a party or an attorney
responsible for the issuance and service of a subpoena shall take reasonable
steps to avoid imposing undue burden or expense on a person subject to that
subpoena.” Rule 26(g) requires a certification that every discovery request not
have an improper purpose of harassment or increasing litigation costs and that it
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not be unreasonably or unduly burdensome or expensive "given the needs of the
case... the amount in controversy and the importance of the issues at stake in the
litigation." Clearly, the Federal Rules contemplate misuse of discovery and
litigation as a method to access sensitive confidential commercial information
and include appropriate safeguards.

Additional privacy laws that protect from disclosure various types of information,
such as financial and medical information, include the Health Insurance ,
Portability and Accountability Act of 1996; The Fair Credit Reporting Act; Privacy
Act of 1974, Family Education Rights and Privacy Act; Right to Financial Privacy
Act; Electronic Communications Privacy Act; Financial Modernization Act
(Gramm-Leach-Bliley Act); Telecommunications Act; Privacy Protection Act of
1980, and numerous other privacy laws.

Indeed the Federal Trade Commission’s Rules (16 CFR §§ 4.2(d), 4.9 and 4.10)
recognize and extend protection from public disclosure over trade secrets,
commercial or financial information, and competitively sensitive information, such
as the type discussed herein.

RFID technology could render these laws moot since the sensitive commercial
and consumer information will be in the possession of these concerns and
discovery of use (or misuse) by business or consumers may be difficult if not
impossible.

IX. Critical Privacy Issues Include:

1. What type of data will be contained in the RFID tag?

The tag should include information that is critical to identifying goods in the event
they pose a threat to public health and safety such as lot code, expiration date,
production facility, shift and line, date of manufacture. However, the FTC should
be wary about non-essential information that could be used to thwart competition,
such as track and trace codes, or information that details who handled the
product when and where®. To the extent that such information may be useful for
legitimate law enforcement purposes, the Commission should consider whether
safeguards could be established that would limit access to such data to persons
who have a legitimate reason to know the information (e.g. law enforcement

* See Appendix G, Benefits to Manufacturers — Reduce Diversion. The Executive Conference
Produced by RFID Journal, March 28 to 31, 2004, Chicago, lllinois.
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personnel).
2. What infrastructure manages the data?

WIill the infrastructure be closed and controlled by a disinterested third party with
limited access to data limited to law enforcement or subject to other privacy
protections, or will the data be controlled by the marketers, Procter & Gamble
and Gillette’s of the world to do with as they want, or will infrastructure be open to
the public so the world can access anything in the system over the Internet, an
invitation for disaster. Each comes with its own list of issues, such as how does
a person or business determine whether the data has been accessed and/or
misused, what safeguards are in place to prevent information theft and/or identity
theft, what safeguards are in place to protect the data from hackers and viruses
or other corruption, and what steps are in place to correct errors or incorrect
information? A national database will likely be created in the pharmaceutical
industry for the purpose of verifying a drug is genuine. If the database is used for
purposes other than this verification, it is subject to abuse by manufacturers.
Accordingly, such a national database should be maintained, managed and
controlled by an entity independent of participants to the database and access
should be limited to the stated purpose (with records of such access maintained).

3. Who owns the data? \Who controls the data?

Can an owner of a good protect their sensitive confidential commercial
information to maintain its private? Will companies be allowed to share
information with others? Will companies be able to opt out of sharing their data
and how do they prevent retaliation for not sharing, for example say a large
retailer insists that in order to do business with the retailer, the small distributor
must share its data with it. This exposes the smaller distributor to ruin because
the large retailer can, armed with the chain of distribution information, by-pass
the small distributor on future transactions, eliminating the middleman. This is
made possible by undue market power the Auto-ID/RFID creators have included
in the technologies development and control of the RFID infrastructure. Indeed
these same creators contemplate using the legislative process to mandate
tracing and tracing under the pretext of a law enforcement tool®, thus disguising

% October 17, 2002, Auto-ID Technology: Transportation and Logistics Adoption Forum, MIT
Center for Transportation and Logistics. This track and trace requirement was proposed by the
FDA at 21 CFR Parts 1 and 11 (published May 9, 2003 Federal Register, Volume 68, Number 90,
pages 25187 to 25240). Ironically the nations largest food manufacturer, Kraft Food, stated that
“...examining records occurs as part of the in-depth investigation which takes place after
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the real benefit to them, the ability to track and punish discounters and those
dealing with discounters.

4. Is the data considered intellectual property with the attendant rights?

Affording intellectual property type protections on invisible EPC codes imposes
another set of trade barriers in that it creates a limited monopoly on the IP holder.
Further, the EPC and its information do not deserve the protection of copyright
and/or trademark laws; in many instances the data contained within a RFID
database belongs to others. In short this issue needs to be addressed early on
to avoid expensive and time consuming intellectual property litigation that the
FTC is aware is a popular business tool often used to thwart or delay
competition.

5. What limitations, if any, will be placed on the use or misuse of data? Should
there be penalties or sanctions for misuse? Who enforces the rules? Should
there be private rights of action for misuse?

Electronic records access and retention rules must be established (say for 2 or
more years). Businesses and consumers should be informed in writing of access
to data containing information about them, including if adverse action is taken
such as terminating relationships with customers who sell outside their traditional
channels or using the information to make financial or credit decisions (similar to
the requirements contained in the Fair Credit Reporting Act).

A system needs to be in place that protects in the strongest manner possible
misuse of information, be it business or consumer information. Sanctions should
include criminal (felony) penalties and substantial monetary penalties (including
punitive or automatic treble damages and automatic awards of attorney fees).
Private right (and class action right) of actions need to be preserved in the
system. Databases must have access and control records so violations are
easily documented and violators may be swiftly punished. Misuse of the data
makes it easy for identity theft, because the thief will know everything there is to
know about a business and/or individuals purchase history. For example, as we

consumers have been warned about the potential harm associated with a product and have
stopped using it. Tracing the movement of ingredients and products becomes relevant as
investigators seek the “root” cause of the situation and gather the evidence needed to place
blame, punish offenders, and prevent reoccurrence, but is of limited value in directly protecting
consumers during a national emergency.” see footnote 2 above.
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speak today, many giant pharmaceutical manufacturers® have stopped
supplying Canadian pharmacies unless they promise not to sell drugs to U.S.
consumers looking for lower cost safe drugs.

6. Should businesses be permitted to opt out of the RFID system? Should
manufacturers and/or large customers be permitted to require participation in the
RFID system as a condition of doing business?

How does a Company protect its sensitive commercial business information that
may be contained with the RFID infrastructure? How does RFID data interrelate
between federal and state privacy laws and laws that protect consumer credit
information, financial information, trade secrets, and unfair competition, what
about the Rules of Civil Procedure and Evidence? They specifically protect
commercial information from improper disclosure. The law fully protects the rights
of competitor to keep commercial information as confidential as possible. The
system must provide recourse to prevent highly sensitive confidential commercial
information from disclosure and misuse.

X. Conclusion

‘The FTC investigation into privacy and marketplace implications of RFID
technology is critical, small businesses and consumers concerns are not part of
the Auto-ID Center/EPCglobal Networks agenda, rather it is the promotion of
industry giants interest in owning and controlling its customers, the consumer
and maximizing profits. It bespeaks of immense and powerful manufacturers and
giant power buyer retailers using their muscle and resources to force RFID on
small privately owned family businesses and consumers. There is no reason the
FTC should not take appropriate action to afford consumers and commercial
business information adequate protection to safe keep their confidential
information. RFID will still work and achieve many of the purported benefits to
business (increased efficiencies, accuracy and lower labor costs). RFID
technology offers little benefit or value to the consumer. The consumer will
ultimately pay for the cost of such new and unproven technology (such cost is
estimated to be “astronomical”) in the form of higher prices. The benefit to

~consumers is not commensurable to the consumer. The balancing scale in the
case of RFID technology favors preservation of business and consumer privacy.
Victory appreciates the opportunity to address the FTC on this important matter
and would be happy to respond to questions.

% Such as Pfizer, Eli Lily, GlaxoSmithKline and AstraZeneca
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Respectfully Submitted,

Victory Wholesale Grocers,
a division of Brothers Trading Co., Inc.

D R.OY

-/James R. Office, yée President
d General Couns

Enclosures
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Auto-ID Board of Overseers

Chep International
Coca-Cola

Dai Nippon Printing
Department of Defense
Ean International
Gillette Company
GlobeRanger
International Paper
Johnson & Johnson
Kimberly-Clark

Pepsi

Pfizer

Phillip Morris

Procter and Gamble
Target Corp.

Tesco Stores Ltd.
Uniform Code Council
Unilever

UPS (
US Postal Service
Wal-Mart Stores, Inc.
Westvaco

Yuen Foong Yu Paper
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October 26, 2000

Anthony L. Young, Esq.

Piper Marbury Rudnick & Wolfe LLP
1200 — 19™ Street, N.W.
Washington, D.C. 20036

Re: Imp'act of New PDMA Rules on the Pﬁarmangtical Distributor Markets -
Dear Mr. Young: |

~Thavereviewed the role of distributors in the pharmaceutical industry and the
likely impact of the FDA’s proposed rule changes on their roles. As discussed below, I
believe the result of the rule changes will be less resale of pharmaceuticals, fewer
distributors and ultimately higher prices. In assessing the likély impact, T observed that a
number of manufacturers, three somewhat overlapping levels of distributors, and
end-users characterize the pharmaceutical industry. These various participants, my
observations, and my conclusions are set forth below. ‘

Manufacturers:

. . Large pharmaceutical companies manufacture most drugs. Upon introduction,
patents protect most drugs. When the patent expires, manufacturers face competition
from generic drugs but frequently continue to retain some name-brand market power over

generics.! The monopoly power attained by the pharmaceutical companies is the legal
reward for the research that went into the creation of the patented drug, and under United
States patent law the manufacturers are entitled to this reward for innovation.?

National, Mid-Level and L_océll Distributors:
_ There are three partially overlapping layers of distributors. First, there are the

- “Big 5” manufacturers, who operate nationally.? They buy from the manufacturers.
They sell much of their product directly to end-users (physicians, hospitals, nursing

! The name-brand drug generally sells at a premium over the generic, indicating the presence of some
- residual market power.

? Of course, it is well understood that a patent by itself is no guarantee of monopoly power. Monopoly
power requires both barriers to entry (for example from patents) and a product demand curve which lies in
part above the marginal cost curve. ' ’
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homes and the llke) But they also sell some product to smaller regional distributors and
to a very large number of local distributors. These local distributors generally operate in
very small geographic markets. The mid-level distributors sometimes buy from the

manufacturers, and sometimes do not sell “down the chain,” but rather to the Big 5. This
* occurs when the’ Big 5 can get better prices from the mid-level distributors than from the
manufacturers

End Users:

Phannaceutlcals are purchased by physrclans drugstores hospltals and other
third parties who purchase drugs on behalf of patients, who of course are the real end
. users. But for all practical purposes, distributor sales to physicians, hospitals and so on
: constltute the end of the chain of distribution. .

The Roles of Dlstrlbutors

“In: many markets distributors play two quite distinct economic roles. The ﬁrst is
_that suggested by the title — they distribute product from the manufacturer to the end user
and provide services for both in the process. Manufacturers use dlsmbutlon chains rather
than selling direct because the distributors have expertise and contacts which they
themselves lack. In this industry, it has been noted that “along with the dellvery of
pharmaceuticals, the wholesalers have a broad range of value-added services that they
can provide to their dispensing customers. These services are often not provided by the
manufgcturer and would be difficult and costly for the dispenser (customer) to reproduce
them.’ -

 The second role of the network of distributors is that of arbltrageur In any
market in which the manufacturer has market power (a downward-slopmg demand curve)
there is the potential for substantial profits to arise from price discrimination. The
standard textbook profit-maximizing monopohst charges a prlce above cost. But the
_ market, even for a monopohst restrains the price. If the price is raised too high, a small
- number of consumers will continue to buy the product but many others (too many
- others),-who would have been w1llmg to pay a somewhat lower price, opt out of the
market. _ _

* The Blg 5 are Cardinal Health, Inc., Bergen-Brunswrg Corp AmcnSource Health Corp McKesson

4 Memorandum Opinion, FTC v Cardinal HealtLiL'Inc'., p. 6 (1998).
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Of course, the monopohst (or any manufacturer with market power) would like to
find a way to charge a high price to those relatively few who are willing to pay it, and to
~ charge a lower but still profitable price to other consumers. In the extreme case, the
manufacturer would like to tailor the price to fit the consumer; with consumer-specific
prices ranging from high to low (down to pricing at cost or slightly above). Ifa
‘.monopohst is able to perfectly price discriminate — that is, to really charge the maximum
- price that every end-user is ‘willing to pay, then he can earn approximately double the
profit that he could eamn by chargmg a smgle price to all customers.

‘From the mauufacturer s perspective, price discrimination is frequently difficult
to maintain because it opens the door to arbitrageurs. Distributors — unless they are
somehow constrained from domg so — naturally undertake thlS arbltrageur s role.

Arbitrage:

Arbitrage is the art of buying low and selling high. An important fact to note is
that arbitrage opportunities exist whenever the same product sells for different prices in
different circumstances, but that arbitrageurs actually destroy arbitrage opportunities by
their own actions. Clearly not everybody can buy low and sell high. Both the original
seller and the original buyers will try to play off one arbltrageur against another. And in
addition, as the seller’s stock runs low he will raise his pnce 'Correspondingly, as the
buyer s demand is satlsﬁed he w111 only offer a lower pnce

The economic role of the arbltrageur though not the role envisioned by the
arbitrageur himself, is to enforce the law of one price. The law of one price states that in
a fceely functioning market, in which there are no artificial impediments to arbitrage, any
given commodlty must command only one price throughout the marketplace

As the foregoing should make clear 1f a manufacturer wants to engage in price
_ dlscnmmatlon one of his first concerns is the elimination of arbitrage. In the parlance of
- distribution networks; the manufacturer must ensure that his distributors sell only to
“target” customers. Frequently, manufacturers attempt to enforce exclusive territories
(i.e., they attémpt to prevent “transshlpment”) Thus if a manufacturer finds it profitable
to dlscnmmate against one territory, he need not fear that his distributor in the favored
territory will resell product and frustrate his effort to obtain the high price.
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Environments in Which Price Discrimination Flourishes:

Successful price discrimination requires two mgredlents ability to identify end
users with different w1lhngness to pay, and ability to prevent end users or the distribution
network from engaging in arbitrage. Probably the most effective environments for price
discrimination are those in which it is physically impossible for the end user to resell the
product There is no'resale market no arbitrage, and a great deal of price drscmmnatron
in surgery and college education. There is also a great deal of price discrimination in
 airline tickets ~ not because it is physically impossible to resell tickets but because the
airlines have succeeded in makmg it impossible for a ticket holder to résell all or part of
his ticket. If tickets or legs of tickets could be resold on a secondary market, then airlines.
would be unable to charge a hrgher price for travelers (business travelers, with a high
'wrllmgness to pay) premium prices if they do not stay over a Saturday night. Ifresale
were possible (and there is no technical reason why it is not), ‘then distributors would buy
up low-priced tickets. They would “unroll” round-trip tickets into one-way legs and

resell them. The Law of One Price would prevarl

In thé case of phannaceuticals there is no technical reason why they cannot be
resold. However, if the manufacturers can control the resale market, they can prevent or
greatly curtail the kind of reselling that would undermme pnce drscnmmatron

Arbitrage in the Pharmaceutical Distribution Industry'

+:1 do not have data on the strength of arbrtragmg in the phannaceutlcal mdustzy
However, there is anecdotal evidence that it is prevalent. There are reported instances of
lower-level distributors occasionally selling to the Big 5. This occurs despite the fact that
the “natural” flow of drugs is from the manufacturer to the Big 5 and from the Big 5
either directly to the end user or to a lower-level distributor Who in turn distributes to the
end user. It is hard to imagine that these “upstream sales” are anytlung but arbltrage

Furthennore in an mdustry characterized by such a maze of dlstnbutron channels,
with the Big 5 sometimes selling to wholesale dlstnbutors, sometimes to retail
, dlstnbutors, and sometunes direct to end users one would expect healthy arbltrage

v Effect of the Rule Change on Arbltrage.

Perhaps even more than its effect on the number of small drstnbutors, and the
level of competition among retail distributors, is the effect of the proposed rule change on
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arbitrage. The requ1rement that every transaction be documented with a pedigree all the
way back to the manufacturer means that the manufacturers and the Big 5 have vastly
increased control over the paths followed by drugs from manufacturer to end user. The
‘Big 5 have already demonstrated this control by refusing to provide pedigrees or
authorized distributorships to small distributors. As noted in more detail below, there is a
District Court finding that local markets in this industry are “born to leak.” This leakage,
whlch will hkely be greatly curtalled by the proposed rule change, is arbltrage in actlon

Effect of the Rule Change on Value-Added Semce.

The report of C. Damel Mullms Associate Professor of Pharmacoeconomlcs at
the University of Maryland, ‘documents antlclpated changes i m the number of viable
distributors which will result from the proposed rule change.” He goes on to discuss the

probable economic consequences of that destruction of distributors. I wish to note that
the effect on competition is likely to be even more deletericus than he indicated in his

* ‘report.

At present there are numerous drstnbutors, some operating nationally, some
regionally and some just locally. In FTC v Cardinal Health, ef al, the Court found that
there is a national market for drug wholesaling. Whereas in some regions there are well-
defined local markets (basically the western half of the United States where competxtlon
from regional and local distributors is less intense), the eastern half of the country is
- characterized by a sufficiently thick layer of regional distributors that local markets are
not easily definable. The Government’s expert testified, and the Court agreed, that local
markets are “bomn to leak.” Whereas distributors in the western half of the country may
enjoy some local market power, distributors in the eastern half of the country apparently
do not. .

) If the proposed rules force the closure of a sufficiently large number of regional
and local distributors, then it is reasonable to anticipate that the multistate (largely east of
the Mississippi) market would be transformed into a set of autonomous local markets.
Instead of X distributors competing against one another throughout the eastern United
States, we may end up in a setting where one or two regional/local distributors serve each
local area. To take a hypothetical, suppose that the rule change reduces the number of

P ’ Dr. Mullms report does not provrde a precise estimate of the number of distributors wluch will be forced
" to exit the industry, but he clearly demonstrates that there will be a major effect on smaller dxstnbutors '
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| dlstnbutors from 40 to 10.5 If the drstnbutors are of equal size, and if they all compete
‘throughout the reglon the HHI is rarsed from 250 to 1000.”

, But now suppose reasonably, that the rule change not only reduces the number of

distributors fram 40 to 10, but also greatly curtails transshipment of pharmaceutlcals

- The Eastern United States is transformed from a smgle regional market to many local -
- markets. Although these markets were “born to leak,” the proposed rule has stopped or at

' least greatly curtailed the leakmg Suppose for example that many or all of the surviving
regronal distributors concentrate in only 1/3 of the region’s local markets. Secure in the
knowledge that the new rules have stifled transshlpment of drugs, the distributors
recognize that they have local monopoly power. If three subnatlonal distributors now

serve each local market, the local HHI will have risen all the way from 250 to 3333. The F'

‘reason is that the rule change not only directly reduces the number of drstnbutors but it
also potentrally increases the autonomy of local markets In one of the antitrust
' defendant s favonte phrases it “bnngs order to the marketplace ?

Of course, the very likely effect of isolating local markets and reducing the
number of drstnbutors is to raise prices. This effect is different from, but related to, the
effect described earlier — that of facilitating price discrimination. On both counts, the
proposed rule change is likely to have a seriously deleterious effect on the price of
pharmaceuticals and the level of service end-users will receive.

Sincerely,

Bruce W. Hamilton, Ph. D.
~ Professor of Economics

S1 emphasize that these numbers are illustrative. 1 have not performed a detailed econometric analysis to
determjne the exact pre' and post rule-change market shares

7 Market concentration is a function of the number of firms in a market and their respective market shares
As an aid to the interpretation of market data, the FTC and DOJ use the Herfindahl-Hirschman Index
("HHI") of market concentration. The HHI is calculated by summing the squares of the individual market

shares of all the' partrcrpants FI‘C/DOJ Honzontal Merger Gurdelmes, §1.5.
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Bruce W Hamllton Professor of

Economics
bruce.hamilton@jhu.edu
Office: Mergenthaler Room 441
Phone: (410) 516-7613
Fax: (410) 516-7600
Postal Address:
Dept of Economics
Johns Hopkins University
3400 N. Charles St.
Baltimore, MD 21218
Office Hours: Tue, Wed, Fri 7:30 - 10:30

Bruce Hanulton'came to Iohns Hopkms asan Ass1stant Professor in 1973
one year after obtalmng his Ph.D. from Princeton Umvers1ty Since that time
: he has spent his entire career at Hopkins, with the exception of a one-semester
.. Sabbatical leave at Bilkent University in Ankara, Turkey. He was made
Professor of Economics in July 1983, and served as Acting Chair during
$pting term, 1993-94. He then served as Department Chair from July, 1985
through June 1992

fDr Hamilfon is an apphed microeconomist. - “Until approx1mately 1985

" virtually all of his research was in the broad field of urban economics, with
specialties in urban public finance and urban transportation. His work during
the 1970s on the Tiebout Hypothesis led to a resurgence in professional
interest in the workmgs of local public economxes -

Subsequently, Dr. Hamilton's research has been more eclectic. He has
recently published a paper on the economics of professional sports stadia,
with emphasis on the new stadia in Baltimore. He has a working paper on
the causes of the recent (two-decade) dramatic rise in automobile longevity.
This work shows that essentially all of the longevity improvement is unrefated
to any improvements in the mherent durability of cars themselves

More recently he has used a food-demand functlon and the PSID data set to
estimate the annual bias in the Consumer Price Index, separately for whites
.. and blacks.  As this method has very liniited data requirements, he is
ciarréntly determining whether the technique might fruitfully be applied to the
measurement of inflation in other countries, including developing countries
whose data are poor. -

. Dr. Hamilton teaches the Elements of MlOI'OCCOI‘lOI‘nlCS course in the
undergraduate curriculum, as well as an upper-level seminar.on the
Economics of Antitrust (Jomtly taught with antitrust attorney Robert Levy).

In the Ph.D. program he teaches the first course in the Microeconomic Theory
sequence.

Curriculum Vitae

_ http://Ww.econ.jhu.edu/pe'ople/hamilton/ . ‘ ' ' 10/4/00°
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: OUR SERVICES
IGHAELG. RESSLER & ASSOCIATE, L, P
HOME SERVICES e Joarch b Anaiyia
4Business intalligence
4Comainxtion Projact
<4 Carporale investigation
Servicesy If you are in need of a discreet, reputable, results- 4 Cybarcrime
oriented and thoroughly professional investigative <Foranaic Accounting
Miﬁﬁ? and consulting service, you have come to the right dinvestigation §
[ContacliUs) place. Survailiance
o 4 Litigation Support
M At Kessler & Associates we offer the full range of  <Mooay Laundaring
mm; investigative and consulting services to protect <€ Monitoring Services
ﬂm'gmm companies against the dangers of fraud, 4 Pre-Employmant Screaning
counterfeiting, product diversion, trademark and AFERRET SM
M@Eﬁﬁmﬂ copyright infringement, money laundering and the @
explosion of criminal activity emerging from the ‘mm
—_— Internet. AWEB.SWEEP &
The Adveniures Of SNEWS. SWEE P

Rezsier & Azzocistes 7
[ Our firm was founded in 1988 by Michael G.
Kessler, an intemationally-respected
investigative consultant with more than two
decades of experience conducting
investigations for corporations and government
agencies worldwide. Today, Kessler &
Associates is a privately owned, licensed and
certified firm with offices throughout the U.S.
and in the U.K., and a network of established
affiliates an every continent.

Sherlack Holmez
Quiz

The clients who've come to rely on us for all of
their investigative needs include preeminent
national and multi-national companies,
government agencies, financial institutions,
investment groups, insurance companies, law
firms and private individuals. Known for the
quality of our investigations and the integrity
with which we conduct them, our extensive
portfolio of services include forensic accounting,
corporate intelligence, investigation and
surveillance, Internet monitoring, and
comprehensive litigation Support for attorneys
and their clients.

At Kessler & Associates, we take pride in our impressive track record of successful
investigations. Our success is the direct result of our unique combination of financial
expertise and investigative abilities, our supremely qualified personnel, and the
highly effective team approach to each case.

Every member of the Kessler investigative staff has years of experience and
ialized skills in the areas of accounting, financial analysis, investigative work,

At Kessler & Associates, we constantly invest in new technologies to provide state-
of-the-art protection for our clients. This inciudes the latest information technologies,
audio and video surveillance equipment, and Internet monitoring software. Our
proprietary international databases of corporate and individual profiles are some of
the most extensive in the industry, and are continuously updated to ensure

http://www.investi gation.com/service.htm 9/13/99
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uncompromising data integrity.

With offices and electronically-linked affiliates around the globe, our worldwide
presence gives us the ability to respond quickly and effectively to any investigative
need, anywhere in the world. With one call to Kessler & Associates, you can tap
the resources of qualified local investigative and accounting personnel with expertise
in local business practices and important contacts with law enforcement agencies.

Wherever the threats to your business exist-perhaps it's a software piracy ring in the
Pacific Rim, a product counterfeiting operation in Europe or a embezzlement in your
own backyard - Kessler & Associates offers you a discreet, capable and thoroughly
professional business partner, committed to restoring your peace of mind. We have
the expertise to detect and vigorously pursue those who pose harm to your business,
and prepare for their prosecution. More importantly, we can help you develop
proactive measures to prevent and deter future harm.

When you retain Kessler & Associates, you access the very best personnel,
methodologies and technological tools in the investigative consulting industry. And
you have our ironclad commitment to deliver the swift, conclusive results you
demand.

Please browse our website to see how Kessler & Associates can assist you in your
specific investigative needs. ,

| Home | Services | Newsletters | Offices | Contact Us |

| Our Difference | What's New | About Us | Adventures | Quiz |

Michael G. Kessler & Associates, Ltd.
World Headquarters
237 Park Avenue - 21st Floor
New York, NY 10017
Phone:(212)286-9100 Fax:(212)730-2433
e-mail: mail@:investigation.com

Copyright © Michael G. Kessler & Associates, Ltd. 1998 - 1999 Al] rights reserved.
The use of and access to the information on this site is subject to the terms and conditions set out in the Agreement 10 use
Michael G. Kessler & Associates, Ltd. Web sites.
Please review the leeal staement prior to proceeding further.

http://www:investigation.com/service.htm 9/13/99
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H O M Ef TOHHELE HESSER & SSOCES, . ey
. SERVICES Busoas :n...,.,..m
mmm
m@ ANTI DIVERSION s......c'm.:.......
Contacy At Kessler & Associates, we're familiar with the Lﬁﬂm

m signs of product diversion, and we know in what
neeeen areas diverted product most often occurs: export Monay Laundaring
sales, promotional offers, excess merchandise Monitoring Sesvices
ihternatiohal ] "destruction”, and charitable donations. Because of  Pre-Esmploymert Scresning

Mﬂnﬁﬁﬁaﬁmm our experience in this field, we are able to pick ﬁp the FERRETFSM
"paper trail" almost immediately. We examine a MARKEY CHECK &
records quickly and thoroughly, comparing original EPE Ke

The Aduenture= of  CONtracts and "use" statements between the WEB.SWE

manufacturer and distributors, analyzing bills of sale, NEWS.SWEEPS4
: SO shipping orders, bills of lading, warehouse receipts,
Sheriock Holmes and other transportation invoices.

Quiz Because someone within the legitimate distribution
network is making the diversion possibie, either

- intentionally or through negligence, we establish

informants and/or undercover operators along the

channels of distribution to determine exactly how

and where product is diverted. We document all of

_our findings, and make suggestions for a course of
action.

krezie: & azsocistes

Kessler & Associates also offers proactive
measures to prevent product diversion from

¥ happening. In addition to regularly analyzing all

ll paperwork, we help establish stronger contractual
agreements between manufacturers and
distributors, and emphasize to all employees the
legal ramifications of diverting product.

If you suspect diversion at your company, or want
to prevent diversion in the future, Kessler &
Associates can help you make sure your products
reach their intended destination.

| Home | Services | Newsletters | Offices | Contact Us |

| Our Difference | What's New [ About Us | Adventures | Quiz |

Michael G. Kessler & Associates, Ltd.
World Headquarters
237 Park Avenue - 21st Floor
New York, NY 10017
Phone:(212)286-9100 Fax:(212)730-2433
e-mail: mail@.investigation.com

Copyright © Michael G. Kessler & Associates, Ltd. 1998 - 1999. Al| rights reserved.
The use of and access to the information on this site is subject to the terms and conditions set out in the Agreement to use
Michael G. Kessler & Associates, Ltd. Web sites.
Please review the legal statement prior to proceeding further.

http://www.investi‘gation.com/sad.htm 9/13/99
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Anti Diversion
H O 11 ERIK MONELE BESSLER & ASSOCIAES 1), Pt
Asset Ssarch & Analysis
| SERVICES Business insell
Corminctian Projact Roviow
Carporate Investigation
- ' -
- e ANTI COUNTERFEITING Farensic Accounting
Qo Survaliance
" Counterfeiting operations continue to multiply as > _
UWRI®IRNS  more criminals take advantage of the high tax-free Litigation Support
oo profits, the low risk of being caught, and the minimal "“‘VL"‘“"“"W
penalties if convicted. International organized-crime =~ Monitoring Services
Internatiohal ] syndicates with deep pockets are now financing high-  Pre-Employmant Screaning
tech manufacturing networks that law enforcement FERRET M
mmmm officials lack the time, equipment and expertise to .
track down effectively. MARKEY CEE_CK”-"
The Adventures OF WEB.SWEEP ¥
Kezsier & Azzocistes NEWS SWEEPRSM

Sheriock Holmes
Quiz At Kessler & Associates, we're familiar with all
types of counterfeiting operations, from three-
shift sweatshops to computerized factories. Our
B undercover investigators have years of
experience in following small dealers to their
large-scale suppliers. We have proprietary
databases filled with the latest information
about the people involved in counterfeit goods,
§ their contacts, and their methods of distribution.

Our team's knowledge of the counterfeiting
underworld, our contacts in law enforcement,
and our ability to prepare evidence for judicial
forfeiture proceedings has helped many
corporations enforce their rights in both civil
and criminal cases, and has made Kessler &
gl Associates a leader in the field of anti-
l counterfeit investigations.

| Home [ Services | Newsletters | Offices | Contact Us |

| Our Difference | What's New | About Us | Adventurcs | Quiz |

Michael G. Kessler & Associates, Ltd.
World Headquarters
237 Park Avenue - 21st Floor
New York, NY 10017
Phone:(212)286-9100 Fax:(212)730-2433
e-mail: mail@winvestigation.com

Copyright © Michael G. Kessler & Associates, Ltd. 1998 - 1999. Al] rights reserved.
The use of and access to the information on this site is subject to the terms and conditions set out in the Agreement to use
Michael G. Kessler & Associates, Ltd. Web sites.
Please review the Jegal ctatement prior to proceeding further.
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MICHAEL G. KESSLER & ASSOCIATES, L1D.

FERRET *

Does this business
really exist?

Has anyone ever
filed a complaint
against them?

Is it true he has a
criminal record?

Who financed their
expansion?

What is the business
credit history?

Does he have ties to
organized crime?

What do other
businesses say
about them?

Are they financially
secure?

Have they been
taken to court?

Are there affiliated
entities to this
business?

Do the officers own
other businesses?

Are their licenses in
order?

Is the business on
any banned lists?

13 CRITICAL QUESTIONS
FERRET HAS THE ANSWERS TO!

As one of the world's leading investigative
consulting firms, Kessler & Associates
understands the value of information. We
recognize that in order for information to be
useful, it must be reliable, it must be current, and
it must be complete. Many business executives
today make their decisions in the dark, relying on
incomplete information and limited resources.
As a result, they make mistakes-costly mistakes
which could have been avoided had someone
been a little more thorough and dug a little
deeper. That's why we have FERRET. When our
clients tell us they need all the facts uncovered,
we tell them to put FERRET on the trail.

Introducing FERRET

FERRET is a collection of proprietary
databases that Kessler & Associates use to
gather information quickly and reliably. It is an
exhaustive digital search, available only through
Kessler & Associates, that hunts through dozens
of domestic and international databases, and
hundreds of thousands of files, FERRET leaves
no stone unturned. It searches in every "digital"
thicket and rabbit hole, and brings to light the
information you need.

Can't I Get This Information Myself?

Only a portion of the databases covered by FERRET are available
to the public-Lexis/Nexis, for example, or Dun & Bradstreet. But there
are other significant resources that only private investigators and law
enforcement officials use. These contain thousands of civil and crimina]
case records, local, state, and federa] records, Customs records, law
enforcement and corporate security department records, to name just a
few. And then there is our own private database, filled with information
gathered over years of investigation. We have files on aj] of the major

http://Www.investigation.com/ferret2.htm
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and minor players involved in white collar crime, including
y counterfeiting and diversion schemes, drug cartels, and organized crime

syndicates. Moreover, we have listings of companies that have been
banned from doing business with government agencies. Even if these
files were made available to you, it would take weeks for you to sort
through the information they contain, but FERRET covers everything

in a matter of minutes. It's fast, it's reliable, and it's the most

economical way to get answers.

What Can I Use FERRET For?

Our clients use FERRET whenever they need accurate and
complete information. The following are some of the situations in
which information is especially useful.

N

| HOME |' Services | Newsletters | Offices | Contact Us |

| Our Difference | What's New | About Us | Adventures | Quiz |

Michael G. Kessler & Associates, Ltd.
World Headquarters
237 Park Avenue - 21st Floor
New York, NY 10017
Phone:(212)286-9100 Fax:(212)730-2433
e-mail: mail@investigation.com

Copyright © Michael G. Kessler & Associates, Ltd. 1998 - 1999, All rights reserved.
The use of and access to the information on this site is subject to the terms and conditions set out in the Agreement to
use Michael G. Kessler & Associates, Ltd. Web sites.

Please review the legal statement prior to proceeding further.
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IICHAEL . KESSLER & SSOCIATES, L1D,

MARKET CHECK ®
SETVICES:
JADOULKESS leryg
. Market Check,
from Kessler &
WorldOffices) Associates, monitors
INewslettory international and
et national markets for
diversion,
MBQM counterfeiting, and/or

trademark
The Adventures. 07 infringement.
Kessler & Azzocintes
Sheriock Holmesz In order to do this, CHMEL ‘ )
Quiz Kessler & Associates ' - R N

utilizes various undercover investigators and companies and reliable
contacts from around the world. We establish solid, enduring
relationships with salespeople, freight forwarding companies,
warehouse managers, and other important individuals, all of whom
possess more than the required experience and know-how to assist us. It
1s through these relationships that we obtain necessary and crucial
information with the greatest speed possible.

We scour and survey specific international and domestic markets
such as wholesalers, discount stores, flea markets, and distributors, as
well as search the Internet for diverted or counterfeited products. Other
services performed as warranted by the circumstances of the
investigation include generating additional leads, identifying and
confirming suspects, establishing covert operations, mapping the trail
of diverted goods, and coordinating appropriate action with the client.
Upon obtaining the products, we analyze them to determine which
individuals are responsible for illegal activities and supply the clients
with this information.

Market Check is a sophisticated service which places Kessler &
Associates in the forefront of worldwide investigative consulting.

| Home | Services | Newsletters | Offices | Contact Us |

| Our Difference | What's New [ About Us | Adventures | Quiz |

Michael G. Kessler & Associates, Ltd.
World Headquarters
237 Park Avenue - 21st Floor
New York, NY 10017
Phone:(212)286-9100 Fax:(212)730-2433

¢-mail: mail@ investigation.com

Copyright © Michael G. Kessler & Associates, Ltd. 1998 - 1999. Al] rights reserved.

http://www.investi gation.com/market.htm 9/13/99
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. The use of and access to the information on this site is subject to the terms and conditions set out in the
. Agreement to use Michae] G. Kessler & Associates, Ltd. Web sites.

ease review the legal statement prior to proceeding further.

http://'www.investi gation.com/market.htm 9/13/99
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A Publication of Michael G. Kessler and Associates, Ltd.

Volume 1

Archive

Countering Counterfeiting

You're in an
enormous warehouse,
filled with thousands of
garments bearing the
names of all the top
designers: Donna
Karan, Ralph Lauren,
Tommy Hilfiger, Calvin
Klein, Guess?, Nike.
Some of these items
would cost hundreds of
dollars in a retail store,
but these will be sold
for a few dollars apiece.
Is this the deal of the
century? An annual
warchouse sale? Not
exactly. This is the
world of counterfeit
goods, and the items
being assembled here
are part of the reason
U.S. companies alone
lose $200 billion dollars
a year, .
Counterfeiting used
to affect only a few
businesses-high-end
watch makers, for
example, or handbag
designers. These
industries still suffer,
but counterfeiters today
have branched out
considerably, making
use of modern
technology and the deep

this crime poses to their
company's reputation and
financial well-being.

Overcoming the
"Ostrich Mentality"

Business leaders in the
past often ignored
counterfeiting as a real
threat, as if not seeing the
problem eliminated it. But
today, industry leaders are
taking steps to address
counterfeiting directly and
publicly. Chanel, for
example, spent over $1
million last year funding
Operation Pipeline, the
largest undercover sting in
New York history, and
recovered approximately
$27 million in goods as a
result. According to
Michael Kessler, Chanel is
only one of many
businesses that now
recognizes counterfeiting
as the threat that it is.
"Suppose you sell
cosmetics," says Kessler,
"and another company,
instead of producing its
own line, starts selling the
exact same cosmetics you
do-same brand name,
same packaging, same

http://Www.investigation.com/newsletvln1_1 .htm

Home

Number 1

furious, right? How can Avoiding a
they use your name and Tarnished

your products, and
keep the profits? So
you sue them. You
wouldn't think twice
about it. You would
have your lawyers
jump all over them,

Reputation

Lost market
share is one reason
why many
companies are now
addressing

spending whatever you counterfeiting as a

had to to make sure that

this other company
didn't steal your
business. Some people
might say that this
could never happen
because of trademarks,
but it happens
everyday. It's called
counterfeiting, and if
your business is
producing items with
brand name
recognition, there are
other businesses out
there producing the
same items to compete
with yours.

high priority;
reputation is
another.
Counterfeit goods
are simply bad
business. Consider
the cases of
Similac baby food
and Head &
Shoulders
shampoo.
Consumers who
unknowingly
purchased
counterfeit Similac
were feeding their

(continued on page 2)

- Product Diversion

The Biggest Threat You Never Heard

of

Diversion, also called "parallel trading"”
and "gray goods", is the exploitation of
pricing differentials between different
wholesale levels. Suppose, for example, that
your company manufactures widgets

9/13/99
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pockets of organized everything. You would be
crime to develop a wide
range of unauthorized
goods, from baby food
to birth control pills.
Consequently,
counterfeiting is no
longer a victimless
crime that merely saps
some of the profit of
large corporations.
Unwary consumers have
suffered, some have
died, and business
executives today are
becoming increasingly
aware of the threat

h I

Page 2 of 2

retailing for $49.95 which you sell wholesale
to domestic distributors at $19.95. Each
widget costs you $9.95 to make. Now let's
say that your sales team gets a call from an
overseas retailer who wants to sel] your
widgets abroad. This new retailer will order a
huge number of widgets and will pay for the
shipping, provided that you agree to sell the
widgets at $12.95 apiece. Your sales team

(cominued on page 2)

‘
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Michael G. Kessler & Associates, Ltd.
World Headquarters
237 Park Avenue - 21st Floor
New York, NY 10017
Phone:(212)286-9100 F ax:(212)730-2433
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http://www.investi gation.com/newsletvlnl_l .htm

9/13/99



Y AvdilANw 4 P“E\' e

SmTmsave avvpvan
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[ ]
Information
PRODUCTS THAT HAVE RECENTLY BEEN
COUNTERFEITED
e Candy
e Watches e Children's toys
¢ Clothing e Brake pads
¢ Sunglasses e Helicopter parts
o Handbags o Airplane parts
e Video Tapes o Computer
e Baby Food software
e Shampoo o Ulcer medication
o Nutritional e Antibiotics
formula e Birth control pills
e Cough drops o Artificial heart
e Liquor valves
o Fragrances ¢ Health and
Beauty Aids
HOW TO SPOT A FAKE:

The International Anti-Counterfeiting
Coalition offers consumers JSive tips to help
avoid purchasing counterfeit goods. Keep an
eye out for:

1. Labels that are blurred or torn.

2. Product names that are misspelled or
altered.

3. Unannounced changes in product
content, color, smell or packaging.

4. Missing codes, 800 consumer numbers
or trademarks.

5. Products with unusual claims and
warranties, or those lacking the usual
guarantees and/or licensing agreements
one should find.

IF YOU THINK A PRODUCT MAY NOT BE
LEGITIMATE, CALL THE NUMBERS LISTED
BELOW:

o For automobile parts: GM AWARE
LINE: 800-244-3460

* For computer sofiware: Software
Publishers Association: 1-800-388-7478

http://www.investi gation.com/newlet12.htm

Counterfeiting |

Home

Page 1 of 3

d Associates, Ltd.

...Product Diversion
(continued from page 1)

likes the idea of
expanding into new
markets, and it knows
that you're still
making a profit, so
the deal is agreed to.
Smart business move,

made a profit (though
smaller), and no one was
harmed. But the business
suffering from diversion
can lose millions of
dollars a year.

right? Maybe not. The What You Can Do

retailer, it seems, took
delivery of the
widgets and
immediately shipped
them back to the
States, where he sold
them to distributors at
$16.95 apiece. Even
with the shipping
costs, he made a tidy
profit, the distributors
increased their
margin, and
consumers still got
legitimate goods.
Everyone is happy,
except for you. Your
business was
undercut. That's
diversion.

When Profits
Mean Losses

Diverted goods
are a problem because
SO many companies
adopt a flexible
pricing plan in order
to optimize profits.
Many foreign
countries couldn't
afford to buy
American goods at
domestic wholesale
prices, so the
wholesale price is
lowered. Or new
markets may open up
domestically,

To avoid having your
products diverted, there
are several steps you can
take. First, be wary of
new accounts. If a
potential overseas
distributor asks you to
print all shipping
markings only in English
("so that we know it's
really American goods"),
if he offers his own
shipping services, or if he
claims to have a large
market ready to buy,
check him out. He may
have set up a front
company that has a
reputation for dealing in
gray goods, or he may
have a history of making
shady deals. If he has
absolutely no history, and
the company seems to
have been created
recently, be equally
suspicious.

Second, get a third-
party evaluation of a]]
unusual new accounts.
Don't leave decisions to
sales and marketing,
because they're trying to
meet quotas and increase
numbers. Do research
and be objective. Third,
consider using a cargo
inspection company to
oversee the transportation

9/13/99
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o For sports merchandise: 800-TEL-
CAPS

¢ If'you have difficulty locating the
manufacturer or require additional
information about counterfeiting and
diversion, call The Kessler & Associates
Tip Line: 1-888-TIP-OFFS

For other products, or for further information,
contact the International Anti-Counterfeiting

Coalition at (202) 223-5728.

...Countering Counterfeiting
(continued from page 1)

As counterfeiting
continues to grow
labels, and many of rapidly on a worldwide
the infants refused to ~ scale, companies are
eat the lower-quality being forced to take their
food or developed heads out of the sand.
rashes or experienced Customized proactive
seizures. Users of fake programs are becoming

babies generic baby
food with Similac

Head & Shoulders increasingly popular.
were exposed to One of my clients says,
bacteria that made "We think of it as

people with weakened insurance, and set aside
immune systems ill. money in our budget to
Both companies protect ourselves from
addressed the problem, counterfeiting and

but it is impossible to diversion Just as we do
say how many to protect ourselves from
consumers now fire. It makes sense in
hesitate to buy these today's world. We would
products because they rather spend a little

fear purchasing tainted money now than a lot
goods. These later."

companies' reputations

have suffered.

2

Page 2 of 3

provided that the of goods, making sure
company is willing to that shipments actually
sell products at go where they are
special promotional supposed to. Knowing
or institutional rates. that such a company is
Diverters see these involved will often cause
price differentials as  a'potential diverter to
opportunity. Buy low, back out in search of
sell high. It's the easier prey. And fourth,
bedrock beneath all  contact a third-party
investment strategies, investigative consultant
the mantra chanted by to regularly review your
Wall Street's gurus. paperwork. Employees

It's also a violation of who know that they are
contractual being checked up on are
agreements, far less likely to try

conspiracy to defraud, making a little money on
and a breach of the side than employees
international trade who feel they are given
and transportation free rein. Periodic

laws. But diverters  reviews of bills of lading,
fail to mention that. invoices, and shipping
receipts will assure you
that your product is
moving as it should. And
if something out of the
ordinary comes up,
trained investigators will
know how to quickly
follow the paper trail and
find out where the goods
went.

The Victimless
Crime

One problem with
prosecuting diversion
is that it is difficult to
establish where the
harm was done. With
counterfeited ulcer
medication, there are
clear victims-the
consumer was sold
bogus goods, the
manufacturer lost
market share. But
with diversion, it's
less clear. The goods
are legitimate, the
manufacturer still

‘
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If you want to establish a
product as your own, you
put your mark on it: a
signature, a label, a logo.
Years ago, village
craftspeople had no need of
marks-the product itself
would speak for the person
who made it. Customers
could tell who had produced
the work from the way a
shirt was cut, for example,
or how a shoe was sewn. But
as the village developed into
the town and then the city,
the marketplace expanded.
Soon, producers could no
longer be distinguished
based on their work alone,
and the trademark was born.

Trademarks are how we
represent the bond between a
producer and a product.
What counterfeiting does is
weaken this bond. It often
leaves manufacturers feeling
powerless, because they can
no longer rely on their name
to represent the work they
have produced.

But now, instead of
using overt markings such as
labels, which can be
counterfeited, manufacturers
can mark their products
covertly. One of the
companies at the forefront of
covert marking systems is
Nocopi Technologies, based
in Wayne, Pennsylvania.
Nocopi offers businesses a

Archive =~ Home

Tech Talk: Covert]
Product Marketing

What You Can't See Might Help You

a simple test kit, helping
businesses determine where
diverted product entered the
channels of distribution. Nocopi
also has color changing inks,
and Rub and Reveal papers, to
meet other security protection
needs.

Another reputable company
that offers covert surface
marking is Biocode. They have
developed over 30 marker-
antibody pairs and they can be
used in numerous combinations
to mark liquid, solids, powder or
granulated substances.
Biocoding technology is still
new, and the companies behind
it see no end to the applications
possible.

The Tracer Detection
Technology Corporation, based
in Syosset, New York, also
brings cutting-edge technology
to the aid of corporate clients
and law enforcement officials.
Tracer is an advanced stage
R&D company exploring the
use of perfluorocarbon tracers
(PFTs) as part of a chemical
vapor tag system. Using PFTs is
like using bloodhounds, except
that the chemicals being hunted
are present in levels as low as
parts per trillion, which no
bloodhound could detect
(instead of dogs, Tracer uses gas
chromatography €quipment).
The people, vehicles and rooms
that were in close proximity to
the object can also be located, as

variety of ways in which to

they will have trace amounts of

http://www.investigation.com/newlet 14.htm

No Party
for Third-
Party

Suppliers

Did you know that if a
company knowingly provides
raw materials for
counterfeiting, it may be held
liable, even if it doesn't
directly engage in counterfeit
production? This past March,
Judge Laughlin E. Waters of
the U.S. District Court for the
Central District of California,
ruled that Mohammed
Abdallah and his company,
General Audio Video
Cassettes, had knowingly
assisted counterfeiters
nationwide by providing them
with the audio cassettes
needed to make unauthorized
copies. Judge Waters granted
A&M Records and 25 other
Recording Industry
Association of America
member companies a landmark
$7 million judgment.

The case is noteworthy not
only because of the record-
breaking settlement, but also
because there was no evidence
that Abdallah or his business
were involved in the actual
production of illegitimate
copies. They merely sold the
tapes to the counterfeiting
operations. Other businesses
interested in going after third-
party suppliers may want to

9/13/99



Page 2 of 3

e e ? ot TR VY VYUY TUR pagc -
discreetly mark products to || the PFTs on them for a fixed establish this case as a
guarantee authenticity. A length of time. Each Tracer precedent.
clothing designer, for system willfbe designed to meet
example, could include the needs of the situation. | R (L N
Nocopi in the production Computer technology and GUARANTEE OF DISCRETION
process, weaving a reactive high-resolution printing systems || In addition to cost effective,
thread into each garment or || made counterfeiting and thorough investigative
label. Determining whether || diversion much easier crimes to services, the clients of Michael
an item was legitimate or not || commit. The new wave of G. Kessler & Associates are
would then simply be a covert product marking assured the highest levels of
matter of testing the garment technologies is expected to tip discretion and sensitivity to
for that thread. Product the balance in favor of individual situations. We never
quality would not be concerned businesses once sell or rent client lists, or in
affected, but product again. any way reveal the details of
authenticity would be our investigations.
secure. _

Nocopi can also print
reactive invisible inks on
paper, plastic, cardboard,
Fight C terfg its
On July 2nd, asset forfeiture. Federal and
President Clinton According to local law
signed the Anti- Senator Hatch, who || enforcement
counterfeiting co-sponsored the traditionally would
Consumer Act in the Senate, | not get too
Protection Act of [ the bill "adds teeth involved in anti-
1996, S. 1136 to existing statutes counterfeiting
(Public Law 104- by providing for operations because
153). This law, further civil the weak penalties
which had the remedies, including || didn't justify the
International Anti- || civil fines pegged |[time and effort of
Counterfeiting to the value of - || the officers
Coalition behind it, genuine goods, and || involved-other
was drafted to statutory awards of || crimes were given
make counterfeiting {| up to $1 million per || priority. With S.
a more heavily mark." 1136, that is
penalized crime. expected to change.
Under the new John Bliss,
law, trafficking in president of the
counterfeit goods IACC, states, "This
will be a RICO is the most
(Racketeer significant update
Influenced and to federal
Corrupt anticounterfeiting
Organizations) Act, law in over a
which results in decade. We
increased jail time, applaud Congress
higher fines, and for getting tough on
pirates both in the
U.S. and abroad.”

-
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THE KESSLER REPORT Continued

A Publication of Michael G. Kessler and Associates, Ltd.

Counterfeitin
In the Third
World

When companies started relocating their
manufacturing plants overseas, it seemed like a
brilliant idea: set up operations in a country with a
depressed economy, where the workers earn much
lower wages than their American counterparts, and

9

you're bound to save money. This may be true, but subcontractors, or retailers eager to work
at what price do these savings come? Many _ with you. But how do you know if they
companies with overseas factories are now suffering || ore legitimate, or if they have a history of
huge financial losses at the hands of counterfeiters, diverting product? Simple. Set a FERRET
who have found it all too easy to copy the on their trail,

American businesses placed
According to the IACC, 70%
he third world are knockoffs.

production methods
under their noses.
of medicines sold in t

Anne Murphy, an attorney at Microsoft, claims that individual has ties to illegal activities.
"More than 99% of the software [in Asia] is Using FERRET, we can quickly search
illegitimate copies." And the Recording Industry thousands of digitally-stored files in
Association of America says that in 1994, Chinese criminal and civil cases, law enforcement

s manufactured three million
legit discs, and 70 million pirated ones. Why don't
foreign governments do something about this?
There are several reasons. In countries with volatile
political conditions, it's advantageous to keep the
people happy, and famous brand names at low
prices help. Just think about how excited you get
when you buy a greatly desired item on sale,. A
second reason is simply that counterfeiting is very
profitable. A foreign government that is involved in
the exportation of illegitimate goods makes money
on the sales, and saves money by not having to
import the real thing. There are billions of dollars to
be made in such a huge international market-it s
estimated that 5% of all goods sold worldwide are
phony. And with counterfeiting operations so well-
developed overseas, it's inevitable that the goods
will find their way into the U.S. So what can
you do? Instead of wondering if counterfeiting will
be a problem for your business, assume that it wil]
be, sooner or later, and start preparing now.
Proactive anticounterfejting programs can reduce
the chances of counterfeiters targeting your
business, and can help you quickly and discreetly

compact disc factorie

http://www.investi gation.com/newlet15.htm
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How a
Ferret Can
Protect Your
Business

As your business grows, you will
inevitably meet with new suppliers,

FERRET is a collecti
databases that Kessler &
help determine whether a

on of proprietary
Associates use to
business or

agencies, corporate security departments,
Customs records, our private investigator
databases, and on-line sources of
information. FERRET can also be used to
conduct thorough and reliable due
diligence searches of routine business
matters. When there's something you need
to know, try FERRET. It's the easiest way
to ensure that you make your business
decisions with open eyes.

The
International
Coalition
Against

9/13/99
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eliminate the problem should knockoff versions of
your products start to appear.

To learn more about counteﬁeiting, diversion, and

related subjects, check out the Jollowing web sites:

Michael G. Kessler & Associates
http://www.investigation.com

IACC http://www.ari.net/iacc
INTA http://plaza.interport.net/inta

NY Better Business Bureau http://www.new
york.bbb.org

Federal Web Locator
http://www.law.vill.edu/fedagency/fedweb/oc.html

Cop Net http://police.sas.ab.ca

Software Publishers Association
http://www.spa.org
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Diversion

One of the best
ways for
businesses to avoid
the problem of
diversion is to
learn from other

also benefit from
the advice and
.experience of
~ investigative
consultants like
Kessler & Associates,

businesses' as well as lawyers
mistakes. The and technology
International companies that

specialize in
addressing diversion
issues. Many of these
businesses offer a
discount to ICAD
members who request
their services.

Coalition Against
Diversion provides
executives with a
chance to hear
what their
colleagues have
done to resolve or

prevent diversion  Annual membership
activities. It gives  in ICAD is normally
you a chance to $1500, but executives

use each otheras  interested in keeping

resources. their business

The Annual diversion-free can
ICAD meeting lets sign up through
you learn from Kessler & Associates
guest speakers for $1000 their first

with a proven track year.
record in fighting
diversion as they

address issues that

affect businesses

today. ICAD

members
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Forensic Accounting

Corporate Investigation
Asset Scarch &
Analysis

Private Inspector
General

The End
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Antidiversion

Our law firm assists clients in the United States and Europe that are vulnerable to
diversion schemes. These schemes usually involve reimportation into the country
of origin of large quantities of consumer products sold at low prices for
distribution into a remote foreign country. In addition to having successfully
handled numerous antidiversion cases, we have developed the most
comprehensive independent database in the United States, exclusively
devoted to identifying known and suspected international diverters.
(emphasis added)
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Antidiversion

The deKieffer & Horgan "Antidiversion" Page is designed for international business
executives, international trade attorneys, and anyone else interested in International Trade
Product Diversion. We have attempted to include links which are useful on a daily basis,
and are always looking for new sources of information. Please contact us on our
"Comments" page if you have any suggestions for additions -- or have any other
comments. If you don't find what you are looking for on our Antidiversion page, try our
Links page or Law Library!

« Anticounterfeiting and Antidiversion Links
Antidiversion Database

Antidiversion Strategies

Articles

Associations

Criminal and Civil Actions

Legal Resources

Anticounterfeiting and Antidiversion Links

The Anticounterfeiting Group .
Anticounterfeiting and Antidiversion Resources doc
Holmes Hi-Tech

t to top of poge
Antidiversion Database

Antidiversion Database description

to tep of page

Antidiversion Strategies

Antidiversion Strategies article
Antidiversion Bulletin: Dumb Export Tricks

Lie top of page

Articles
to top of page
Associations

Intern'| Federation of Phonographic Industry (IFP!)
REACT
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Intern'l Recording Media Association
International Hologram Manufacturers Assn.
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For Suppliers, Forward Visibility Is

Banetits to Manufacturers

+ Reduced store level out-of-stoc

~~Labor

- Inventory

Holding
Costs

Claims

Key

-
i
%:

(008) Tagging of pallets and cases
will aliow for befter fracking of goods
within stores, reducing times when
goods are in<house but not available
0 consumers

Reduced claims Tracking of paliets
will reduce unwarranted claims;
claims processing costs will also be
reduced

Reduced unsalables Goods with
expiration dates ¢an be better
managed {moved more quickly when
code dates are near), reducing need
for write-offs due to spoilage
Reduced diversion Tracking and
reporting compliance critical To
success along with revised promotion
incentives
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