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This publication has been produced by the Defense Security Service for use by
DoD Contractors and Government Agencies as part of their security programs.

Questions and requests to further distribute this publication should be addressed
to the Defense Security Service Public Affairs Office.




Foreword

The Defense Security Service (DS5) is responsible for assisting cleared defense industry in the
identification and reporting of foreign contacts and collection attempts, as outlined in the National
Industrial Security Program Operating Manual (NISPOM). The development of an annual trends
document is a direct result of the efforts by cleared defense contractors reporting suspicious activily
to their facility security officers and ultimately to DSS.

DSS intends the results and analysis contained in this report to be used by security officials, cleared
contractors, intelligence professionals, and Dol policy and decision-makers. The annual trends
document covers some of the most important topics associated with foreign targeting and collection
attempts directed at the defense industry, including technologies being targeted, how targeting is
accomplished, and where it originates.

The goal of DSS is to provide the community with technology collection trends that will help
improve threat awareness and technology protection related to foreign collection atnempts directed
at the U.S. defense industry. DSS strongly encourages continued reporting of suspicious contact
reports 1o DSS field offices. Prompt reporting of foreign collection activity is eritical to an effective
industrial secunty program,

o leeqin_

H. Anderson
Acting Director, Defense Security Service (DS5)
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L INTRODUCTION

The Defense Security Service (DSS)
Counterintelligence (CI) Office presenis the 9th
annual trends document as a tool for security
professionals. The trends and analytical assess-
menis in this publication are based entirely on
reports of suspicious foreign activity communi-
cated by DSS industrial security representatives
and DSS Field Cl Specialists. These repons are
composed of information provided by U.S.
cleared defense contractors and industry person-
nel who identify suspicious foreign activity.

The U.S. defense industry develops and pro-
duces the bulk of our nation’s defense technolo-
gy and plays a significant role in creating and
protecting the information that is critical to
national security. The National Industrial
Security Program (NISP) was established 10
ensure that the cleared LS. defense indusiry
safeguards classified information in its posses-
sion while performing work on hids, contracts,
programs, or research and development effons.

Based on significant analytical effor. this publi-
cation provides general information and draws
conclusions that help cleared company employ-

ces and DSS personnel recognize and report
suspicious foreign activity. In addition, DSS
aims to improve this document each year based
on comments and suggestions that are received
from the community. Noteworthy changes this
vear include the ransition o Section 111
“Emerging Critical Technologies™ from the
Militanly Critical Technologies List (MCTL).
This section places greater emphasis on sensi-
tive developing technologies and provides a
higher degree of specificity for understanding
the technologies targeted.

Through research presented in this document,
DSS provides cleared contractors with a tool to
enact responsive, threal appropriate, and cost-
effective Security Countermeasures (SCM),
Furthermore, government agencies are encour-
aged to use this report to evaluate their own
threat environments and, when necessary,
develop additional securily counlermeasures
based on trends identified in this document.



II. EXECUTIVE SUMMARY
A. Reporting Trends

This report is based on an analysis of 995 suspi-
cious contact reports received in Fiscal Year
2004 from cleared defense contractors, DSS
Industrial Security Representatives (ISR}, and
Field CI Specialists (FCIS). While there was a
greater number of reports in 2003, the overall
reporting base for 2004 was larger. This means
that more of the defense industrial hase partici-
pated in reporiing incidenis this vear, resulting
in a study with greater depth and more repre-
sentative of the industry as a whole.

An emerging global market, dependent upon
mass communication, opens the door for legiti-
mate profitable business opportunities to
become the targets of subversive attempis by
foreign entitics 1o gain access 1o emerging sen-
sitive technologies from the United States. This
year's greater breadth of reporting is the result
of better communication between the ISR,
FCIS, and the defense industry. Tt also reflects
a greater range of collection attempts based on
the ability of collectors to communicate easily
in the global market.

It should be noted that percentages given
throughout this document may not total (o
exactly 100 percent due o rounding,

B. Country Trends

In 2004, DSS identified M) countries associated
with suspicious activities based on U.5. defense
industry reporting, up from 8BS countries in
2003. These results should not be taken to
imply that the same 85 countries engaged in tar-
geting ULS. defense technologies in 2003
remained involved in such activities in 2004,
Of the 90 countries identified by DSS as collec-
tors of sensitive and classihed ULS defense
technologies in 2004, only 72 were also identi-
fied s collectors in 2003, Fourteen countries

identified in 2003 data were absent from U.S.
defense industry reporting to DSS in 2004,
Eighteen additional countries were identified in
the same reporting that had not previously been
noted as active collectors in 2003,
Furthermore, in 2004, the top ten collecting
countres accounted for 56.6 percent of all sus-
picious activity, while the top five represented
40.5 percent of all suspicious activity.

C. Technology Interests Trends

In 2004, technology collection focused more on
dual-use technologies than militarily specific
technology. A significant amount of reporting
centered around the targeting of sensitive but
unclassified technologies and export controlled
technologies. While interest in classified tech-
nologies remains high, traditional and non-tra-
ditional collectors realize the cost benefit of tar-
geting sensitive, export-controlled technologics
for diversion, These technologies are frequent-
ly cutting edge and provide the collector the
advantage of saving time and costs associated
with indigenous development of new technolo-
gies. Trends this year indicate & continued
interest in targeting at the component and sub-
component level vice the targeting of complete
weapons systems. Additionally, suspicious
activity in 2004 included the targeting of all 20
militarily-critical technology categories, as
identified in the Militarily Critical Technologics
List (MCTL).

D. Most Frequently Reported Technology
Targets

Technologies generating the most foreign inter-
estin 2004 (by frequency of targeting):

¢ [nformation Technology - 21.0%

* Sensors - 12.6%

* Agronautics - 11.8%

* Electronics - 11.1%

« Armaments & Energetic Matenals - 9.6%
* Lasers and Optics - 7.5%



= Signature Control Technology - 4.7%

» Materials and Processing Technology - 3.3%
* Chemical Technology - 3.0%

* Space Syslems - 2.7%

This year marked a transition from the
Militarily Cntical Technology List, Volume Il 1o
Volume I1I. This change in technology classifi-
cation is focused on the developing and critical
technologies that enable advanced LS. defense
capabilities. The new list raises the overall
number of technology categories from 18 wo 20,
The division of the Chemical and Biological
Systems category and the Sensors and Lasers
category into two technology categories each
accounts for the increase in number of technol-

Ogy calegorics.

The 1op ten technologies noted above accounted
for 87.3 percent of all targeting. Signature
Control, Aeronautics, and Elecironics expen-
enced nodable increases in 2004, The most dra-
matic increase was that of Signature Control
which experienced a 375 percent increase as
compared to 2003 data. Targeting against
Space Systems decreased by 32 percent.

E. Most Frequently Reported Foreign
Collection Methods of Operation (MO):

Methods of Operation (MO} are the techniques
utilized by foreign entities in an attempt to col-
lect intelligence, scientific and technical infor-

mation. In 2004, the MO associated with
attempied collection effonts in order of targeting
frequency included:

* Request for Information - 47.5%

= Acquisition of Controlled Technology - 20.0%
» Solicitation of Marketing Services - 13.1%
* Exploitation of Relationships - 5.3%

* Exploitation of a Foreign Visit (CONUS) -
51%

* Other - 2.9%

= Targeting at Conventions/Expositions/
Seminars - 2.8%

= Suspicious Intemnet Activity - 2.6%

* Foreign Employees - 0.4%

= Cultural Commaonality - 0.3%

The top three MOs were used in 8006 percent of
all foreign collection anempts reported 1o DSS.
Although Request for Information continued to
be the most utilized MO, the use of Acquisition
of Controlled Technology as an MO increased
by 33 percent.  In addition, collectors contin-
ued to use a combination of methodologies with
a request for information often evolving into an
acquisition attempl. Suspicious Internet
Activity remained steady, but contributed 1o
some of the most successful technology collec-
tion events.



ML WORLD COLLECTION TRENDS

Table 01. World Collection Trends - 1997 to 2004

1897

1999 2001

Actiitiees

Year
|M.mmmﬂmm 27

2002
B4

56 63 75 BS 80

A. Worldwide Breakdown by Region. In
2004, DSS identified 90 countries associated
with suspicious collection activities. This was
an increase of five targeting countrics as com-
pared to 2003 data. While the final numbers
between years reveal a difference of five coun-
tries, the difference in the actual countries tar-
geting in those vears is broader. For example,
there were 14 countries with reported collection
attempts in 2003 that did not gamer suspicious
contact reports in 2004, In addition, there were
18 countries identified with suspicious contact
reporting in 2004 that did not appear in 2003
data, The combination of this information
reveals that over the two year penod of 2003 -
2004, 103 different countries reportedly
attempted to collect LS. sensitive and classi-
fied information. While many of these coun-
tries are as technologically advanced as the
Linited States, others are either developing or
underdeveloped,

East Asia & Pacifc
® wzan)
Biear East
£20.0%)

The regions in Figure ()] are organized by the
United States Department of State’s six regional
groupings. The regions represent geographical-
ly bound countries that share political, religious,
and social similarities. In 2004, the majority of
reported targeting originated from East Asia and
the Pacific which accounted for 26.8 percent of
all reporting, East Asian collection attempls
were followed by attempts from Eurasia at 22.4
percent, the Near East at 20.9 percent, and
South Asia at 17.3 percent of total targeting.
The Western Hemisphere and Africa accounted
for the minority of targeting in all technology
categories for the period, with a combined over-
all total of 12.5 percent of the reported targeting
in 20004,

B. Foreign Collectors. D55 identifies types of
collectors after evaluating reported information,
conducting exiensive research, and assessing
relationships and representatives in each inci-
dent.  Each collection attempt is categonzed as

Figure 01. This map reflects the regions whera collection efforts originated or the anticipated end user of
the targeted technology. The associated percentages indicate the level of collection reported in 2004. The
map does nof imply national-level suppoit of collection activity. Colleciors may have based their operation
in @& thind country to conceal the intentions or identity of the ultimate end-user of the collected technology.



onginating for either a government, government
affiliation, commercial, individual, or unknown
entity.

Foreign government sponsored targeting, which
includes Ministry of Defense, Intelligence
Officers (including foreign military antaches),
and other official government entities accounted
for 21 percent of all reported cases in 2004,
This represented a marked increase from 2003
for “traditional™ (direct foreign government)

largeting.

Conversely, the reported targeting by goven-
menl affiliated collectors experienced a 43 per-
cent decrease from 2003, Foreign government-
affiliated collection includes research institutes,
laboratories, government-funded universitics,
and contraclors represenling governments.
Foreign companies whose work is exclusively
or predominantly in support of government
agencies are also included as government-affili-
ates. Government affiliated entities accounted
for 25 percent of all targeting in 2003, but in

2004 accounted for only 15 percent of targeting.

Collection attempts by commercial entities
remained steady with a slight four percent rise
in targeting. Foreign commercial activities
include those companics engaged in business,
in the commercial and defense sectors, whose
suspicious activity is not identified with a for-
eign government. Many of these commercial
collectors may be acting in response 1o foreign
government issued requests for products and
technology that will be incorporated into
indigenous weapons systems,

Targeting by individual foreign collectors
decreased slightly in 2004. Forcign individuals
include those individuals for whom DSS has
been unable to identify an affiliation due 1o a
lack of information (where only a name or ¢-
mail address is known). [t is clear that the
majority of these incidents involved foreign
sponsorship or affiliation; however, a small per-

centage were identified as secking personal
financial gain,

Entities with no known affiliation conducted at
least 16 percent of targeting. This group of col-
lection attempts included very little clarifying
information and frequently did not include the
name of the requester, email, or any other iden-
tifying information.

C. Methods of Operation. DSS analyzes each
collection attempt 1o determing the method of
operation used by a collector which allows for a
better understanding of the tools and techniques
used to target the U.S. defense industry. The
direct request for information was the most
commonly applicd method of operation in
FY(4, These events are commonly associated
with email, phone, and direct mail correspon-
dence 1o a facility. The correspondence poses
specific detailed questions that entail the release
of sensitive or classified information il
answered.

In 2004, 47.5 percent of all reported collection
attempts involved a request for information,
This represents is a slight decrease from 2003
data, and is atributed 1o the increase in acquisi-
tion as a means to collect technology. This year
the use of Acquisition of Technology as a
method to collect information and technology
increased by 33 percent and accounted for 20.0
percent of all reported cases. These events
appear 1o be legimimate sales opporiunities for
contractors, but will eventually invalve the vio-
lation of export laws or illegal diversion of the
purchased technology to an unlawful end user.

The third most popular method was Solicitation
and Marketing of Services which experienced a
slight decrease in 2004 and accounted for 13.1
percent of all collection attempts. Exploitation
of Relationships again placed fourth in 2004 at
5.3 percent. Fifth, Exploitation of a Foreign
Visit (CONUS) as method of operation
increased, with the number of cases involving



this methoed doubling between 2003 and 2004, is truly evident with the method of Suspicious

accounting for 5.1 percent of all wargeting. Internet Activity. Although this method
accounted for only 2.6 percent of the wotal tar-

All other methods of operation combined for geting, the potential for the collection of infor-

the remaining 9 percent of collection attempis mation from just one compulter intrusion event

reported in 2004, ‘While these methods are not is exponentially more damaging than that of
as broadly used as the previously mentioned other methods.

methods, it does not imply that these methods

of operation are any less successful or pose a

lesser threat 1o U.S. defense technologies. This

Figure 02. Methods of Operation in 2004




IV. TECHNOLOGY SECTION

DSS documents and reviews foreign interests in
critical U.5. defense technology in 20 cate-
gories, up from 18 categones in 2004, These
technologics are broken out in the Military
Critical Technology List (MCTL), Volume 111,
and serve as the blueprint used by DSS o
define categornies and subcategories for cach
technology. The MCTL Vol. 111 is a detailed
and structured compendium of emerging tech-
nologies the Depariment of Defense (Do)
assesses to be critical (o maintaining superior
LS. military capabilities.

It should be noted that although DSS recorded
995 suspicious cases, some of the cases report-
ed collection against multiple technologies.
Therefore, the percentages for targeting are
based on the number of collection attempts
against the MCTL categories and not the total
number of DSS cases. Specifically, the total
number of collection attempts against all MCTL
technology combined for 1208 incidenis.

This methodology allows DSS 1o understand
the true scope of collection without limiting sta-
tistical analysis o one technology collection
evenl per casc.

Figure 03. Targeting Against MCTL Vol. |ll Categories in 2004

Pasitioning, Navigalion, #nd
Time Technology (2.6%)

Chareacal Techmoiogy
(30
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Malenials & Processng {3.3%)
Mucisar Technology [0.4%)

Manifacninng & Fabncation
{1.7%)

Enpigy Systoms (1.7%)

Manire Sysiems [22%)

Sgrature Control (4.7%)
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A, INFORMATION SYSTEMS
TECHNOLOGY

Owverview

Fiscal Year 2004 experienced an increase of
approximately 3 percent in the number of for-
eign entities targeting Information Systems (15)
technologies. With respect 1o defense technolo-
gies as a whole, however, Information Systems
were targeted al a rate almost twice that of any
other technology category. These statistics are
consistent with FYO3 levels,

A disturbing trend for the reporting period was
the targeting by commercial entities, based in
LS. -friendly countries, that retain close lies
with countries regarded as potential adversanes
and/or threats to U.S. national security.

General information and communication sys-
tems were the most targeted subcategornies of
Information Systems accounting for 43.3 and
20.4 percent, respectively, of all reported cases.

The targeting of modeling and simulation tech-
nologies exhibited a marked increase over
FY03 reporting, increasing eight-fold in FY04
to almost 9 percent of the overall wotal in this
technology category. There was no discernable
pattern with respect to the type of modeling and

simulation technologies targeted. However, the
East Asia and Pacific region was the most
active in collecting against this specific subcate-
gory, responsible for approximately 42 percent

of targeting.

MCTL Vol. 11T Technology Categories

Table 02, below, shows the collection activity
as reported by LLS. cleared defense contractors
in FY(4 for the Information Systems

Technology category. For an explanation of the
technologics covered by each subcategory,
please refer to the Militarily Critical
Technologies List. Volume [IL

Image 01. A soldier adjusts ona :
Small Aperture Terminal (VSAT) satellite system,
(Phote Courtesy of LS. Army/Mike Kane.)



Collection Attempts by Region

Countries of the East Asia and Pacific region
were the most active collector in this technolo-

Figure 04. Collection Activity by Ragion for
information Systems Technology in FY 04

gv category during FY 04, accounting for 26.6
percent of all reported attempts. Countries of
the Near East and Eurasia were a close second
and third at 21.9 and 20.9 percent respectively.
The South Asia region was fourth at 17.2 per-

cent, followed by the Western Hemisphere and
Africa at 10.1 and 3.4 percent respectively.

Methods of Operation

Approximately 52.5 percent of Information
Systems targeting involved foreign Requests for
Informanon (RFI), with commercial entitics
representing the largest group of collectors to
employ the methodology.

The use of hacking and securnity vulnerabilities
to compromise US. contractors’ unclassified
systems became a seriows concern during the

Figure 05. Methods of Operation: Information Systems Technology
Collection Attempts




FY (M reporting period, with at least one suc-
cessful compromise of 4 contractor’s inlernet
wehb site. ' While the use of this method was

infrequent relative to other methods of opera-

tion, it should be noted that a single compro-

information Systems Caollection Attempt

Image 02. U.S. Army Battlefield Medical
Information System-Telemedicine [BMIS-T }
(Photo Courtesy of the U.S. Army.)

mised system could negatively impact several
LS. developing 1echnologies and weapons sys-
tems, resulting in significant losses,

In March 2004, a ceared defense contracior reported
a collection event whan what appeared at first 1o be a
legitimate purchase of ruggedized Personal Digital
Assistants (PDAs) became suspicious. Tha buyer
implied that the end user of the technology was a
LLS. customer, but then later confided to the sales rep
that the end user was a foreign government. The
buyer stated that the information should not be shared
with anyone, The version of the PDA that the individ-
ual was attempting 1o acquire is export controlled and
dasigned for military applications. The confractor suc-
cesshully recognized several indicators of suspicious
behavior that includad the buyer's usa of a frea email
senvice, ingisience on purchasing the military version
of the product, and requesting a demonstration unit.

10



B. SENSORS TECHNOLOGY
Overview

Fiscal Year 2004 marks the first year DSS sepa-
rated Sensor and Laser technologies into two
categories in accordance with MCTL Val. 111
Although this breakdown reduces the overall
number of cases alributed 1w each category,
sensors remdained the second most sought after
technology in 2004, at 12,6 percent of all col-
lection efforts.

This year, the number of countries requesting
sensor technologies experienced a slight
decrease from last vear, down from 46 1o 41.
Just over 29 percent of all foreign collection
attempts for sensors focused on radar programs,
with electro-optic sensors receiving 12.6 per-
cent. The majority of foreign requests pertain-
ing 1o radar programs sought software and sim-
ulation modules used to test radar capabilities.

Surveillance radar systems experienced an
increase in targeting duning 20{4. Email
requests for the Joint Surveillance Target Attack
Radar System (JSTARS) were sent directly o
cleared contractors. JSTARES is a long-range,
air-to-ground surveillance system designed to
locate, classify and track ground targets in all
weather conditions, The JSTARS system is
designed to detect, locate and track moving and
stationary ground equipment targets, is used pri-
marily by U.S. Armed Forces, and undergoes
continual upgrades and improvements.

MCTL Vol. IITI Technology Categories

Table 04, below, shows the collection activity
as reported by ULS, clearcd defense contractors
in FY(M for the Sensor technology category.
For an explanation of the technologies covered
by each subcategory, please refer to the
Militarily Critical Technologies List, Yolume
1.

Image 03. The E-BC Joint Surveillance Target Attack Radar
System (JSTARS) is the only airborne platiorm in operation that
can maintain realtime survedliance over a corps-sized ansa on the
battiefield. A joint Air Force-Army program. the JSTARS uses a
muilti-mode side-looking radar 1o detect, track, and cassify moving
ground vehicles deep behind enemy lines in all condiions. [Photo
Courtesy of the U.S. Air Force. )



Collection Attempts by Region

Countries of Eurasia were tied with countnies of
the Neiar East as the most active collectors of
sensor technologies during FY (M, accounting
for 24.5 percent each of all reported attempts.
East Asia and the Pacific region was third at

Figure 06, Collection Activity by Region for Sensors
Technology in FYD4

o ELTBEE - South Asia
(2. 5%) {#7.00%) :
g Poppd Ednl - ‘Waeslem Hemisphee
(2d %) [I0L2%)
_ Enat Asia & Pacific - Alnica
= (a0,4%) A%

20.4 percent, followed by South Asia, the
Western Hemisphere and Africa at 17 percent,

10.2 percent and 3.4 percent respectively.

Methods of Operation

Request for Information was the most frequent-
ly utilized MO used by foreign collectors dur-
ing this period, relating to 56.1 percent of
reporting in this technology category.
Acquisition of Controlled Technology was a

distant second, at 13.4 percent, and Solicitation
and Marketing of Services, third at 9.8 percent

The dual use nature of sensor technologies

Figure 07. Methods of Operation: Sensors Technology Collection Attempts




qualifies them for export restriction based on
the Intemational Traffic in Arms Regulations
(ITAR) or as classified technologies, Many col-
lectors are attempting 1o capitalize on the dual-
use nature of sensor lechnologies to bypass
cAport restrictions,

Commercial entities are associaled with over
one-third of all sensor technology selicitations
during the period, with government enlities
placing a close second at 26.8 percent.



L, AERONAUTICS TECHMNOLOGY
Dwverview

In FY (4, Aeronautics Technology was the third
maost targeted technology, with the total number
of reported Suspicious Contact Reporis (SCRs)
related to U5, defense aerospace systems
increasing 35 percent over FY 03 collection
atternpts. Table 06, below, shows collection
attempis as compared 1o prior vears, but is not
inclusive of all collection attempits for this tech-
nology category in FY(04,

as mavigation, flight control, and sensors.

One significant trend during this period was the
increased interest by foreign collectors in
Miniature Aerial Vehicles (MAVs). This is like-
ly spurred in part by the operational deployment
of small tactical UAV systems by the
Depanment of Defense in both Afghamistan and
lrag in 2003 and 2004,

MCTL Vol. IIT Technology Categories

Table 07, below, shows the collection activity

As Table 6 indicates, Unmanned Aerial
Wehicles (UAVs) and their subsystems remained
the most targeted Acronautics Systems sub-cat-
egory for this fiscal year. Collection attempls
o oblain UAV systems and technologies ran the
gamut from entire systems 1o subsystems such

Image 05, A Scan Eagle UAY sits on its catapult
prior to launch in Al Asad, Irag. (Photo Courtesy of
the LLS, Marine Corps/Gunnery Sgl. Shannon
Arledge.)

as reported by U5, cleared defense contractors
in FY04 for the Acronautics Technology cate-
gory. For an explanation of the lechnologics

14



covered by each subcategory, please refer to the Asronautics Technology Collection Atiempt
Militanly Critical Technologies List, Volume

- The foreign-based subsidiary of a cleared DoD
. . contractor received an emall from an individual
Collection Attempts by Region e b ot et S
R . B o sign-based subsidiary is a maintenance facility
Thrf bum_s.mrcgmn wis the mm.l; active in tar- astatiished to sl . for
geting this technology category in 2004, associ- mercial aviation jet engi In ”“:"' : e
Figure 02, Collection Activity by Region for nance. These engines are used to power a num-
Aeronautics Technology in FYD4 ber of commercial passenger aircraft, but the
requister specifically requested a military model.

Research by D5SS analysts into the requesting
company rivealed a number of close ties 1o a
third country that is a major competitor in the

b & design, manufacture, and sale of miltary aircraft,
P o but has historically lagged behind the U.S. in jet
engine design and performance.
Furasia Soulh Asia
(28 2% L [14.1%)
E&#l Ada & Pacdic Wesiem Hemisphone
[24.2%) [12.8%)
Hoar Easl Alfes
T e

ated with 28.2 percent of industry reporting.
The East Asian and Pacific region was the sec-
ond most active with 24.2 percent, followed by
of the Near East region at 18.1 percent. South
Asia, first in 2003, dropped 1o fourth in 2004
with 14,1 percent. The Western Hemisphere
and Afmca were f[ifth and sixth with 12.8 and
2.7 percent respectively. Image 06. EDWARDS AIR FORCE BASE, Calif. -
The Gicbal Hawk unmanned aenal vehicia. (Pholo
Courtesy of the ULS. Air Force.)

Methods of Operation

represented 45.0 percent of all reporting related
o the technology category. Twenty percent of
contractor reports were attempts by vanious for-
eign entities (0 acquire these systems and tech-
nologies through marketing ventures and off-
shore oulsourcing. Another B.7 percent of
reporting in this category showed foreign enti-
tics attempling 1o acquired controlled technolo-
gies through the outright purchase through vari-
ous schemes 1o mitigate ITAR restrictions.

Based on contractor reporting o DSS in FY04,
Requesis for Information (RF1) on sensitive and
controlled aeronautics systems and technologies

Because many of the technologies in this cate-
gory ar¢ dual use and can be used in civil avia-




tion as well as odher technology felds, almost a groups 1o be identified attempting 1o acquire
third of the entitics attempting (o acquire this controlled and restricted U.S. defense technolo-
technology had commercial affiliations. gies at 195 and 18.8 percent respectively.
Entities associated with a foreign government

or individuals were the second and third largest

Figure 09. Methods of Operation: Aeronautics Technology Collection Attempts
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D. ELECTRONICS TECHNOLOGY
Overview
Electronics remained the fourth most targeted

lechnology category for the second year in a

row. Owerall, entities from 46 countries

as reported by US. cleared defense contractors
in FY 04 for the Electronics Technology calego-
ry. For an explanation of the technologies cov-
ered by each subcategory, please refer to the
Miltarily Critical Technologies List, Volume
[11.

ElsckonicMatarnls =~ =1 2 | 3 | 1+ Jod 5[] o] 7 |

attempted to purchase or otherwise scquire
restricted or controlled technology in the
Electronics Technology category during the fis-
cal year. Collection attempts in this category
increased relative to targeting of other technolo-
gies from FY03 levels of 9 percent to 11 per-
cent in FY[4.

MCTL Vol. ITT Technology Categories

Table 10, below, shows the collection activity

Collection Attempts by Region

Industry reporting for FY 04 shows that the
most significant collection anempis, 25.2 per-
cent of all suspicious contacts in this technolo-
gy calegory, are attributed to countries from the
Eurasia region.

Countries in the Near East region were the sec-
ond most active, followed by East Asia and the
Pacific and South Asia regions at 22.4, 211,
and 19.7 percent respectively. The Western
Hemisphere and Africa were a distant fifth and
sixth place with 8.2 and 3.4 percent respectively
for FY04.

Figure 10. Collection Activity by Region lor
Electronics Technology in F¥04

{E1.1%)



Methods of Operation

Fifty percent of Electronics Technology target-
ing involved foreign Requests for Information
(RF1), with commercial entities representing the
largest group of collectors to employ the
methodology, comprising 50.4 percent of all
entities identified in this category.

As with the majority of the technologies identi-
fied by the MCTL Vol. 111, a large percentage of
the technologies in this calegory have legitimate
dual use applications. The second most com-

mon MO used by entities in this calegory was
through the attempted acquisition of controlled
technology, at 29.6 percent

Although suspicious internel activity accounted
for only 5.9 percent of incidents, events such as
network vulnerability scans, incidents of hack-
ing, and the exploitation of known security vul-
nerahilities 1o compromise U.S. contractors”
unclassified sysiems became 4 serious concermn
during 2004, At least one defense contractor’s
internet website was successfully compromised
by unauthorized entitics. While the use of this
method was infrequent relative 1o other meth-
ods of operation, it should be noted that a single
compromised system could negatively impact
several ULS. developing technologies and
weapons systems, resulting in significant losses.



Figure 11. Methods
of Operation: Electronics T
echnology
Collection
Attempts
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E. ARMAMENTS & ENERGETIC overall nse in reported targeting incidents to all
MATERIALS TECHNOLOGY technology groups.

Owverview MOCTL Vol. 111 Technology Categories

Armaments and Energetic Material Technology  Table 12, below, shows the collection activity
was the fifth most targeted technology group in as reported by U.S. cleared defense contractors
FY(4 with 116 incidents reported. Targeting in FY{M4 for the Armaments and Energetic
against this technology group tripled in 2004, Materials Technology category. For an expla-
Jjumping from 42 incidents in 2003 to 116 inci-
dents in 2004, Foreign entities attempling o
collect technology in this category were identi-
fied from 36 countries. Although a dramatic
rise in the number of incidents was reported,
this technology group remained the fifth most
targeted technology group from 2003,
Targeting of this technology group represented
9.6 percent of all reported incidents in 2004, an Small- and Medium-Caliber Weapon 34
increase of only 0.6 percent from 2003. These
relatively constant results are largely duc to the

Image 08. A Standard Missile-3 (SM-3} leaves
the USS Lake Erie (CG 70) enroute to intercept a
short-range ballistic missile target, launched from
the Pacific Missie Range Facility, Barking Sands,
Kauail, Hawail. (Photo Courntesy of the LS. Nawvy /
24 Feb 2005.)
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nation of the technologies covered by each sub-
category, please refer to the Militarily Critical
Technologies List, Volume [11.

Collection Attempts by Region

Geographically, 58.3 percent of all targeting in
this technology category came from two regions

Figure 12. Collection by Region
Ammh & Enm;-ﬂl: Matarials Tnd'lrﬂnw in
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in 2004: East Asia and Pacific at 30.7 percent
and Eurasia at 27.6 percent. Near East and
South Asia regions were ranked third and fourth
with 20.5 percent and 15.0 percent respectively.
The Western Hemisphere and Africa were fifth
and sixth with 5.5 percent and (.8 percent.

Methods of Operation

The most frequent Method of Operation utilized
in targeting Armaments and Energetic Matenals
wias the Request for Information. making up 33
percent of all industry reporting in this category.
The second most wtihzed MO was the attempt-
ed acquisition of controlled technology, com-
prising 26 percent of all suspicious contact
reports in this category by the cleared defense
industry in FY04,

Several cases involved a foreign govemment or
government affiliated entity targeting ITAR
restricted missile systems. These entities

Figure 13. Methods of Operation: Armaments & Energetic Materials Technology
Collection Attempts
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sought information or associated technologies
from cleared defense contractors primarily
through attempts to exploit existing Foreign
Military Sales (FMS) agreements. Attempts
included contacts via inappropriate channels
and inquiries beyond the scope of the agree-
ment.

Other common cases involved exploitation of
relationships in the context of military liaison
dealing with missile defense or missile produc-
tion and/or sales, In these cases, foreign enti-
ties sought to acquire restncted or classified
information during visits to cleared contractors
in the liaison program, atiempted 1o visil unau-
thorized locations, or contacted a contractor
claiming that approval for restricted information
had been already granted by the U.S, govern-

ment.

Unlike the other technology categones,
Armaments and Energetic Materials is largely a
single use technology, with a few exceptions for
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various civilian applications. As a result, it can
clearly be determined that the largest percent-
age of all industry reporting in this technology
category relates (o government sponsored tar-
geting, making up 40.9 percent in 2004,

Entities with a commercial affiliation were the
second largest group of collectors in 2004, com-
prising 20,9 percent of reporting in this catego-
ry.




F. LASERS & OPTICS TECHNOLOGY
Overview

Fiscal Year 2004 marked the first year in which
D55 tracked Lasers & Optics Technology as a
separate technology category from the Sensors
category. Elements of the subcategories were
drawn from both the Sensors and Electronics
categories. As a result, both the Sensors and
Electronics statistical data for this period are
atypical when compared to trends developed
over the last few vears. In FYO3, Sensors and
Lasers combined to account for 17 percent of
all targeting attempts. This year, Lasers &
Optics were the sixth most frequently targeted
iechnology accounting for 7.5 percent of all
LLS, defense industry reporting and targeting
from entities in 45 countries.

Examples of technologies sought by foreign
entities in FY 04 are laser range finders, laser
target designators, and LIDAR (Light Detection
and Ranging). These examples were the most
heavily targeted wechnologies within the Lasers
& Optics category.

Image 10. Night Vision Optics - A M2A2 Bradiey
Fighting Vehicle trains its 25mm chain gun on
enamy targeds in Samarra, Iraq. (Photo Courtesy of
Depariment of Defense)

Image 11. Hinged Folysilicon Mirmor and Drive
Motors., (Photo Courtesy of Sandia National
Laboratories, SUMMITTM Technologies.)

MCTL Vol. 111 Technology Categories

Table 14, below, shows the collection activity
as reported by ULS. cleared defense contractors
in FY{4 for the Lasers & Optics Technology
category. For an explanation of the technolo-
gies covered by cach subcategory, please refer
(o the Militanly Critical Technologies List,
Volume [11.

Collection Attempts by Region

Interest in lasers and optics was cvenly spread
between regions of the Near East, Eurasia, and
East Asia with each accounting for 25.8, 24.2,
and 22.7 percent respectively. South Asia was
fourth at 18.2 percent and the Wesiern

Hemisphere and Africa were a distant fifth and



Figura 14, Collection Activity by Region for Lasers
& Optics Technology in FY-D4

sixth with 8.3 and 0.8 percent respectively.
Methods of Operation

The most frequently observed MO for targeting
technologies in the Lasers & Optics category
involved foreign Regquests for Information and
accounted for approximately 45 percent of all
reporting in this category. Allempis to acquire
controlled technologies comprised 29.4 percent

of industry reporting for this category in FY(4.

The third most commonly used MO, at 13.7
percent, was the solicitation of markeling serv-
ices, such as market representation in the coun-
try, or offshore back office services and engi-
NEETING Support.

Because of the nise in consumer demand for
digital cameras, digital video disc (DVD) sys-
tems, and a host of other consumer and indus-
trigl applications, the largest single group of
collectors in this category was associated with
commercial organizations, accounting for 40,7
percent of largeting incidents.

Figure 15. Mathod of Operation: Lasers & Optics Technology Collection Attempts
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Government and government affiliated entities,
such as povernment sponsored academic institu-
nons and research facilities, were the second

and third largest groups identified by DSS with
18.7 and 17.6 percent respectively.

Example of Lasers & Optics Technology Collection
Atternpt

A cleared contractor received an email from a docioral
student requesting information on an “uliraviolsl mis-
sile waming system.” The student claimed that the
request was the sublect of a research project
assigned by his professor. This incident is suspicious
as tha email originated from & commaercial Imbermet
ing s known 1o be closely associated with military & pair of AIM-7Ms during a training mission. The
research programs for the national defense forces. e ook place over the Gui of Mexico just off

the: coast of Florida. (Photo Courtesy of the ULS.
Alr Foro.)

Requests such as these from university students 1o
industry are common and refy on academic
researchers to frealy exchange information. However, the specific nature of the request is not consistent
with a doctoral student research project, as it s focused on a specific system rather than a specific tech-
nology or field of scientific research.
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G SIGNATURE CONTROL
TECHNOLOGY

Owverview

In FY(4, the Signature Control Technology cat-
egory retumned to the DSS Top 10 List, duee wo
increased attempts by foreign collectors to
oblain these technologies. Most notably, the
level of targeting by foreign nationals made sig-
nature control technologies the seventh most
targeted system for 2004, at 4.7 percent, and
represents a more than threefold increase over
2003 levels.

MCTL Vol. I1I Technology Categories

Table 16 shows the collection activity as report-
ed by U5, cleared defense contractors in FY 04
for the Signature Control Technology calegory.
For an explanation of the technologies covered

‘Signature Control Technology Collection Attempt

In @ specific case, a Near East-based company
contacted a cleared defense contractor involved
in stealth technology research. The antity sought
1o purchase radar-absorbing material for an
unigentified customer, DSS analysts datermined
the request was an attempt o acquire controlled
technologles for 8 weapons program in an embar-
goed country in the region.
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by each subcategory, please refer to the
Militanly Cntical Technologies List, Volume
L.

Collection Attempts by Region

Entities from a total of 35 countries attempted
o gain access o ITAE controlled or classified
technologies under the Signal Control category
in FY(4. Targeting of this technology category
by East Asin and Pacific countries equaled that

Figure 16. Collection Activity by Region for
Signature Contrad Technology in F04
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by countries of Eurasia, both regions account-
ing for 28.8 percent. The Near East and South
Asia regions were third and fourth with 18,8
percent and 12,5 percent respectively. The
Western Hemisphere and Africa placed fifth and



sixth at 10.0 percent and 1.3 percent for FY(04,
Methods of Operation

The most frequent method of operation utilized
by entitics attempting to collect against
Signature Control Technology in 2004 was via
Requests for Information with 67.5 percent of

reporting in this calegory.

Another 20.0 percent of reporting had entities
secking to acquire the technology ootright,
making this method of operation the second
most frequently used tactic,

Consistent with other targeted technologies, sig-

nature control systems were targeted primarily
by commercial entitics, identified in 44.7 per-
cent of the cases in this category. The secomd
and third largest groups identified were those
with a government and government affiliated
associations, al 21.1 and 18.4 percent respec-
nively.

Figure 17. Methods of Operation: Signature Control Technology Collection Atftempts
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H. MATERIALS & PROCESSING
TECHNOLOGY

Overview

Materials & Processing Technology was the
eighth most targeted ITAR-controlled echnolo-
gy by foreign collectors during FY(04,

Incidents involving Materials and Processing
Technology accounted for 3.3 percent of all
reported incidents submitted by cleared defense
contractors to DSS duning FY{4.

Targeting was primarily centered around struc-
tural and special function materials, which
accounted for a combined total of 48,7 percent
of targeting in this category. Collectors showed
interest in composites, adhesives, magnets, and
special properties of such metals as new special
purpose aluminum and titanium alloys.

MCTL Vaol. 111 Technology Categories

The table below shows the collection activity as
reported by LS. cleared defense contractors in
FYM for the Materials & Processing

e o
Image 14. A NASA spacesuit consists of 14 kayers
of mylon incot, spandes, urethane-coated mylon,

dacron, neoprena, aluminized mylar, goriex, kewviar,
and nomex. (Photo Courtesy of MASA / 1995.)

Technology category. For an explanation of the
technologies covered by each subcategory,
please refer to the Militarily Critical
Technologies List, Volume 111
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Collection Attempts hy Region

Entities from 21 countries attempted to gain
access 1o ITAR controlled or classified tech-
nologies under the Materials & Processing cale-
gory in FY04. Regionally, South Asia was the
most active accounting for 26.3 percent of all
incidents in this category. The East Asia and
the Pacific region and the Eurasia region are
tied for second at 21.1 percent each. The MNear
East, the Western Hemisphere, and Africa
placed fourth, fifth and sixth respectively with
18.4 percent, 7.9 percent and 5.3 percent in

Figure 18. Collection Activity by Region for
Materials & Processing Technologies in FY-04
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FY(04's ranking of regional activity.
Methods of Operation

Owerall, foreign collectors targeting Materials &
Processing Technology used the RFI method of
operation most frequently, often via the internet,
accounting for at least 55.0 percent of all inei-
dents reported to DSS during FYO04. The solici-
tation and marketing of services was the sec-
ond-most frequently used method to transfer
Materials & Processing Technology, accounting
for 20.0 percent of 2004 reporting in this cale-
gory. Internet offers to purchase this technolo-
gy outright were the third-most preferred
method utilized by foreign collectors, account-
ing for 15.0 percent of industry reporting in this
technology category.

From the standpoint of case histones, these par-
ticular statistics verify the trend that the main
research and development efforts in advanced,

Figure 19. Methods of Operation:
Collection

dual-use technology originate with the commer-
cial sector long before any government decides
that such cutting-edge technology would be
uscful for its military forces, thus providing an
exception 1o the established belief that these
developments often evolve in the “tactical 1o
the practical™ mode.

In reference to the reported instances involving
foreign collectors that targeted Maierials &
Processing Technology during FY 04, DSS iden-
tified the majority of these foreign collectors as

Materials & Processing Technology
Attempts




having either commercial or individual ongins,
accounting for 47.4 percent and 18.4 percent
respectively. Government and government
affiliated entities accounted for 21.1 percent of
the reported collection attempis.
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I. CHEMICAL TECHNOLOGY
Owerview

As with Sensors and Laser technologies, FY04
marks the first year that DSS has separated into
two categones the Chemical and Biological
Systems technologies, in accordance with
MCTL Val. III. Although this breakdown
resulted in a decrease in the overall number of
cases attributed 1o each category, Chemical
Technology remained a significant target of for-
eign collectors, with industry reporting to D55
showing individuals from 25 couniries as hav-
ing 4 suspicious interest in this category.

Those countries identified as the largest collec-
tors of LS. classified and controlled technolo-

gies were also the largest collectors in this lech-

nology category.

MCTL Vol 111 Technology Categories

Table 20, below, shows the collection activily
as reported by ULS. cleared defense contractors
in FY M for the Chemical Technology category.
For an explanation of the technologies covered
by each subcategory, please refer 1o the
Militanly Critical Technologies List, Volume
I11.

Collection Attempts by Region

In FY04, 25 countries were identified through

Image 16. Members of the Missouri Mational
Guard's new CERFP {Chemical, Biclogical,
Radiclogical, Nuciear, Explosive Emergency
Response Force Package) spray @ “vicim® of 8
loxic chemical attack during an Army evaluation of
the team's ability to deal with a weapon of mass
destruction near Jefferson City on July 24, 2004,
{Photo Courtesy of the Department of Defensa /
Master Sgt. Bob Haskell / 2004.)

requests for technologies associated with the
Chemical Technology category. Regionally,

Figure 20. Collection Activity by Region for
Chamical Technology in FY04

Enit Asa § Pachic Wuae Enst
(28 %) (18.7%)
Eurasiy - Wisiern Hgenbphang
(228%) %)

 Bouth Asia o Arica
2% [Ed%)

countries of the East Asia and Pacific region
were the most active, accounting for 28.6 per-
cent of all industry reporting in this technology
category. Eurasia as a region were sccond with
238 percent, followed by South Asia, the Near
Easi, the Western Hemisphere, and Afrnica, al
21.4,16.7, 7.1 and 2.4 percent respectively.



Methods of Operation

The most frequently used method of operation
by entities collecting in this technology catego-
ry were Requesis for Information at 61.0 per-
cent. The second and third most frequently
used MOs were attempts to acquire controlled
technology and the solicitation of marketing
and offshore services at 14.6 and 12.2 percent gory were affiliated with commercial entities.
respectively. The second largest group were those with lies
to foreign governments, at 19.4 percent.

Nearly 42 percent of all collectors in this cate-

Figure 21, Methods of Operation; Chemical Technology Collection Attempts
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J. SPACE SYSTEMS TECHNOLOGY
Overview

In FY(Md, Space Systems Technology ranked
tenth in targeting by foreign collectors, down
from seventh place in FY03. Foreign entitics
requesied information, attempied 1o purchase,
or attempled 1o acquire lechnologies related o
satellite communications, the Global
Positioning System (GPS), satellite design
methodologies and simulation software, and
space qualified electronics and materials,

While direct space access remains limited o a
small number of countries, countries worldwide
are increasingly dependent on services provided
by space systems — international telecommuni-
cations and internet access, weather forecasting,

Image 17. Annhll.mnﬂnﬁ
Paositioning System satellite, launches from Cape

Canaveral, Florida. In the first six days of
Dperation Irsgl Fresdom, mora than 80 parcent of
the munitions that hit several thousand targets
were precision-guided. (Pholo Courtesy of NASA /
Carlion Bailie)
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banking and commerce, and precise navigation
and timing are just a few examples.

Examples of space systems technologies sought
by foreign collectors during FY 04 include opti-
cal systems for space observatones, composites
and coatings used for spacecraft survivability,
satellite communicalions systems, and Global
Positioning System technologies.

MCTL Yol. 1T Technology Categories

The table below shows the collection activity as
reported by ULS. cleared defense contractors in
FY04 for the Space Sysiems Technology caie-
gory. For an explanation of the technologics
covered by each subcategory, please refer to the
Militarily Critical Technologies List, Volume

11
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Collection Attempts by Region

The overall number of countries associaled with
Space Systems Technology collection in FY04,
as identified by industry reporting o DSS,
declined slightly from 19 in FYO3 1o 15, Of
these, the East Asia and Pacific region coun-
trics, at 30.3 percent, were the most active in



Figure 22, Collection Activity by Region for Space
Systems Technology in FY04
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targeting classified and International Traffic in
Arms Regulation (ITAR) restricted U.S. space
systems and technologies. The South Asia
region, first in FY 03, dropped 1o second in
FYDM, with Eurasia countries placing third.
The Near East placed fourth in FY 04 at 15.5
percent. The Western Hemisphere and Africa
placed fifth and sixth with 9.1 and 0.0 percent

respectively.

Method of Operation

Based on contractor reporting, Requests for
Information {RF1) on sensiive and controlled
Space Systems and technologies represented
50.0 percent of all reporting related to the tech-
nelogy category, The second most commonly
used method of operation, at 23.5 percent, was
attempts 1o acquire these systems and technolo-
gies by purchasing them. The third most com-
mon MO, at 147 percent, was solicitations for
marketing and off-shore services by various
enlities.

Figure 23. Methods of Operation: Space Systems Technology Collection Attempts
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The largest group of entities identified from
reporting were those with commercial ties, fol-
lowed by individuals with no known other affil-
iations as 38.7 and 29.0 percent respectively.
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V. Future Trends Assessmient

The analytical work presented in this study
brings into focus new as well as continuing
trends from the past vear.

Trends over the past five years indicate a pro-
gressively increasing number of suspicious con-
tact reports by cleared defense contractors.

DSS anticipates that this trend will continue in
the future with a prohable leveling in regard to
the number of countries targeting each year,
Collectors will conlinue to make good use of
improved methods of communication and the
vast amount of information that is available
from open sources including advertising and
information provided by defense contractors
through their web-sites. As the defense busi-
ness becomes increasingly global, contraciors in
the National Industrial Secunity Program (NISP)
will encounter a greater threat from foreign
adversaries and economic competitors who will
use the pretense of legitimate business as a vec-
tor to steal and illegally transfer technology.

DSS anticipates increased targeting from com-
mercial entities rather than government spon-
sored targeting. The benefit of economic gain
from the transfer of developing technologies is
hikely to motivate foreign businesses who seek
to improve their own Niscal health through the
acquisition and application of advanced tech-
nologies without the investment for research
and development. This slow erosion of our
technological supremacy 1o foreign competitors
may resull in a degradation of the competitive-
ness of U5, technology firms in the global mar-
ket, Additionally, governments who have close
ties Lo these companies will benefit from the
advanced technologies.

DSS noted in its 2004 report that acquisition
would likely increase in the coming years with
precise targeting by foreign entities following
well-placed request for information inguirics.
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Indeed, technology collection via attempied
acquisition increased this year by 33 percent.
Foreign entities are able 1o save significant time
and money by acquiring technologies which
culs out costs associated with research and
development. To this end, DSS anticipates a
further increase in the use of acquisition as a
miethod 1o collect and transfer technology. In
addition, DSS anticipates that collectors will
continue o use a combination of methodologies
with a request for information often evolving
inte an acquisition attempt. Suspicious internet
activity remained steady but accounted for
some of the most successful technology collec-
ton events this year.

DSS also anticipates an increase in suspicious
internet activily against cleared defense contrac-
tors in the defense indusinial base. Due 1o the
potential for the collection of massive amounts
of information from just one successful comput-
er intrusion evenlt, the impact of collection via
this method can be exponentially more damag-
ing than that of other methods. Additionally, as
more nations mature their compater network
operations and exploitation capabilitics, the risk
to sensitive information on ULS. computer sys-
lems will increase.

With regard 1o actual targets, Information
Technology and Sensors are firmly established
25 the two most frequently targeted categories.
DSS believes that targeting of sub systems and
components will continue to increase as mone
nations become capable of reverse engineering
U.S. technology and incorporating U.S,
advanced technology into their own indigenous
efforts. Of nole. targeting against Signature
Control Technology experienced a sizable gan
in 2004, Targeting of this technology may con-
tinue in 2005 as it appears that more universi-
ties and technical centers are establishing
research programs involving this technology.

Owverall, cleared defense contractors can expect



increased interest in all manner of advanced and
developing technologies. The added dimension
of increased commercial endeavors with foreign
entities will have an impact on the security and
counterintelligence community s ability to dif-
ferentiate between technology collection and
legitimate business. Collectors will likely use
this venue to target and then exploit ULS. com-
panies developing sensitive technologies.

Many countries already espouse a policy of col-

lecting any and all U.S. military and dual use
technology, no matter how insignificant, in an
attempt 1o assemble a great body of technologi-
cal work for their own exploitation.

Considening the aggressive collection posture of
some nations, the U5, defense industrial base
will encounter an increasing tenacious and mul-
tidimensional threat environment.
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VI. Appendix: MO Definitions, Indicators
and Countermeasure

Request for Information (RFT). A request for
information is any request, not solicited by the
cleared company, received from a known or
unknown source that concerns classified, sensi-
tive, or export-controlled information. While
the recipient may nol have directly solicited the

request, the inquiry may have been indirectly
solicited through technical journal and website
adverisements. An example of an unwanted,
but indirectly solicited request is an incident
where a cleared defense contractor’s product
wiis reviewed in a trade journal and the compa-
ny subsequently received a number of suspi-
cious, but “solicited,” reader service card
inquiries from an embargoed country.

Requests for Information (RFT)

Indicators

Countermesasura

* Technology is ITAR-controlled

=  The COC does not normally conduct business
with the foreign requester

=  Tha request onginated from an embangoed

country

=  The request is unsolicited or umvarranted

» The requester claims to represent an official
govemnmmaent agency but avoids proper channels
o make the request

= The initial request is directed al an employes
whio does not know the sender and is not B the
sales or marketing office

= Tha requester is fshing for mformation

= The requester reprasents an unidentified thind
party

= The requester is located in & country with a tar-
geting history directed at the U.S. cleared

defense industry

*  Incorporale securty into wab design and adver
tising

* [nitiate an active monilonng solution website
* Report requests to FS0, the Industrial Security

Representative, and to DSSCI (similar requests
may have been received by multiple U5,
deared faciiities for the same technology)

* Ask who the requester represents and why they
information

are seeking the requested

« Clearly post notification on company websites

for those products and lechnologies that are
export controlled

Acquisition of Technology. This MO invalves
foreign entities attempling to gain access (o sen-
sitive technologies by purchasing ULS. technolo-
gv and in some rare cases, the companies that

develop those technologies. The vast majonty

of acquisition is directed at acquiring specific
componenis or technologies through an ouinght
purchase.

Acquisition of Technology

Indicators

Coianbrmaasire

« Foreign individuals or competitors seek a posi-
tion in the U.5. company that affords access 1o
resiricted lechnology

+  Stalements thal icense is nol Necessany

* Foraign company asks LS. company 1o send
information or product o another U.5.-based
company for foreign transfer or via email 1o non-
U.S. addresses

+ The requester appears to be “skirting controls”.

+  Several similar requesis are made over time

+  Complete due diligence for the buyer and the

end user, Ask questions on the end use of the
technology

+  Requeat a threat sssessment from the Industrial

Sacurity Representative, DSSCI or the program
office whose work the contracior performs

+  Scrutinize employess hired ot the behest of a

foreign entity or business partner
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Solicitation of Marketing Services. In this foreign nationals seeking postdoctoral fellow-

MO, Toreign individuals with wechnical back- ships at cleared universitics or altempting o
grounds offer their services to rescarch facili- gain employment at companies that are
les, academic institutions, and even cleared invalved in culting-edge technologies,

contractors. A number of incidents involved

Solicitation and Marketing of Sarvices
indicators CountenmeasUng
*  Offer to provide offshore software support on = Have a lechnology conirol plan
defense-related projecis *  Request a threat assessment from the Industrial
= Invitation to cultural exchanges, individual-io- Security Representative, DSSCI or tha program
individual exchangs, or ambassador program office whose work the contracior parforms
= Oifer to act as a sakes or purchasing agent in = Scrutinize employess hired at the behest of a
foreign country foreign entity or business partner
= Foreign government and business sponsored

Exploitation of Foreign Visit. The term “for- prior to, during and after a visit. The primary

eign visitor” includes one-time visitors, long- factor that makes foreign visils suspicious is the
term visitors (such as exchange employees, offi-  extent to which the foreign visitor requests
cial government representatives and stwdenis) access o facilities or discusses information out-

and frequent visitors (such as foreign sale repre-  side the scope of the approved activities.
sentatives). Suspicious conduct includes actions

Exploitation of Forslgn Visit
Indicators Countarmeasure
= Foreign Liaison Officer or embassy official +  Brief country threat to all employess involved
attempts to conceal official identities during a with the foreign visit, Request country threat
supposadly commarcial visit assesaments from company security, FS0,
+ Hidden agendas opposed 1o the stated purpose Industrial Security Represantative, or DSSCI
of the wisit *  Ensure appropriate personnel, both escorts and
= Last minute and unannounced persons added 1o those meeting with visitors, are briefed on the
the visiting party scopa of the visit
= “Wandering” visitors, especially those who act = The number of escorts per visitor group should
offended when confronted be adequate o properly control movemant and
= LUsing alternathve methods. For example, if a conduct of visitors
classified visil request is disapproved, the for +  Conducl frequent checks of foreign visits to
elgn entity may altempl 8 commancial visit determing if the foreign interests are attempling
andior may use a U.5.-based third-party to to circumvent security agreements
arrange the visit
= \isitors ask qguestions thal are outside the scope
of the approved visil hoping to gel & courteous
of Spontaneous reply
»  Visitor claims business interest bul lacks experi-
ence researching and developing the technology
(*Remember, the discussion of export-controlled
lechnology also requines an expor oense”)
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Targeting at Conventions. Conventions, semi-
nars, and exhibits are collection-rich largeting
opportunities for foreign collectors, These
functions directly link LS. programs and tech-
nology with knowledgeahle personnel. This
type of event provides opportunities for foreign
natons o employ a greater varety of MOs (o
target visitors. Also, exhibits offer a unigue
opportunity for foreign entities to study, com-
pare, and photograph actual products in one
location. Of even more importance, foreign
events held on the collector’s home territory are
vulnerable to exploitation by traditional FIS
technical means (for example, electronic sur-
veillance) and the employment of entrapment
ploys (such as inducement of the target into a

compromising siluation). The audiences at
international seminars are comprised principally
of leading national scientists and technical
experts who can pose more of a threat than
intelligence officers, Technical experts focus
their questions and requests on specific techni-
cil areas that have direct application 1o their
work. Reports show that during seminars, for-
cign entitics may use subtle approaches such as
sitting next (o a potential target and initiating a
casual conversation. This can establish a point
of contact that may lead 1o exploitation at a
later date. Use of membership lists of intema-
tional business andlor technical societies as a
source to identify potential targets and as a
means of introduction is also increasing.

Targeting at Exhibit, Conventions, and Seminars

application
Country or organization sponsoring seminar or

iy in the past

Recaive invitation o brief or lectura in 8 foresgn
country with all expensas paid

Reguests for presentation summany 6-12
manths in advance
Photography and filming appear suspicious
Attendees wear false name tags

Casual conversation and discussions during and
after events thal appears aimed a1 future con-
tractirelations

conferance has tried unsuccassfully to visit fscili-

Indicators Countarmaasurs
+ Topics at seminars and conventions deal with +  Have a Technology Control Plan for any items
classified or controlled technologles andfor and proprietary information brought overseas

Monitor follow-up requesis after a show for col-
lection attempis and report them to the FSO and
DSE.

Consider what information is being exposed,
where, when, and to whom

Provide employees with detailed travel briefings
concaming the threal, precautions to take, and
how 1o react to elicitation

Take mock-up displays Instead of real equip-
ment

Fequest a threat assessment from program
office

Resirict information provided to what is neces-
sary for travelhotel accommodations
Carafully consider whather equipment or soff-
ware can be adequately proteciad

Exploitation of Joint Venture/Research
Relationships. This MO offers significant col-
lection opportunities for foreign interests. As
with frequent visits and other international pro-
grams, joint business efforts place foreign per-
sonnel close to U5, personnegl and technology
and can facilitate access to protecied programs,
Of growing concern is the use of foreign
rescarch facilities and software development
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companies located outside of the LIS, 1o work
on commercial projects that are related to pro-
tected programs. Anytime a company relin-
guishes direct control of ils processes or prod-
ucts to another company, it is exposing that
technology 1o possible exploitation. Also of
concern is the placement of foreign workers in
close proximity to protected operations. While
high technology programs receive the greatest



amount of public attention, low technology pro- uniforms, are equally at risk.
grams, such as fabrics for military battle dress

Explaltation: Ralationships
Irchentors Countermeasurs

= Resident foreign epresentatives fax documents | = Have a Technology Control Plan or very detailed
to an embassy or another country in a language Standard Practica Procedure
othar than English; repealadly equest access to | = Raview all documents being faxed or mailed and
the local area network (LAN), want unrestricted have someone reliable transtate foreign lan-
access 1o the facility; single out company par guage cofmaspondence
sonnel 1o develop as possible sources of infor * Provide foreign represeniatives with stand-alone
mation computers

* Enticing U.5. confracior o provide Large * Share minimum amount of information appropn-
amounts of technical data as par of the bidding ate to the scope of the join venturaresaarch
process, only to have the contract cancelled «  Extensively educate emplovees on the scope of

*  Potential technology-sharing agreements during the project and how to deal with and report elici-

the joint venture are one-sided tation
+ Foreign organization sends more foreign repre « Refuse to accepl unnecessary foreign represen-
sentathves than am necessary for the project tathves into the facility

* New employees hired from the foreign parent
company of its foreign partners asks 1o access
classified or export-controlled data

Targeting of U.S. Personnel Abroad. This MO resentatives and hotel staffs. Reporting also
involves the targeting of U.S. defense contractor  indicates that traditional foreign intelligence
employees traveling overseas. Targeting occurs  service (FIS) collection methods are still used
at airports and includes luggage scarches, unau- by foreign nations. Some methods include sur-

thorized use of laptop computers, extensive reptitious listening devices, hotel room searches,
questioning beyond the normal secunty meas- intrusive inspection of electronic equipment, and
ures, etc. Other travelers have received exces- positioning of personnel 1o eavesdrop on con-

sively “helpful™ service by host government rep-  versations.

Targeting of U.S5. Personnal Abroad
indicators Countermeasure

=  Specific and direct questions by unknown andor | + Comgplete a pre-travel security briefing and don't
suspicious persons regarding personal and pro- publicize travel plans
fessional information *  Maintain control of sensitive Information/docu-

= Activities that indicate possible surveillance ments and media/aquipment
= Appearance that hotel room and personal items | +  Keep hotel room doors closed and locked. Mobe
have been searched or accessed how the room looks whan you ga out
= Confiscation of computers or madia of official *  Limit sensithve discussions
controd points »  Don't use computer or fax equipment at forsign
=  Repeatedy identified for official questicning hotels or business centers for sensitive matters
= Assignment to the same area (room or floor) of | = Ignore or deflect intrusive or suspect Inquires or
hoted on multiple visits comversations aboul professional or parsonal
matiers

+  HKesp umvanted [no longer needed) sensithve
matarial untl it can be disposed of sacuraly
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Suspicious Internet Activity. Targeting associ-

ated with this MO includes exploitation of the
internet (hacking). The majority of the endeav-
ors have been comrelated with probing efforts.
The computer probes are most likely searching
for potential weaknesses in systems for
exploitation. In one example. an intermet prob-
ing effort of a contractor’s unclassified network
lasted over 24 hours. The original source of the
aftack was likely masked, but the probes were
traced to IP addresses allocated to a “girl’s
school™ in an East Asian country. This probing
effort was very likely obfuscated by the entity

conducting the probes in order to deter network
security administrators from determining the
true identity of the entity. The polential exists
for users o go 1o several websites and receive
anonymous e-mail addresses. In detecting these
probes, the cleared companies have already
demonstrated they have the secunily counter-
mecasures in place 10 thwart attempls (o pene-
trate their compuler systems. Although the
probing of a system in not illegal, a crime is
committed once a port is breached by an unau-
thorized entity.

Intermet Activity

Coursmmeasuns

= Computer probes and emails with altachments
known 1o camy vinuses and other computer

exploits

= Metwork attacks originated from foreign intarmat
Protocol (IP) address or Intemal Servics
Provider (IS5P)

= Attacks last over a pariod of @ day or mans

= Several hundred, if not thousands of attempts
= e i

= Have a firewall monitoring software that logs all

intrusion attempts and any malicious activity

=  Have appropriate level of protection in place to

repel such an attack

= Wyhen a probe is noted, helghten network securi-

by alert status
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