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* DISCLAIMER:  Reference to any commercial products or services in this presentation is not an  
endorsement or Government sanction of those non-Federal entities, its services or products. 
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AGENCY ETHICS 
CONSIDERATIONS  FOR 

ENGAGING WITH SOCIAL MEDIA 
PART I 
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WHAT IS SOCIAL MEDIA? 

Anything online other than static 
content where the provider 
posts and the viewer absorbs. 
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WHY? 
Mission, mission, mission 
So keep using older tools, too 

 It’s where the people are 
200,000,000 daily Tweets. 
750,000,000 active Facebook users 

 It’s where people are talking about us 
 It’s what the President wants: 

collaborative, transparent, participatory 
government 
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WHAT (TOOLS)? 

Examples of Social Media 
 Mobile web/Mobile Apps 
 Blogs 
 Social networking 
 Widgets 
 Wikis 
 Video/photo sharing 
 Podcasting 
 RSS 
 Mashups 
 Webinars 
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BLOG 
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TWITTER 
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Fan page only 

No advertising 

FACEBOOK (FAN) 
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LINKEDIN 

9 



YOUTUBE 
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http://www.youtube.com/FEMA�


CLOUD 
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MOBILE 
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ETHICS ISSUES IN IMPLEMENTATION 

How do you meet the spirit of the law? 
 

 Decision-maker’s personal conflicts of interest (18 
USC 208; 5 CFR 2635.502) 

 Impartiality in selecting social media tool 
 Terms of Service raise Misuse of Govt 

Equipment/Resources concerns 
 Preferential Treatment – Improper endorsement or 

sanction(?) 
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ETHICS ISSUES IN IMPLEMENTATION 

Considerations for .gov or .mil websites: 
 

 Only include external links that are necessary! 
 Create a dedicated agency social media page. 
 Agency Branding? 
 Include a goodbye page when linking to a non-

Federal website.  
 Provide as many share tools as possible. 
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OTHER TIPS/PITFALLS 

 Terms of Service Agreement 
 Indemnification 
Confidentiality 
Choice of Laws 
Persistent Cookies 

 Beware of use of Agency name/seals 
 Use disclaimers/bumpers 
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OTHER TIPS/PITFALLS 

Coordinate early and often 
 Get all impacted parties together to coordinate 
 Identify concerns 
 Determine plan for implementation/deployment 

Create clear policies  
Who speaks for the agency 
What comments will be removed 

Consider developing employee training 
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OTHER TIPS/PITFALLS 
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Branding 

Coordination 

Privacy IT Security 

Staff/Management 

Records Retention 

Ethics/Legal 

Web 2.0 Tool 



COORDINATION IS KEY 
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Ethics/Legal/Privacy 

Records 

Public  Affairs 

IT 



DEALING WITH WEB 2.0 ISSUES: 

1. Identify the areas where you need a point of 
contact. 

2. Establish a working group that includes those 
POCs.  

3. Make sure the POCs use the technology before 
signing off on any web 2.0 technology 
Set up a personal account and play with the 

applications. 
4. Identify the issues and develop solutions 

The law does not address this type of technology; 
agencies should act in the “spirit” of the law. 

Be creative in your solutions – think outside of the 
box. 
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5. Make sure the POCs use the technology before 
signing off on any web 2.0 technology 
Set up a personal account and play with the 

applications. 
6. Identify the issues and develop solutions 

The law does not address this type of technology; 
agencies should act in the “spirit” of the law. 

Be creative in your solutions – think outside of the 
box. 
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DEALING WITH WEB 2.0 ISSUES: (CONT’D) 



ETHICS CONSIDERATIONS  FOR 
SOCIAL MEDIA USERS: 

Personal  vs.  Official 
PART II 
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ETHICS ISSUES 

OFFICIAL USE 
Must be Acting in an Official 

Capacity: 
Authorized to speak for the Agency. 
Identified as an Agency Official & 

Representative. 
Releasing only Authorized 

Information. 
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ETHICS ISSUES 

OFFICIAL USE 
Conflict of Interest (18 USC 208) 
 Impartiality (5 CFR 2635.502) 
No fundraising (5 CFR 2635.808) 
Acceptance of gifts only with 

Agency specific authority. 
No solicitation of gifts. 
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ETHICS ISSUES 

OFFICIAL USE 
 Misuse of Position (5 CFR 2635.702-

705) 
No use of public office for private gain 
No improper endorsements or implied Govt 

sanction 
Misuse of Government resources – 

property/time 
No unauthorized disclosure of non-public 

information 
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ETHICS ISSUES 

OFFICIAL USE 
No fundraising (5 CFR 2635.808) 
No solicitation of gifts 
Acceptance of gifts only with 

Agency specific authority. 
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ETHICS ISSUES 
PERSONAL CAPACITY 

 Acting in A Personal Capacity: 
Using a personal account. 

Beware of mixed official/personal accounts. 
Not on Government time/equipment. 

Limited personal use exception. 
Agency Policy(?) 

Expressing a personal opinion or speaking as a 
private citizen. 

Not discussing non-public government 
information. 
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ETHICS ISSUES 
PERSONAL CAPACITY 

 Examples: 
Personal Blogs 
Social Network postings 
Profession Network postings 
Comments on other social media postings 

 
Beware of activities that relate to official duties 
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ETHICS ISSUES 

PERSONAL USE 
Prohibition against assisting in the 

prosecution of claims against the 
Government or acting as an agent 
or attorney before the Government 
(18 U.S.C. §§ 203 and 205) 
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ETHICS ISSUES 

PERSONAL USE 
Outside employment or activity cannot 

conflict with employee’s official duties (5 
C.F.R. §2635.802) . 

 Prior approval to engage in outside 
employment or activities (5 C.F.R. § 
2635.803) Check for agency supplemental 
rules requiring prior approval.  E.g., 5 
C.F.R. 6401.103 (EPA); 5 C.F.R. 3601.107 
(DoD ). 

29 



ETHICS ISSUES 

PERSONAL USE 
 Compensation for teaching, speaking, 

or writing – With certain exceptions,    
employees generally shall not receive 
compensation from any source other 
than Government for teaching, 
speaking, or writing that relates to the 
employees’ official duties. (5 C.F.R. 
2635.807(a)) 
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ETHICS ISSUES 

PERSONAL USE 
 Reference to official position (5 C.F.R. 

2635.807(b)(1)).   
Applies to outside employment and outside 

activities (5 C.F.R. 2635.807(b)).  See also 
OGE Advisory Opinion 10 x 1. 

Check for Agency supplemental rules 
 Fundraising in a personal capacity (5 

C.F.R. 2635.808(c)). 
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ETHICS ISSUES 

PERSONAL USE 
 Release of non-public information (5 

C.F.R. 2635.703) - Pickering v. Board of 
Education of Township High School 
District 205, Will County,  391 U.S. 563 
(1968).  

Misuse of Government time/equipment (5 
C.F.R. 2635.704-705). 
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OTHER TIPS/PITFALLS 

LEGAL CONSIDERATIONS 
 1st Amendment – Right to Free Speech 

 
 Anti-Lobbying Act 

 
 Hatch Act – Partisan Political Activities 

Restrictions 
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OTHER TIPS/PITFALLS 

 Cyber Security: 
Social Engineering  
Hacking of personal accounts 

 Responding to Comments: 
Avoid identifying Agency where they work (esp. 

to bolster position) 
Do not discuss non-public information 
May link to public information 
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CONSIDERATIONS FOR POLICY DEVELOPMENT: 

 Require official users to identify 
themselves as official users. 
Use the Agency name on the account. 

 Require users in their personal capacity 
to identify themselves as Agency 
employees when discussing Agency 
public information and to link to official 
Agency material.  

35 



CONSIDERATIONS FOR POLICY DEVELOPMENT: 

 Prohibit employees from using their 
government e-mail to sign up for social 
media sites. 
 Including sending invitations to social media 

sites to government e-mail addresses.  
 Limited use of government 

time/equipment for social media sites.  
 Investigation of abuse of government 

time/equipment. 
 
 

36 



HOW SHOULD AGENCIES DEAL WITH WEB 2.0 
GUIDANCE: 

 Develop policy 
 Provide guidance to employees on how to 

use social media safely. 
Cyber security issues 
How to respond to comments made about the 

Agency. 
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OTHER TIPS/PITFALLS 

LEGAL CONSIDERATIONS 
Anti-Lobbying Act 
Hatch Act 
Privacy Act/FOIA 
 FACA 
Records Management 
 … etc. 
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CONTACT INFORMATION 

 Jodi Cramer:  FEMA Office of Chief 
Counsel  

 (202) 646-4095, [jodil.cramer@dhs.gov] 
 Erica Dornburg, Standards of Conduct 

Office, Department of Defense 
  (703) 695-3422, [soco@osd.mil]  
 Steven Jawgiel: EPA Office of Regional 

Counsel, Region IX  
    (415) 972-3876, [jawgiel.steven@epa.gov] 
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