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Keeping families connectedKeeping families connectedKeeping families connectedKeeping families connected
 Family Readiness Groups are 

crucial to keeping Army family 
b t d t t dmembers up-to-date on events and 

activities.
 Only a few years back, Family 

Readiness Group coordinatorsReadiness Group coordinators 
were forced to try and 
accommodate dozens of schedules 
when scheduling meetings. Now, 
instead of relying on meetings, 
information can be distributed 
through social media channels.

 Today social media not only takes Today, social media not only takes 
the pressure off family readiness 
coordinators, but it provides a 
place for Army spouses to connect. 
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Why use social media?Why use social media?
What Family Readiness Groups can gain by using social media



D k hi hild?Do you know this child?



S did F b kSomeone did…a Facebook user
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Why use social media?Why use social media?Why use social media?Why use social media?
 More and more Family Readiness 

Groups are using social media to 
t ith A Sconnect with Army Spouses, 

eliminating the need for people to run 
from physical location to location 
trying to find out what’s going on at an y g g g
installation.

 Family Readiness Groups can use 
social media platforms to pass 
information to Army spouses, plan 
fundraising events, post photos, 
provide helpful resources while also 
providing forums for conversation.providing forums for conversation.

 Social media can take family 
readiness group meetings out of the 
conference room and bring them 
straight to an Army spouse’s 
computer.
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Social media in Family Readiness GroupsSocial media in Family Readiness GroupsSocial media in Family Readiness GroupsSocial media in Family Readiness Groups
 Family Readiness Groups are 

using Facebook more and more to g
connect with their community.

 Facebook can be a one-stop-shop 
for any Family Readiness Group.

 In Facebook, Family Readiness 
Groups can plan meetings, post 
resources, start discussions and 
post photospost photos.

 When setting up a Family 
Readiness Group Facebook page, 
make sure to reference the 
standard operating procedure 
regarding official U.S. Army 
external online presences. 
http://slidesha re/dkQ7u1http://slidesha.re/dkQ7u1
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Social media in Family Readiness GroupsSocial media in Family Readiness GroupsSocial media in Family Readiness GroupsSocial media in Family Readiness Groups
 Twitter is being used more to 

help Family Readiness Groups 
di t ib t ddistribute resources and 
information in a quick and timely 
manner.

 Many individuals now check their Many individuals now check their 
Twitter feed to keep up with the 
most current information.

 By encouraging Army Families g g
and Army spouses to follow a 
Twitter account, it allows the 
Family Readiness Group to 
quickly distribute information to aquickly distribute information to a 
large group of people. It can be 
easier than using a phone tree or 
scheduling a monthly meeting.
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Social media in Family Readiness GroupsSocial media in Family Readiness GroupsSocial media in Family Readiness GroupsSocial media in Family Readiness Groups
 Blogs are quite common in the 

Family Readiness Group and y p
Army spouse community.

 Blogs serve a unique and 
important purpose for Army 
F ili Whil T itt dFamilies. While Twitter and 
Facebook allow users to quickly 
distribute abbreviated content, 
blogs allow users to write without g
length restrictions.

 Blogs allow space for spouses to 
speak in more detail about their 

i li i i Aexperiences living in an Army 
home. These blogs help create a 
community of support. 



A li i l diA li i l diArmy policy on social mediaArmy policy on social media
 Army social media sites Army social media sites 

(including FRGs) should be 
registered at 
http://www.army.mil/media/socialmedia/

 Army website/social media SOP 
is on AKO at: 
https://www.us.army.mil/suite/doc/38563
730

 Army Social Media Handbook, 
advice and helpful guidance is at:

 http://www.slideshare.net/USArmySocial
MediaMedia
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Operations securityOperations securityOperations securityOperations security
Keeping operations security in mind when using social mediaKeeping operations security in mind when using social media
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Did you know?Did you know?Did you know?Did you know?
 A U.S. Government official on sensitive travel to Iraq created a security risk for 

himself and others by Tweeting his location and activities every few hours. 
 A Family on vacation kept friends up-to-date via online profiles; their home wasA Family on vacation kept friends up to date via online profiles; their home was 

burglarized while they were away.
 New computer viruses and Trojans that successfully target information on social 

networking sites are on the rise.
 Information on social networking sites has led to people losing job offers, getting 

fired and even being arrested. 
 Social networking sites have become a haven for identity thieves and con artists 

i i f i itrying to use your information against you. 
 Several kidnapping, rape and murder cases were linked to social networking sites 

where the victims first connected with their attackers. 
 According to the Al Qaeda Handbook terrorists search online for data about According to the Al Qaeda Handbook, terrorists search online for data about 

“Government personnel and all matters related to them (residence, work place, 
times of leaving and returning, children and places visited.)”

Source: Interagency OPSEC Support StaffSource: Interagency OPSEC Support Staff
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Operations securityOperations securityS i l di i t t l f F il Operations securityOperations security Social media is a great tool for Family 
Readiness Groups and Army family 
members to stay connected, but 
operations security should always be the p y y
primary concern when using social 
media. 

 Family Readiness Groups, Army 
d A F il bspouses and Army Family members 

need to be aware of the fact that posting 
sensitive information can be detrimental 
to Soldier safety.y

• Ensure that information posted online 
has no significant value to the enemy. 
Always assume that the enemy is 

di d i lreading every post made to a social 
media platform.

• And while it’s a big part of Army life, do 
not speculate about future missionsnot speculate about future missions.
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FRG OPSECFRG OPSECFRG OPSECFRG OPSEC
Items authorized to discuss on social media platforms

 Pride and support for 
service, units, specialties, 
and service member

 Generalizations aboutGeneralizations about 
service or duty

 General status of the 
location of a unit (“operating 
in southern Afghanistan” asin southern Afghanistan  as 
opposed to “operating in the 
village of Hajano Kali in 
Arghandab district in 
southern Afghanistan”)southern Afghanistan )

 Any other information 
already in the public domain 
posted by official sources
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FRG OPSECFRG OPSECFRG OPSECFRG OPSEC
Items not authorized to discuss on social media platforms

 Descriptions of overseas bases
 Unit morale
 Future operations or plans 

 Daily military activities and capabilities
 Technical information
 Details of weapons systems

including deployment dates
 Results of operations 
 Discussions of areas frequented 

b ser ice members o erseas

 Equipment status
 APO addresses for units

by service members overseas
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What not to postWhat not to postWhat not to postWhat not to post
 When using Facebook and other social media platforms, do not post personally 

identifiable information and any information that can damage Army operations.  
 Think about what you’re posting before hitting share. Many times, you can avoid 

releasing sensitive information by simply rephrasing your social media post.
 If you aren’t comfortable placing the same information on a sign in your front yard, 

don’t put it onlinedon t put it online.
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Social media OPSEC concerns for families andSocial media OPSEC concerns for families andSocial media OPSEC concerns for families and Social media OPSEC concerns for families and 
Family Readiness GroupsFamily Readiness Groups
 Social media helps Family Readiness 

Security items to consider
 Take a close look at all privacy settings. Set 

i i ll i ibili “f i d l ”Groups and Army family members stay 
connected, but OPSEC should always be 
the primary concern.

 Family Readiness Groups Army spouses

security options to allow visibility to “friends only.”
 Do not reveal sensitive information about yourself 
such as schedules and event locations.
 Ask, “What could the wrong person do with this 
i f ti ?” d “C ld it i th f t Family Readiness Groups, Army spouses 

and Army Family members need to know 
that posting sensitive information can be 
detrimental to Soldier safety.

information?” and “Could it compromise the safety 
of myself, my family or my unit?”
 Geotagging is a feature that reveals your location 
to other people within your network. Consider 
turning off the GPS function of your smartphone.

 Ensure that information posted online has 
no significant value to the enemy. Always 
assume that the enemy is reading every 
post made to a social media platform

turning off the GPS function of your smartphone.
 Closely review photos before they go online. 
Make sure they do not give away sensitive 
information which could be dangerous if released.
 Make sure to talk to family about operations post made to a social media platform.

 Even seemingly innocent posts about a 
family member’s deployment or 
redeployment date can put them at risk.

y p
security and what can and cannot be posted.
 Videos can go viral quickly, make sure they don’t 
give away sensitive information. 

redeployment date can put them at risk.
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FRG OPSECFRG OPSECFRG OPSECFRG OPSEC
A special word about casualtiescasualties

 Names of Soldiers killed in action are not releasable until DOD releases 
them - period

 DOD will release names NO EARLIER THAN 24 hours after next of kin 
have been notifiedhave been notified

 If multiple Soldiers were killed, release will be 24 hours after the LAST 
next of kin was notified

 Medical condition and nature of injury for Soldiers wounded in action is Medical condition and nature of injury for Soldiers wounded in action is 
NOT releasable except with Soldiers’ permission (HIPPA)
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FRG OPSECFRG OPSECFRG OPSECFRG OPSEC

S ti th ’ t d h ld ’t b t d

On the subject of rumorsrumors

 Sometimes they’re true…and shouldn’t be posted.
 Sometimes they’re not…and definitely shouldn’t be posted.

In public view on a social media platform is NEVERNEVER the right place to confirm a rumor.p p g p
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Privacy settingsPrivacy settings FacebookPrivacy settingsPrivacy settings
 Understanding what you can and cannot 

post on social media platforms goes a 
long way in protecting yourself onlinelong way in protecting yourself online, 
but more can be done by adjusting your 
privacy settings on social media sites.

 Facebook’s default privacy settings areFacebook s default privacy settings are 
often public, but Facebook provides 
various setting options that help 
Facebook users adjust privacy settings. 

 Twitter allows users to keep their Tweets 
private and Flickr gives users the option 
of keeping photos private. The settings 
are easily accessible, the trick is setting

On the top are Facebook’s sharing 
recommendations, on the bottom are the Army’s 
sharing recommendations. For more information 
about protecting yourself on Facebook, check out are easily accessible, the trick is setting 

them to meet your privacy needs. Similar 
privacy settings can be found on other 
social media sites like Myspace and 
Li k dI

this Social Media Roundup: http://goo.gl/2WAlu

Twitter

LinkedIn.
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GeotaggingGeotagging safetysafetyGeotaggingGeotagging safetysafety
• Geotagging is the process of adding 

geographical identification to photographs, 
id b it d SMS It i thvideo, websites and SMS messages. It is the 

equivalent of adding a 10-digit grid 
coordinate to everything you post on the 
internet.

• Geotags are automatically embedded in 
some pictures taken with smartphones. 
Many people are unaware of the fact that the 

h h k i h h i h dphotos they take with their smartphones and 
load to the Internet have been geotagged.

• Photos posted to photo sharing sites like 
Flickr and Picasa can also be tagged withFlickr and Picasa can also be tagged with 
location, but it is not an automatic function.

• For more information about geotagging, 
check out this website: http://goo.gl/DmJoqp g g q
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SummarySummarySummarySummary
 Social media use is becoming the standard across a lot of Army organizations. 

Family Readiness Groups are using social media platforms to pass information to 
Army spouses, plan fundraising events, post Family Readiness Group photos, 
provide helpful resources and provide forums for conversation.

 There are a variety of social media platforms that Family Readiness Groups can use, 
b t it’ i t t th t F il R di G i l di d t dbut it’s important that Family Readiness Group social media managers understand 
the social media platforms thoroughly before using them to communicate with Army 
families.

 Operations security must be taken into consideration on every social media platform. 
Family Readiness Group social media managers should be mindful of what 
information is distributed and also work to train other Family Readiness Groups 
members on how to appropriately use social media. 

 All social media managers should review and abide by the SOP for official U.S. Army 
external online presences.
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FORT GORDON SOCIAL MEDIAFORT GORDON SOCIAL MEDIAFORT GORDON SOCIAL MEDIAFORT GORDON SOCIAL MEDIA

 FACEBOOKFACEBOOK:  http://www.facebook.com/ftgordongap g g
 FLICKRFLICKR: http://www.flickr.com/photos/fortgordon/
 YOUTUBEYOUTUBE: http://www.youtube.com/user/FGPAO
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Contact informationContact informationContact informationContact information
Have questions? 

J.C. Mathews
Fort Gordon PAO
791 6011791-6011

Tai Doick
Fort Gordon WebFort Gordon Web 
and Social Media Manager
791-6844

Buz Yarnell
Fort Gordon Media Relations
791-6001


