Development Treasury Root Certificate Installation

There are three primary tasks required in order to install the development Treasury root certificate onto
a workstation:

Obtain the root certificate container files from the Treasury website. Two container files must
be obtained, one for production and one for QA (i.e. Treasury Development).

2. Export the Treasury root certificates from the certificate container files.
3. Import the Treasury root certificates into the local computer certificate/trust store.

This document details the steps involved with each of these tasks and assumes that the tasks will be
performed while logged into the workstation as a workstation administrator. This document is
applicable for a Windows Vista or Windows 7 workstation. Please refer to the “RootCertificatelnstall-
XP.docx” document for performing the tasks on a Windows XP workstation.

Note that the two root certificate container files obtained from the Treasury website both contain
multiple certificates, but OTCnet only requires the root certificates to be imported. Since task 3
(certificate import) only allows the import of all certificates from a container file, task 2 (certificate
export) is necessary in order to create container files containing only the required certificates.




Task 1: Obtain the root certificate container files from the Treasury website

First, download the Treasury production root certificate container file onto the workstation from the
following URL:

https://pki.treas.gov/root sia.p7b

Click “yes” if prompted with a security alert. If a browser instance launches and displays a certificate
error page, click “Continue to this website...” . Note that the security alert prompt and certificate error
page is normal. These merely indicate that you have not yet installed the Production Treasury Root
Certificates into your Trusted Root Certificate store. Note that as of December 2010, this URL points to
a file that contains the SHA-1 keyed Production Treasury Root Certificates. The URL and/or certificates
contained within are subject to change.

Next, download the Treasury development root certificate container file onto the workstation from the
following URL:

http://devpki.treas.gov/devroot sia.p7b

Note that as of December 2010, this URL points to a file that contains the SHA-1 keyed Development
Treasury Root Certificate. The URL and/or certificates contained within are subject to change.




Task 2: Export the Treasury root certificate from the certificate container file
Export the Production Treasury Root Certificates
Double-click on the downloaded production certificate container file, root_sia.p7b.

Click the “Continue” button if prompted with a User Account Control message indicating that “Windows
needs your permission to continue”. The following screen appears.

[ % certmgr - [Certificates - Current User] @M
| Eile | Action View Help
=@ o=

Eﬁ‘ Certificates - Current User Logical Store Name
» [ CATEMPAROOT SIA.PTE “I CATEMP\ROOT _SIAPT8

Navigate to “Certificates”

certmgr - [Certificates - Current Use\CATEMP\ROOT SIA.P7B\Certificates] ==

File  Action View Help
e« #E |

[l Certificates - Current User Issued To : Issued By Expiration Date  Intended Purposs|3
4 [@ CATEMPROOT SIAPTE |/ ca US Treasury Root CA 9/15/2013 <All>
i Certicates 5ocio cA US Treasury Root CA 9/12/2020 <All>
0OCIo CA US Treasury Root CA 11/7/2020 <All>
[5)) Secial Security Administration ... US Treasury Root CA 371572017 <All>
[5,1US Treasury Public CA US Treasury Root CA 21172012 <All=
5] US Treasury Public CA US Treasury Root CA 6/17/2015 <All>
[5US Treasury Public CA US Treasury Root CA 12/5/2020 <All>
[5]US Treasury Root CA US Treasury Root CA 31172012 <All>
[5,]US Treasury Root CA US Treasury Root CA 317202 <All=
[5JUS Treasury Root CA US Treasury Root CA 3/11/2012 1.2.840113533.7.]
US Treasury Root CA US Treasury Root CA 8/5/2026 <All> |E|
1 T 3

CATEMPA\ROOT_SIA.PTB store contains 22 certificates.




Scroll to the bottom of the list of certificates in the right pane, hold down the Ctrl key and select all four
of the “US Treasury Root CA” items. Right-mouse click on the selected items and click “All Tasks ->
Export...”

f5 certmgr - [Certificates - Current Use\CATEMP\ROOT_SIA P7B\Certificates] [P

File Action View Help
ot el i [ETNEAN 7 Bl

Il Certificates - Current User Issued To . Issued By Expiration Date  Intended Purpos: *
4B GUSEMOTITE  Fnenies US Treasury Root CA 11/7/2020 <All>
(i Certificates [5]Social Security Administration ... US Treasury Root CA 3/15/2017 <All>
[5]US Treasury Public CA US Treasury Root CA 2/11,/2012 <All>
[ US Treasury Public CA US Treasury Root CA 6/17/2015 <All>
[ US Treasury Public CA US Treasury Root CA 12/5/2020 <All>
54 US Treasury Reot CA . : 20173012 <All=

54 US Treasury Root CA 202 <All=

54 US Treasury Root CA 3/11/2012 1.2.840.113533.7.

. Copy
B4 US Treasury Root CA 8/5/2026 <All>

Help

Export a certificate

The Certificate Export Wizard displays. Click the “Next” button

R g

Certificate Export Wizard

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store to your disk,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext,




Select “Cryptographic Message Syntax Standard — PKCS #7 Certificates (.P7B)” and click the “Next”
button

Certificate Export Wizard ﬁ

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
DER. encoded binary X.509 (.CER)

Base-64 encoded X, 509 (. CER)

(@) Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P7B)

Indude all certificates in the certification path if possible

() Personal Information Exchange - PKCS #12 {PFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties

() Microsoft Serialized Certificate Store (55T)

Learn mare about cerfificate file formats
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Click the “Browse...” button to specify the file name and folder of the export file

T

Certificate Export Wizard

S5

File to Export
Spedfy the name of the file you want to expart

File name:

Mext =

Cancel

Type in file name and click the “Save” button

[ ﬁ Save As

N = ~
@Uv| o= 0S(C) » temp » export

File name: ProductionTreasuryRootCerts

Save as type: ’PKCS #7 Certificates (*.p7h)

* Browse Folders




Confirm file name and click the “Next” button

Certificate Export Wizard

File to Export
Spedfy the name of the file you want to expart

File name:
C:\tempiexport\ProductionTreasuryRootCerts.p7h




Click the “Finish” button

Certificate Export Wizard

S

Completing the Certificate Export
Wizard

‘fou have successfully completed the Certificate Export
wizard.

‘You have spedified the following settings:

File Mame C:\temp'export\ProductionTreasuryRoo

File Format Cryptographic Message Syntax Standard

<Back || Fish | | cancel

You will see the following message if the export was successful.

Certificate Export Wizard SRS

The export was successful,

Close the “certmgr” application.




Export the Development Treasury Root Certificate
Double-click on the downloaded development certificate container file, devroot_sia.p7b.

Click the “Continue” button if prompted with a User Account Control message indicating that “Windows
needs your permission to continue”. The following screen appears.

[ ﬁ certmgr - [Certificates - Current User] E@g
File  Action View Help
L e J| o NENEY

I Certificates - Current User Logical Store Mame
» [ GATEMPADEVROOT SIA.PTE [ CATEMP\DEVROOT SIAPTE

Navigate to “Certificates”

ﬁ certmgr - [Certificates - Current User\CATEMP\DEVROOT _SIAP7B\Certificates]

File Action View Help
e 2@ & 2|

Eﬁj Certificates - Current User Issued To Issued By Expiration Date

- = Ch:,\TEM P\D EVROOT_SIA.P7B 5 Development NASA Operational CA  Development US Treasury Root CA 4/15/20189

- Certificates [ Development MASA Operational CA Development US Treasury Root CA 11/3/2020
5 Development OCIO CA Development US Treasury Root CA - 8/13/2019
[ Development OCIO CA Development US Treasury Root CA - 8/19/2019
5 Development OCIO CA Development US Treasury Root CA - 8/20/2019
[ Development OCIO CA Development US Treasury Root CA - 6,/23/2020
5 Development US Treasury Root CA Development US Treasury Root CA 3/18/2029

4 | |

CATEMPA\DEVROOT_SIAPTE store contains 7 certificates,




Select “Development US Treasury Root CA”, right-mouse click, select “All Tasks -> Export...”

f&h certmgr - [Certificates - Current User\C:ATEMP\DEVROOT_SIA.P7B\Certificates] =] 5 |

File Action View Help
e | HE == HE

Eﬁ] Certificates - Current User Issued To Issued By Expiration Date

<@ E:_\TEM?T‘DEVROOT—SM'P?B 5] Development NASA Operational CA Development US Treasury Root CA 471572019

[ Certificates S Development NASA Operational CA  Development US Treasury Root CA - 11/3/2020
S Development OCIO CA Development US Treasury Root CA - 8/13/2019
S Development OCIO CA Development US Treasury Root CA - 8/19/2019
[ Development OCIO CA Development US Treasury Root CA  8,/20/2019
Sl Development OCIO CA 6/23/2020

54 Development US Treasury Root CA A 3/18/2029
pen

All Tasks

Copy

Export a certificate Help

The Certificate Export Wizard displays. Click the “Next” button

Certificate Export Wizard

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store to your disk.,

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext,




Select “Cryptographic Message Syntax Standard — PKCS #7 Certificates (.P7B)” and click the “Next”
button

Certificate Export Wizard [

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
(7) DER. encoded binary X.509 (.CER)

(") Base-64 encoded X509 (,CER)

@) Cryptographic Message Syntax Standard - PKICS #7 Certificates (LP7B);
[ ] indude &ll certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (\PFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties

Microsoft Seriglized Certificate Store ((55T)

Learn mare about cerfificate file formats
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Click the “Browse...” button to specify the file name and folder of the export file

Certificate Export Wizard

S5

File to Export
Spedfy the name of the file you want to expart

File name:

Mext =

Cancel

Type in file name and click the “Save” button

[ ﬁ Save As

CIC) L= OS(C) » temp » export
iy £ =

FEE =Rl evelopment TreasuryRoot Cert

Save as type: ’PKCS #7 Certificates (*.p7h)

¥ Browse Folders




Confirm file name and click the “Next” button

Certificate Export Wizard

File to Export
Spedfy the name of the file you want to expart

File name:

C:\tempiexport\DevelopmentTreasuryRootCert.p7h




Click the “Finish” button

Certificate Export Wizard

Completing the Certificate Export
Wizard

‘fou have successfully completed the Certificate Export
wizard.

‘You have spedified the following settings:

Export Keys Mo
Indude all certificates in the certification path Mo
File Format Crypto

<Back | Fish | | cancel

You will see the following message if the export was successful.

Certificate Export Wizard SRS

The export was successful,

Close the “certmgr” application.




Task 3: Import the Treasury root certificate into the local computer trust store

Import the Production Treasury Root Certificates

Open Command Prompt window, type “mmc” and hit “Enter” on keyboard

r

EX Command Prompt

Microsoft Windows [Wersion 6.8.6082]
Copuright <{c? 2006 Microsoft Corporation. All rights reserved.

C:Uszsers~Administrator>mmc

o

Click the “Continue” button if prompted with a User Account Control message indicating that “Windows
needs your permission to continue”

The following screen appears:

E Consolel - [Console Root]

EE”E Action  View Favorites  Window Help

e[ =66

| Console Root

Actions

5 s Conscle Root
There are no items to show in this view,

More Actions




Select “File -> Add/Remove Snap-in...”

% Consolel - [Console Root]

File | Action View Favorites Window Help
[ New Ctrl+N

Open... Ctrl+ 0 Actions
Save Ctrl+5S

Console Root

There are no items to show in this view.
Save As... :
i More Actions

Add/Remove Snap-in... Ctrl+M
Options...

1 certmgr.msc
2 gpedit.msc

3 devmgmt.msc

Exit

Enables you to add snap-ins to or remove them from the snap-in console.

The following screen appears. Select “Certificates” on the left pane and click the “Add” button.

Add or Remove Snap-ins ﬁ

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

Snap-n vVendor = [ console Root Edit Extensions. ..

=] ActiveX, Control Microsoft Cor...
Auﬂ'lorization Manager Microsoft Cor...
Iﬁl Microsoft Cor...
. Component Services  Microsoft Car... Move Up
;&Cnmputer Managem.., Microsoft Cor...
ﬁDevic& Manager Microsoft Cor..,
=5 Disk Management Microsoft and...

Event Viewer Microsoft Caor...
|| Folder Microsoft Cor...
_EJ Group Policy Object ... Microsoft Car...
g IP Security Monitor Microsoft Cor..,
@ IP Security Policy M...  Microsoft Caor...
Z|Link to Web Address  Microsoft Cor... A

Remove

Mowve Down

Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

ok || cancl




The following screen appears. Ensure that this screen appears. If it does not appear, you are not logged
onto the workstation as an administrator. Select the “Computer account” option and click the “Next”
button

Certificates snap-in ﬁ

This snap-in will always manage certificates for:
(71 My user account
() Service account




The following screen appears. Ensure the “Local computer” option is selected, then click “Finish”

Select Computer ﬁ

Select the computer you want this snap-in to manage.

This snap-in wil always manage:

(@ Local computer: fthe computer this console is running on}

() Another computer: Erowse...

[] Allow the selected computerto be changed when launching from the command line. This
only applies if you save the console.

<Back || Finish | [ Cancel

Click “OK” on the “Add or Remove Snap-ins” screen.




The following screen appears after closing the “Add or Remove Snap-ins” screen. Ensure that

“Certificates (Local Computer)” appears in the left pane. If instead you see “Certificates — Current

User”, you are not logged onto the workstation as an administrator or you did not follow the previous

two steps correctly.

ﬁ Consaolel - [Consale Root]

(=B [ |

& File Action View

Favorites  Window Help

| Console Root

Certificates (Local Computer]

Name

@ Certificates (Local Computer)

Actions

Censole Root

More Actions

Navigate to “Console Root -> Certificates (Local Computer)-> Trusted Root Certification Authorities ->

Certificates”

E Consolel - [Consale Root\Certificates (Local Computer)\Trusted Root Certification Authorities\Certificates]

& File Action View

Bl H

Favorites  Window Help

| Console Root
a Eﬁ‘ Certificates (Local Computer)
[ Personal
Trusted Root Certification Authorities
| Certificates
| Enterprise Trust
] Intermediate Certification Authorities
| Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certification Authorities
| Trusted People
| Other People
"] Smart Card Trusted Roots

Issued To

(5 AddTrust External CA Root

[ America Online Root Certificati...
5 Certumn CA

[ Class 3 Public Primary Certificat...
Class 3 Public Primary Certificat...
5/ COMODO Certification Authority
Copyright (c) 1997 Microsoft C...
DigiCert Assured ID Root CA

=/ DigiCert Global Root CA

5/ DigiCert High Assurance EV Ro...
DST Root CA X3

[l Entrust.net Certification Author...
Entrust.net Secure Server Certifi...
5 Equifax Secure Certificate Auth...
Equifax Secure eBusiness CA-1
=) Equifax Secure Global eBusiness...
5] GeoTrust Global CA

[ RanT et Drivnan: Cartificatinn

Issued By

AddTrust External CA Root
America Online Root Certification...
Certum CA

Class 3 Public Primary Certificatio...
Class 3 Public Primary Certificatio...
COMODO Certification Authority
Copyright (c) 1997 Microsoft Corp.
DigiCert Assured ID Root CA
DigiCert Global Root CA

DigiCert High Assurance EV Root ...
DST Root CA X3

Entrust.net Certification Authority...
Entrust.net Secure Server Certifica...
Equifax Secure Certificate Authority
Equifax Secure eBusiness CA-1
Equifax Secure Global eBusiness C...
GeoTrust Global CA

RanTriet Drivman: Cartificatinn Ao

N m

Expiration Date
5/30/2020
11/19/2037
6/11/2027
8/1/2028
1/1/2004
12/31/2029
12/30/1999
11/9/2031
11/9/2031
11/9/2031
9/30/2021
1/24/2029
5/25/2019
8/22/2018
6/20/2020
6/20/2020

5/20/2022
THEMANIA

Inten =

Serve
Serve
Serve

Secu|”

Secu
Serve

Time—

Serve
Serve
Serve
Secu
Serve
Serve
Secu
Secu
Secu
Serve

Camee

+

Actions

Certificates

More Actions

Trusted Root Certification Authorities store contains 41 certificates.




Right mouse click on “Console Root -> Certificates (Local Computer)-> Trusted Root Certification
Authorities -> Certificates” and select “All Tasks -> Import...”

ﬁ Consolel - [Consale Root\Certificates (Local Computer/\Trusted Root Certification Authorities\Certificates]

[& File Action View

BlazH

Favorites  Window Help

7] Console Root
4 Iﬁ«‘ Certificates (Local Computer)
[ Personal
4 || Trusted Root Certification Authorities

Issued To

5 AddTrust External CA Root

5 America Online Root Certificati...
Sl Certum CA

[ Certifi
| Enterprise
| Intermedi
[ Trusted P
[ Untrusted
| Third-Par
] Trusted P
| Other Pec
] Smart Ca

All Tasks

View

New Window from Here
MNew Taskpad View...

Refresh
Export List...

Help

Issued By

AddTrust External CA Root
America Online Root Certification...
Certurmn CA

. Class 3 Public Primary Certificatic...

. Class 3 Public Primary Certificatio...

0DO Certification Authority
yright (c) 1997 Microsoft C...
Cert Assured ID Root CA
Cert Global Root CA
Cert High Assurance EV Ro...
Root CAXZ
ust.net Certification Author...
ust.net Secure Server Certifi...

5l Eqﬁifax Secure Certificate Auth...
Sl Equifax Secure eBusiness CA-1
[5ilEquifax Secure Global eBusiness...
5] GeoTrust Global CA

[F1anTruct Drivnar: Carkificatine

COMODO Certification Authority
Copyright (c) 1997 Microseft Corp.
DigiCert Assured ID Root CA
DigiCert Global Root CA

DigiCert High Assurance EV Root ...
DST Root CA X3

Entrust.net Certification Authority...
Entrust.net Secure Server Certifica...
Equifax Secure Certificate Authority
Equifax Secure eBusiness CA-1
Equifax Secure Global eBusiness C...
GeoTrust Global CA

FanTrict Drimman: Cartificatinn Ao

< m

Expiration Date
5/30/2020
11/19/2037
6/11/2027
8/1/2028
1/7/2004
12/31/2029
12/30/1999
11/9/2031
11/9/2031
11/9/2031
9/30/2021
T/24/2029
5/25/2019
8/22/2018
6,/20/2020
6,/20/2020

5/20/2022
THAMANIA

Inten =
Serve]
Serve
Serve
Secu 3
Secu
Serve
Time
Serve
Serve
Serve
Secu
Serve
Serve
Secu
Secu
Secu

Serve

Camee
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Actions

Certificates

Maore Actions

Add a certificate to a store




The Certificate Import Wizard displays. Click the “Next” button

Certificate Impaort Wizard ﬁ
i — —

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext,

< Back E Mext = ] [ Cancel




The following screen appears. Click the “Browse...” button

—
-

Certificate Impaort Wizard
covimm, —

File to Import
Spedfy the file you want to import.

File name:

i Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates ((P7E)

Microsoft Serialized Certificate Store (L55T)

Learn more about cerfificate file formats




Set the file type filter to “PKCS #7 Certificates (*.spc; *.p7b)” and navigate to the production root
certificate file exported previously in task 2 (ProductionTreasuryRootCerts.p7b).

ﬁ Cpen

OO"'| Lo« O5(C) » temp » export - |‘1~||559m’:
= —- .

| Name Date moedified Type

Z DevelopmentTreasuryRootCert.pTh
ElProductionTreasuryRootCerts.p7h

Favarite Links
E| Documents
Recently Changed
Desktop
Recent Places
| Computer
] Pictures
Music
Searches
Public

Folders ~

File name: i R,

¥ 509 Cerificate (".cer;”.crt)

Personal Information Exchange (" phe”p12)
Certificate Trust List (" .stl)
e Cettificate Revocation List (7o)

Microsaoft Seralized Cerificate Store ("sst
PKICS H#7 Cedificates ("spc;” pib)

All Files (°7)




Select the production root certificate container file created in task 2 and click “Open”

ﬁ Cpen

O'OF-| L= O5(C) » temp » export

e R Mame Date modified Type

5 DevelopmentTreasuryRootCert.p7b

E| Documents

[4 Recently Changed
I Bl Ceskiop

Il

[
i B Recent Places

M Computer
E Pictures
ﬁ Music

E Searches
J Public

File mame:  Production TreasuryRoctCents p7b - [F‘KCS #7 Certificates (~spc;™. v]

| _Open |¥] [ cancel |




The following screen appears. Verify the name of the file to import and click “Next”

Certificate Import Wizard i ﬁ

File to Import

Spedfy the file you want to import.

File name:
C:\tempiexport\ProductionTreasuryRootCerts.p7h

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates ((P7E)

Microsoft Serialized Certificate Store (L55T)

Learn more about cerfificate file formats




The following screen appears. Verify that the option “Place all certificates in the following store” is
selected and the Certificate store displayed is “Trusted Root Certification Authorities”. Click the “Next”
button

Certificate Impaort Wizard ﬁ

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(71 Automatically select the certificate store based on the type of certificate

@ Place all certificates in the following storei

Certificate store:

Trusted Root Certification Authorities

Learn mare about cerfificate stores




The following screen appears. Click the “Finish” button

Certificate Import Wizard ﬂ

Completing the Certificate Import
Wizard

The certificate will be imported after you didk Finish.

‘You have spedified the following settings:

Certificate Store Selected by User IV = g o= g}l

Content PKCS #7 Certificates
File Mame C:\temp'exportiProd

<Back | Fish | | cancel

You will see the following message if the import was successful. Click “OK”.

Certificate Import Wizard ﬂ

: The import was successful,




Import the Development Treasury Root Certificate

Repeat the import process (pages 20-27) for the development root certificate container file exported in
task 2 (DevelopmentTreasuryRootCert.p7b). Ensure that you specify the file containing the
development certificate and that you import into the “Trusted Root Certification Authorities” certificate
store.




Verify installation of Production Treasury Root Certificates

Verify that the “US Treasury Root CA” certificates were imported successfully into the “Trusted Root

Certification Authorities” store of the Local Computer. See the certificates encircled in red below to

verify.

E Consolel - [Console Root\Certificates (Local Computer]\Trusted Root Certification Authorities\Certificates]

(= [ [

File  Action
e |

View

|8 6= H

Favorites  Window Help

i_|

| Console Root
a Eﬁ Certificates (Local Computer)
> [~ Personal
] Trusted Root Certification Au|
| Certificates
> || Enterprise Trust
| Intermediate Certification Au|
| Trusted Publishers
| Untrusted Certificates
i [ Third-Party Root Certificatiol
| Trusted People
Other People
|+ || Smart Card Trusted Roots

Issued To

(55 GTE CyberTrust Global Root
Sl http:/ fwwewvalicert.comy/
S httpe/ fwwwvalicert.com/

i:] Microsoft Authenticode(tm) Ro...

Microsoft Root Authority

S Microsoft Root Certificate Auth...
[ Metwork Solutions Certificate A...
MO LIABILITY ACCEPTED, (c)97 ...
[l Secure Server Certification Auth...

Sl SecureTrust CA

5] Starfield Class 2 Certification A...
[l StartCom Certification Authority
5 Thawte Premium Server CA

[l thawte Primary Root CA

5 Thawte Server CA

5l Thaw
5] US Treasury Root CA
[ US Treasury Root CA
[5]US Treasury Root CA

imsstamping CA

(=] UTN-USERFirst-Hardware
UTM-USERFirst-Object

[l VeriSign Class 3 Public Primary ...

[l VeriSign Trust Metwork

Issued By

GTE CyberTrust Global Root
http:/fwww.valicert.com/’
http:/fwww.valicert.com/

Microsoft Authenticode{tm) Root...

Microsoft Root Authority

Microsoft Root Certificate Authori..,
Metwork Solutions Certificate Aut...
NO LIABILITY ACCEPTED, (c)97 V...
Secure Server Certification Author...

SecureTrust CA

Starfield Class 2 Certification Auth...

StartCom Certification Authority
Thawte Premium Server CA
thawte Primary Root CA
Thawte Server CA

Thawte Timestamping CA
US Treasury Root CA

US Treasury Root CA

US Treasury Root CA

US Treasury Root CA

UTN - DATACorp 5GC
UTN-USERFirst-Hardware
UTN-USERFirst-Object

WeriSign Class 3 Public Primary Ce...

WeriSign Trust Network

4

T

Expiration Date
8/13/2018
6/25/2019
6/25/2019
12/31/1999
12/31/2020
5/9/2021
12/31/2029
1/7/2004
1/7/2010
12/31/2029
6/29/2034
9/17/2036
12/31/2020
1/16/2036
12/31/2020
12/31/2020
8/5/2026
3/11/2012
3/11/2012
31172012
6/24/2019
1/9/2019
7/9/2019
1/16/2036
8/1/2028

Intended Purposes
Secure Email, Clier
Secure Email, Serv
Secure Email, Serw
Secure Email, Cod
<All>
<All=
Server Authenticat
Time Stamping
Server Authenticat
Server Authenticat
Server Authenticat
Server Authenticat,
Server Authenticat
Server Authenticat
Server Authenticat
Time Stamping
<All=
1.2.840.113533.7.74
<All>
<All>
Server Authenticat
IP security user, [P
Encrypting File Sys
Server Authenticat
Secure Email, Clier —
3

Actions

Certificates

More Actions




Verify installation of Development Treasury Root Certificate

Verify that the “Development US Treasury Root CA” certificate was imported successfully into the
“Trusted Root Certification Authorities” store of the Local Computer. See the certificate encircled in

red to verify.

a Consolel - [Console Roof\Certificates (Local Computer]\Trusted Root Certification Authorities\Certificates]

(=] © [t

EME
| H

Action  View

B l6k

Favgrites Window Help

] Console Root
4 Eﬁl Certificates (Local Computer)
» [ Personal
4 || Trusted Root Certification Authorities
| Certificates
1 [_| Enterprise Trust
> [ ] Intermediate Certification Authorities
= | Trusted Publishers
& 7] Untrusted Certificates
i [_| Third-Party Root Certification Authorities
» [ Trusted People
= [=] Other People
- =] Srnart Card Trusted Roots

Issued To

(5] AddTrust External CA Root

=] America Online Root Certificatio...
S Certum CA

(53] Class 3 Public Primary Certificatio...
[5] Class 3 Public Primary Certificatio...

[/ COMODO Certification Authority

(=] Copyright (<) 1997 Microsoft Corp.
o Development US Treasury Root CA

= DigiCert Assured ID Root CA
[/ DigiCert Global Reot CA

= DigiCert High Assurance EV Root ...

[53/DST Root CA X3
[ Entrust.net Certification Authorit...

S/ Entrust.net Secure Server Certifica...
S/ Equifax Secure Certificate Authority

5 Equifax Secure eBusiness CA-1
[/ Equifax Secure Global eBusiness ...

Issued By
AddTrust External CA Root

America Online Root Certification...

Certum CA

Class 3 Public Primary Certificatio...
Class 3 Public Primary Certificatio...
COMODO Certification Authority
Copyright (c) 1997 Microsoft Corp.
Development US Treasury Root CA
DigiCert Assured ID Root CA
DigiCert Global Root CA

DigiCert High Assurance EV Root ...
DST Root CA X3

Entrust.net Certification Authority...
Entrust.net Secure Server Certifica...
Equifax Secure Certificate Autherity
Equifax Secure eBusiness CA-1
Equifax Secure Global eBusiness C...

[F]RanTret Glakal T4
< n

GanTeuct Glakal CA |

Expiration Date
5/30/2020
11/19/2037
6/11/2027
8/1/2028
1/7/2004
12/31/2029
12/30/1999
3/18/2029
11/9/2031
11/9/2031
11/9/2031
9/30/2021
112472029
5/25/2019
8/22/2018
6/20/2020
6/20/2020

S/

Intended Purp *
Server Authen
Server Authemn
Server Authen =
Secure Email, 1
Secure Email, 1
Server Autherm|
Time Stampin
<All=

Server Authen
Server Authem
Server Authen
Secure Email, !
Server Authen
Server Authen
Secure Email, !
Secure Email, !

Secure Email, !
Cariime Asctbarcli
b

Actions

Certificates

More Actions

Trusted Root Certification Authorities store contains 46 certificates.

Close the “Consolel” application; you will see the following message:

Microsoft Management Conscle

==

f lx Save console settings to Consolel?

J |

Mo

|

Cancel

Click “No” to close the Microsoft Management Console and complete the Treasury Root Certificate

Installation process.
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