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must be signaled to the flightcrew
during flight.

(d) Dispatch with known failure
conditions. If the airplane is to be
dispatched in a known system failure
condition that affects structural
performance, or affects the reliability of
the remaining system to maintain
structural performance, then the
provisions of these special conditions
must be met, including the provisions of
paragraph 2(a) for the dispatched
condition, and paragraph 2(b) for
subsequent failures. Expected
operational limitations may be taken
into account in establishing P; as the
probability of failure occurrence for
determining the safety margin in Figure
1 of these special conditions. Flight
limitations and expected operational
limitations may be taken into account in
establishing QQ; as the combined
probability of being in the dispatched
failure condition and the subsequent
failure condition for the safety margins
in Figures 2 and 3 of these special
conditions. These limitations must be
such that the probability of being in this
combined failure state and then
subsequently encountering limit load
conditions is extremely improbable. No
reduction in these safety margins is
allowed if the subsequent system failure
rate is greater than 103 per hour.

Issued in Renton, Washington, on
November 21, 2012.

Ali Bahrami,

Manager, Transport Airplane Directorate,
Aircraft Certification Service.

[FR Doc. 2012—-28768 Filed 11-27-12; 8:45 am]
BILLING CODE 4910-13-P

DEPARTMENT OF COMMERCE

Bureau of Industry and Security

15 CFR Part 774
[Docket No. 120330233-2160-01]
RIN 0694-AF64

Revisions to the Export Administration
Regulations (EAR): Control of Military
Electronic Equipment and Related
Items the President Determines No
Longer Warrant Control Under the
United States Munitions List (USML)

AGENCY: Bureau of Industry and
Security, Department of Commerce.
ACTION: Proposed rule.

SUMMARY: This proposed rule describes
how certain articles the President
determines no longer warrant control
under the United States Munitions List
(USML) would be controlled on the
Commerce Control List (CCL). Those

articles and the USML categories under
which they are currently controlled are:
Military electronics (Category XI) and
certain cryogenic and superconductive
equipment designed for installation in
military vehicles and that can operate
while in motion (Categories VI, VII, VIII,
and XV). Military electronics and
related items would be controlled by
new Export Control Classification
Numbers (ECCNs) 3A611, 3B611,
3D611, and 3E611 proposed by this rule.
Cryogenic and superconducting
equipment for military vehicles and
related items would be controlled under
new ECCNs 9A620, 9B620, 9D620, and
9E620. This proposed rule also would
amend ECCNs 7A001 and 7A101 to
apply the missile technology reason for
control only to items in those ECCNs on
the Missile Technology Control Regime
(MTCR) Annex.

This is one in a planned series of
proposed rules describing how various
types of articles the President
determines, as part of the
Administration’s Export Control Reform
Initiative, no longer warrant USML
control, would be controlled on the CCL
and by the EAR. This proposed rule is
being published in conjunction with a
proposed rule from the Department of
State, Directorate of Defense Trade
Controls, which would amend the list of
articles controlled by USML Category
XL

DATES: Comments must be received by
January 28, 2013.

ADDRESSES: You may submit comments
by any of the following methods:

e Federal eRulemaking Portal: http://
www.regulations.gov. The identification
number for this rulemaking is BIS—
2012-0045.

¢ By email directly to
publiccomments@bis.doc.gov. Include
RIN 0694—-AF64 in the subject line.

e By mail or delivery to Regulatory
Policy Division, Bureau of Industry and
Security, U.S. Department of Commerce,
Room 2099B, 14th Street and
Pennsylvania Avenue NW., Washington,
DC 20230. Refer to RIN 0694—AF64.

FOR FURTHER INFORMATION CONTACT:
Brian Baker, Director, Electronics and
Materials Division, Office of National
Security and Technology Transfer
Controls, (202) 482-5534,
brian.baker@bis.doc.gov.

SUPPLEMENTARY INFORMATION:

Background

On July 15, 2011, as part of the
Administration’s ongoing Export
Control Reform Initiative, BIS published
a proposed rule (76 FR 41958) (“‘the July
15 proposed rule”) that set forth a
framework for how articles the

President determines, in accordance
with section 38(f) of the Arms Export
Control Act (AECA) (22 U.S.C. 2778(1)),
would no longer warrant control on the
United States Munitions List (USML)
instead would be controlled on the
Commerce Control List (CCL).

BIS also published a proposed rule
(76 FR 68675, November 7, 2011),
primarily dealing with aircraft and
related items (‘‘the November 7
proposed rule”’) that made additions
and modifications to some of the
provisions of the July 15 proposed rule.

Following the structure of the July 15
and November 7 proposed rules, this
proposed rule describes BIS’s proposal
for controlling under the EAR’s CCL
certain military electronic equipment
and related articles now controlled by
the ITAR’s USML Category XI. This
proposed rule also would specifically
implement in U.S. export control
regulations Category ML20 Munitions
List of the Wassenaar Arrangement on
Export Controls for Conventional Arms
and Dual-Use Goods and Technologies
(Wassenaar Arrangement Munitions List
or WAML), which pertains to certain
cryogenic and superconducting
equipment. These items are currently
controlled by “catch all” provisions of
the ITAR’s USML Categories VI, VII,
VIII, and XV. Finally, this proposed rule
would correct two ECCNs in CCL
Category 7 to apply the missile
technology reason for control only to
items that are on the MTCR Annex.

The changes described in this
proposed rule and the State
Department’s proposed amendment to
Category XI of the USML are based on
a review of Category XI by the Defense
Department, which worked with the
Departments of State and Commerce in
preparing the proposed amendments.
The review was focused on identifying
the types of articles that are now
controlled by USML Category XI that are
either (i) inherently military and
otherwise warrant control on the USML
or (ii) if it is of a type common to non-
military electronic equipment
applications, possess parameters or
characteristics that provide a critical
military or intelligence advantage to the
United States, and that are almost
exclusively available from the United
States. If an article satisfied one or both
of those criteria, the article remained on
the USML. If an article did not satisfy
either criterion but was nonetheless a
type of article that is, as a result of
differences in form and fit, “specially
designed” for military applications or
for the intelligence applications
described in proposed ECCN 3A611.b, it
was identified in the new ECCNs
proposed in this notice. The licensing
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requirements and other EAR-specific
controls for such items described in this
notice would enhance national security
by permitting the U.S. Government to
focus its resources on controlling,
monitoring, investigating, analyzing,
and, if need be, prohibiting exports and
reexports of more significant items to
destinations, end uses, and end users of
greater concern than NATO allies and
other multi-regime partners.

The Defense Department also
reviewed WAML Category ML20, which
describes certain cryogenic and
superconducting items. These items are
not positively listed on the USML, but
are nonetheless controlled as non-
specific parts, components, accessories
of and attachments to items controlled
under USML Categories VI, VII, VIII and
XV. The Department of Defense
concluded that the Category ML20 items
are not in production and, even if they
were, they would not necessarily
provide the United States with a
significant military or intelligence
advantage warranting control under the
ITAR. In addition, the Departments of
Commerce and State have not identified
evidence of trade in such items. Despite
the lack of evidence of production or
trade, this proposed rule would list
WAML Category ML20 items on the
CCL. Such listing is necessary because
several State Department proposed rules
would, in accordance with the
Administration’s Export Control Reform
Initiative, remove non-specific parts,
components, accessories, and
attachments from the USML, and,
unless added to the Commerce Control
List, WAML Category ML20 items
would no longer be on any U.S. export
control list.

Pursuant to section 38(f) of the AECA,
the President is obligated to review the
USML ““to determine what items, if any,
no longer warrant export controls
under” the AECA. The President must
report the results of the review to
Congress and wait 30 days before
removing any such items from the
USML. The report must “describe the
nature of any controls to be imposed on
that item under any other provision of
law.” 22 U.S.C. 2778(f)(1).

In the July 15 proposed rule, BIS
proposed creating a series of new
ECCNs to control items that would be
removed from the USML and items
currently on the CCL that are also on the
Wassenaar Arrangement Munitions List.
The proposed rule referred to this series
as the “600 series” because the third
character in each of the new ECCNs
would be a “6.”” The first two characters
of the 600 series ECCNs serve the same
function as any other ECCN as described
in § 738.2 of the EAR. The first character

is a digit in the range 0 through 9 that
identifies the Category on the CCL in
which the ECCN is located. The second
character is a letter in the range A
through E that identifies the product
group within a CCL Category. In the 600
series, the third character is the number
6. With few exceptions, the final two
characters identify the WAML category
that covers items that are the same or
similar to items in a particular 600
series ECCN. The ECCNs that would be
created or revised by this proposed rule
are described more fully below.

BIS will publish additional Federal
Register notices containing proposed
amendments to the CCL that will
describe proposed controls for
additional categories of articles the
President determines no longer warrant
control under the USML. The State
Department will publish concurrently
proposed amendments to the USML that
correspond to the BIS notices. BIS will
also publish proposed rules to further
align the CCL with the WAML and the
Missile Technology Control Regime
Equipment, Software and Technology
Annex.

The revisions proposed in this rule
are part of Commerce’s retrospective
plan under EO 13563 completed in
August 2011. Commerce’s full plan can
be accessed at: http://open.commerce.
gov/news/2011/08/23/commerce-plan-
retrospective-analysis-existing-rules.

Need To Avoid Ambiguous
Classifications or Inadvertent License
Requirements

BIS recognizes that because
electronics frequently are installed in
some other commodity, they are
particularly susceptible to ambiguous
classification or classification under
multiple entries on the CCL. For
example, a given electronic device
might also be viewed as a part for an
aircraft, radar, computer, laser, or some
other article. How the device is viewed
might affect the classification on the
CCL, which could, in turn affect license
requirements or licensing policy. BIS’s
intent is that the new ECCNs in this
proposed rule would not increase the
number of destinations to which a
license is required, alter the policy
under which license application are
reviewed or create any apparent
instances of an item that is subject to the
EAR being covered by more than one
ECCN. Parties who believe that they can
identify instances where the effect of the
proposed rule would be contrary to this
intent are encouraged to point out those
instances in a public comment on this
proposed rule.

Detailed Description of Changes
Proposed by This Rule

New 3X611 Series of ECCNs

Proposed new ECCNs 3A611, 3B611,
3D611, and 3E611 would control
military electronics and related test,
inspection, and production equipment
and software and technology currently
controlled by USML Category XI that
the President determines no longer
warrant control on the USML. To the
extent that they are not enumerated on
the proposed revisions to Category XI,
these proposed new ECCNs would also
control computers, telecommunications
equipment, radar “specially designed”
for military use, parts, components,
accessories, and attachments “‘specially
designed” therefor, and related software
and technology. This structure aligns
with the current USML Category XI and
ML11, which include within the scope
of “electronics” such items as
computers, telecommunications
equipment, and radar. BIS believes that
it will be easier to include such items
within the scope of the proposed new
600 series that corresponds to USML
Category XI rather than creating new
600 series ECCNs in CCL Categories 4
(computers), 5 (telecommunications),
and 6 (radar). BIS, however, proposes
including cross references in CCL
Categories 4, 5, and 6 to alert readers
that ECCN 3A611 may control such
items.

The proposed 3X611 series, except for
3X611.y, would be controlled for
national security (NS Column 1 or NS1),
regional stability (RS Column 1 or RS1),
antiterrorism (AT Column 1 or AT1) and
United Nations embargo (UN) reasons.
ECCNs 3X611.y would only be
controlled for AT1 reasons (ECCN
3B611 would not have a .y paragraph).
Each ECCN in this 3X611 series is
described more specifically below.

New ECCN 3A611

Proposed ECCN 3A611 paragraph .a
would control electronic “equipment,”
“end items,” and “systems” “‘specially
designed” for military use that are not
enumerated in either a USML category
or another ‘600 series”” ECCN.

Paragraph .b would be reserved. The
corresponding USML Category is XI(b),
which will continue to be a catch-all
control and will contain the following
clarified version of the current Category
XI(b): “Electronic systems or equipment
“specially designed” for the collection,
surveillance, monitoring, or exploitation
of the electromagnetic spectrum
(regardless of transmission medium), for
intelligence or security purposes or for
counteracting such activities.”” State’s
proposed revision to Category XI(b) will
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contain references to certain types of
equipment and systems that are per se
within the scope of the revised Category
XI(b). BIS encourages the public to
comment on whether this approach
creates any confusion regarding the
jurisdictional status of any items that
are commonly used in normal
commercial, non-intelligence, or non-
security use, including those controlled
under ECCN 5A980 (“Devices primarily
useful for the surreptitious interception
of wire, oral, or electronic
communications.”)

Paragraph .c would control
microwave monolithic integrated circuit
(MMIC) power amplifiers based in
general on four parameters: Rated
operating frequency; peak saturated
power output, fractional bandwidth and
power added efficiency. This paragraph
covers MMIC power amplifiers with
rated operating frequencies ranging from
2.7 GHz through 75 GHz in six
subparagraphs ranging from the lowest
to the highest operating frequency
ranges, with a gap for MMIC power
amplifiers rated for an operation
frequency range of 31.8 GHz up to and
including 37.5 GHz, which are covered
by ECCN 3A001.b.2.d. The threshold
values of the other three parameters
decline as the operating frequency range
increases. For the lowest operating
frequency range (2.7 GHz through 3.2
GHz), the peak saturated power output
parameter is one of three alternative
power measurements that define the
threshold for inclusion within
paragraph .c. The other two are:

(1) Average power output and fractional
bandwidth; and (2) pulse power output
and (3) duty cycle.

Paragraph .d would control discrete
radio frequency transistors in five
graduated steps over the operating
frequency range of 2.7 GHz through 75
GHz, with a gap for transistors with an
operating frequency range exceeding
31.8 GHz up to and including 37.5 GHz,
which are covered by ECCN
3A001.b.3.c. This paragraph uses the
same parameters that as are used to
identify MMIC power amplifiers in
paragraph .c and, as with MMIC power
amplifiers, the threshold values for the
other parameters decline as the
operating frequency increases.

Paragraph .e would control high
frequency (HF) surface wave radar
capable of “tracking” surface targets on
oceans.

Paragraph .f would control
microelectronic devices and printed
circuit boards that are certified to be a
“trusted device” from a defense
microelectronics activity (DMEA)
accredited supplier.

Each of these new ECCNs describes
electronic items that BIS understands to
be inherently military or otherwise
exclusively designed and manufactured
for military use. BIS encourages the
public to test this understanding and
identify items, if any, that fall within
the scope of these new ECCNs that are
in normal commercial use. If so, the
comments should provide details on
such commercial applications. In
particular, BIS asks the public to
comment on whether the controls in
proposed new paragraphs 3A611.c
(MMICs) and 3A611.d (discrete radio
frequency transistors) are sufficiently
limited to those not now or likely to be
in normal commercial use by U.S. or
foreign telecommunications or other
non-military applications. The basis for
this request is that the current USML
Category XI(c) does not now control any
electronic parts, components,
accessories, attachments, or associated
equipment ““in normal commercial use”
even if they were “specifically designed

or modified for use with the equipment”

controlled in USML categories XI(a) or
XI(b), which are, in essence, electronic
equipment “specifically designed,
modified, or configured for military
application.” One of the goals of the
reform effort is to ensure that items that
are currently EAR controlled are not
unintentionally made ITAR or “600
series” controlled, through the creation
of more positive lists. This objective,
however, does not preclude the
possibility of the Administration
intentionally making ITAR or “600
series” controlled items that are today
subject to the other parts of the EAR.

Paragraphs .g through .w would be
reserved.

Paragraph .x would control “parts,”
“‘components,” “‘accessories” and
“attachments’ that are ““specially
designed” for a commodity controlled
by ECCN 3A611 or for an article
controlled by USML Category XI, and
not enumerated in a USML Category.

A note is proposed for ECCN 3A611.x
clarifying that electronic parts,
components, accessories, and
attachments that are “specially
designed” for military use that are not
enumerated in any USML Category but
are within the scope of a “600 series”
ECCN are controlled by that “600
series” ECCN. Thus, for example,
electronic components not enumerated
on the USML that are ““specially
designed” for a military aircraft
controlled by USML Category VIII or
ECCN 9A610 would be controlled by
ECCN 9A610.x. Similarly, electronic
components not enumerated on the
USML that are “specially designed” for
a military vehicle controlled by USML

Category VII or ECCN 0A606 would be
controlled by ECCN 0A606.x. The
purpose of this note and the limitations
in ECCN 3A611.x is to prevent any
overlap of controls over electronics
specially designed for particular types
of items described in other 600 series
ECCNs (which would not be controlled
by 3A611.x) and all other electronic
parts, components, accessories, and
attachments specially designed for
military electronics that are not
enumerated on the USML (which would
be controlled by ECCN 3A611.x).

A second note proposed for ECCN
3A611.x specifies that ECCN 3A611.x
controls parts and components
“specially designed” for underwater
sensors or projectors controlled by
proposed USML Category XI(c)(12)
containing single-crystal lead
magnesium niobate lead titanate (PMN-
PT) based piezoelectrics.

ECCN 3A611 also would contain a
paragraph .y for items of little or no
military significance that would be
controlled only for AT1 reasons.

New ECCN 3B611

Proposed ECCN 3B611 would impose
controls on test, inspection, and
production end items and equipment
“specially designed” for items
controlled in ECCN 3A611 or USML
Category XI that are not enumerated in
USML XI or controlled by a “600 series”
ECCN under paragraph .a and for
“parts,” “‘components,” ‘“‘accessories”
and “attachments” that are “‘specially
designed” for such test, inspection and
production end items and equipment
that are not enumerated on the USML or
controlled by another “600 series”
ECCN under paragraph .x.

New ECCN 3D611

Proposed ECCN 3D611 would impose
controls on software “specially
designed” for the “development,”
“production,” operation, or
maintenance of commodities controlled
by 3A611 or 3B611 other than software
for 3A611.y or 3B611.y.

New ECCN 3E611

Proposed ECCN 3E611 would impose
controls on “technology” “required” for
the “development,” “production,”
operation, installation, maintenance,
repair, or overhaul of commodities or
software controlled by ECCN 3A611,
3B611 or 3D611 (except technology for
3A611.y, 3B611.y and 3D611.y), which
would be controlled for AT1 reasons
only.

Revisions to ECCNs 3A101 and 4A003

The analog-to-digital converters
described in the proposed revision to
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3A101.a would become subject to the
EAR. Currently ECCN 3A101 is refers
readers to the ITAR for analog-to-digital
converters described in paragraph .a.
These converters are and would
continue to be controlled for MT
reasons because they are identified on
the Missile Technology Control Regime
Annex. Placing such items in this ECCN
rather than the new 3A611 will make it
easier to identify, classify, and control
such items. Consequently, this proposed
rule adds analog-to-digital converters
useable in “missiles”” and having any of
the characteristics described in
proposed 3A101.a.1, a.2, a.3, or a.4.

In addition, adding the new text in
3A101.a.4 for electrical input type
analog-to-digital converter printed
circuit boards or modules requires that
this proposed rule amend ECCN 4A003
to add an MT control for items classified
under ECCN 4A003.e when meeting or
exceeding the parameters described in
ECCN 3A101.a.4. This amendment is
necessary as the MT items in new
paragraph 3A101.a.4 are a subset of the
items in paragraph 4A003.e.

Revisions to ECCN 5A001

This proposed rule revises the Related
Controls paragraph in ECCN 5A001 to
provide more detailed references to
telecommunications equipment subject
to the ITAR under USML Categories XI
and XV, while maintaining references to
ECCNs 5A101, 5A980, and 5A991.

New Cross Reference ECCNs

Three new cross reference ECCNs
would be created to alert readers that
computers, telecommunications
equipment, and radar—and parts,
components, accessories and
attachments “specially designed”
therefor—are controlled by ECCN 3A611
if they are specially designed for
military use. These cross references are
intended to reduce the likelihood of
confusion that might otherwise arise
because computers, telecommunications
equipment, and radar generally are in
CCL Categories 4, 5 (Part 1) and 6,
respectively. The new cross reference
ECCNs and the Categories in which they
would appear are: 4A611, Category 4;
5A611, Category 5, Part 1; and 6A611,
Category 6.

Corrections to ECCNs 7A006 and 7D101

This proposed rule would correct the
reasons for control paragraph of ECCN
7A006 to state that the missile
technology reason for control applies to
those items covered by ECCN 7A006
that also meet or exceed the parameters
of ECCN 7A106. ECCN 7A006 now
applies the missile technology reason
for control to a range of airborne

altimeters that extends beyond the range
of altimeters that are on the MTCR
annex. BIS’s practice is to apply the
missile technology reason for control
only to items on that annex. This
proposed change would make ECCN
7A006 conform to that practice.
Similarly, this proposed rule would add
the phrase “for missile technology
reasons’ to the heading of ECCN 7D101.
ECCN 7D101 applies the missile
technology reason for control to
software for a range of commodity
ECCNs. Not all of those commodities are
controlled for missile technology
reasons. The text proposed here would
limit the scope of missile technology
controls in ECCN 7A106 to commodities
on the MTCR Annex and that of ECCN
7D101 to software for commodities on
the MTCR Annex.

New 9X620 Series of ECCNs

Proposed ECCNs 9A620, 9B620,
9D620, and 9E620 would apply NS1,
RS1, AT1 and UN reasons for control to
cryogenic and superconducting
equipment described in Category ML20
of the Wassenaar Arrangement
Munitions List and to test, inspection
and production equipment, software
and technology therefor. Category ML20
covers cryogenic and superconducting
equipment that is “specially designed”
to be installed in a vehicle for military
ground, marine, airborne, or space
applications. BIS believes that such
equipment is used in experimental or
developmental vehicle propulsion
systems that employ superconducting
components and cryogenic equipment
to cool those components to
temperatures at which they
superconduct. BIS has not identified
evidence of trade in such items. To the
extent that exports do exist, the items
would be subject to the license
requirements of the USML Category that
controls the vehicle into which the
equipment would be installed, i.e.,
Category VI, surface vessels; Category
VII, ground vehicles; Category VIII,
aircraft; and Category XV, spacecraft.
BIS proposes to place this cryogenic and
superconducting equipment, its related
test, inspection and production
equipment, and its related software and
technology into a single set of 600 series
ECCNs ending with the digits “20” to
correspond to the relevant Wassenaar
Arrangement Munitions List Category.
This approach would further the
administration’s Export Control Reform
Initiative goal of aligning U.S. controls
with multilateral controls wherever
feasible. Each ECCN in this series is
described more specifically below.

New ECCN 9A620

Paragraph a. would control equipment
“specially designed” to be installed in
a vehicle for military ground, marine,
airborne, or space applications, capable
of operating while in motion and of
producing or maintaining temperatures
below 103 K (— 170 °C). Paragraph b.
would control “superconductive”
electrical equipment (rotating
machinery and transformers) “specially
designed” to be installed in a vehicle for
military ground, marine, airborne, or
space applications, and capable of
operating while in motion. Paragraph x.
would control parts, components,
accessories and attachments that were
“specially designed” for a commodity
controlled by ECCN 9A620.

New ECCN 9B620

Proposed ECCN 9B620 would control
test, inspection, and production end
items and equipment “‘specially
designed” for items controlled in
proposed ECCN 9A620.

New ECCN 9D620

Proposed ECCN 9D620 would control
software “‘specially designed” for the
“development,” “production,”
operation, or maintenance of
commodities controlled by ECCNs
9A620 or 9B620.

New ECCN 9E620

Proposed ECCN 9E620 would control
a “technology” “required” for the
“development,” “production,”
operation, installation, maintenance,
repair, or overhaul of commodities or
software controlled by ECCNs 9A620,
9B620 or 9D620.

Proposed New ECCNs and License
Exception STA

One of the objectives of the Export
Control Reform effort is to align the
jurisdictional status of technology and
software with the items to which they
relate. Thus, for example, all technical
data and software directly related to a
defense article, i.e., an item identified
on the ITAR’s USML, will also be ITAR
controlled. All technology, including
technical data, and software for the
production, development, or other
aspects of an item on the EAR’s CCL
will be subject to the EAR. Nevertheless,
some types of software and technology
are more significant than the
commodities that are developed or
produced from or that utilize such
software or technology. In recognition of
that fact, this proposed rule would
preclude use of License Exception STA
for software and technology (other than
build-to-print technology) for (1) Helix
traveling wave tubes (TWTs); (2)
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Transmit/receive or transmit modules;
(3) Microwave monolithic integrated
circuits (MMIC)s; and (4) Discrete radio
frequency transistors that would be
controlled by ECCN 3A611.

Request for Comments

All comments must be in writing and
submitted via one or more of the
methods listed under the ADDRESSES
caption to this notice. All comments
(including any personal identifiable
information) will be available for public
inspection and copying. Those wishing
to comment anonymously may do so by
submitting their comment via
regulations.gov and leaving the fields
for identifying information blank.

Effects of This Proposed Rule
Use of License Exceptions

Military electronic equipment, certain
cryogenic and superconducting
equipment, and parts, components, and
test, inspection, and production
equipment therefor currently on the
USML that this rule would place on the
CCL would become eligible for several
license exceptions, including STA,
which would be available for exports to
certain government agencies of NATO
and other multi-regime close allies. The
exchange of information and statements
required under STA is substantially less
burdensome than are the license
application requirements currently
required under the ITAR, as discussed
in more detail in the ‘“Regulatory
Requirements” section of this proposed
rule. This proposed rule does not move
any items currently on the CCL to a 600
series ECCN; therefore, it would not
narrow the scope of license exception
eligibility for any items currently on the
CCL.

Alignment With the Wassenaar
Arrangement Munitions List

The Administration has stated since
the beginning of the Export Control
Reform Initiative that the reforms will
be consistent with the obligations of the
United States to the multilateral export
control regimes. Accordingly, the
Administration will, in this and
subsequent proposed rules, exercise its
national discretion to implement,
clarify, and, to the extent feasible, align
its controls with those of the regimes.
This proposed rule would maintain the
alignment that exists between the
USML, in which military electronics are
controlled under Category XI, and the
WAML, in which military electronic
equipment is controlled under ML11
and would be controlled by ECCN
3A611 in this proposed rule. Similarly,
3B611 aligns with WAML 18, which,

inter alia, controls “specially designed
or modified ‘production’ equipment for
the ‘production’ of products specified
by the Munitions List, and specially
designed components therefor.”

This proposed rule would align
cryogenic and superconducting
equipment currently controlled in
Categories VI, VII, VIII, and XV with
Wassenaar Arrangement Munitions List
Category ML20 by controlling them
under ECCN 9A620. As with other 600
series ECCNs, this rule follows the
existing CCL numbering pattern for test,
inspection and production equipment
(3B611 and 9B620), software (3D611
and 9D620) and technology (3E611 and
9E620) rather than strictly following the
Wassenaar Arrangement Munitions List
pattern of placing production
equipment, software and technology for
munitions list items in categories ML18,
ML21 and ML22, respectively. BIS
believes that including the ECCNs for
test, inspection and production
equipment, software, and technology in
the same category as the items to which
they relate results in an easier to
understand CCL than would separate
categories.

Although the Export Administration
Act expired on August 20, 2001, the
President, through Executive Order
13222 of August 17, 2001, 3 CFR, 2001
Comp., p. 783 (2002), as extended by the
Notice of August 15, 2012, 77 FR 49699
(August 16, 2012), has continued the
Export Administration Regulations in
effect under the International
Emergency Economic Powers Act. BIS
continues to carry out the provisions of
the Export Administration Act, as
appropriate and to the extent permitted
by law, pursuant to Executive Order
13222.

Rulemaking Requirements

1. Executive Orders 13563 and 12866
direct agencies to assess all costs and
benefits of available regulatory
alternatives and, if regulation is
necessary, to select regulatory
approaches that maximize net benefits
(including potential economic,
environmental, public health and safety
effects, distribute impacts, and equity).
Executive Order 13563 emphasizes the
importance of quantifying both costs
and benefits, of reducing costs, of
harmonizing rules, and of promoting
flexibility. This rule has been
designated a “‘significant regulatory
action,” although not economically
significant, under section 3(f) of
Executive Order 12866. Accordingly,
the rule has been reviewed by the Office
of Management and Budget (OMB).

2. Notwithstanding any other
provision of law, no person is required

to respond to, nor is subject to a penalty
for failure to comply with, a collection
of information, subject to the
requirements of the Paperwork
Reduction Act of 1995 (44 U.S.C. 3501
et seq.) (PRA), unless that collection of
information displays a currently valid
OMB control number. This proposed
rule would affect two approved
collections: Simplified Network
Application Processing System (control
number 0694—-0088), which includes,
among other things, license
applications, and License Exceptions
and Exclusions (0694-0137).

As stated in the proposed rule
published at 76 FR 41958 (July 15,
2011), BIS believed that the combined
effect of all rules to be published adding
items to the EAR that would be removed
from the ITAR as part of the
administration’s Export Control Reform
Initiative would increase the number of
license applications to be submitted by
approximately 16,000 annually. As the
review of the USML has progressed, the
interagency group has gained more
specific information about the number
of items that would come under BIS
jurisdiction whether those items would
be eligible for export under license
exception. As of June 21, 2012, BIS
believes the increase in license
applications may be 30,000 annually,
resulting in an increase in burden hours
of 8,500 (30,000 transactions at 17
minutes each) under control number
0694-0088.

Military electronic equipment, certain
cryogenic and superconducting
equipment, related test, inspection and
production equipment, “parts,”
“components,” “accessories” and
“attachments,” “software”” and
“technology” formerly on the USML
would become eligible for License
Exception STA under this rule. BIS
believes that the increased use of
License Exception STA resulting from
the combined effect of all rules to be
published adding items to the EAR that
would be removed from the ITAR as
part of the administration’s Export
Control Reform Initiative would
increase the burden associated with
control number 0694—0137 by about
23,858 hours (20,450 transactions @ 1
hour and 10 minutes each).

BIS expects that this increase in
burden would be more than offset by a
reduction in burden hours associated
with approved collections related to the
ITAR. The largest impact of the
proposed rule would likely apply to
exporters of replacement parts for
military electronic equipment that has
been approved under the ITAR for
export to allies and regime partners.
Because, with few exceptions, the ITAR
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allows exemptions from license
requirements only for exports to
Canada, most exports of such parts,
even when destined to NATO and other
close allies, require specific State
Department authorization. Under the
EAR, as proposed in this notice, such
parts would become eligible for export
to NATO and other multi-regime allies
under License Exception STA. Use of
License Exception STA imposes a
paperwork and compliance burden
because, for example, exporters must
furnish information about the item
being exported to the consignee and
obtain from the consignee an
acknowledgement and commitment to
comply with the EAR. However, the
Administration understands that
complying with the burdens of STA is
likely less burdensome than applying
for licenses. For example, under License
Exception STA, a single consignee
statement can apply to an unlimited
number of products, need not have an
expiration date, and need not be
submitted to the government in advance
for approval. Suppliers with regular
customers can tailor a single statement
and assurance to match their business
relationship rather than applying
repeatedly for licenses with every
purchase order to supply reliable
customers in countries that are close
allies or members of export control
regimes or both.

Even in situations in which a license
would be required under the EAR, the
burden is likely to be reduced compared
to the license requirement of the ITAR.
In particular, license applications for
exports of technology controlled by
ECCN 3E611 are likely to be less
complex and burdensome than the
authorizations required to export ITAR-
controlled technology, i.e.,
Manufacturing License Agreements and
Technical Assistance Agreements.

3. This rule does not contain policies
with Federalism implications as that
term is defined under E.O. 13132.

4. The Regulatory Flexibility Act
(RFA), as amended by the Small
Business Regulatory Enforcement
Fairness Act of 1996 (SBREFA), 5 U.S.C.
601 et seq., generally requires an agency
to prepare a regulatory flexibility
analysis of any rule subject to the notice
and comment rulemaking requirements
under the Administrative Procedure Act
(5 U.S.C. 553) or any other statute,
unless the agency certifies that the rule
will not have a significant economic
impact on a substantial number of small
entities. Under section 605(b) of the
RFA, however, if the head of an agency
certifies that a rule will not have a
significant impact on a substantial
number of small entities, the statute

does not require the agency to prepare
a regulatory flexibility analysis.
Pursuant to section 605(b), the Chief
Counsel for Regulation, Department of
Commerce, submitted a memorandum
to the Chief Counsel for Advocacy,
Small Business Administration,
certifying that this proposed rule will
not have a significant impact on a
substantial number of small entities.

Number of Small Entities

The Bureau of Industry and Security
(BIS) does not collect data on the size
of entities that apply for and are issued
export licenses. Although BIS is unable
to estimate the exact number of small
entities that would be affected by this
rule, it acknowledges that this rule
would affect some unknown number.

Economic Impact

This proposed rule is part of the
Administration’s Export Control Reform
Initiative. Under that initiative, the
United States Munitions List (22 CFR
part 121) (USML) would be revised to be
a “positive” list, i.e., a list that does not
use generic, catch-all controls on any
part, component, accessory, attachment,
or end item that was in any way
specifically modified for a defense
article, regardless of the article’s
military or intelligence significance or
non-military applications. At the same
time, articles that are determined to no
longer warrant control on the USML
would become controlled on the
Commerce Control List (CCL). Such
items, along with certain military items
that currently are on the CCL, will be
identified in specific Export Control
Classification Numbers (ECCNs) known
as the ‘600 series” ECCNs. In practice,
the greatest impact of this rule on small
entities would likely be reduced
administrative costs and reduced delay
for exports of items that are now on the
USML but would become subject to the
EAR.

This rule focuses on Category XI
articles, which are, in essence, military
and intelligence-related electronic
equipment, “parts,” “‘components,” and
““accessories” and “‘attachments”
therefor; test, inspection and production
equipment for military electronic
equipment and ‘“‘parts,” “‘components”’
and ‘““‘accessories and attachments”
therefor, and related software and
technology and on certain laser and
radar altimeters that currently are
controlled under Category IV of the
USML.

Electronic equipment related to
certain military or intelligence-gathering
functions would remain on the USML.
However, parts, components,
accessories and attachments for that

equipment would be included on the
CCL unless expressly enumerated on the
USML. Such parts and components are
more likely to be produced by small
businesses than complete items of
electronic equipment, which would in
many cases become subject to the EAR.
Moreover, officials of the Department of
State have informed BIS that license
applications for such parts and
components are a high percentage of the
license applications for USML articles
review by that department. One of the
purposes of this proposed change is to
ensure the “right sizing” of controls on
military electronics. The current USML
Category XI is little more than a “catch-
all”” paragraph that controls all
equipment specifically designed or
modified for military use and all parts,
components, accessories specifically
designed or modified for such
equipment, except those “in normal
commercial use,” regardless of the age,
sensitivity, availability, or military
significance of the electronics. The
proposed changes in this rule will not
result in the decontrol of such items, but
will allow for reduction in
administrative and collateral regulatory
burdens by, for example, allowing for
the use of License Exception STA for
exports when the ultimate end user is in
a NATO and other multi-regime allied
country.

Thus, changing the jurisdictional
status of Category XI articles would
reduce the burden on small entities (and
other entities as well) through:
Elimination of some license
requirements, greater availability of
license exceptions, simplification of
license application procedures, and
reduction (or elimination) of registration
fees. In addition, parts and components
controlled under the ITAR remain under
ITAR control when incorporated into
foreign-made items, regardless of the
significance or insignificance of the
item, discouraging foreign buyers from
incorporating such U.S. content. The
availability of de minimis treatment
under the EAR may reduce the incentive
for foreign manufacturers to avoid
purchasing U.S.-origin parts and
components.

Exporters and reexporters of the
Category XI articles, particularly parts
and components, that would be placed
on the CCL by this rule would need
fewer licenses because their transactions
would become eligible for license
exceptions that apply to shipments to
United States Government agencies,
shipments valued at less than $1,500,
parts and components being exported
for use as replacement parts, temporary
exports, and License Exception Strategic
Trade Authorization (STA). License
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Exceptions under the EAR would allow
suppliers to send routine replacement
parts and low level parts to NATO and
other close allies and export control
regime partners for use by those
governments and for use by contractors
building equipment for those
governments or for the U.S. government
without having to obtain export
licenses. Under License Exception STA,
the exporter would need to furnish
information about the item being
exported to the consignee and obtain a
statement from the consignee that,
among other things, would commit the
consignee to comply with the EAR and
other applicable U.S. laws.

Because such statements and
obligations can apply to an unlimited
number of transactions and have no
expiration date, they would impose a
net reduction in burden on transactions
that the government routinely approves
through the license application process
that the License Exception STA
statements would replace.

Even for exports and reexports in
which a license would be required, the
process would be simpler and less
costly under the EAR. When a USML
Category XI article or Category IV
altimeter moved to the CCL, the number
of destinations for which a license is
required would remain unchanged.
However, the burden on the license
applicant would decrease because the
licensing procedure for CCL items is
simpler and more flexible that the
license procedure for UMSL articles.

Under the USML licensing procedure,
an applicant must include a purchase
order or contract with its application.
There is no such requirement under the
CCL licensing procedure. This
difference gives the CCL applicant at
least two advantages. First, the
applicant has a way of determining
whether the U.S. Government will
authorize the transaction before it enters
into potentially lengthy, complex, and
expensive sales presentations or
contract negotiations. Under the USML
procedure, the applicant will need to
caveat all sales presentations with a
reference to the need for government
approval and is more likely to have to
engage in substantial effort and expense
only to find that the government will
reject the application. Second, a CCL
license applicant need not limit its
application to the quantity or value of
one purchase order or contract. It may
apply for a license to cover all of its
expected exports or reexports to a
particular consignee over the life of a
license (normally two years, but may be
longer if circumstances warrant a longer
period), reducing the total number of

licenses for which the applicant must
apply. .

In addition, many applicants
exporting or reexporting items that this
rule would transfer from the USML to
the CCL would realize cost savings
through the elimination of some or all
registration fees currently assessed
under the USML’s licensing procedure.
Currently, USML applicants must pay to
use the USML licensing procedure even
if they never actually are authorized to
export. Registration fees for
manufacturers and exporters of articles
on the USML start at $2,250 per year,
increase to $2,750 for organizations
applying for one to ten licenses per year
and further increases to $2,750 plus
$250 per license application (subject to
a maximum of three percent of total
application value) for those who need to
apply for more than ten licenses per
year. There are no registration or
application processing fees for
applications to export items listed on
the CCL. Once the Category XI articles
and Category IV altimeters that are the
subject to this rulemaking are added to
the CCL and removed from the USML,
entities currently applying for licenses
from the Department of State would find
their registration fees reduced if the
number of USML licenses those entities
need declines. If an entity’s entire
product line is moved to the CCL, then
its ITAR registration and registration fee
requirement would be eliminated.

De minimis treatment under the EAR
would become available for all items
that this rule would transfer from the
USML to the CCL. Items subject to the
ITAR remain subject to the ITAR when
they are incorporated abroad into a
foreign-made product regardless of the
percentage of U.S. content in that
foreign-made product. Foreign-made
products that incorporate items that this
rule would move to the CCL would be
subject to the EAR only if their total
controlled U.S.-origin content exceeded
10 percent. Because including small
amounts of U.S.-origin content would
not subject foreign-made products to the
EAR, foreign manufacturers would have
less incentive to avoid such U.S.-origin
parts and components, a development
that potentially would mean greater
sales for U.S. suppliers, including small
entities.

This rule also contains proposed EAR
controls on cryogenic and
superconducting equipment ‘“‘specially
designed” to be installed in a vehicle for
military ground, marine, airborne, or
space applications, and related test,
inspection and production equipment,
software and technology. BIS believes
that these items are largely experimental
or developmental and has not identified

evidence of trade in such items.
Therefore, removing them from the
USML and adding them to the CCL is
unlikely to have a significant impact on
large or small entities.

Conclusion

BIS is unable to determine the precise
number of small entities that would be
affected by this rule. Based on the facts
and conclusions set forth above, BIS
believes that any burdens imposed by
this rule would be offset by the
reduction in the number of items that
would require a license, increased
opportunities for use of license
exceptions for exports to certain
countries, simpler export license
applications, reduced or eliminated
registration fees and application of a de
minimis threshold for foreign-made
items incorporating U.S.-origin parts
and components, which would reduce
the incentive for foreign buyers to
design out or avoid U.S.-origin content.
For these reasons, the Chief Counsel for
Regulation of the Department of
Commerce certified to the Chief Counsel
for Advocacy of the Small Business
Administration that this rule, if adopted
in final form, would not have a
significant economic impact on a
substantial number of small entities.

List of Subjects in 15 CFR Part 774

Exports, Reporting and recordkeeping
requirements.

Accordingly, part 774 of the Export
Administration Regulations (15 CFR
parts 730—774) is proposed to be
amended as follows:

PART 774—[AMENDED]

1. The authority citation for 15 CFR
part 774 continues to read as follows:

Authority: 50 U.S.C. app. 2401 et seq.; 50
U.S.C. 1701 et seq.; 10 U.S.C. 7420; 10 U.S.C.
7430(e); 22 U.S.C. 287c, 22 U.S.C. 3201 et
seq., 22 U.S.C. 6004; 30 U.S.C. 185(s), 185(u);
42 U.S.C. 2139a; 42 U.S.C. 6212; 43 U.S.C.
1354; 15 U.S.C. 1824a; 50 U.S.C. app. 5; 22
U.S.C. 7201 et seq.; 22 U.S.C. 7210; E.O.
13026, 61 FR 58767, 3 CFR, 1996 Comp., p.
228; E.O. 13222, 66 FR 44025, 3 CFR, 2001
Comp., p. 783; Notice of August 15, 2012, 77
FR 49699 (August 16, 2012).

2. In Supplement No. 1 to Part 774,
Category 3, amend Export Control
Classification Number (ECCN) 3A101
by:

a. Revising the Related Controls
paragraph in the List of Items Controlled
section; and

b. Revising paragraph a. in the Items
paragraph in the List of Items Controlled
section, to read as follows:
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Supplement No. 1 to Part 774—The
Commerce Control List

* * * * *

3A101 Electronic Equipment, Devices and
Components, Other Than Those Controlled
by 3A001, as Follows (See List of Items
Controlled)

* * * * *

List of Items Controlled

* * * * *

Related Controls: See also ECCN 4A003.e
for controls on electrical input type analog-
to-digital converter printed circuit boards or
modules.

* * * * *

Items:

a. Analog-to-digital converters useable in
“missiles,” and having any of the following
characteristics:

a.1. “Specially designed” to meet military
specifications for ruggedized equipment;

a.2. Analog-to-digital converter
microcircuits which are radiation-hardened;

a.3. Analog-to-digital converter
microcircuits having all of the following
characteristics:

a.3.a. Having a quantization corresponding
to 8 bits or more when coded in the binary
system;

a.3.b. Rated for operation in the
temperature range from —54 °C to above
+125 °C; and

a.3.c. Hermetically sealed; or

a.4. Electrical input type analog-to-digital
converter printed circuit boards or modules
having all of the following characteristics:

a.4.a. Having a quantization corresponding
to 8 bits or more when coded in the binary
system,;

a.4.b. Rated for operation in the
temperature range from below —45°C to
above +55°C; and

a.4.c. Incorporating microcircuits
identified in 3A101.a.2 or a.3;

* * * * *

3. In Supplement No. 1 to Part 774,
between the entries for ECCNs 3A292
and 3A980, add new entry for ECCN
3A611 to read as follows:

3A611 Military Electronics, as Follows (See
List of Items Controlled)

Reason for Control: NS, RS, AT, UN

Control(s) Country chart

NS applies to entire NS Column 1
entry except
3A611.y.

RS applies to entire
entry except
3A611.y.

AT applies to entire
entry.

UN applies to entire
entry except
3A611.y.

License Exceptions

LVS: $1500 (except for ECCN 3A611.c)
GBS:N/A
CIV:N/A

RS Column 1

AT Column 1

See §746.1(b) for UN
controls

STA: Paragraph (c)(2) of License Exception
STA (§740.20(c)(2)) of the EAR may not be
used for any item in 3A611.

List of Items Controlled

Unit: End items in number; parts,
component, accessories and attachments in
$ value

Related Controls: (1) Electronic items that are
enumerated in USML Category XI or other
USML categories, and technical data
(including software) directly related
thereto, are subject to the ITAR. (2)
Electronic items “specially designed” for
military use that are not controlled in any
USML category but are within the scope of
another “600 series”” ECCN are controlled
by that “600 series” ECCN. Thus, ECCN
3A611 controls only electronic items
“specially designed” for a military use that
are not otherwise within the scope of a
USML Category or ‘600 series”” ECCN
other than ECCN 3A611. For example,
electronic components not enumerated on
the USML or another 600 series entry that
are ‘‘specially designed” for a military
aircraft controlled by USML Category VIII
or ECCN 9A610 are controlled by the
catch-all control in ECCN 9A610.x.
Electronic components not enumerated on
the USML or another 600 series entry that
are “‘specially designed” for a military
vehicle controlled by USML Category VII
or ECCN 0A606 are controlled by ECCN
0A606.x. Electronic components not
enumerated on the USML that are
“specially designed” for a missile
controlled by USML Category IV are
controlled by ECCN 0A604.

Related Definitions: N/A

Items:

a. Electronic “equipment,” “end items,”
and “‘systems” “specially designed” for
military use that are not enumerated in either
a USML category or another “600 series”
ECCN.

Note: ECCN 3A611.a includes any radar,
telecommunications, or computer equipment,
end items, or systems “specially designed”
for military use that are not enumerated in
any USML category or controlled by a “600
series” ECCN.

b. [Reserved]

¢. Microwave “monolithic integrated
circuits” (MMIC) power amplifiers having
any of the following:

1. Rated for operation at frequencies of 2.7
GHz up to and including 3.2 GHz, having a
power added efficiency of 30% or greater,
and having any of the following:

a. An average output power greater than 15
W (41.7 dBm) with a “fractional bandwidth”
greater than 15%;

b. A pulse power output greater than 75 W
(48.75 dBm) and a duty cycle of 20% or
more; or

c. A ‘peak saturated power output’ greater
than 75 W (48.75 dBm);

2. Rated for operation at frequencies
exceeding 3.2 GHz up to and including 6.8
GHz and with a ‘peak saturated power output
greater’ than 40W (46 dBm) with a “fractional
bandwidth” greater than 15% and a power
added efficiency of 40% or greater;

3. Rated for operation at frequencies
exceeding 6.8 GHz up to and including 16

LIS

GHz and with a ‘peak saturated power
output’ greater than 10W (40 dBm) with a
“fractional bandwidth” greater than 10% and
a power added efficiency of 35% or greater;

4. Rated for operation at frequencies
exceeding 16 GHz up to and including 31.8
GHz and with a ‘peak saturated power
output’ greater than 5 W (37 dBm) with a
“fractional bandwidth” greater than 10% and
a power added efficiency of 30% or greater;

Note to paragraph .c.4: See ECCN
3A001.b.2.d for MMIC power amplifiers that
are rated for operation at frequencies
exceeding 31.8 GHz up to and including 37.5
GHz.

5. Rated for operation at frequencies
exceeding 37.5 GHz up to and including 43.5
GHz and with a ‘peak saturated power
output’ greater than 2.5 W (34dBm) with a
“fractional bandwidth” greater than 10% and
a power added efficiency of 15% or greater;
or

6. Rated for operation at frequencies
exceeding 43.5 GHz up to and including 75
GHz and with a ‘peak saturated power
output’ greater than 2.0 W (33dBm) with a
“fractional bandwidth”’ greater than 5% and
a power added efficiency of 10% or greater.

Note 1 to paragraph c: See ECCN
3A001.b.2.f for MMIC power amplifiers that
are rated for operation at frequencies
exceeding 75 GHz.

Note 2 to paragraph c: ‘Peak saturated
power output’ is defined as that value where
an increase in input rf power does not
produce a concurrent increase in rf output
power and may also be referred to as output
power, saturated power output, maximum
power output, peak power output, or peak
envelope power output.

d. Discrete microwave transistors having
any of the following:

1. Rated for operation at frequencies of 2.7
GHz up to and including 3.2 GHz, having a
power added efficiency of 30% or greater,
and having any of the following:

a. An average output power greater than 48
W (46.8 dBm);

b. A pulse power output greater than 240
W (53.8 dBm) and a duty cycle of 20% or
more; or

c. A ‘peak saturated power output’ greater
than 240 W (53.8 dBm);

2. Rated for operation at frequencies
exceeding 3.2 GHz up to and including 6.8
GHz and having a ‘peak saturated power
output’ greater than 60W (47.8 dBm) and a
power added efficiency of 45% or greater;

3. Rated for operation at frequencies
exceeding 6.8 GHz up to and including 31.8
GHz and having a ‘peak saturated power
output’ greater than 20W (43 dBm) and a
power added efficiency of 35% or greater;

Note to paragraph.d.3: See ECCN
3A001.b.3.c for discrete microwave
transistors that are rated for operation at
frequencies exceeding 31.8 GHz up to and
including 37.5 GHz.

4. Rated for operation at frequencies
exceeding 37.5 GHz up to and including 43.5
GHz and having a ‘peak saturated power
output’ greater than 1W (30 dBm) and a
power added efficiency of 20% or greater; or

5. Rated for operation at frequencies
exceeding 43.5 GHz up to and including 75
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GHz and having a ‘peak saturated power designed” for a commodity subject to control b. through w. [Reserved]
output’ greater than 0.5W (27 dBm) and a in this ECCN and not elsewhere specified in x. “Parts,” ““components,” “accessories”

power added efficiency of 15% or greater; or

Note 1 to paragraph .d: See ECCN
3A001.b.3.e for discrete microwave
transistors that are rated for operation at
frequencies exceeding 75 GHz.

Note 2 to paragraph .d: ‘Peak saturated
power output’ is defined as that value where
an increase in input rf power does not
produce a concurrent increase in rf output
power and may also be referred to as
saturated power, output power, saturated
power output, maximum power output, peak
power output, or peak envelope power
output.

e. High frequency (HF) surface wave radar
capable of “tracking” maritime surface
targets or low altitude airborne targets.

Note: ECCN 3A611.e does not apply to
systems, equipment, and assemblies
“specially designed” for marine traffic
control.

f. Microelectronic devices or printed
circuit boards not otherwise controlled on
the USML that are certified to be a ‘trusted
device’ from a defense microelectronics
activity (DMEA) accredited supplier.

Note: A “trusted device” is a device that
is certified as produced or manufactured
under accredited defense microelectronics
activity (DMEA) procedures at a ‘““trusted
foundry,” a “trusted source,” or an
“accredited supplier.” A “trusted foundry” is
a semiconductor foundry that is accredited
through the defense microelectronics activity
(DMEA) to be a trusted source for the
following services: design, foundry services,
packaging, assembly, and test. A “trusted
source,” or DMEA ‘““accredited supplier,” is
a source or supplier that is accredited
through DMEA to be a trusted source for the
following services: design, foundry services,
packaging, assembly, and test. Not all devices
developed or manufactured by a company
that is a trusted foundry, trusted source, or
accredited supplier are per se “trusted
devices.” Thus, ECCN 3A001.f does not
include or apply to any other device that is
not a “trusted device” manufactured or
exported by such companies.

g. through w. [Reserved]

x. ‘“Parts,” “components,” “accessories”
and “‘attachments” that are “specially
designed” for a commodity controlled by
ECCN 3A611 or for an article controlled by
USML Category XI, and not enumerated in a
USML Category.

Note 1 to ECCN 3A611.x: ECCN 3A611.x
includes parts, components, accessories, and
attachments “specially designed” for a radar,
telecommunications, or computer “specially
designed” for military use that are neither
enumerated in any USML Category nor
controlled in another “600 series” ECCN.

Note 2 to ECCN 3A611.x: ECCN 3A611.x
controls parts and components “‘specially
designed” for underwater sensors or
projectors controlled by USML Category
XI(c)(12) containing single-crystal lead
magnesium niobate lead titanate (PMN-PT)
based piezoelectrics.

y. Specific “parts,” “
“accessories” and “attachments

components,”
”? “specially

the CCL, as follows:

y.1. Electric couplings

y.2. Cathode ray tubes (CRTs)

y.3. Electrical connectors

y.4. Electric fans

y.5. Rotron fans

y.6. Electric fuses other than those specially
designed for explosive detonation

y.7. Grid vacuum tubes

y.8. Audio headphones, earphones, handsets,
and headsets

y.9. Heat sinks

y.10. Intercom systems

y.11. Joy sticks

y.12. Loudspeakers

y.13. Mica paper capacitors

y.14. Microphones

y.15. Potentiometers

y.16. Rheostats

y.17. Electric connector backshells

y.18. Solenoids

y.19. Speakers

y.20. Electric switches other than RF,
pressure, diplexer, duplexer, circulator, or
isolator switches

y.21. Trackballs

y.22. Electric transformers

y.23. Vacuum tubes other than TWTs,
klystron tubes, or tubes specially designed
for articles enumerated in USML Category
XII

y.24. Waveguide

4. In Supplement No. 1 to Part 774,
between the entries for ECCNs 3B002
and 3B991, add new entry for ECCN
3B611 to read as follows:

3B611 Test, Inspection, and Production
Commodities for Military Electronics, as
Follows (See List of Items Controlled)
License Requirements

Reason for Control: NS, RS, AT, UN

Control(s) Country chart

NS applies to entire NS Column 1
entry.

RS applies to entire RS Column 1
entry.

AT applies to entire AT Column 1
entry.

UN applies to entire See §746.1(b) for UN
entry. controls

License Exceptions

LVS: $1500

GBS:N/A

CIV:N/A

STA: Paragraph (c)(2) of License Exception
STA (§ 740.20(c)(2)) of the EAR may not be
used for any item in 3B611.

List of Items Controlled

Unit: N/A

Related Controls: N/A
Related Definitions: N/A
Items:

a. Test, inspection, and production end
items and equipment “specially designed”
for items controlled in ECCN 3A611 or USML
Category XI that are not enumerated in USML
XI or controlled by another “600 series”
ECCN.

and “‘attachments” that are “specially
designed” for a commodity listed in this
entry and that are not enumerated on the
USML or controlled by another “600 series”
ECCN.

5. In Supplement No. 1 to Part 774,
between the entries for ECCNs 3D101
and 3D980, add a new entry for ECCN
3D611 to read as follows:

3D611 ‘“‘Software” “Specially Designed”’
for Military Electronics, as Follows (See
List of Items Controlled)

License Requirements
Reason for Control: NS, RS, AT, UN

Control(s) Country chart

NS applies to entire NS Column 1
entry except
3D611.y.

RS applies to entire
entry except
3D611.y.

AT applies to entire
entry.

UN applies to entire
entry except
3D611.y.

License Exceptions

CIV:N/A

TSR:N/A

STA: 1. Paragraph (c)(2) of License Exception
STA (§740.20(c)(2)) of the EAR may not be
used for any ‘“‘software” in 3D611. 2.
License Exception STA is not eligible for
software for the “development,”
“production,” operation, installation,
maintenance, repair, or overhaul of items
enumerated in ECCN 3E611.b.

RS Column 1

AT Column 1

See §746.1(b) for UN
controls

List of Items Controlled

Unit: $ value
Related Controls: “Software” directly related
to articles enumerated in USML Category

X1 is subject to the control of USML

paragraph XI(d).

Related Definitions: N/A
Items:

a. Software ““specially designed” for the
“development,” “production,” operation, or
maintenance of commodities controlled by
ECCN 3A611 (other than 3A611.y), 3B611.

b. through x. [RESERVED]

y. Specific “software” “specially designed”
for the “production,” “development,”
operation or maintenance of commodities
enumerated in ECCNs 3A611.y.

6. In Supplement No. 1 to Part 774,
between the entries for ECCNs 3E292
and 3E980, add new entry for ECCN
3E611 to read as follows:

3E611 Technology “Required” for Military
Electronics, as Follows (See List of Items
Controlled)

License Requirements

Reason for Control: NS, RS, AT, UN
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Control(s) Country chart Control(s) Country chart XI(a)(4)(iii) for controls on electronic attack
and jamming equipment defined in
NS applies to entire NS Column 1 MT applies to MT Column 1 5A001.f and .h that are subject to the ITAR.
entry except 4A003.e when the 3. See also ECCNs 5A101, 5A980, and
3E611.y. parameters in 5A991.
RS applies to entire RS Column 1 3A101.a.4 are met * * * * *
entry except or exceeded.
3E611.y. CC applies to “digital CC Column 1 10. In Supplement No. 1 to Part 774,
AT applies to entire AT Column 1 computers” for between the entries for ECCNs 5A101
entry. ] computerized fin- and 5A980, add a new entry for ECCN
UN applies to entire See §746.1(b) for UN ger-print equipment. 5A611 as follows:
entry except controls AT applies to entire AT Column 1 5A611 Telecommunications Equipment,
3E611.y. i;gé f?;?rcf)ontrols and Parts, Components, Accessories,
License Exceptions on “digital com- and Attachment§ “Specia.llly Designed”
CIV: N/A puters” with a APP Therefor, ‘“Specially Designed” for
TSR: N/A > 0.0128 but <3.0 Military Use That Are Not Enumerated

STA: 1. Paragraph (c)(2) of License Exception
STA (§ 740.20(c)(2)) of the EAR may not be
used for any technology in 3E611. 2.
Except for “build-to-print” technology,
License Exception STA is not eligible for
technology enumerated in ECCN 3E611.b.

List of Items Controlled

Unit: $ value

Related Controls: Technical data directly
related to articles enumerated in USML
Category XI is subject to the control of
USML paragraph XI(d).

Related Definitions: N/A

Items:

a. “Technology” (other than that described
in 3E611.b or 3E611.y) not otherwise
enumerated in this ECCN ‘“required” for the
“development,” “production,” operation,
installation, maintenance, repair, or overhaul
of commodities or software controlled by
ECCN 3A611, 3B611 or 3D611.

b. “Technology” “required” for the
“development,” “production,” operation,
installation, maintenance, repair, or overhaul
of

(1) Helix traveling wave tubes (TWTs);

(2) Transmit/receive or transmit modules;

(3) Microwave monolithic integrated
circuits (MMIC); or

(4) Discrete radio frequency transistors.

c. through x. [RESERVED]

y. Specific “technology” “required” for the
“production,” ““development,”” operation,
installation, maintenance, repair or overhaul
of commodities enumerated in ECCNs
3A611.y or 3D611.y.

7. In Supplement No. 1 to Part 774,
amend ECCN 4A003 by revising the
License Requirements section to read as
follows:

4A003 ‘‘Digital Computers”, “Electronic
Assemblies”, and Related Equipment
Therefor, as Follows (See List of Items
Controlled) and Specially Designed
Components Therefor

License Requirements
Reason for Control: NS, MT, CC, AT, NP

Control(s) Country chart
NS applies to NS Column 1
4A003.b and .c.
NS applies to NS Column 2

4A003.e and .g.

WT).

NP applies, unless a License Exception is
available. See § 742.3(b) of the EAR for
information on applicable licensing review
policies.

Note 1: For all destinations, except those
countries in Country Group E:1 of
Supplement No. 1 to part 740 of the EAR, no
license is required (NLR) for computers with
an “Adjusted Peak Performance” (“APP”)
not exceeding 3.0 Weighted TeraFLOPS (WT)
and for “electronic assemblies” described in
4A003.c that are not capable of exceeding an
“Adjusted Peak Performance” (“APP”)
exceeding 3.0 Weighted TeraFLOPS (WT) in
aggregation, except certain transfers as set
forth in § 746.3 (Iraq).

Note 2: Special Post Shipment Verification
reporting and recordkeeping requirements for
exports of computers to destinations in
Computer Tier 3 may be found in § 743.2 of
the EAR.

* * * * *

8. In Supplement No. 1 to Part 774,
between the entries for ECCNs 4A102
and 4A980, add a new entry for ECCN
4A611 as follows:
4A611 Computers, and Parts, Components,

Accessories, and Attachments
“Specially Designed”” Therefor,
“Specially Designed” for Military Use
That Are Not Enumerated in Any USML
Category Are Controlled by ECCN 3A611

9. In Supplement No. 1 to Part 774,
amend ECCN 5A001 by revising the
Related Controls paragraph of the List of
Items Controlled section, to read as
follows:

5A001 Telecommunications Systems,
Equipment, Components and
Accessories, as Follows (See List of
Items Controlled)

* * * * *

List of Items Controlled

* * * * *

Related Controls: 1. See USML Category XV
for controls on telecommunications
equipment defined in 5A001.a.1 and any
other equipment used in satellites that are
subject to the ITAR. See USML Category XI
for controls on direction finding equipment
defined in 5A001.e and any other military
or intelligence electronic equipment
subject to the ITAR. 2. See USML Category

in Any USML Category Are Controlled
by ECCN 3A611

11. In Supplement No. 1 to Part 774,
between the entries for ECCNs 6A226
and 6A991, add a new entry for ECCN
6A611 as follows:
6A611 Radar, and Parts, Components,

Accessories, and Attachments
“Specially Designed” Therefor,
“Specially Designed” for Military Use
That Are Not Enumerated in Any USML
Category or Other ECCN Are Controlled
by ECCN 3A611.

12. In Supplement No. 1 to Part 774,
ECCN 7A006, revise the Reasons for
Control paragraph of the License
Requirements section to read as follows:
7A006 Airborne Altimeters Operating at

Frequencies Other Than 4.2 to 4.4 GHz

Inclusive and Having Any of the Following

(See List of Items Controlled).

License Requirements
Reason for Control: NS, MT, AT

Control(s) Country chart

NS applies to entire NS Column 1
entry.

MT applies to com-
modities in this
entry that meet or
exceed the param-
eters of 7A106.

AT applies to entire
entry.

* * * * *

MT Column 1

AT Column 1

13. In Supplement No. 1 to Part 774,
ECCN 7D101, revise the heading to read
as follows:
7D101 ‘‘Software” Specially Designed or

Modified for the “Use” of Equipment
Controlled for Missile Technology (MT)
Reasons by 7A001 to 7A006, 7A101 to
7A107, 7A115, 7A116, 7A117,7B001,
7B002, 7B003, 7B101, 7B102, or 7B103.

* * * * *

14. In Supplement No. 1 to Part 774,
between the entries for ECCNs 9A120
and 9A980, add a new entry for ECCN
9A620 to read as follows:
9A620 Cryogenic and ‘“Superconductive”

Equipment, as Follows (See List of Items
Controlled).

Reason for Control: NS, RS, AT, UN
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Control(s) Country chart
NS applies to entire NS Column 1
entry.
RS applies to entire RS Column 1
entry.
AT applies to entire AT Column 1
entry.
UN applies to entire See §746.1(b) for UN
entry. controls

License Exceptions

LVS: $1500

GBS:N/A

CIV:N/A

STA: Paragraph (c)(2) of License Exception
STA (§740.20(c)(2)) of the EAR may not be
used for any item in 9A620.

List of Items Controlled

Unit: End items in number; parts,
component, accessories and attachments in
$ value

Related Controls: Electronic items that are
enumerated in USML Category XI or other
USML categories, and technical data
(including software) directly related
thereto, are subject to the ITAR.

Related Definitions: N/A.

Items:

a. Equipment “specially designed” to be
installed in a vehicle for military ground,
marine, airborne, or space applications, and
capable of operating while in motion and of
producing or maintaining temperatures
below 103 K (—170 °C).

Note to 9A620.a: ECCN 9A620.a includes
mobile systems incorporating or employing
accessories or components manufactured
from non-metallic or non-electrical
conductive materials such as plastics or
epoxy-impregnated materials.

b. “Superconductive” electrical equipment
(rotating machinery and transformers)
“specially designed” to be installed in a
vehicle for military ground, marine, airborne,
or space applications, and capable of
operating while in motion.

Note to 3A610.b: ECCN 9A620.b. does not
control direct-current hybrid homopolar
generators that have single-pole normal metal
armatures which rotate in a magnetic field
produced by superconducting windings,
provided those windings are the only
superconducting components in the
generator.

¢. through w. [Reserved]

x. ‘“Parts,” “‘components,” ‘“‘accessories”
and ‘“attachments” that are “specially
designed” for a commodity controlled by
ECCN 9A620.

15. In Supplement No. 1 to Part 774,
between the entries for ECCNs 9B117
and 9B990, add a new entry for ECCN
9B620 to read as follows:

9B620 Test, Inspection, and Production
Commodities for Cryogenic and
“Superconductive” Equipment (See List
of Items Controlled).

ET]

License Requirements
Reason for Control: NS, RS, AT, UN

Control(s) Country chart
NS applies to entire NS Column 1
entry.
RS applies to entire RS Column 1
entry.
AT applies to entire AT Column 1
entry.
UN applies to entire See §746.1(b) for UN
entry. controls

License Exceptions

LVS: $1500

GBS:N/A

CIV:N/A

STA: Paragraph (c)(2) of License Exception
STA (§740.20(c)(2)) of the EAR may not be
used for any item in 9B620.

List of Items Controlled

Unit: N/A

Related Controls: N/A

Related Definitions: N/A

Items: Test, inspection, and production end
items and equipment “specially designed”
for items controlled in ECCN 9A620.

16. In Supplement No. 1 to Part 774,
between the entries for ECCNs 9D105
and 9D990, add a new entry for ECCN
9D620 to read as follows:

9D620 ‘‘Software” ‘“Specially Designed”
for Cryogenic and ‘“Superconductive”
Equipment, as Follows (See List of Items
Controlled).

License Requirements
Reason for Control: NS, RS, AT, UN

Control(s) Country chart
NS applies to entire NS Column 1
entry.
RS applies to entire RS Column 1
entry.
AT applies to entire AT Column 1
entry.
UN applies to entire See §746.1(b) for UN
entry. controls

License Exceptions

CIV:N/A

TSR:N/A

STA: Paragraph (c)(2) of License Exception
STA (§740.20(c)(2)) of the EAR may not be
used for any ““software” in 9D620.

List of Items Controlled

Unit: $ value

Related Controls: “Software” directly related
to articles enumerated on USML are
subject to the control of that USML
category.

Related Definitions: N/A

Items: Software ““specially designed” for the

“development,” “production,” operation,

or maintenance of commodities controlled

by ECCNs 9A620 or 9B620.

17. In Supplement No. 1 to Part 774,
between the entries for ECCNs 9E102
and 9E990, add a new entry for ECCN
9E620 to read as follows:

9E620 Technology “Required” for
Cryogenic and “Superconductive”

Equipment, as Follows (See List of Items
Controlled).

License Requirements
Reason for Control: NS, RS, AT, UN

Control(s) Country chart

NS applies to entire NS Column 1
entry.

RS applies to entire RS Column 1
entry.

AT applies to entire AT Column 1
entry.

UN applies to entire See §746.1(b) for UN
entry. controls

License Exceptions

CIV:N/A

TSR: N/A

STA: Paragraph (c)(2) of License Exception
STA (§740.20(c)(2)) of the EAR may not be
used for any technology in 9E620.

List of Items Controlled

Unit: $ value
Related Controls: Technical data directly
related to articles enumerated on USML are
subject to the control of that USML
category.
Related Definitions: N/A
Items: “Technology” “required” for the
“development,” “production,” operation,
installation, maintenance, repair, or overhaul
of commodities or software controlled by
ECCN 9A620, 9B620 or 9D620.

Dated: November 16, 2012.
Kevin J. Wolf,

Assistant Secretary of Commerce for Export
Administration.

[FR Doc. 2012-28396 Filed 11-23-12; 11:15 am]
BILLING CODE 3510-33-P

DEPARTMENT OF HEALTH AND
HUMAN SERVICES

Food and Drug Administration

21 CFR Part 15
[Docket No. FDA-2012—-N-1148]

FDA Actions Related to Nicotine
Replacement Therapies and Smoking-
Cessation Products; Report to
Congress on Innovative Products and
Treatments for Tobacco Dependence;
Public Hearing; Request for Comments

AGENCY: Food and Drug Administration,

HHS.

ACTION: Notice of public hearing; request
for comments.

SUMMARY: The Food and Drug
Administration (FDA) is announcing a
1-day public hearing to obtain input on
certain questions related to the
implementation of the Federal Food,
Drug, and Cosmetic Act (the FD&C Act),
as amended by the Family Smoking
Prevention and Tobacco Control Act
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AIRBUS

January 24, 2013

Regulatory Policy Division

Bureau of Industry and Security

U.S. Department of Commerce

Room 2099B

14th Street and Pennsylvania Avenue NW
Washington DC 20230

Re:  RIN 0694-AF64 / Docket No. 120330233-2160-01

Revisions to the Export Administration Regulations (EAR): Control of Military Electronic
Equipment and Related Items the President Determines No Longer Warrant Control
Under the United States Munitions List (USML): Category XI

This letter is submitted by Airbus Americas Inc. on behalf of itself and its ultimate parent
company Airbus SAS (hereafter collectively referenced as “Airbus”) in response to the request for
comments published in the Federal Register on November 28, 2012 in the above-referenced public
notice (the “Proposed Rule”). Airbus has consulted with its ultimate parent company EADS in the
preparation of these comments.

Airbus is the prime contractor for the development and production of the A400M, a four-engine
turboprop military transport aircraft that incorporates a large number of U.S.-origin components.
Among those components are military electronics within USML Category XI, and therefore the
proposed rule potentially will have an important impact on production, service, and training activities
involving the A400M. The prior proposed rules relating to control of aircraft and related items
(published in the November 7, 2011 Federal Register) and gas turbine engines and related items
(published in the December 6, 2011 Federal Register) will also affect the A400M program. Currently,
U.S. exports of components and technical data for use in the A400M program are managed under the
authority of hundreds of licenses, technical assistance agreements and warehouse distribution
agreements issued by the State Department’s Directorate of Defense Trade Controls (DDTC).

The comments in this letter focus on two aspects of implementation of the shift of jurisdiction of
the designated items from the International Traffic in Arms Regulations (ITAR) to the Export
Administration Regulations (EAR):

o The application of License Exception STA under circumstances in which most of the
items being exported are destined for use in eligible countries, but some portion may not,
and the items that will be used in non-eligible countries cannot be determined in
advance.

. The application of ITAR licensing controls on the provision of “defense services” when
assistance is needed from a U.S. supplier to integrate 600 series item into a military
aircraft, or to repair a 600 series item that is installed in a military aircraft.

Airbus is using the A400M program as an example in these comments, but believes that other
production programs and many other companies will be affected in a similar manner.

AN EADS JOINT COMPANY AIRBUS AMERICA S, INC. 2550 Wasser Terrace, SUITE 9100
HERNDON, VIRGINIA 20171
PHONE (703) 834-3400
FAX (703) 834-3340
www.airbus.com
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Use of License Exception STA

Pursuant to the Proposed Rule and prior proposed rules relating to the 600 series, License
Exception STA will be available for exports of 600 series items under certain conditions. For U.S.
suppliers to use STA to export 600 series items, Airbus would need to make the following certification
that it:

(i) Is aware that [INSERT DESCRIPTION AND APPLICABLE ECCNS OF ITEMS TO
BE SHIPPED] will be shipped pursuant to License Exception Strategic Trade
Authorization (STA) in § 740.20 of the United States Export Administration Regulations
(15 CFR 740.20);

(ii) Has been informed of the ECCNs noted above by [INSERT NAME OF
EXPORTER, REEXPORTER OR TRANSFEROR];

(iii) Understands that items shipped pursuant to License Exception STA may not
subsequently be reexported pursuant to paragraphs (a) or (b) of License Exception APR
(15 CFR 740.16(a) or (b));

(iv) Agrees not to export, reexport or transfer these items to any destination, use or user
prohibited by the United States Export Administration Regulations; and

(v) Agrees to provide copies of this document and all other export, reexport or transfer
records (i.e., the documents described in 15 CFR part 762) relevant to the items
referenced in this statement to the U.S. Government as set forth in 15 CFR 762.7.

(vi) For “600 series items,” confirms that the items are for ultimate end use by a
government of a country listed in 8 740.20(c)(1), the United States Government, or a
person in the United States, and agrees to permit an end-use check.

There are 36 countries listed in 8 740.20(c)(1), which are known as the “STA-36 countries.” In
the case of the A400M program, sales have been made to STA-36 countries, but there currently is one
customer that is not." The use of items currently subject to the ITAR for aircraft destined to that
country are permitted by ITAR authorizations, such as warehouse distribution agreements, and
therefore there has been no reason for U.S. suppliers to distinguish between exports of items destined
for STA-36 countries and those destined for the non-STA-36 country.

Under the current form of the STA regulations and the above certification, the question
therefore arises whether U.S. exporters will be able to use STA for exports of items under
circumstances in which Airbus and the U.S. exporters know that some portion of the items ultimately
will be used for a non-STA-36 country. Airbus of course acknowledges that it would need to obtain
EAR licensing authority for a retransfer of any 600-series item to a non-STA-36 country.?

! Airbus of course is seeking to make other sales of the aircraft, and expects orders from more non-STA-36 countries

in the future.

2 Airbus understands that under regulations currently under consideration by the U.S. Government, it is possible that

if an end product contains an item subject to the ITAR as well as 600 series items, an ITAR retransfer authorization could be
issued that would cover both the ITAR and 600 series components of the end product.
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It is important to highlight in this regard that the U.S. origin items used in the A400M program
are fungible in sense that the items are not specific to an individual aircraft, but rather can be used in
any of the A400Ms. Airbus does not know at the time of ordering which particular units of an item
may be used in an aircraft destined for the non-STA country. The items become part of inventory,
which may later be used in the production of any A400M aircraft, as a spare or replacement part, or for
testing purposes. Airbus would be able to apply for reexport authorizations for using a specific quantity
of such items in aircraft destined for a non-STA-36 country, but it would be highly impractical and
uneconomic to attempt to segregate such items in an independent inventory system. Airbus is not
required to segregate items in that manner under its current ITAR authorizations.

Airbus proposes that the conditions for use of License Exception STA be slightly modified, so
that U.S. exporters could still use STA for exports of 600 series items to Airbus, while shifting the
responsibility to Airbus to apply for reexport authorization for such items if they will be used in aircraft
destined for a non-STA-36 country. To achieve this goal, Airbus suggests that the STA certification for
600 series items be amended as follows:

(vi) For “600 series items,” confirms that unless otherwise authorized by the U.S.
Government, the items are for ultimate end use by a government of a country listed in §
740.20(c)(1), the United States Government, or a person in the United States, and agrees
to permit an end-use check.

The new language is presented in bold italics. The proposed amendment refers to “U.S. Government”
in a broad manner because it is possible that EAR-controlled components within the foreign-made
product will be licensed for reexport under an ITAR authorization that encompasses both USML and
600 series items.

This same approach to the use of license exceptions is reflected in License Exception GBS,
which authorizes the export of eligible commaodities to destinations in Country Group B. Although a
certification from the consignee is not required, it is clear that a reexport of a commodity exported
under GBS to a destination not in Country Group B requires a reexport authorization. Similarly,
License Exception ENC incorporates limitations on reexports through 15 CFR § 740.17(c), which
provides:

U.S. or foreign distributors, resellers or other entities who are not original manufacturers
of encryption commodities and software are permitted to use License Exception ENC
only in instances where the export or reexport meets the applicable terms and conditions
of this section. Transfers of encryption items listed in paragraph (b)(2) of this section to
“government end-users,” or for government end-uses, within the same country are
prohibited, unless otherwise authorized by license or license exception.

Absent implementation of the proposed amendment to the certification, License Exception STA
likely would not be available for use in the A400M program at all. U.S. suppliers would assume that
EAR licenses are required for all exports of 600 series items, even for such items that ultimately will be
used in aircraft for the governments of STA-36 countries. That would undermine the benefits of the
shift in jurisdiction, and could in fact lead to greater licensing burdens for U.S. exporters. In particular,
the A400M program has been granted “program status” by DDTC, which facilitates the coordination of
the large number of licenses involved; there is no equivalent program available under the EAR.
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Airbus believes that this type of problem would arise not only for suppliers for the A400M
program, but rather would be a widespread impediment to the use of License STA for 600 series items.
Airbus therefore urges that the amendment to the certification proposed herein be adopted.

Defense Services

The proposed transfer of certain items from the jurisdiction of the ITAR to the EAR contained
in the Proposed Rule and in prior related proposed rules have not addressed in detail the relationship
between the EAR and the ITAR’s regulation of “defense services.” Airbus is concerned that there will
remain an overlap in jurisdiction that will have the effect of requiring U.S. exporters to obtain licensing
authority from DDTC to provide support services relating to 600 series items.

The background is as follows. The ITAR’s definition of “defense service” includes in pertinent
part:

(1) The furnishing of assistance (including training) to foreign persons, whether in the
United States or abroad in the design, development, engineering, manufacture,
production, assembly, testing, repair, maintenance, modification, operation,
demilitarization, destruction, processing or use of defense articles. ...>

Since all technical activities related to defense articles are already covered by the Technical Assistance
Agreements (TAAS) approved by DDTC to which Airbus and its U.S. suppliers are parties, this broad
definition has not imposed additional special burdens on the A400M program. Upon the shifting of
jurisdiction over the 600 series items to the EAR, however, this definition of “defense service” would
require Airbus’ U.S. suppliers to maintain all of their existing TAASs, even if they obtain EAR licenses
for exports of the items and related technology. That is because, in Airbus’ experience, this definition
is applied to cover technical activities related to any end product that is a defense article. In other
words, a U.S. supplier assisting in the maintenance, repair, installation or integration of an item into a
military aircraft (or other military end products, such as a tank) currently are deemed to be providing a
defense service.

DDTC previously proposed to change the scope of “defense service” in a proposed rule
published on April 13, 2011.* In that proposed rule, DDTC proposed to revise the definition of
“defense service” in pertinent part as follows:

(1) The furnishing of assistance (including training) using other than public domain data
to foreign persons (see § 120.16 of this subchapter), whether in the United States or
abroad, in the design, development, engineering, manufacture, production, assembly,
testing, intermediate or depot level repair or maintenance (see 8 120.38 of this
subchapter), modification, demilitarization, destruction, or processing of defense articles
(see 8§ 120.6 of this subchapter); or

(2) The furnishing of assistance to foreign persons, whether in the United States or
abroad, for the integration of any item controlled on the U.S. Munitions List (USML)
(see 8 121.1 of this subchapter) or the Commerce control List (see 15 CFR part 774) into

3 22 CFR §120.9(a).
4 DDTC, Proposed Rule, 76 Fed. Reg. 20590 (April 13, 2011).
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an end item (see 8 121.8(a) of this subchapter) or component (see § 121.8(b) of this
subchapter) that is controlled as a defense article on the USML, regardless of the origin

The April 13, 2011 proposed rule also stated that the following would not be considered a
defense service:

(1) Training in the basic operation (functional level) or basic maintenance (see § 120.38)
of a defense article;

* * *

(3) Testing, repair, or maintenance of an item “subject to the Export Administration
Regulations” (see 15 CFR 734.2) administered by the Department of Commerce, Bureau
of Industry and Security, that has been incorporated or installed into a defense article ....

Under this proposed rule as applied to 600 series items, there would be a distinction between
services that related to “incorporation” or “installation” — which apparently would not be a defense
service — and those that relate to “integration” — which would be a defense service. Although these
terms are not defined in the proposed rule itself, DDTC provided the following explanation in the
preface to the proposed rule:

... “installation” means the act of putting something in its pre-determined place and does
not require changes or modifications to the item in which it is being installed (e.g.,
installing a dashboard radio into a military vehicle where no changes or modifications to
the vehicle are required; connecting wires and fastening the radio inside of the
preexisting opening is the only assistance that is necessary). “Integration” means the
systems engineering design process of uniting two or more things in order to form,
coordinate, or blend into a functioning or unified whole, including introduction of
software to enable proper operation of the device. This includes determining where to
install something (e.g., integration of a civil engine into a destroyer which requires
changes or modifications to the destroyer in order for the civil engine to operate
properly; not simply plug and play).”

In the case of the A400M, many of the U.S. suppliers previously have been engaged in activities
meeting this definition of “integration.” But Airbus foresees many circumstances in which the
distinction between “integration” and “installation” may not be clear, especially when the end item is
still under development.

A further problem is that it is not always possible to predict with certainty when an integration
issue will arise. For example, a service technician engaged in an installation might offer a suggestion
for improving cabling or another type of modification to how the item is physically installed. In that
circumstance, an activity that was expected to be only “installation” (and therefore not a defense
service) potentially would become “integration” (and therefore a defense service).

Similarly, the proposed rule would distinguish between “basic-level maintenance”, on the one
hand, and “intermediate-level” and “depot-level” maintenance on the other. Although those terms are

> 76 Fed. Reg. at 20591.
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defined in the proposed rule, each of the definitions uses the words “repair,” “calibration,” and
“testing”, and each refers to replacement of parts.® Companies and engineers may not be able to
determine with certainty when an activity is sufficiently significant to pass from being “basic-level” to
“depot-level.” Similarly, a repair might start out as being for “on-equipment,” but during the repair the
technician might decide that the equipment should be removed (becoming “off-equipment”) in order to
finish the work properly.

It is Airbus’ expectation that, in practice, companies will choose to maintain existing TAAs, or
obtain new ones, in order to ensure that their servicing activities are “safely” covered by an ITAR
authorization. Companies will not wish to risk adopting an interpretation with which the U.S.
Government may later disagree.

Accordingly, under both the current regulations and the proposed amendment to the definition
of “defense service,” U.S. suppliers of 600 series items for the A400M would need to maintain both
ITAR and EAR authorizations for exporting the same products and technical data, and Airbus would
need to maintain compliance with both sets of regulations in relation to those items. The result would
be a licensing system that will be potentially more cumbersome than the one currently in place, with an
increased risk of confusion.

For these reasons, Airbus proposes that, as part of the export control reform process and
implementation of the shifts in jurisdiction, consideration be given to modifying the scope of “defense
service,” at least with respect to 600 series items, so that all technical activities relating to such items
would be subject exclusively to the EAR.

Airbus appreciates this opportunity to comment on the proposed regulations. As noted above,
these comments are submitted in relation to the proposed shift in jurisdiction for military electronics,
but apply equally to other 600 series categories.

Respectfully submitted.

Va i ol &
/%ﬁﬁ%j e7s
Kenneth G. Lyons

Director, Export & Trade Compliance
Airbus Americas, Inc.

cc:. GRX

6 Under the proposed rule, “Basic-level maintenance” (also referenced as “organizational-level maintenance™)
applies to “on-equipment” and would include: “repair, inspecting, servicing, or calibration, testing, lubricating and adjusting
equipment, as well as replacing minor parts, components, assemblies and line-replaceable spares or units.” “Intermediate-
level maintenance” applies to “off-equipment” and would include “[c]alibration, repair, or testing and unserviceable parts,
components, or assemblies”. “Depot-level maintenance” would include “[iJnspection, testing, calibration or repair,
including overhaul, reconditioning and one-to-one replacement of any defective items, parts or components.”










AMERICAN ASSOCIATION OF EXPORTERS AND IMPORTERS
The Vvice of the International T'rade Community Since 1921

January 28, 2013

Via E-Mail: publiccomments@bis.doc.gov DDTCResponseTeam@state.gov

Regulatory Policy Division Office of Defense Trade Controls Policy
Bureau of Industry and Security U.S. Department of State
U.S. Department of Commerce 2401 E Street NW, SA-1
Room 2099B Room H1200
Washington, DC 20230 Washington, DC 20522
Re: Comments on BIS Proposed Rule on Revisions to the EAR; Control of

Military Electronic Equipment and Related Items the President
Determines No Longer Warrant Control under the United States
Munitions List (USML); and DDTC Proposed Rule on Amendment to the
ITAR: Revision of USML Category Xl

BIS Docket No.: 120330233-2160-01

BIS RIN: 0694-AF64

DDTC RIN: 1400—AD25

Dear Sir or Madame:

On behalf of the American Association of Exporters and Importers (AAEIl), we
respectfully submit these comments to the Bureau of Industry and Security (BIS)
and the State Department’s Directorate of Defense Trade Controls (DDTC)
concerning the proposed rule on Revisions to the EAR on Control of Military
Electronic Equipment (Category XI) and Related Items which the President
determines no longer warrants control under the United States Munitions List (USML)
published in the Federal Register on November 28, 2012 (77 Fed. Reg. 70945 and
70958, respectively).

AAEI has been a national voice for the international trade community in the United
States since 1921. AAEI represents the entire spectrum of the international trade
community across all industry sectors. Our members include manufacturers,
importers, exporters, wholesalers, retailers and service providers to the industry,
which is comprised of brokers, freight forwarders, trade advisors, insurers, security
providers, transportation interests and ports. Many of these enterprises are small
businesses seeking to export to foreign markets. AAEIl promotes fair and open trade
policy. We advocate for companies engaged in international trade, supply chain
security, export controls, non-tariff barriers, import safety and customs and border
protection issues. AAEl is the premier trade organization representing those
immediately engaged in and directly impacted by developments pertaining to
international trade. We are recognized as the technical experts regarding the day-
to-day facilitation of trade.

1. Overview
AAEI appreciates the opportunity to comment on the Revisions to the EAR on Control

of Military Electronic Equipment and Related Items under the President’s Export
Control Reform Initiative. AAEIl strongly supports the President’s export control

1050 17 Street, N.W; Suite 810; Washington, DC 20036; Telephone 202/857-8009; Fax 202/857-7843; Email hq@aaei.org





reform effort. AAEl has participated in consultations with Administration and
Congressional staffs regarding recommendations for export control reform of the
current statutory and regulatory regime.

We appreciate the enormity of undertaking the task of modernizing the U.S. export
control system which has developed over 50 years and reforming it in three years.

We strongly support the BIS’ and DDTC'’s efforts to revise the EAR with respect to
military electronic equipment and are pleased to offer the following comments on the
proposed changes.

2. Comments on BIS and DDTC Proposed Rules
a. General Comments

Overall, the proposed changes satisfy the general goal of Export Control Reform
(ECR) by creating more positive lists. For example, the new USML Category Xl will be
more closely aligned with the EAR in that item descriptions generally become more
technical and more specific rather than including broad, catch-all categories. While
this is useful to resolve uncertainties companies will need to ensure that the
appropriate technical expertise is involved in the classification and jurisdiction
process.

b. De Minimis Rules

Many electronic parts and components have very low values and are several tiers
removed from the end item. Industry has noted that the current USML controls
impose a heavy burden on manufacturers and exporters of low-value parts for
incorporation into much larger end-items. U.S. manufacturers and exporters are
currently struggling with an onerous administrative burden for low-value parts, which
makes dealing in smaller items cost prohibitive in some instances. The proposed rule
will subject many of these items to the EAR’s de minimis rules, which we expect will
significantly reduce the administrative burden on U.S. companies dealing in low-
value parts and components. We believe this change will have a positive impact on
U.S. manufacturers and may encourage U.S. companies to continue to deal in such
product lines and will encourage non-U.S. companies to purchase items that they
would not agree to do so due to the restrictive nature of the International Traffic in
Arms Regulations’ (ITAR) “see through” rule and the growing preference outside of
the U.S. for “ITAR free” products.

c. License Exceptions

AAEI and its members appreciate that moving certain items from USML Category XI
items to the CCL will broaden the eligibility of many electronics parts and
components for license exceptions, most notably Strategic Trade Authorization
(STA). This change will provide a significant benefit to U.S. exporters and to the
electronics industry. However, it will be very important for exporters and their
customers to understand the expanded opportunities available due to these license
exceptions, as well as the procedures for claiming these exceptions. At this time, it is
not evident that industry is sufficiently comfortable with license exception STA to use





it to its full benefit. Therefore, outreach by BIS and other organizations in the U.S.
and abroad will be particularly important with respect to the use of license exception
STA for items formerly captured by USML Category Xl and other USML categories.

d. Streamlining and Simplification of ECCN 3A611

The proposed changes to the EAR leads an ECCN 3A611 that is longer and more
complex than many current CCL entries. We recognize that creating a more positive
list entails lengthening the list to include sufficient detail on each item. However, the
complexity of the new ECCNs will likely pose challenges to companies and their
employees. To the extent that the proposed list can be simplified, we would
encourage that, which also includes shortening the list of items covered in 3A611.y.

Proposed paragraph ECCN 3A611.a would control electronic “equipment,” “end
items,” and “systems” “specially designed” for military use that are not enumerated
in either a USML category or another “600 series” ECCN. Similarly, proposed USML
Category Xl(a)(7) would control “Developmental electronic devices, systems, or
equipment funded by the Department of Defense.” We continue to encourage the
agencies to phase out these “catch-all” categories in favor of more positive, defined
categories.

ECR aims to align the jurisdictional status of technology and software with the items
to which they relate. However, proposed note 1 to ECCN 3A611.x provides that this
entry “includes parts, components, accessories, and attachments ‘specifically
designed’ for military use that are neither enumerated in any USML category nor
controlled in another ‘600 series’ ECCN.” We believe that the .x concept in all of the
new 600 series entries is confusing and will frustrate users attempting to determine
the correct classification of their parts.

One way that this could be addressed is to insert the phrase “by themselves" in the
list of related controls, as follows:

List of Items Controlled

Unit: End items in number; parts,

component, accessories and attachments in

$ value

Related Controls: (1) Electronic items that are

BY THEMSELVES enumerated in USML Category Xl or other
USML categories, and technical data

(including software) directly related

thereto, are subject to the ITAR. (2)

Electronic items ‘““specially designed” for

military use that are not BY THEMSELVES controlled in any
USML category but are within the scope of

another “600 series” ECCN are controlled

by that “600 series” ECCN. Thus, . . .

e. Jurisdictional Interpretations





According to AAEI industry representatives whose products serve both civilian and
military applications, the proposed changes should help preclude overly broad
interpretations of “specifically designed” resulting in across-the-board findings of
ITAR jurisdiction.

One example is in the radio frequency (RF) arena, where components predominately
have civilian uses with a secondary military application (e.g., first responder radios).
Even though the design may be unique to the military, the technology is readily
available around the world. Thus, the approach BIS has outlined appropriately
addresses when an article should be controlled:

The review was focused on identifying the types of articles that are
now controlled by USML Category Xl that are either (i) inherently
military and otherwise warrant control on the USML or (ii) if it is of a
type common to nonmilitary electronic equipment applications,
possess parameters or characteristics that provide a critical military or
intelligence advantage to the United States, and that are almost
exclusively available from the United States.

Companies will seldom encounter a situation where “almost exclusively available
from the U.S.” will apply. Thus, the new CCL category helps focus jurisdictional
determinations.

The “inherent” capabilities of passive electronic components are also a key issue.
Passive electronic components are usually readily available on the commercial
market, typically made in China, and predominately do not provide a military
advantage to overseas countries. Nonetheless, many are currently found to be
subject to ITAR jurisdiction and the new ECCN should help address this issue.

3. Comment on DDTC Proposed Rule

We have the following comments on specific provisions in the proposed version of
USML Category XI:

Category XI1(c)(2) — The proposed rule would provide that “printed circuit boards
or patterned multichip modules for which the layout is ‘“specially designed” for
defense articles in this subchapter” remain on the USML.

While we are aware that there has been a great deal of interest on printed circuit
boards (PCBs), we believe that keeping PCBs that have been specially designed for
defense articles on the USML is inconsistent with the basic tenets of ECR and is likely
to capture a wide range of items that neither DDTC nor BIS intended to capture. A
PCB in many respects is no different that many of the parts and components that
have been proposed to be moved to the CCL. A PCB in itself does not have any
inherent military capability, even if it was designed for a military application. In
addition, it is possible that a PCB originally designed for a military application could
become a predominantly commercial off the shelf item in the future. Therefore, it
appears reasonable to treat PCBs in the same way as the electronic parts and
components that contain them and move all PCBs to the CCL where they will remain
subject to the export controls administered by BIS.





Category XI1(c)(13) — The proposed rule would cover the following tuners:

Tuners having an instantaneous bandwidth of 30 MHz or greater and a tuning
speed of 300 microseconds or less to within 10 KHz of desired frequency.

This proposed entry contains a number of problems. First, with respect to the
structure of the entry, language that combines multiple export control criteria with
the conjunctive “and” customarily emphasizes this with the phrase “having all of the
following.” Thus, we urge DDTC to revise this control proposed rule to include
“having all of the following.” A similar review should be conducted with respect to
other similar entries.

Second, this proposed entry introduces the following new undefined terms: “tuners,”
“instantaneous bandwidth,” and “tuning speed.” We urge DDTC to provide
definitions of each of these terms and, to the extent possible, reuse terms and
definitions that exist in the Export Administration Regulations. Clarifying this
language will reduce the number of Commodity Jurisdiction determinations
submitted by industry.

The third point relates to the phrase: “an instantaneous bandwidth of 30 MHz or
greater” While the term “tuners” is not defined, an informed reader can speculate
that “tuners” intended to be covered in Category XI(c)(13) are those components of
“Technical surveillance counter-measure” equipment described in Category XlI(b)(4).
If so, we request a harmonization of the instantaneous bandwidth parameters and a
statement indicating that these tuners are “specially designed” components of
equipment described in Category XlI(b)(4). If not, we request DDTC to provide more
information on the type of tuner component intended to be controlled in USML
Category XI1(c)(13).

Fourth, the proposed rule requires a tuning speed of 300 microseconds or less to
within 10 KHz of desired frequency. We request DDTC change this parameter to a
percentage model similar to that found in the “frequency switching time” definition
contained in Part 772 of the EAR to make actual frequency measurements possible
and reasonable, thus removing ambiguity or leaving room for interpretation.

Finally, the proposed entry does not provide an operating frequency range nor a
tuning time based on frequency step size. The absence of these criteria broadens
the scope of items controlled in Category XI(c)(13). We request DDTC to add these
parameters to clarify the type of tuner component intended to be controlled in
Category XlI(c)(13).





3. Conclusion

AAEI and its member companies greatly appreciate all the work and effort being
made by the U.S. Government to achieve this goal. AAEIl would be pleased to
discuss these comments in more detail with BIS and DDTC leadership and staff.

Respectfully submitted,
' L ] ’
Marianne Rowden

President & CEO

cc: Douglas N. Jacobson, Co-Chair, AAEI Export Compliance & Facilitation
Committee
Phillip Poland, Co-Chair, AAEI Export Compliance & Facilitation Committee
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ASSOCIATION OF UNIVERSITY EXPORT CONTROL OFFICERS

January 27, 2013

Bureau of Industry and Security
U.S. Department of Commerce

RE: RIN 0694-AF64 (Revisions to the Export Administration Regulations (EAR): Control of Military
Electronic Equipment and Related Items the President No Longer Warrant Control Under the United
States Munitions List (USML))

To Whom It May Concern,

| am writing on behalf of the Association of University Export Control Officers (AUECO), a group of senior
export practitioners at twenty-six accredited institutions of higher learning in the United States. AUECO
members monitor proposed changes in laws and regulations affecting academic activities and advocate
for policies and procedures that advance effective university compliance with applicable U.S. export
controls and trade sanction regulations.

AUECO is specifically interested in contributing to the export reform effort in order to ensure that the
resulting regulations do not have an unintended adverse impact on academic pursuits. As a result,
AUECO is providing the following comments in response to the U.S. Department of Commerce’s
(Department) request for public comments on its proposed revisions to the EAR.

Two principal goals of the export control reform initiative are the establishment of a “bright line”
between the USML' and the Commerce Control List? (CCL) and the development of “positive lists”
through the use of objective parameters to describe controlled items. These goals are essential so that
the export community can confidently make self-determinations regarding jurisdiction, EAR or
International Traffic in Arms Regulations® (ITAR), and self-classifications, identification of the appropriate
Export Control Classification Number (ECCN) or USML category. While AUECO appreciates the current
effort, the coincident release of this proposed rule with the Department of State’s proposed revisions to
Category XI*, we feel that parts of the proposed rules fail to achieve these objectives and will result in
either increased ambiguity or leave the academic export community without guidance.

AUECO has identified several instances where the proposed revisions to Category XI appear to overlap
with existing ECCNs. Examples of these areas of overlap have been identified in our public comments to
the Department of State, attached for your reference. We are concerned that the changes, if adopted
as proposed, will in some cases result in the move of items currently controlled on the CCL to the USML
and in other cases will create significant ambiguity for exporters regarding the jurisdiction and
classification of existing items as well as items under development.

122 CFR 121

15 CFR 774, Supplement No. 1

22 CFR120- 130

* 77 FR 70958-70964 (November 28, 2012)






Precise definitions and consistent use of defined terms are essential to the development of a “bright
line” and “positive lists” and are critical if exporters are to confidently interpret and apply the
regulations to their own items and activities. Many of the potential overlaps between the CCL and
USML identified in our public comments to the Department of State are due to the use of terms that are
either undefined or not clearly defined and, at least in some cases, act as “catch-alls” that seem likely to
capture items currently controlled on the CCL and move them to the USML. Similarly, the harmonized
definitions anticipated as part of the export control reform initiative are vital to the interpretation of the
proposed regulation and will substantially impact AUECO’s responses to this and other requests for
public comment. AUECO is concerned that without final definitions of terms such as public
domain/publicly available, fundamental research, and technology/technical data we cannot
appropriately analyze the proposed rules under consideration as part of the export reform initiative.
These definitions are absolutely critical to the interpretation and implementation of the proposed
revisions to the EAR and to our assessment of their impact on university research and educational
activities.

In addition to the more general issues that AUECO has identified above and in our public comments to
the Department of State, we offer the following specific comments on the proposed changes to the EAR:

ECCN 3A611

AUECO recommends that the Department remove the phrase “other than ECCN 3A611” from the third
sentence of the “Related Controls” paragraph and add “another” after “or” and in front of “”600 series’
ECCN”. The “Related Controls” paragraph appears in ECCN 3A611, and therefore the above listed
phrase is not required.

J

AUECP notes that proposed paragraph 3A611.a does not include a positive list of items specially
designed for military use, which is one of the primary justifications of the export control reform
initiative. Rather, the proposed language simply transfers the vagueness of the current USML language
to the CCL.

Proposed paragraph 3A611.e duplicates equipment proposed to be classified under proposed Category
Xl(a)(2)(v) and (vi). We urge the Departments of State and Commerce to specify exactly which
equipment is controlled by the respective control lists either by name or by discreet technical
parameters.

In proposed 3A611.f, the Department of Commerce appears to delegate responsibility for product
classification to a third party, the Defense Microelectronics Activity (DMEA). Since jurisdictional
responsibility resides with the Department of State, it is not clear that BIS has authority to make this
delegation.

Commerce notes that the purpose of 3A611.x is to control electronic parts, components, accessories,
and attachments that are not enumerated on the USML or that appear in other 600 series controls.
However, it is not clear that there are any such parts, components, accessories and attachments.
Indeed, as Commerce notes, electronics are often found in other end-items, and as such would be






controlled under the corresponding ECCN for the end-item. It is our position that the proposed
language is not required and needlessly complicates the CCL.

ECCN 3E611

AUECO finds the language proposed in paragraph 3E611.a to be duplicative and suggests that either of
the following phrases should be removed to improve clarity:

- “(other than that described in 3E611.b or 3E611.y)”
- “not otherwise enumerated in this ECCN”

ECCN 5A001

Paragraphs 5A001.f and .h duplicate items found in proposed USML Category Xl(a)(4)(iii). We
recommend that the Department resolve this apparent overlap prior to releasing a final rule on this
matter.

AUECQ’s position is that changes proposed to Category Xl(b) by the Department of State in RIN 1400-
AD25 complicate the classification of equipment currently classified in 5A001.i and 5A980. Rather than
the proposed language, we suggest that the Departments of State and Commerce revise both the USML
and CCL to create jurisdictional “bright lines” and ”positive lists” of the specific equipment to be
controlled in each Category/ECCN as intended by the export control reform initiative.

ECCN 7A006

The “Reason for Control” table in ECCN 7A006 indicates that MT controls apply to commodities that
meet or exceed the parameters of 7A106. It appears that, by definition, all items in 7A006 meet or
exceed the parameters of 7A106, therefore AUECO recommends that this language be removed.

In Conclusion

AUECO recommends that harmonized definitions be released prior the any additional paired Federal
Register notices from the Departments of State and Commerce, revising USML categories and revising or
creating ECCNs to accept items that no longer warrant control on the USML, respectively. We would
further ask that the export community be provided the opportunity to comment not only on the
proposed definitions once released, but also on previously closed proposed regulatory changes when
the proposed definition may impact the interpretation and/or implementation of the rule, whether
proposed or final.

AUECO fully supports the Department’s efforts to convert the USML into a “positive list” and to move
items that no longer warrant the more stringent controls of the ITAR to the CCL, and hopes that this step
will reduce jurisdictional disputes and uncertainty. We encourage the Department to revisit the
proposed rules amending the EAR as a single regulation prior to implementation of any changes. lItis
important that the proposed definitions, both those that have been released for public comment and
the anticipated harmonized definitions, and revised regulations work in concert to protect U.S. national
security without unnecessarily impeding fundamental research activities critical to maintaining the U.S.






defense industrial base. AUECO thanks the Department for the opportunity to comment on the
proposed changes to the EAR.

Sincerely,

Kelly Hochstetler

Chair

Association of University Export Control Officers
Email: auecogroup@gmail.com

Website: http://aueco.org
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Office of Defense Trade Controls Policy
U.S. Department of State

RE: RIN 1400-AD25 (ITAR Amendment — Category Xl and “Equipment”)

To Whom It May Concern,

| am writing on behalf of the Association of University Export Control Officers (AUECO), a group of senior
export practitioners at twenty-six accredited institutions of higher learning in the United States. AUECO
members monitor proposed changes in laws and regulations affecting academic activities and advocate
for policies and procedures that advance effective university compliance with applicable U.S. export
controls and trade sanction regulations.

AUECO is specifically interested in contributing to the export reform effort in order to ensure that the
resulting regulations do not have an adverse impact on academic pursuits. As a result, AUECO is
providing the following comments in response to the U.S. Department of State’s (Department) request
for public comments on its proposed revision of U.S. Munitions List (USML) Category XI Military
Electronics and definition for “Equipment.”

While AUECO appreciates the current effort, we feel that parts of the proposed rule fail to achieve these
objectives and result in either increased ambiguity or leave the academic export community without
guidance. Our comments are organized as follows:

e Jurisdictional Clarity — Failure to Create a “Bright Line”;

e Unambiguous Descriptions — Absence of Performance Parameters;

e Fundamental Research Concerns — Commodity Jurisdiction Cycles, Proof-of Concept Activity and
Other University Specific Issues;

e An Imprecise Definition of “Equipment”; and

o The Need for Harmonized Definitions.

Jurisdictional Clarity — Failure to Create a “Bright Line”

The development of positive lists with objective parameters to describe controlled items is important for
the export community. “Bright lines” between items and technologies controlled by the International
Traffic in Arms Regulations (ITAR) and by the Export Administration Regulations (EAR) will improve our
ability to comply with the regulations.






The establishment of a “bright line” between the USML and the Commerce Control List* (CCL) was an
initial objective” of the export control reform initiative and is clearly reaffirmed in the current notice.
AUECO has reviewed the proposed revisions to Category Xl and identified several instances where the
intended bright line between items on the USML and CCL is in fact blurred and appears to be an
expansion of regulatory scope.

AUECO has identified Export Control Classification Numbers (ECCNs) have been provided for each some
areas of potential overlap. However due to limited resources and time constraints we are not confident
that we have identified all such occurrences; therefore, the following should only be considered as
illustrative examples. Unfortunately, a comprehensive review to identify all possible areas of overlap
was not possible given our limited time and resources.

Category Xl(a) Electronic equipment not included in Category XII of the U.S. Munitions List, as follows

Category Xl(a)(1)(ii) appears to include commodities currently controlled on the CCL in ECCN
6A001.a.2.a-c (hydrophones, hydrophone arrays, and related processing equipment) which are used by
biologists and commercial vessels to locate and identify marine mammals, among other non-military
uses. Software related to ECCN 6A001 commodities is located in ECCN 6D003. Proposed Category
Xl(a)(1)(ii) also appears to overlap with the commodities currently described in ECCN 6A991 Marine or
terrestrial acoustic equipment, n.e.s., capable of detecting or locating underwater objects or features or
positioning surface vessels or underwater vehicles; and specially designed components, n.e.s.

Category Xl(a)(1)(iii) is a general description devoid of technical parameters that might be used to
determine what articles are intended to be controlled; however, the note to the paragraph excludes
commodities described in ECCN 5A001.b.1 which does include technical parameters. Unfortunately
when taken together the proposed text of Category Xl(a)(1)(iii), the clarifying note, and the inclusion
criteria for ECCN 5A001.b.1 can create an interpretation that items falling outside the described
technical parameters of ECCN 5A001.b.1 are controlled under the ITAR, even if they might previously
have been treated as EAR99 (i.e. failed to meet the technical specifications in ECCN 5A001.b.1). We
suggest that DDTC clarify how the note to XlI(a)(1)(iii) is to be used by exporters in determining what is
subject to the control on the USML to avoid the inclusion of items that are currently EAR99.

The controls on radar systems and equipment proposed in Category Xl(a)(3) appear to include systems
that have historically been found on the CCL. For example, controls on Synthetic Aperture Radar (SAR)
and Inverse Synthetic Aperture Radar (ISAR) have been found on the CCL since at least 1996°. The
phrase “radar that sends and receives communications” could conceivably encompass ALL radar systems
that transmit and receive data including those controlled by ECCN 6A008 which does not seem
consistent with the stated intent of the export control reform initiative to prevent movement of CCL
controlled items to the USML.

Category Xl(a)(4)(i) Electronic support systems and equipment appears to control detection and
interception systems and equipment that have historically been found on the CCL. For example, ECCN
5A001.i controls systems or equipment, specially designed or modified to intercept and process the air
interface of 'mobile telecommunications', and specially designed components. Similarly, controls on

115 CFR 774, Supplement No. 1
275 FR 76935 (December 10, 2010)
* See 6A008.d






systems and equipment primarily useful for the surreptitious interception of wire, oral, or electronic
communications are currently found on the CCL in ECCN 5A980. An emerging technology that would be
affected by inclusion of these systems and equipment on the munitions list includes commercial
cognitive radios having the features specified in Category Xl(a)(4)(i) that control E911 emergency caller
location systems that need to be able to geolocate cellular signals. Furthermore, there is an emerging
technology area to provide location specific services that may also rely on geolocation of wireless
devices. Finally, the emerging area of cognitive radio, especially for spectrum sharing technologies”,
may need to rely on signal detection and classification techniques, especially to determine the existence
of military radar signals, so that commercial wireless systems can recognize their existence and give
priority access to the military. Unless clarified, this category may unintentionally subject a number of
existing or emerging commercial wireless technologies to control under the ITAR.

As proposed, the descriptive characteristics of Category Xl(a)(4)(iii) appear to result in the inclusion of
commercial items currently subject to 5A001.f “Jamming equipment specially designed or modified to
intentionally and selectively interfere with, deny, inhibit, degrade or seduce mobile telecommunication
services and perform any of the following, and specially designed components therefor.” Long Term
Evolution (LTE), marketed as 4G LTE advanced communications, which is a standard for wireless
communication of high-speed data for mobile phones and data terminals is currently very susceptible to
jamming.> Fixing this vulnerability may require systems and equipment with capabilities enumerated in
Category Xl(a)(4)(iii). The proposed rule needs to be modified to ensure that these features used in
commercial 4G cellular LTE systems and equipment are not considered “electronic combat equipment.”

The areas of overlap identified between Category Xl(a) and various ECCNs raise the question of under
what circumstances items having similar or the same characteristics as those enumerated in (a)(4)(i) will
be considered defense articles, and when they are considered subject to the EAR. Are the items under
these ECCNs excluded from the USML if they are not used in “electronic combat equipment”? Or do
they now become controlled under (a)(4)(i) because they have the “positive” characteristics
enumerated for “electronic support (ES) systems) and equipment”?

It is unclear what is meant by the terms “test set” as used in proposed Category Xl(a)(11). AUECO
recommends that that additional description be provided to clearly specify what this paragraph is
intended to control.

Category Xl(b) Electronic systems or equipment “specially designed” for the collection, surveillance,
monitoring, or exploitation of the electromagnetic spectrum (regardless of transmission medium), for
intelligence or security purposes or for counteracting such activities. This includes:

The revisions to Category Xl(b)(1), like those proposed in (a)(4)(i), appear to result in the control of
collection, surveillance, and monitoring systems or equipment found on the CCL in ECCN 5A001.i, as well
as systems and equipment primarily useful for the surreptitious interception of wire, oral, or electronic
communications enumerated in ECCN 5A980. These ECCNs control existing law enforcement and
emergency responder systems but those systems may be inadvertently included in Category XI, if the
proposed revisions are adopted. Both E911 emergency response systems and security methods used by
corporations to determine hacking into a network use the techniques identified in Category XlI(b)(1).

* FCC Notice of Proposed Rule Making http://hraunfoss.fcc.gov/edocs public/attachmatch/FCC-12-148A1.doc
> See http://www.technologyreview.com/news/507381/one-simple-trick-could-disable-a-citys-4g-phone-network/
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Category Xl(c) Parts, components, accessories, and associated equipment, as follows

Category Xl(c)(9)(i) also appears to overlap existing commercial items. For example, 4G LTE (discussed
above) uses electronically steer angular beams and nulls that, based on the limited descriptors provided,
would potentially fit the control criteria of Category Xl(c)(9)(i).

Category Xl(c)(9)(ii) is intended to control antennas and “specially designed” parts and components that
form adaptive null attenuation greater than 35 dB with a convergence time of less than 1 second. While
AUECO appreciates this use of performance parameters to define the scope of the subparagraph, the
specific standards would appear to include those common to antennae that may be used in LTE
commercial satellite communications.

The term “multiple or more” in the proposed wording of Category Xl(c)(10)(ii) seems unnecessarily
redundant.

General Comments

Many of the entries in Category Xl appear to rely heavily on the category descriptor of “military”
electronics to determine what items are included in the Category. Without additional clarification about
what specific technical parameters or performance features make the enumerated items “military” the
proposed revision does not appear to improve upon the current regulations in which items are
controlled if they were “designed, developed... for a military application®.” For example, Category
Xl(c)(16) could easily be interpreted to include parts that are common to commercial security systems
without a clearly established definition of what constitutes “military” electronics. This is particularly
problematic since many developments in electronics result from fundamental research or as a result of
commercial development for the civilian market and are later adopted by the military; it is not clear
from the proposed rule whether or not these items become “military” electronics simply due to their
adoption by the military.

Each area of overlap identified above, and others we may have failed to identify, will create significant
uncertainty for exporters in determining the regulatory jurisdiction of their items. This uncertainty could
lead to an increase in the number of commodity jurisdiction requests and inadvertent violations.

AUECO suggests additional technical review and discussion be conducted to ensure all such potential
overlaps are identified and that appropriate clarifying language is added, e.g. inclusion of more technical
parameters and/or use of notes like the one to Category Xl(a)(1)(iii) which excludes items subject to
5A001.b.1, before a final rule is issued for Category XI.

Unambiguous Descriptions - Absence of Performance Parameters

In addition to providing a jurisdictional bright line between the USML and CCL, the export control reform
initiative aims to “Describ[e] items using objective criteria, such as qualities to be measured (e.g.,
accuracy, speed, and wavelength), units of measure (e.g., hertz, horsepower, and microns), or other
precise descriptions, rather than broad, open-ended, subjective, catch-all, or design intent-based
criteria’.” The use of such parameters is critical to creating a positive list that exporters can use to
confidently determine the categorization of their items on the USML and the CCL. AUECO is of the

®22 CFR 120.3 Policy on designating and determining defense articles and services.
7 See http://export.gov/ecr/eg main 027617.asp.






opinion that while adequate technical parameters are provided for some subparagraphs in the proposed
revisions to Category XI, they are significantly lacking in others. The following subparagraphs are
examples where the inclusion of technical specifications or performance parameters would improve the
clarity of the description of controlled items and facilitate self-classifications by exporters:

Category Xl(a)(1)(ii) identifies “Underwater single acoustic sensor systems that distinguish tonals and
locates the origin of the sound” without providing technical parameters to establish a reasonable
threshold to warrant their inclusion on the USML. AUECO suggests that if there are no clear technical
parameters or performance thresholds that differentiate between systems intended to be included on
the USML versus the CCL, perhaps it is the unique characteristics of military “tonals” that should be
subject to control rather than the sensing technology.

The proposed controls on radar systems and equipment in Category Xl(a)(3) lack key definitions that are
necessary for interpretation and application. It is noteworthy that the term “target” is used throughout
subparagraph (3) as a trigger for ITAR jurisdiction (for example, (i) airborne radar that track targets and
(xxi) radar employing non-cooperative target recognition). However, without the ability to understand
what a “target” is, these proposed controls are vague and could sweep in a wide range of radar systems
that are not appropriate for USML control. It may be helpful to understand that the term “target” is
used in essentially all contexts when discussing how radar systems send and receive signals to identify
an unknown item or feature (i.e. a “target”). The term “target” in these contexts can be used to
describe a wide variety of items, none of which are military specific. In order to avoid an overly broad
jurisdictional trigger, AUECO strongly recommends that DDTC define the term “target,” or alternatively
to explain in the notes to paragraph (a)(3) that non-military targets such as weather events, wildlife,
environmental items are not included in that term.

Category Xl(a)(4) simply states “Electronic combat equipment.” AUECO is not clear what specific
features or performance parameters make the enumerated items “combat” equipment when, as we
pointed out in the preceding section there appears to be overlap with commodities currently on the
CCL. For example, neither subparagraph (i) nor (iii) include language which differentiates between
military and non-military systems and equipment. In contrast, subparagraph (ii) contains delimiters
that are more clearly related to “combat,” as that term is commonly used. Absent clarification from
DDTC “electronic combat equipment” seems far too open to differences in interpretation and
application.

Fundamental Research Concerns — Commodity Jurisdiction Cycles, Proof-of Concept Activity and Other

University Specific Issues

Category Xl(a)(7) subjects all electronic devices, systems or equipment funded by the Department of
Defense (DoD) to control as defense articles unless they have been declared subject to the EAR via a
formal commodity jurisdiction or identified in the relevant contract as being developed for both civil and
military applications, when such items are not defense articles enumerated on the USML. Much
academic research funded by the DoD is in newly emerging technologies that appear on neither the
USML nor the CCL, and the proposed wording would most likely necessitate frequent commodity
jurisdiction requests from the academic community.

The requirement of a formal commodity jurisdiction as a prerequisite for EAR applicability unless there
has been a formal contractual determination of both military and civilian applications appears to limit an
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exporter’s ability to self-classify an item, which is recognized by the Department of Commerce as an
important and viable avenue for determining regulatory jurisdiction, so much so that guidance for
making a self-classification has been placed online®. Additionally, the limited options set forth by this
proposed rule (either the contract states that civil and military applications are involved, or a CJ must be
submitted, otherwise DoD funding in and of itself triggers the ITAR) may be an obstacle to contracting,
as DoD contracts are generally of relatively short duration (1 year cycles) and the time to obtain a
commodity jurisdiction ruling is on the order of two months. This would be particularly limiting for
academic institutions where research activities are generally performed in open environments which
may include high levels of foreign national participation.

We are particularly concerned that Category Xl(a)(7) will negatively impact the ability of U.S. academic
institutions to conduct “fundamental research® funded by the DoD. There has long been recognition
that basic and applied research in science and engineering at universities is critical to both U.S. national
security and to securing economic competitiveness. In recognition of this role, both the ITAR and the
EAR have carve-outs to permit free sharing of information resulting from such “fundamental research,”
22 CFR §120.11(a)(8), or “fundamental university based research,” 15 C.F.R. §734.8(b). Both of these
carve-outs include limitations that fundamental research would not apply if the university were to
accept restrictions on the publication of the research results or on who might participate in the research
activities. Generally, academic research administrators and export compliance staff review a DoD award
for the presence of such restrictions as the first consideration of whether fundamental research might
apply. Itis unclear how the application of fundamental research fits into the proposed rule; is the
academic community to first make the fundamental research determination, and apply Category Xl(a)(7)
only if fundamental research does not apply, or is the assumption that DoD funded awards will not be
eligible for fundamental research? In an environment where DoD funded research may entail early
proof of concept activities, there may be no proposed applications, either civilian or military, as
commonly occurs in early phase funding to universities. The current wording of Category Xl(a)(7) does
not make allowance for DoD-funded developmental, proof of concept research activities.

Finally, without information as to how DoD will make the commercial and military application
determinations, it is difficult to fully assess the impact of the proposed rule on university research. Will
contracting officers make such determinations, will DoD have a technical advisory group that makes
such determinations, or is some other system contemplated? AUECO requests that the Department of
State assure that reasonable procedures are in place before transferring jurisdictional responsibility to
DoD.

An Imprecise Definition of “Equipment”

Precise definitions and consistent use of defined terms are essential to the development of clear
regulations and enable exporters to confidently interpret and apply the regulations to their own
activities. While the proposed definition of “Equipment” appears relatively straightforward on its own,
it becomes less so when considered in the context of the other terms defined in §121.8. There does not
appear to be a clear distinction between “Equipment” and “Component.” Also, will “Equipment” be
added to the lists of constituents that may comprise an “End Item” or “System”? It also seems possible,
based on the existing and proposed definitions, for an item to be both “Equipment” and an “End ltem.”

8 See http://beta-www.bis.doc.gov/index.php/licensing/commerce-control-list-classification
9 . . .. . .
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AUECO suggests that the Department consider all of the terms defined in §121.8 as a unit and prevent
overlap, or to the extent that overlap is intended or unavoidable to acknowledge it within the
definitions.

The Need for Harmonized Definitions

The forthcoming harmonized definitions under the export control reform initiative are vital to the
interpretation of the proposed regulation and will substantially impact AUECO’s responses to this and
other requests for public comment. AUECO is concerned that without final definitions of terms such as:
public domain/publicly available, fundamental research, and technology/technical data we cannot
appropriately analyze the proposed rules under consideration as part of the export reform initiative.
These are critical to the interpretation and implementation of the proposed rewrites of the USML
categories and to our assessment of their impact on university research and educational activities.

AUECO recommends that the proposed harmonized definitions be released prior the proposed revisions
of additional USML categories. We would further ask that the export community be provided the
opportunity to comment not only on the proposed definitions once released, but also on previously
closed proposed regulatory changes when the proposed definition may impact the interpretation and/or
implementation of the rule, whether proposed or final.

In Conclusion

AUECO fully supports the Department’s efforts to convert the USML into a “positive list”, and hopes that
this step will reduce jurisdictional disputes and uncertainty. We encourage the Department to revisit
the proposed rules amending the ITAR as a single regulation prior to implementation of any changes. It
is important that the proposed definitions and revised USML categories work in concert to protect U.S.
national security without unnecessarily impeding fundamental research activities critical to maintaining
the U.S. defense industrial base. AUECO thanks the Department for the opportunity to comment on the
proposed changes to Category Xl and the definition of “Equipment”.

Sincerely,

Kelly Hochstetler

Chair

Association of University Export Control Officers
Email: auecogroup@gmail.com

Website: http://aueco.org
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Regulatory Policy Division

Room 2099B

U.S. Department of Commerce

14"™ Street and Pennsylvania Ave NW
Washington, DC 20230

January 28, 2013

Re: BIS-2012-0045 (RIN 0694-AF64)

Dear Sir or Madam:

On November 29, 2012, the Bureau of Industry and Security (BIS) published a Proposed Rule
entitled “Revisions to the Export Administration Regulations (EAR): Control of Military
Electronic Equipment and Related Items the President Determines No Longer Warrant Control
Under the United States Munitions List (USML)”, which item appeared at 77 FR 70945,

Avago Technologies appreciates the opportunity to comment on this proposed rule; this
comment pertains to what we believe are erroneous and incomplete entries in the proposed
ECCN 3E611.b. We would potentially be impacted by this because we are a manufacturer of
MMIC amplifiers controlled under ECCN 3A001.b.2.

This Proposed Rule describes the new ECCN 3E611 as follows (right-hand column of page
70947):

New ECCN 3E611

Proposed ECCN 3E611 would impose controls on ‘‘technology’’ “‘required’’ for the
““‘development,”” “‘production,’’ operation, installation, maintenance, repair, or overhaul of
commaodities or software controlled by ECCN 3A611, 3B611 or 3D611 (except technology for
3A611.y, 3B611.y and 3D611.y), which would be controlled for AT1 reasons only.

That is, it is clear that the intended scope of this technology control is other 3x611 ECCNs.
However, this is not clear in the proposed 3E611 itself:





3E611 Technology ‘‘Required’’ for Military Electronics, as Follows (See
List of Items Controlled)
a. “‘Technology’’ (other than that described in 3E611.b or 3E611.y) not
otherwise enumerated in this ECCN ‘‘required’’ for the ‘‘development,”’
“‘production,’” operation, installation, maintenance, repair, or overhaul
of commaodities or software controlled by ECCN 3A611, 3B611 or
3D611.
b. ““Technology’” ‘‘required’’ for the ‘‘development,”” ‘‘production,”
operation, installation, maintenance, repair, or overhaul of
(1) Helix traveling wave tubes (TWTSs);
(2) Transmit/receive or transmit modules;
(3) Microwave monolithic integrated circuits (MMIC); or
(4) Discrete radio frequency transistors.
c. through x. [RESERVED]
y. Specific “‘technology’” ‘‘required’’ for the ‘‘production,’’
““‘development,’” operation, installation, maintenance, repair or overhaul
of commodities enumerated in ECCNs 3A611.y or 3D611.y.

29 ¢¢ 2% ¢¢

Notice that whereas subentries (a) and (y) explicitly refer to other 3x611 ECCNSs, subentry (b)
does not. Accordingly, it is possible that the scope of control of subentry (b) could erroneously
be interpreted to apply to the “technology” for any device described in (b)(1) through (b)(4), not
limited to “technology” that pertains to devices that are themselves controlled in 3A611.

Avago’s specific concern is that 3E611.b.3 could be interpreted to supersede the current controls
on “technology” for MMIC amplifiers, namely 3E001 (as related to 3A001.b.2), 3E982 (as
related to 3A982.b), 5E001.d (as enumerated therein) and EAR99 (all other MMIC amplifiers).
Although not directly relevant to Avago, the same reasoning applies to 3E611.b.4 and
“technology” for transistors, namely 3E001 (as related to 3A001.b.3), 3E982 (as related to
3E982.a) and EAR99 (all other transistors).

Avago believes that entries 3E611.b.3 and 3E611.b.4 are unnecessary/redundant because the
“technology” of concern is already controlled in 3E611.a (relative to the MMIC amplifiers and
transistors that are controlled in 3A611.c and 3A611.d, respectively).

Similar reasoning presumably applies to 3E611.b.1 (because certain helix travelling wave tubes
are controlled in 3A001.b.1.a.4) and to 3E611.b.2 (because transmit/receive or transmit modules
are within scope of 3A001.b.4). For these two entries, BIS may wish to limit the scope of the
technology control.





Accordingly, Avago proposes that 3E611 should be modified by deleting subentries 3E611.b.3
and 3E611.b.4 (see below), and that consideration should be given to limiting the scope of
control of subentries 3E611.b.1 and 3E611.b.2.

3E611 Technology ‘‘Required’’ for Military Electronics, as Follows (See
List of Items Controlled)
a. ‘““Technology’’ (other than that described in 3E611.b or 3E611.y) not
otherwise enumerated in this ECCN *‘required’’ for the ‘‘development,”’
“‘production,’’ operation, installation, maintenance, repair, or overhaul
of commodities or software controlled by ECCN 3A611, 3B611 or
3D611.
b. ““Technology’” “‘required’’ for the ‘‘development,”” ‘‘production,”
operation, installation, maintenance, repair, or overhaul of
(1) Helix traveling wave tubes (TWTS);
(2) Transmit/receive or transmit modules;
Eg? I“I.';IE”E“Ell.“EE”E“EI"S |||tEg|Ek_taEI SI.IEHIES (MMHC) o1
c. through x. [RESERVED]
y. Specific ‘‘technology’” “‘required’’ for the ‘“production,”’
““‘development,’” operation, installation, maintenance, repair or overhaul
of commodities enumerated in ECCNs 3A611.y or 3D611.y.

299 ¢¢ 299 ¢¢

Again, Avago appreciates the opportunity to comment on this Proposed Rule.

Please contact me if you have questions.

Sincerely yours,

/ ;}‘:}
Alice Tsai
Avago Technologies
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January 23, 2013

Mr. Brian Baker

Director

Electronics and Materials Division

Office of National Security and Technology Transfer
Bureau of Industry and Security

U.S. Department of Commerce, Room 2099B

14™ Street and Pennsylvania Avenue NW
Washington, DC 20230

Subject: Revisions to the Export Administration Regulations (EAR): Control of
Military Electronic Equipment and Related Items the President Determines
No Longer Warrant Control Under the United States Munitions List
(USML)

Reference: RIN 0694-AF64
Federal Register/Vo. 77, No 229/Wednesday, November 28, 2012

Dear Mr. Baker,

The Boeing Company (“Boeing™) welcomes the opportunity to comment on the
referenced Proposed Rule. Boeing fully supports the Export Control Reform Initiative. Moving
to clearer and more positive control lists, together with the movement of less-significant items to
the more flexible Commerce Control List, is an important and worthwhile effort that will both
focus industry and government resources on areas of most significant risk and enhance industry
compliance.

We note with appreciation the use of “specially designed” in many instances in the
ECCN heading or in the subcategories. This should assure that items that are common to civil
applications are not captured. The use of “required” in ECCN 3E611 is also important, as this
serves to focus controls on the critical technology elements, and is well understood by exporters
of dual-use items.

However, we would advise that some of the items listed in ECCN 3A611 are used in
commercial applications. Because these items are not uniquely military, we believe that they
should be considered with greater discrete differentiation; some may be more appropriately
controlled in non-600 series ECCNs. Specifically, Boeing recommends that the control text for
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microwave monolithic integrated circuits (“MMICs”) be revised by deleting “any of the
following” in respect to capabilities for the following two subparagraphs. Boeing recommends
that this listing should capture only capabilities “specially designed” for military applications,
and not those found in commercial applications.

e 3A611.c. Microwave ‘““monolithic integrated circuits’” (MMIC) power amplifiers.
e 3A611.d. Discrete microwave transistors.

In 3A611°s ”.y” subcategory, the following hermetic devices have commercial
applications. As a result, we believe the following items are more appropriately controlled in a
non-600 Series ECCN.

e 3A611.y.3. Electrical connectors.
e 3A611y.17. Electric connector backshells.
e 3A611.y.24. Waveguide.

e .90

Finally, we suggest adding the following items to the “.y” category:

Cross-field amplifiers, Inductive output tubes
optical/electrical cables/harnesses
capacitors, crystals oscillators, diodes
electrical sockets, optical connectors
inductors

relays, resistors

optical connector backshells

optical switches

laser and optical terminals

digital signal processors

bias power supply

passive microwave components
telecom receivers and transmitters

Thank you again for the opportunity to comment. We appreciate the Bureau of Industry
and Security’s continued engagement with industry during this reform process. Please do not
hesitate to contact me if you have any questions or need additional information. I can be reached
at (703) 465-3505 or via e-mail at stephanie.a.reuer@boeing.com.

Sincerely, —

~ — .‘;-'._, ,__- 2 G \ ‘/:\)Le_u.t\./
Stephanie A. Reuer

Director, Global Trade Contr;)]s
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Nathanael D. Hartland
410-385-3459
nhartland@milesstockbridge.com

January 28, 2013

VIA E-MAIL AND FEDERAL RULEMAKING PORTAL

Regulatory Policy Division

Bureau of Industry and Security, Room 2099B
U. S. Department of Commerce

14th St. and Pennsylvania Avenue
Washington, DC 20230

Re:  Comments of Continental Tire and Continental Automotive
Proposed Rules Relating to Military Electronic Equipment and Related Items
RIN No. 0694-AF64, Docket No: 120330233-2160-01

Dear Sir/Madam:

We respectfully submit this comment letter on behalf of Continental Tire the Americas LLC
(“Continental Tire”) and Continental Automotive, Inc. (“Continental Auto”) (collectively with
their affiliates and subsidiaries, “Continental”). This letter comments on the “Control of
Military Electronic Equipment and Related Items™ rules proposed by the Bureau of Industry and
Security (“BIS”) on November 28, 2012 (the “Proposed Rule”). Continental appreciates the
continued work of BIS to update the nation’s export control regulations.

Continental contributes materially to the U.S. market for automotive parts and components,
including electronic products that are suitable for use on military and non-military vehicles alike.
Continental previously submitted detailed comments concerning the proposed rules published by
BIS on July 15, 2011 and December 6, 2011 relating to automotive items, and on the definition
of “specially designed” published by BIS on June 19, 2012. Continental appreciates the
opportunity to comment on the Proposed Rule.

These comments support the planned movement of many types of military electronics from the
United States Munitions List (“USML”) to the Commerce Control List (“CCL”), while
suggesting that some additional clarification is needed to ensure that the proposed rules achieve
the stated goals of the Export Control Reform initiative (“ECR Initiative”). In particular, we
suggest that BIS revise the Proposed Rule to reflect the ECR Initiative goals of building “higher
walls around fewer items” and not applying “600 series” controls to items that are currently
subject to a lower control status. We believe that BIS can do much to accomplish these goals

10 Light Street, Baltimore, MD 21202-1487 « 410.727.6464 * Fax: 410.385.3700 * www.milesstockbridge.com

Cambridge, MD « Columbia, MD « Easton, MD ¢ Frederick, MD * Rockville, MD « Towson, MD ¢ Tysons Corner, VA
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through several minor clarifications to the Proposed Rule without compromising important U.S.
national security interests, as described below.

Controls Relating to Electronic Equipment

Under the Proposed Rule, ECCN 3A611.a would control “Electronic ‘equipment,” ‘end items,’
and ‘systems’ ‘specially designed’ for military use that are not enumerated in either a USML
category or another ‘600 series” ECCN.” Unfortunately, this ECCN could subject many
commercially available automotive parts and components that contain electronics to
unnecessarily strict export restrictions and licensing requirements. The U.S. military and U.S.
taxpayers will suffer if that occurs, without any national security benefit.

The preamble to the proposed rules states:

Each of these new ECCNs describes electronic items that BIS understands to be
inherently military or otherwise exclusively designed and manufactured for military use.
BIS encourages the public to test this understanding and identify items, if any, that fall
within the scope of these new ECCNs that are in normal commercial use. If so, the
comments should provide details on such commercial applications.

77 Fed. Reg. 70945, 70952 (November 28, 2012).

A separate ECCN proposed on July 15, 2011 and then again on December 6, 2011, already
addresses parts and components “specially designed” for military vehicles. Previously proposed
ECCN 0A606.x would control “‘parts,” ‘components,” ‘accessories and attachments’ that are
‘specially designed’ for “ground vehicles, whether manned or unmanned, ‘specially designed’
for a military use and not enumerated in USML Category VIL.” 76 Fed. Reg. 76085, 76094
(December 6, 2011). BIS has previously taken the position that if an item is controlled by
multiple ECCNSs, the more restrictive ECCN applies. Thus, the Proposed Rule could be relevant
to the control status of automotive electronics, unless clarified.

As explained by Continental in its prior comments mentioned above and attached hereto, many
automotive parts and components that are in normal commercial use require minor and militarily
insignificant changes for individual vehicle applications, such as changes to mounting brackets
for an anti-lock brake system, wire locations for a tire pressure monitoring system, or wheel size
parameters for a speedometer. These are not the sorts of changes that render an item militarily
significant.

BIS has previously requested input on whether minor changes to certain pieces of automotive
electronics should render such items subject to strict export controls. These items include
“gauges such as speedometers; instrument panels/clusters; vehicle/engine sensors; vehicle engine
monitoring sensors and displays such as check engine lights and their associated sensors;
electronic braking systems; multiplexing systems to limit vehicle wiring; [and] tire pressure
monitoring systems.” Id. at 76087. Continental has indicated that it supports excluding these
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items from ECCN 0A606 or merely including them within 0A606.y, which is subject to control
only for “Anti-Terrorism” reasons. However, even if BIS revises its proposed rules relating to
automotive parts and components, if a corresponding change is not made to the proposed
definition of “specially designed” to allow for minor modifications to be made without an item
becoming “specially designed,” the Proposed Rule would still have the potential to impose
significant export restrictions upon automotive electronics items that are in normal commercial
use around the world. Unless the definition of “specially designed” allows for minor
modifications to be made without an item being considered “specially designed” and unless
related issues concerning associated “technology” are addressed in the “specially designed”
definition, as explained below, Continental submits that the Proposed Rule should be clarified to
address this issue.

Like many other automotive parts and components, electronic items may require small changes
and calibrations for use on any vehicle, without changing the performance capabilities of the
items. Under the Proposed Rule, even if the only change made to an electronic item to
customize it for a military vehicle were moving a wiring harness, entering a variable used in all
civilian vehicles, or using a different size brake hose with an anti-lock braking system, a license
could be required for exports of commercially available automotive electronics to most countries
except Canada. This will neither benefit the national security of the U.S., nor be conducive to
economic recovery of U.S. industry or job creation.

In its comments on the July 15, 2011 BIS proposed rule, Continental documented that the above-
mentioned automotive electronic items are in normal commercial use. We attach these
comments here for reference, because specific information about electronics in normal
commercial use was requested by the Proposed Rule.

The Proposed Rule should be revised and clarified to ensure that the above automotive electronic
items and other automotive electronic items that are commercially available are not within the
scope of ECCN 3A611. More specifically, BIS could clarify in a note that “Automotive
electronic parts, components, accessories and attachments not controlled by ECCN 0A606 are
not controlled by ECCN 3A611, and automotive electronic parts, components, accessories and
attachments controlled by ECCN 0A606.y are not subject to ECCN 3A611.y simply because
they contain electronics; rather they are controlled by ECCN 0A606.y.”  Controlling
commercially available automotive electronics under multiple ECCNs would be redundant and
confusing, and would have the potential to result in unnecessarily strict controls applying to
harmless items.

Controls Relating to Electronics Technology

Companies that supply commercially available automotive electronics often employ a significant
number of employees, including employees from other countries. In order to provide
commercially available electronics to the U.S. military, companies should not have to screen
foreign employees from benign information about commercially available automotive
electronics, even if minor changes are made, such as the location of a mounting bracket on a
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“military” version of a tire pressure monitoring system. While this kind of secrecy may be
appropriate for militarily significant items, it is not necessary or practical for tire pressure
monitoring systems or other items that are readily available around the world on passenger
vehicles, trash trucks, and other vehicles.

On December 6, 2011, BIS indicated in the Federal Register that it is considering
recommendations to “limit the controls on form, fit and function data needed to provide
militarily insignificant items for military vehicles to the anti-terrorism reason.” 76 Fed. Reg.
76,088. Continental strongly supports the adoption of this change, and a revision to the Proposed
Rule should be made to clarify that ECCN 3E611 does not negate this principle, to the extent that
this ECCN is used to control “technology” used to provide commercially available automotive
electronics for military vehicle use. More specifically BIS should clarify that “ECCN 3E611
does not control information about automotive electronics that is outside the scope of ECCN
0E606 or is controlled by ECCN 0E606 because it relates to an item controlled by ECCN
0A606.y.” Alternatively, BIS could achieve the same effect by adopting the clarifications
suggested by Continental to the proposed definition of “specially designed” in the attached
comments.

If the Proposed Rule or the definition of “specially designed” is not clarified, basic information
about commercially available and militarily insignificant automotive electronics may need to be
treated as a “national security” and “regional stability” issue. As a direct result, companies doing
business in the U.S. will be forced to charge a high premium to the U.S. military for such items.
Potentially hundreds of thousands of employee licenses, millions of dollars in IT system
changes, and many thousands of licenses for suppliers and subcontractors could be required to
deal with this issue. Also, just as importantly, the complexity and expense involved in
complying with restrictions on specifications and information needed to supply commercial parts
and components to the U.S. military could ultimately keep many suppliers from offering their
most advanced, efficient, and cost-effective automotive electronics products to the U.S military.

Conclusion:

We greatly appreciate the work that BIS is doing to reform the U.S. export control rules and
appreciate the opportunity to participate in that process. The above issues are not minor in
nature, because virtually every military vehicle (or other military platform) that the U.S.
government purchases contains many electronic parts and components, many of which are items
that have to be modified in small ways for use on any specific vehicle. While militarily
significant products and technologies may appropriately involve export licensing requirements,
imposing “national security” and “regional stability” controls on commercially automotive
electronic products is not only unproductive, it is counterproductive to national security.

The amount of additional money that U.S. taxpayers have to pay (directly or through OEMs) for
automotive electronics that are subject to export controls is no doubt phenomenal, and limits the
U.S. military’s ability to obtain products for vehicle safety, efficiency, modernization, and
longevity. Moreover, the associated regulatory burden of obtaining hundreds or thousands of
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licenses for foreign employees, putting in place complex compliance structures and special IT
systems not only drives up costs — these factors also keep large and small businesses in the U.S.
from competing on U.S. military opportunities or offering their leading edge technologies to the
U.S. military. The U.S. military deserves to be equipped with the best, most efficient, and most
cost-effective automotive electronics in the world. Under the Proposed Rule, as under current
regulations, applying unnecessary restrictions to military insignificant items would continue to
be a major hindrance to the U.S. military and a major expense to taxpayers. These issues also
make U.S. businesses less competitive in the world without any corresponding national security
benefit.

Thank you for your consideration of the above and for your on-going work in the ECR Initiative.

Respectfully Submitted,

Nathanael Hartland
Counsel for Continental
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VIA E-MAIL AND FEDERAL RULEMAKING PORTAL

Regulatory Policy Division

Bureau of Industry and Security, Room 20998
U. S. Department of Commerce

14th St. and Pennsylvania Avenue
Washington, DC 20230

Re: Comments of Continental Tire and Continental Automotive
June 19, 2012 Proposed Definition of “Specially Designed”
RIN No. 0694-AF66, Docket No: 120403245-1034-01

Dear Sir/Madam:

We respectfully submit this comment letter on behalf of Continental Tire the Americas LLC
(“Continental Tire”) and Continental Automotive, Inc. (“Continental Auto”) (collectively with
their affiliates and subsidiaries, “Continental”). This letter comments on the definition of the
term “specially designed” proposed by the Bureau of Industry and Security (“BIS™) on June 19,
2012 (the “Proposed Rule”). Continental appreciates the continued work of BIS to update the
nation’s outdated export control regulations.

Continental contributes materially to the U.S. market for automotive parts and components,
including a broad range of products that are suitable for use on military and non-military
vehicles. Continental submitted detailed comments concerning the proposed rules published by
BIS on July 15, 2011 and December 6, 2011 and appreciates the opportunity to comment on the
Proposed Rule.

These comments support the definition proposed by BIS in a number of important respects while
suggesting that the definition be fine-tuned to achieve the stated goals of the Export Control
Reform initiative (“ECR Initiative”). In particular, we suggest that BIS revise the proposed
definition to reflect the ECR Initiative goals of building “higher walls around fewer items” and
not applying “600 series” controls to items that are currently subject to a lower control status.
We believe that BIS can do much to accomplish these goals through several minor changes to the
proposed definition without compromising important U.S. national security interests, as
described below.
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Executive Summary

BIS explained in the Proposed Rule that the intent of the “specially designed” definition is “to
allow this term to play the key role envisioned for it under the ECR Initiative.” 77 Fed. Reg.
36,411. The term “specially designed,” if defined in an appropriate manner, has the potential to
help industry better understand U.S. export controls and help ensure that U.S. export controls
focus on what is important. Defined over-broadly, however, the term would (1) increase the
control status of items currently subject to lower control status, (2) continue to put U.S.
companies at a disadvantage with respect to exports and economic recovery, (3) result in scarce
resources being devoted to licensing and enforcement for harmless parts and components (at a
time when there are far more real threats to U.S. security interests), and (4) most importantly,
constitute a major hindrance to the U.S. military’s efforts to update its vehicle fleet and better
equip our troops in a cost-efficient manner.

The proposed “specially designed” definition is quite precise in some respects while being over-
broad in the way it applies to standard commercial parts and components that are modified for
use on a military vehicle. We agree that parts and components that have significant military or
intelligence capability or are particularly responsible for a achieving a controlled performance
level should be subject to export restrictions. However, under the proposed definition, not only
those parts, but virtually any part or component that is modified in any way for a military vehicle
would require a license or license exception for export to all countries except Canada. This
would include parts and components that clearly have no military significance whatsoever, have
equivalents found in civilian vehicles throughout the world, and over which the Directorate of
Defense Trade Controls (“DDTC”) would never have asserted jurisdiction under current
regulations.

Many parts and components, even if modified to work on a military vehicle, do not warrant
control, at least, not beyond the Anti-Terrorism level. For example, Continental has pointed out
in prior comments that the following items do not involve significant U.S. national security
related issues even if modified for use on a military vehicle: gauges such as speedometers;
instrument panels/clusters; vehicle/engine sensors; vehicle/engine monitoring sensors; displays
and their associated sensors such as check engine lights; electronic braking systems such as anti-
lock brakes; multiplexing systems to limit vehicle wiring; tire pressure monitoring systems; and
wheels.

Like many other automotive parts and components, these items may require small changes and
calibrations for use on any vehicle, without changing the performance capabilities of the items.
Under the proposed definition, if these items are modified, even in form or fit, for use on military
vehicle, they would potentially be “specially designed” (unless they are specifically listed in the
appropriate “.y” ECCN subparagraph). Even if the only change were moving a wiring harness,
entering a variable used in all civilian vehicles, or using a different size brake hose with an anti-
lock braking system, a license would be required for exports to most countries except Canada.
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Further, supplying the above items often requires that the company obtain basic information
about the vehicle or system in which the parts and components will operate — for example, the
size of the slot into which a part must fit. Thus, it is important that the final rule not control the
information needed to supply an item at a level above the item itself where the item has no
significant military or intelligence applicability.

On December 6, 2011, BIS indicated in the Federal Register that it is considering
recommendations to “limit the controls on form, fit and function data needed to provide
militarily insignificant items for military vehicles to the anti-terrorism reason.” 76 Fed. Reg.
76,088. Unless this clarification is made as part of the “specially designed” definition, many
small and large companies operating in the U.S., who have foreign employees, will effectively be
precluded from competing to supply commercial parts and components to the U.S. military. This
is because they would have to treat basic specifications and information they receive as subject
to U.S. export control laws, even when it is the same type of information used to produce and
supply parts and components for any civilian customers. Potentially hundreds of thousands of
employee licenses, millions of dollars in IT system changes, and many thousands of licenses for
suppliers and subcontractors, could be required to deal with this issue if it is not addressed. Also,
just as importantly, the complexity and expense involved in complying with restrictions on
specifications and information needed to supply commercial parts and components to the U.S.
military could ultimately keep many suppliers from offering their most advanced, efficient, and
cost-effective technologies to the U.S military.

The proposed definition would continue to put the U.S. military and companies operating in the
U.S. at a distinct disadvantage. This is because many other countries do not strictly regulate
exports of items that are basically just commercial parts or the information needed to supply
them. Over-broad regulation would also result in (a) numerous unnecessary license and
classification requests being filed with BIS, (b) companies having to undertake expensive and
complex compliance measures even to supply basic parts and components to the U.S. or a
foreign military, (c) reduced access by the U.S. military to these important products and
technologies, and (d) military parts and components that continue to be far more expensive and
less available than their commercial sector equivalents.

Although quite significant, these issues can be addressed through very minor changes to the
wording proposed by BIS and a brief interpretive note, as suggested in more detail below.

Proposed Definition and Suggested Changes

For convenience, the definition of “specially designed” provided in the Proposed Rule, and our
proposed edits are as follows:

(a) Except for items described in (b) of this definition, an “item” is “specially designed”
if, as a result of “development,” it:
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(1) Has properties peculiarly responsible for achieving or exceeding the
performance levels, characteristics, or functions stated in the relevant ECCN or
U.S. Munitions List (USML) paragraph;

(2) Is a part or component necessary for an enumerated or referenced commodity
or defense article to function as designed; or

(3) Is an accessory or attachment used with an enumerated or referenced
commodity or defense article to enhance its usefulness or effectiveness.

(b) A “part,” “component,” “accessory,” or “attachment” that would be controlled by
paragraph (a) of this paragraph is not “specially designed” if it:

(1) Is enumerated in a USML paragraph;
(2) Is a single unassembled “part” that is of a type commonly used in multiple
types of commodities not enumerated on the CCL or the USML, such as threaded
fasteners (e.g., screws, bolts, nuts, nut plates, studs, inserts), other fasteners (e.g.,
clips, rivets, pins), basic hardware (e.g., washers, spacers, insulators, grommets,
bushings, springs), wire, and solder;
(3) Has equivalentthe—same—form;—fit—and performance capabilities as a part,
component, accessory, or attachment used in or with a commodity that:
(i) Is or was in “production” (i.e., not in “development”); and
(ii) Is either not enumerated on the CCL or USML, or is enumerated in an
ECCN controlled only for Anti-Terrorism (AT) reasons;
(4) Was or is being developed with a reasonable expectation of:
(i) Use in or with commodities described on the CCL and commodities not
enumerated on the CCL or the USML; or
(i) Use in or with commodities not enumerated on the CCL or the USML;
or
(5) Was or is being developed with no reasonable expectation of use for a
particular application.

Note Regarding “Technology.” Specifications and other information necessary to
provide a part, component, accessory, or attachment for an enumerated or
referenced commodity or defense article will not be considered “technology”
necessary for the “development,” “production,” or “use” of an enumerated or
referenced commodity or defense article if the specifications or information are of
the type commonly used to provide equivalent parts, components, accessories, or
attachments used in multiple types of commodities not enumerated on the CCL or
the USML and the parts, components, accessories, or attachments themselves are
either (i) not “specially designed” or (ii) are controlled only for Anti-Terrorism
reasons under the CCL. For example, information about the size of the slotin a
military vehicle that a commercially available part must fit into or the voltage

available to power it will not be considered “technology” necessary for the

9% 4.

“development,” “production,” or “use” of the military vehicle if the same types of
information are commonly used to provide such a part for use in civilian vehicles
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not enumerated in the CCL or USML and the part itself is not “specially
designed” or is listed in the “.y” paragraph of the applicable “600 Series” ECCN.

Should BIS determine that it will not adopt the changes proposed above, Continental suggests
that BIS consider the alternatives suggested in this comment letter and, at the very least,
(a) create a process by which additional parts and components can be added to the “.y” paragraph
of each “600 series” ECCN in the future and (b) clarify that the specifications and information
needed to provide items listed in such “.y” paragraphs should not be treated as “technology”
subject to export restrictions if it is of the type commonly used to provide parts, components,
accessories, or attachments used in multiple types of commodities not enumerated on the
Commerce Control List (“CCL”) or the United States Munitions List (“USML”).

There are hundreds of thousands, or perhaps even millions, of parts and components for military
vehicles and other military platforms that have predominant civil uses, civil equivalents, and no
military or intelligence applicability. DDTC has historically determined that such items are not
subject to the USML and they have been designated as “EAR99” if not specifically enumerated
in the CCL or USML. Unless BIS excludes these items (and the specifications and information
necessary to supply them) from the “specially designed” definition, or adopts a process to reduce
the control status of these items in the future, BIS could see a very significant increase in the
number of classification requests and license requests it processes, bogging down the system and
further harming U.S. economic interests. The number of additional classification requests and
license requests could go well beyond the number of licenses and commodity jurisdiction
requests historically processed by DDTC and BIS relating to such parts and components, because
manufacturers will not be able to determine on their own or through government guidance
whether specific types of changes can be made without rendering an item subject to strict
licensing requirements.

Support for Several Features of the Proposed Definition

We commend BIS for several features of this proposed definition. The hard work that went into
drafting it is obvious and its resultant sophistication and clarity on a number of significant points
represents a significant step forward in the ECR Initiative. More specifically:

(1) Under proposed paragraph (a)(1), Continental agrees that items that are particularly
responsible for achieving performance levels, characteristics, or functions specifically
stated in the CCL or USML should be considered to be “specially designed” if not
released as part of the second part of the proposed definition.

(2) Under proposed paragraph (b)(2), Continental agrees that unassembled parts that are of a
type commonly used in multiple types of commodities not enumerated on the CCL or the
USML should not be considered “specially designed.” We suggest below that not only
unassembled parts, but also other parts, components, accessories, and attachments of a
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type commonly used in items that are not export-controlled do not merit control at the
“national security” and “regional stability” level.

(3) Under proposed paragraph (b)(3), Continental agrees that parts, components, accessories,
and attachments should not be considered “specially designed” if they have the same
form, fit, and performance capabilities as a part, component, accessory, or attachment
used in or with commodities that are in production and are not listed on the CCL or
USML, or that are listed on the CCL but controlled only for Anti-Terrorism reasons. As
discussed below, however, Continental believes that manufacturers should be able to
modify the form and fit of an item, or even its performance capabilities within the range
of capabilities offered for civilian use, without rendering it “specially designed.”

(4) Under proposed paragraphs (b)(4) and (b)(5), Continental agrees that items should not be
considered “specially designed” if they are developed with a reasonable expectation of
being used in both enumerated or referenced commodities and defense articles on the one
hand or, on the other, items that are not subject to export restrictions. Items developed
with no expectation of a particular use should also not be controlled at a high control
level, as proposed by BIS.

(5) Under proposed paragraph (b)(1), Continental agrees that items enumerated on the
USML should not be considered “specially designed” under the Export Administration
Regulation (“EAR”). This is important to ensure clarity and avoid jurisdictional
disagreements.

Suggestions for Improving the Definition

Continental appreciates and supports the above features of the proposed “specially designed”
definition, but several other features could benefit from further refinements that would require
only the minor re-wording suggested above or certain alternative clarifications discussed in this
comment letter.

(1) Achieving Stated Goals Regarding Parts and Components with Civil Equivalents,
Predominant Civil Uses, and No Significant Military or Intelligence Applicability

Although the Proposed Rule is quite precise on a number of points, there appears to be an
inconsistency between the goals stated in the preamble and the wording in the proposed
“specially designed” definition itself. The preamble could give the impression that parts and
components that have civil equivalents, predominant civil uses, and no military or intelligence
applicability will not be considered “specially designed.” However, this is not reflected in the
proposed definition itself.
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The preamble to the Proposed Rule states that items should not be controlled by the new “600
series” ECCNS if they have predominant civil applications, have performance equivalents with
respect to items used for civil applications, and do not have significant military or intelligence
applicability. 77 Fed. Reg. 36,410. It also indicates that the intent of paragraph (b)(3) of the
“release” part of the proposed definition is to release parts, components, accessories, and
attachments “that would otherwise be controlled by a ‘catch-all’ provision of an ECCN” if it has
the same performance capabilities as an item that is or was in production and is either not
enumerated on the CCL or USML or is controlled only for Anti-Terrorism reasons. 77 Fed. Reg.
36,414, The preamble further notes that BIS considered excluding “minor components” but
decided this was not warranted in light of the other exceptions and the proposed criterion in
paragraph (a)(2) of the definition, suggesting that these features of the definition would release
some minor components that otherwise would be considered “specially designed.” 77 Fed. Reg.
36,413-4. Additionally, BIS has proposed that each new set of “600 series” ECCNs include a
““y” paragraph for parts and components of military platforms that have “little or no military
significance” — which items would be subject only to limited restrictions for Anti-Terrorism
reasons. Based on these statements and statements in the preamble relating to International
Traffic in Arms Regulation (“ITAR”) Section 120.3 (see below), it is clear that BIS recognizes
that items should not be considered “specially designed” simply because they are modified to
work on a military platform, if the item has civil equivalents, predominant civil application, and
no significant military or intelligence applicability.

The Proposed Rule also states that it applies several “normal commercial use” carve-outs
included in the ITAR and “implements the statement of policy in ITAR section 120.3, consistent
with the AECA.” Continental agrees that the standards set forth in Section 120.3 of the ITAR, as
interpreted by DDTC pursuant to prior commodity jurisdiction requests, are a helpful guide.
Section 120.3 provides, in pertinent part:

An article or service may be designated or determined in the future to be a defense article
(see §120.6) or defense service (see §120.9) if it:
(a) Is specifically designed, developed, configured, adapted, or modified for a military
application, and
(i) Does not have predominant civil applications, and
(ii) Does not have performance equivalent (defined by form, fit and function) to
those of an article or service used for civil applications; or
(b) Is specifically designed, developed, configured, adapted, or modified for a military
application, and has significant military or intelligence applicability such that control
under this subchapter is necessary.

(Emphasis added.)

In practice, under this rule, DDTC has consistently determined (in response to commodity
jurisdiction requests) that civilian-use parts and components designed, configured, or modified in
minor ways for use in military platforms do not become subject to the ITAR because of such
changes — even if their form or fit are changed.
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Notwithstanding the above, the proposed definition of “specially designed” as applied to parts
and components of military vehicles (as well as many other military platforms) would include
numerous items that do in fact have civil equivalents, predominant civil uses, and no significant
military or intelligence applicability. In fact, the proposed definition of “specially designed”
appears to include virtually all parts and components that are modified in any way at all for use
on a military vehicle (or other platforms), because the only parts or components that are released
by paragraph (b)(3) of the proposed definition are those that have the “same” form, fit, and
performance capabilities as parts used with a non-controlled item that is in production. In other
words, no changes to a part or component are allowed by paragraph (b)(3) — not even changes
to form and fit that DDTC has routinely determined would not render parts and components
subject to the USML.

One potential “release valve” for newly “caught” or unnecessarily controlled parts and
components involves paragraph (b)(3) of the definition. At first glance, proposed paragraph
(b)(3) seems to provide some relaxation of export restrictions with respect to items that have
civil equivalents. However, paragraph (b)(3) and the preamble to the Proposed Rule currently
indicates that only items that have the “same” form, fit, and performance capabilities as a non-
controlled (or AT-controlled) item will be released from the definition under paragraph (b)(3).
77 Fed. Reg. 36,414, 36,419 (emphasis added). This is different from the less severe
“equivalent” standard under the ITAR and suggests that items with any changes to their form, fit,
or performance capabilities would be “specially designed.”

Another potential “release valve” for newly “caught” or unnecessarily controlled parts and
components relates to a proposed technical note relating to paragraph (b)(3). Unfortunately, this
potentially useful “release valve” also appears to be blocked. The preamble to the Proposed Rule
and proposed Note to paragraph (b)(3) say that “activities, such as those pertaining to quality
improvements, cost reductions, or feature enhancements, remain in ‘production’” as opposed to
in “development,” and therefore do not make an item “specially designed.” 77 Fed. Reg. 36,414,
36,419 (emphasis added). The Proposed Rule goes on to indicate that “any new models or
versions of such commodities developed from such efforts that change the basic performance or
capability of the commodity are in ‘development’ until and unless they enter into ‘production.”
Id. (emphasis added). Unfortunately, as drafted, this language does not say that a manufacturer
can change anything about an item to use it with an enumerated or referenced item without the
item being considered back in “development” and becoming “specially designed.” Rather, the
examples provided suggest that BIS may have had in mind only changes of a general nature that
are not specific to an enumerated or referenced item. In light of the “releases” contained in
paragraph (b)(4) and (b)(5), which already “release” items that have been developed without use
on a controlled item in mind, it is not clear that the language quoted above regarding what
constitutes “development” has the effect of releasing anything that would otherwise have been
controlled. If only general changes are made to a part or component for no particular
application, paragraphs (b)(4) and (b)(5) would already release the item.
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Paragraph (b)(4) of the Proposed Rule initially seems to offer a third “release valve” for newly
“caught” or unnecessarily controlled parts and components. Proposed paragraph (b)(4) would
“release” certain items from the definition of “specially designed” if they are developed with a
reasonable expectation of being used in both controlled and un-controlled applications, such as a
military vehicle and a civilian vehicle. However, BIS has suggested that paragraph (b)(4) of the
“release” will only release items being developed to be “interchangeable” between CCL or
USML-listed commodities or defense articles and other items not subject to such export
restrictions. 77 Fed. Reg. 36,415. Thus, any changes to the form or fit of a part, component,
accessory or attachment that are made with a military vehicle in mind would also appear to
render that part, component, accessory or attachment “specially designed,” regardless of whether
the item has civil equivalents, military or intelligence applicability, or predominant civil use.
This standard unnecessarily stresses design intent over military and intelligence applicability as
the standard for determining control level.

In the end, the language of the proposed definition appears to boil down to this: any change to
an item made so that it can work on a military vehicle or other controlled platform renders the
item “specially designed,” no matter how inconsequential the changes, and even if the resultant
item has (i) no military or intelligence capability, (ii) civil equivalents, and (iii) predominant
civil uses. Indeed, after the publication of the Proposed Rule BIS indicated in a public forum
that any part or component that is changed at all for use on an enumerated or referenced
commodity or defense article would be considered “specially designed” (no matter how small the
change).

If the proposed definition is finalized without modification, the EAR would not only appear to
control strictly some items that do not warrant such control, but also to control a greater array of
parts and components than those over which DDTC has historically asserted jurisdiction (and
without a commodity jurisdiction process by which applicable controls could be reduced). We
do not believe that this is the intent of the ECR Initiative and would request that BIS clarify this
in the final rule. Perhaps the best way to accomplish the appropriate clarification would be to
adopt the changes proposed above, replacing the word “same” in paragraph (b)(3) with the word
“equivalent” (as per the ITAR), and removing the words “form” and “fit.” This would preserve
the concept of “equivalence” from the ITAR provisions cited in the Proposed Rule and account
for the fact that changes to form and fit that do not change the basic performance capabilities of a
commercially available part or component do not render the item a threat to U.S. national
security. Another way to achieve the same goal would be to make paragraph (b)(2) apply to all
parts and components, not just unassembled ones. This point is discussed in greater detail below.

(2) Re-used Military Items Treated More Favorably than Modified Civilian Items

Continental believes that paragraph (b)(3) of the Proposed Rule may result in an unintended
result — namely, the “specially designed” definition could treat re-used military parts and
components more favorably than civilian parts and components that are later modified in form or
fit for use on a military vehicle.
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The Proposed Rule provides the example of a radiator that was originally designed for a heavy
military transport truck that is later used in a fire truck that goes into production. 77 Fed. Reg.
36,414. BIS concludes that the item would cease to be “specially designed.” However, if there
are hundreds of versions of a radiator that are in use on civilian vehicles — all of which are
slightly different — and a similarly minor change is made to the radiator to make it work on a
military vehicle, the item becomes “specially designed.” Particularly in an industry where many
parts and components are vehicle or OEM-specific, minor changes that are of a type offered to
civilian customers should not render a part or component “specially designed,” requiring a
license or exception for the product to be exported to any country except Canada or for technical
information about the product to be disclosed to a foreign national/person of any country except
Canada.

Ttems that lack military significance should not be subject to U.S. export control restrictions.
Using the example provided in the Proposed Rule, Continental is not aware of any respect in
which a radiator that is designed for a military use (without any prior mitigating civilian use) is
less militarily significant than a radiator that has enjoyed a long life as a civilian product and is
simply changed in its form or fit for use on a military vehicle — or even changed in its cooling
performance capabilities, assuming those capabilities are still within the range of capabilities
offered for civilian vehicles in production.

Based on the example in the preamble, it will be easy for a part or component that was originally
designed for use on a military vehicle, without any civilian predecessor, to outgrow its status as
“specially designed” simply by being used on a civilian vehicle that is in production. However,
it will be impossible for a manufacturer to make any changes at all to a part or component that
was originally designed for a civilian vehicle in order to make the item work on a military
vehicle without the item becoming “specially designed.” We would request that BIS clarify this
by changing the word “same” in proposed paragraph (b)(3) to read “equivalent” shown above, in
accordance with the existing ITAR language and other statements in the preamble to the
Proposed Rule.

(3) No Identified Connection Between Changes, Assembly Level, and Control Status

Continental recognizes that some automotive parts and components could have military or
intelligence applicability (for example, a weapons system, armor, command control and
communications systems, threat detection systems, and systems for concealment). Nevertheless,
Continental does not believe that the Proposed Rule states an adequate basis for applying
“national security” and “regional stability” controls (as would apply under the “.x” paragraphs
BIS has proposed for the various “600 Series” ECCNS) to civilian vehicle parts and components
that are modified for military vehicles in the same types of ways in which they are modified for
all vehicles. In fact, if these items have civil equivalents, predominant civil applications, and no
significant military or intelligence applicability, the preamble to the Proposed Rule appears to
recognize that they should not be treated as raising national security issues.
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The Proposed Rule draws no specific connection between changes to the form or fit of an item
— or even changes to performance characteristics that are within the range offered for civil use
vehicles in production — and military or intelligence applicability. To the extent that BIS does
in fact plan to treat items that are modified in such minor ways as requiring a license or
exception for export to every country except Canada, we note that the Proposed Rule does not
explain that decision or attempt to quantify or justify it. The Proposed Rule also does not
address either (a) the rationale for imposing an increase in the export regulation of parts and
components at this time, or (b) the burden on the U.S. military, taxpayers, and the U.S. economy
involved in putting in place or continuing such a strict level of regulation.

Other proposed rules issued by BIS relating to a number of “600 series” ECCNs have included
“y” paragraphs for items that, even if they are “specially designed,” will not be treated as
national security threats. Thus, BIS has recognized that the form, fit, and even performance
capabilities of some items can be changed without rendering them “specially designed.”
Similarly, the Proposed Rule indicates that single unassembled parts and components of a type
used with items not enumerated or referenced in the EAR or ITAR, will be “released” under
paragraph (b)(2), even if they are modified.

The Proposed Rules do not explain why the fact that a part is assembled or unassembled has any
bearing on its military or intelligence applicability. There is no meaningful policy rationale
provided for the distinction that unassembled parts qualify for an exception but once those parts
are assembled they no longer qualify. The assembly of the parts does not necessarily make the
new item militarily significant and instead may inadvertently capture a broad range of items with
no corresponding benefit. A high-performance but unassembled radio antennae part may in fact
be much more militarily significant than an air conditioner assembly with several hundred
pieces. Continental requests that BIS not equate assembly, complexity, or electronic content
with military or intelligence applicability and apply to all parts and components the same
principles it is proposing to apply to unassembled parts and components — if they are of a type
used in multiple vehicles that are not subject to U.S. export control restrictions, there is no need
to restrict the export of these items to all countries except Canada.

The relatively simple changes to the proposed definition shown above could address the issues
raised in this section of our comments. As described above, if BIS were to delete the words
“form and fit” from paragraph (b)(3) and replace the word “same” with “equivalent,” this issue
would be resolved without compromising any national security interests.

If BIS wanted an additional layer of protection against diversion to terrorist countries, it could
clarify that parts and components that are not specially designed (but are for enumerated or
referenced commodities and defense articles) would still be subject to control for Anti-Terrorism
reasons. If BIS were to take this approach in combination with the other minor clarifications
proposed above, it would have the added benefit of reducing the need to (i) create an analogue to
the commodity jurisdiction process under which the control status of an item could be reduced,
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and (ii) update the “.y” paragraphs of the “600 series” ECCNS on a constant basis to list items
that lack military significance but still require control for Anti-Terrorism reasons.

Another approach that BIS could use would be to apply “release” paragraph (b)(2) to all parts
and components.

(4) Necessity, Usefulness, and Effectiveness

In addition to the changes to the “specially designed” definition suggested above, subparagraph
(a)(2) suggests another way BIS could refine the definition to make it more consistent with the
stated goals of export reform, without releasing items that truly have significant military and
intelligence applicability. Subparagraph (a)(2) “catches” an item only if, as a result of
development, it “is a part or component necessary for an enumerated or referenced commodity or
defense article to function as designed.”

It is not currently clear in the Proposed Rule what it means for an item to be “necessary” for a
military vehicle to function “as designed.” For example, the current wording could cause doubt
about whether an anti-lock brake system would be considered “specifically designed” because
the original design for a military vehicle included some type of brakes, the anti-lock brakes are
“designed in” at a later time, and brakes are necessary for any vehicle to function. A
clarification to this language presents another way to refine the proposed definition of “specially
designed.”

If BIS chooses not to adopt the language suggested above to remove unnecessary controls from
militarily insignificant parts and components, BIS could easily clarify this matter in a note to the
paragraph (a)(2), as follows:

“Note to (a)(2): A part, component, accessory, or attachment will not be treated as
‘necessary for an enumerated or referenced commodity or defense article to function as

designed’ simply because the item is included in the design for an enumerated or
referenced commodity or defense article if the item performs a function of a type
commonly performed by equivalent parts, components, accessories, or attachments in
multiple types of commodities not enumerated on the CCL or the USML.”

We note our understanding that the Commerce Department does not plan to treat any parts and
components as attachments or accessories but we request that you please clarify that distinction
in the final rule. If BIS is not able to confirm this point, we would request that BIS include a
similar note to paragraph (a)(3) of the proposed definition.
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(5) Information Needed to Modify Parts and Components for Military Vehicles

On December 6, 2011, BIS issued proposed rules stating that BIS is considering
recommendations to “limit the controls on form, fit and function data needed to provide
militarily insignificant items for military vehicles to the anti-terrorism reason.” 76 Fed. Reg.
76,088. Because this issue is critical to export reform and the “specially designed” definition
may be the most appropriate context in which BIS could address this issue, we raise it here and
request that BIS consider the technical note proposed above. That technical note would clarify
that BIS will not control the specifications and other information needed to supply commercial
parts and components to the U.S. military at a level above the parts and components themselves,
as long as the information is of the same type commonly used to provide parts and components
for items not enumerated or referenced in the USML or CCL.

This issue is critical to meaningful export reform because, without basic information on what is
needed for a particular military vehicle or other application, manufacturers cannot provide parts
and components to meet that need. If this issue is not resolved, many small and large businesses
will be unable to offer their commercially available technologies to the U.S. military at
commercial prices — or may not be able to offer them at all — because of the cost, complexity,
risk, and delay inherent in dealing with export-controlled “technology.”

Modifying parts and components almost always requires a supplier to obtain, make available to
its workforce, and sometimes pass down to its supply chain, some minimal information about the
vehicle for which the part or component is being modified, such as the size of the slot into which
it will fit. Without such information, the part cannot be fitted and integrated into the vehicle
mechanically or electrically, cannot be rendered ergonomic and safe for users, and often cannot
be covered by the manufacturer’s warranty. For example, a speedometer or engine sensor must
be made to the proper size and this requires the manufacturer to know the size of the slot in the
dashboard or instrument panel into which it will fit. Similarly, an antilock brake system cannot
readily be made to function properly without information about how heavy the vehicle is,
whether there is enough space under the hood for the unit’s control module, and the amount of
electrical voltage, electrical current, and brake fluid flow available for running the system. Even
for products listed in the various “.y” paragraphs BIS has proposed, the issue remains, because
some information about the application will often be needed to supply a modified product.

Continental recognizes that some information about military vehicles is militarily significant,
namely, certain information about offensive weaponry, armor, threat detection, military
command control and communications equipment, and concealment of a vehicle’s presence or
location. However, basic information that is simply needed to design, modify, or test a militarily
insignificant vehicle part or component should not be controlled in the same way as information
about weaponry, armor, threat detection, command control and communication equipment, and
vehicle concealment.

There would be little or no benefit at all in having commercial automotive parts and components
be “released” from the specially designed definition (or included in the “.y” controls of various
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“600 series” ECCNs) if U.S. law regulates the basic specifications and other information needed
to manufacture and provide such items under far stricter rules than the parts and components
themselves. If controls are not substantially relaxed on such information, supplying the U.S.
military will remain a complex, risky, and therefore expensive proposition for many
manufacturers, particularly when relatively small production runs for military vehicles are
considered. This is because, to supply the U.S. military, U.S. suppliers would have to obtain and
BIS process perhaps hundreds of thousands of employee licenses (unless an exception applies to
every foreign person and every lower level supplier who will have access to the information).’
Expensive information technology systems would also be required to allow suppliers to restrict
access to harmless information needed to supply commercial products, at a time when our nation
faces other information technology-related threats that are real and significant. For small
businesses with a few foreign employees right up to large international companies manufacturing
and doing business in the U.S., the expense and complexity of supplying the U.S. military will
not be justified unless the export regulations are reformed to address this issue.

Technology for the development, production, and use of “specially designed” items could
continue to be regulated without regulating the information needed to supply parts and
components with no significant military or intelligence applicability. Relaxing controls on the
specifications and other information needed to supply militarily insignificant parts and
components would enable the U.S. military to get better, faster, and less expensive access to the
technologies it needs to update its fleet, protect and provide basic comfort to the warfighter, and
conserve U.S. taxpayer dollars, while focusing information and technology controls on the
particular instances where militarily significant information and technology is present.

The technical note proposed above regarding “technology” would address the significant issues
raised here without the need for any changes to the text of the definition itself.

Conclusion:

We greatly appreciate the work that BIS is doing to reform the U.S. export control rules and
appreciate the opportunity to participate in that process. The above issues are not minor in
nature, because virtually every military vehicle (or other military platform) that the U.S.
government purchases contains thousands parts and components, many of which are items that
have to be modified in small ways for use on any specific vehicle. The amount of additional
money that U.S. taxpayers have to pay (directly or through OEMs) for parts and components that
are subject to export controls is no doubt phenomenal. The associated regulatory burden of

! For many large vehicle part and component manufacturers, the EAR’s Strategic Trade Authorization (“STA™)
license exception would do little to mitigate the heavy cost of providing adapted parts and components for the U.S.
military market. This is because these companies operate in, have employees who are nationals of, and have
suppliers in countries that are outside of the thirty six (36) eligible for favorable treatment under license exception
STA. While the Commerce Department has decided to limit the use of license exception STA to thirty six (36)
nations with respect to items that are truly militarily significant, as the Commerce Department has recognized by
proposing to regulate 0A606.y items only for anti-terrorism (“AT”) reasons, parts and components that have little or
no military significance need not be treated in the same manner.
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obtaining hundreds or thousands of licenses for foreign employees, putting in place complex
compliance structures and special IT systems not only drives up costs — these factors also keep
large and small businesses in the U.S. from competing on U.S. military opportunities or offering
their leading edge technologies to the U.S. military. The U.S. military deserves to be equipped
with the best, most efficient, and most cost-effective equipment in the world. Under the
Proposed Rule, as under current regulations, restrictions that unnecessarily. apply to military
insignificant items would continue to be a major hindrance to the U.S. military and a major
expense to taxpayers. These issues also make U.S. businesses less competitive in the world
without any corresponding national security benefit.

Thank you for your consideration of the above and for your on-going work in the ECR Initiative.

Respecifully Submitted,

AUAA N

Nathenael Hartland
Counsel for Continental
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Bureau of Industry and Security, Room 2099B

U. S. Department of Commerce

14th St. and Pennsylvania Avenue

Washington, DC 20230

Re:  Continental Tire and Continental Automotive Comments
On Proposed Revisions to the Export Administration Regulation

Parts and Components of Military Vehicles, Surface Vessels,
And Submersible Vessels
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Dear Sir/Madam:

We respectfully submit this comment letter on behalf of Continental Tire the Americas LLC
(“Continental Tire”) and Continental Automotive, Inc. (“Continental Auto”) (collectively
with their affiliates and subsidiaries, “Continental”). This letter comments on the following
proposed revisions to the Export Administration Regulation (“EAR”), namely:

1. The December 6, 2011 proposed rules relating to military vehicle parts
and components and related articles (the “December Auto Proposed
Rules”);

2. The December 23, 2011 proposed rules relating to parts and components
of vessels of war and related articles (the “Surface Vessel Proposed
Rules™); and

3. The December 23, 2011 proposed rules relating to parts and components

of submersible vessels and related articles (the “Submersible Vessel
Proposed Rules”).
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The December Auto Proposed Rules relate to the Commerce Department’s July 15, 2011
proposed rules relating to parts and components of military vehicles and related articles (the
“July Auto Proposed Rules”). The December Auto Proposed Rules discuss concepts outlined
in, and request suggestions for further refinements to, the July Auto Proposed Rules.

Continental contributes materially to the U.S. market for automotive parts and components,
including a broad range of products that are suitable for use on military and non-military
vehicles. Continental submitted detailed comments concerning the July Auto Proposed Rules.
This letter provides additional comments and suggestions relating specifically to the December
Auto Proposed Rules, and also, with respect to Section 6 below, the Surface and Submersible
Vessel Proposed Rules.

Continental appreciates the Commerce Department’s request for public comment on proposed
changes to the EAR relating to military vehicle parts and components. Properly implemented,
these changes could help to relax unnecessary export restrictions on parts and components that
have been modified for use on military vehicles but are not militarily significant. Under current
law these parts and components can be subject to strict regulation under the International Traffic
in Arms Regulations (“ITAR”) — even when the modifications have nothing at all to do with
military function and the parts and components are used worldwide in passenger cars, trash
trucks, SUVs, construction vehicles, and off-road vehicles. This scenario (1) puts the U.S. at a
distinct disadvantage with respect to exports and economic recovery, (2)devotes scarce
governmental resources to licensing for harmless parts and components and related enforcement
activity (at a time when there are far more real threats to U.S. security interests), and (3) most
importantly, constitutes a major hindrance to the U.S. military’s efforts to update its vehicle fleet
and better equip our troops in a cost-efficient manner.

This letter encourages the Commerce Department to continue the process of reform and provides
specific input on the above-referenced proposed rules.

1. List of Parts and Components with Little or No Military Significance

Responding to comments on the July Auto Proposed Rules, the Commerce Department listed in
the December Auto Proposed Rules several additional categories of parts and components that,
even when modified for use in military vehicles “are common (in function) to items widely used
in civilian vehicles.” Continental commends the Commerce Department’s willingness to
consider appropriate additions to the 0A606.y list proposed in the July Auto Proposed Rules.

The December Auto Proposed Rules note:

These [additional] items include gauges such as speedometers; instrument
panels/clusters; vehicle/engine sensors; vehicle engine monitoring sensors and
displays such as check engine lights and their associated sensors; electronic
braking systems; multiplexing systems to limit vehicle wiring; tire pressure
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monitoring systems, and data relating to tires (not including run-flats). Although
these items might have to be modified for a particular military vehicle, such
modifications typically relate [to] fit and are similar to the types of modifications
that are made for civilian vehicles.

As indicated in Continental’s comments on the July Auto Proposed Rules, Continental agrees
that items such as these have little or no military significance. Considering two additional
factors raised by the Commerce Department in the December Proposed Auto Rules, the above-
listed parts and components also (1) lack the capacity to conceal the presence or location of
vehicles, and (2) are already offered for civilian vehicles inside and outside the U.S. in water-
resistant, submersible and/or other heavy duty forms for use in construction, farming, off-road,
high performance vehicles, and similar automotive applications. In many cases, these items are
also widely available in waterproof or water-resistant form for civilian boating applications.
Water proofing and water resistance also can be used to expand the useful life of a part or
component and increase reliability, even in applications where no submersion of the part or
component is anticipated.

The additional factors of (1) concealment and (2) water proof/resistant status provide no reason
to treat the above items as militarily significant. Accordingly, to regulate, license, and enforce as
if the above-listed items were militarily significant would involve unnecessary use of valuable
agency time, taxpayer dollars, and industry compliance resources. More importantly, treating
these items as militarily significant would continue to make these items expensive and difficult
for the U.S. military to obtain and update.

2. Criteria for Determining Military Significance

The December Auto Proposed Rules request public comment on “appropriate criteria for
determining which items classified under 600 series ECCNs should be limited to the AT reason
for control.”  Continental appreciates the Commerce Department’s work to identify
characteristics that indicate military significance and submits that this effort is closely related to
the Commerce Department’s ongoing effort to define the term “specially designed,” as discussed
below.

The December Auto Proposed Rules list the following factors as criteria for determining whether
items have little or no military significance:

(1) The items are widely used in civilian and military vehicles alike.

(2) Without these products, many military and civilian vehicles could not function
at all.

(3) The items do not include offensive weaponry, armor, threat detection systems,
or military command control and communication system.

(4) The items do not control or monitor offensive weaponry, armor, threat
detection systems, or military command control and communications systems.
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(5) The items are available from foreign sources in many locations around the
world.

It is Continental’s understanding that the Commerce Department is not suggesting that all of the
above factors must be present in order for a product to lack military significance. There are
many automotive parts and components that do not meet some of the above “tests” but clearly
still lack military significance. For example, with respect to factor “(2)” above, many vehicles
have historically lacked electronic braking systems, modern digital speedometers, and tire
pressure monitoring systems. The fact that many vehicles can operate without these systems
(albeit less safely and reliably) does not mean that these systems are militarily significant.

A regulatory approach that treats parts and components as having military significance where
engineers have found more than one way to achieve what the part or component does would
severely undermine the export reform effort as presented thus far. This is because there are often
multiple ways to achieve any particular vehicle function. If every civilian and military vehicle
contains a particular type of part or component, that is a good indicator that the part or
component is not militarily significant. However, the converse is not necessarily true. The mere
fact that some civilian and military vehicles do mot contain that particular type of part or
component does not render that type of part or component militarily significant. Focusing on
one type of electronic braking system as an example, antilock brake systems can slow vehicles
but many vehicles (including many U.S. military vehicles) lack such brakes. That does not mean
anti-lock brakes are militarily significant.

In addition, any approach requiring all of the above five factors for 0A606.y status would
unfairly discriminate against innovations in safety, fuel efficiency, ergonomics, and cost-
effectiveness. With respect to factor “(2)” above (necessity for basic vehicle operation),
innovations are generally unnecessary for basic vehicle operation. Also, with respect to factor
“(1)” (widespread use in military and civilian vehicles) and factor “(5)” (availability from
foreign sources in many locations around the world), newer developments in safety, efficiency,
ergonomics, and cost-effectiveness are not militarily significant merely because they are not yet
widely used or available worldwide.

In the December Auto Proposed Rules, the Commerce Department also stated it was considering
whether to adopt “a function test for inclusion in paragraph 0A606.y, i.e. items that differ only in
form or fit from items that perform a function that is common to both military and civilian
vehicles but that must be adapted in form or fit to a military vehicle should be controlled at no
more than the antiterrorism reason for control.” Continental supports this alternative approach to
determining military significance as another way of addressing factors “(1),” “(2),” and “(5)”
above.

3. Process to Add to List of Items Lacking Military Significance

In the July Auto Proposed Rules and the December Auto Proposed Rules, the Commerce
Department recognized that various automotive parts and components lack military significance
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even if they are modified for use in a military vehicle. Indeed, there are literally thousands of
categories of automotive parts and components that should fall into this category. '

While Continental recognizes that reviewing and adding many more products to the 0A606.y list
in the future would require additional agency resources, without a process to add more products
to the list in the future, export reform may cause more problems than it is intended to resolve.
The ITAR contains a “commodity jurisdiction” process whereby automotive parts and
components can be designated as EAR99 or otherwise controlled only to a limited number of
destinations. The EAR, as modified by the July Auto Proposed Rules and the December Auto
Proposed Rules, would lack such a process, potentially requiring a full rulemaking process for
even the most inconsequential parts to be added to the list, and self-classification into 0A606.y
would not be possible in light of fact that 0A606.x has been proposed as a “catchall.” While a
process to add items to 0A606.y on an ongoing basis would require agency resources, these
resources would be offset by the reduced licensing burden associated with thousands and
thousands of different types of modified (but militarily insignificant) automotive parts going to
hundreds of destinations — each and every item requiring a license unless covered by an
exception.

As an alternative to adopting a process by which additional products can be determined to lack
military significance, it would be far more efficient and rational to adopt a definition of
“specially designed” that would rule out the need for militarily insignificant parts and
components to be separately listed in the first place. Another alternative would be to create a
“positive list” of products or functions that are militarily significant and substantially
“deregulate” other automotive parts and components.1 Either alternative would give the U.S.
military better access to and lower prices for the commercially available technologies it needs to
update its fleet and better equip U.S. military personnel, all while saving taxpayers money.
Continental appreciates the Commerce Department’s efforts to develop a definition of “specially
designed” that results in “higher walls around fewer items.”

' The Commerce Department acknowledges in the December Auto Proposed Rules that making ECCN 0A606.x into
a “positive list” of parts, components, accessories, and attachments that merit restrictions on export would be
“consistent with the Administration’s goal of creating, to the extent possible, positive lists of controlled items.”
However, the Commerce Department indicates that “another Administration objective is to make sure that items
‘specially designed’ for defense articles that are now USML controlled items but that would not be USML
controlled items after any proposed jurisdictional changes not fall out of export controls completely.” While
Continental respects the Commerce Department’s desire to prevent dangerous military technologies from falling into
the wrong hands, subjecting every commercial part, component, and related technology that is modified in any way
for use on a military vehicle to broad U.S. export control restrictions is not a reasonable way to achieve this goal.
Moreover, unless this “shotgun” approach is mitigated by a definition of “specially designed” that excludes
militarily insignificant parts and components, treating 0A606.x as a “catchall” could severely or completely
undermine other stated Administration goals, such as having a “positive list” of controlled items and building
“higher walls” around fewer items that really merit control. Further, export controls based on end-use and end-user,
trade sanctions, embargos, and other targeted measures already provide safeguards that further reduce any perceived
risk in promulgating a positive list of parts and components or functions that are militarily significant.
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4. Information Needed to Adapt Militarily Insignificant Parts and Components for
Military Vehicles

The December Auto Proposed Rules state that the Commerce Department is considering
recommendations to “limit the controls on form, fit and function data needed to provide
militarily insignificant items for military vehicles to the anti-terrorism reason.” The Commerce
Department encouraged additional comments on this issue.

This issue is critical to meaningful export reform because, without basic information on what is
needed for a particular vehicle application, manufacturers cannot provide parts to meet that need.
Large multinational companies that respect U.S. export control laws will be unable to offer many
of their commercially available technologies to the U.S. military (because of export control
compliance, cost, and delay concerns) if this is not resolved.

Modifying parts and components almost always requires the supplier to obtain, make available to
its workforce, and sometimes pass down to its supply chain, some minimal information about the
vehicle for which the part or component is being modified. Without such information, the part
cannot be fitted and integrated into the vehicle mechanically or electrically, cannot be rendered
ergonomic and safe for users, and often cannot be covered by the manufacturer’s warranty. For
example, a speedometer or engine sensor must be made to the proper size and this requires the
manufacturer to know the size of the slot in the dashboard or instrument panel into which it will
fit. Similarly, an antilock brake system cannot readily be made to function properly without
information about how heavy the vehicle is, whether there is enough space under the hood for
the unit’s control module, and the amount of electrical voltage, electrical current, and brake fluid
flow available for running the system.

Continental recognizes that some information about military vehicles and their sub-systems is
militarily significant, namely, certain detailed information about offensive weaponry, armor,
threat detection, military command control and communications equipment, and concealment of
a vehicle’s presence or location. However, basic information that is needed to design, modify, or
test a militarily insignificant military vehicle part or component should not be controlled in the
same way as information about weaponry, armor, threat detection, command control and
communication equipment, and vehicle concealment.

There would be little or no benefit at all in having paragraph 0A606.y if U.S. law continues to
regulate under far stricter controls the basic information needed to manufacture items controlled
by that paragraph for specific vehicle applications. For large, international supply chains, if
controls are not substantially relaxed on such basic form, fit, and function information, even to
supply items that the rules acknowledge to be militarily insignificant, thousands of employee
licenses and other approvals would likely still be required (unless an exception applies to every
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foreign person and every lower level supplier who will have access to the form, fit, and function
information). 2

Information and technology concerning weapons, armor, threat detection, military command
control and communications systems, and concealment of a vehicle’s presence or location, could
continue to be regulated as militarily significant without subjecting basic form, fit, and function
information needed to supply 0A606.y items to control for “national security” reasons or other
similarly restrictive reasons for control. Relaxing controls on form, fit, and function information
needed to supply militarily insignificant parts and components would enable the U.S. military to
get better, faster, and less expensive access to the technologies it needs to update its fleet, protect
and provide basic comfort to the warfighter, and conserve U.S. taxpayer dollars, while focusing
information and technology controls on the particular instances where militarily significant
information and technology is present.

Export reforms will be of little practical value if this issue is not addressed and controls relaxed
where necessary to reflect the global economy and modern automotive supply chains.

5. Definition of Specially Designed

On December 6, 2011, the State Department published a proposed rule indicating that the
Departments of Commerce and State are working together on a new definition of the term
“specially designed.” Continental supports the effort to define this key term in a manner that is
consistent across both agencies and consistent with the definition proposed in the Federal
Register on December 10, 2010.

The December 2010 definition of “specially designed” required that an item satisfy all three
“prongs” of the definition to be treated as “specially designed. That definition read as follows:

Specially designed. The term “specially designed” means that the end-item, equipment,
accessory, attachment, system, component or part (see ITAR § 121.8); or “software”; has
properties that:

(A)Distinguish it for certain predetermined purposes

(B) Are directly related to the functioning of a defense article, and

(C) Are used exclusively or predominantly in or with a defense article identified on the
USML.

? For many large vehicle part and component manufacturers, the EAR’s Strategic Trade Authorization (“STA”)
license exception would do little to mitigate the heavy cost of providing adapted parts and components for the U.S.
military market. This is because these companies operate in, have employees who are nationals of, and have
suppliers in countries that are outside of the thirty six (36) eligible for favorable treatment under license exception
STA. While the Commerce Department has decided to limit the use of license exception STA to thirty six (36)
nations with respect to items that are truly militarily significant, as the Commerce Department has recognized by
proposing to regulate 0A606.y items only for anti-terrorism (“AT”) reasons, parts and components that have little or
no military significance need not be treated in the same manner.
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The definition of “specially designed” will be critical to ensuring that the export reforms being
proposed by both agencies have a material and positive effect. Accordingly, Continental
encourages the Commerce Department and State Department to adopt a definition that reflects
the emphasis of the December 2010 definition on (1) exclusive or predominant use in military
vehicles; (2) direct relationship to the military function of the vehicle; and (3) characteristics that
distinguish an item for predetermined military-specific purposes.

Any definition of “specially designed” that results in militarily insignificant parts and
components continuing to be controlled for “national security,” “regional stability,” and “United
Nations” reasons will result in (1) less cooperation with allies; (2) continued high prices for and
severely limited access to basic commercial technologies for the U.S. military; (3) unnecessary
compliance system and IT system costs for companies operating in the U.S. and allied countries;
(4) less innovation and competition in the U.S. military supply chain; (5) more delays in U.S.
military procurements; (6) continued unnecessary licensing burdens on U.S. exporters;
(7) unnecessary expenditure of licensing resources; and (8) unnecessary use of government
resources to figure out a way to limit regulation of items that are not militarily significant but
that still fall within a broad definition of “specially designed.” These results would harm U.S.
national security and economic interests rather than help them.

As indicated above under Section 4, export reform in the area of military vehicle parts and
components will only be effective if the information needed to supply those parts and
components is controlled at a level that is not higher than the parts and components themselves.
The information needed to supply modified parts and components often includes basic form, fit,
and function information about the vehicle (or higher-level component) in which the parts or
components will operate. Accordingly, Continental urges the Commerce Department to ensure
that, however the term “specially designed” is defined, suppliers can obtain the basic information
they need to supply parts that are not “specially designed” or that “lack military significance”
without having to obtain thousands of licenses and put in place expensive IT and compliance
systems to protect basic information about the vehicle. As an example, if a modified engine
temperature sensor is not treated as “specially designed,” the supplier may still need basic
information about the vehicle to ensure that the sensor works in the vehicle. If the supplier
cannot record in its computer system the size of the engine slot that the sensor fits into without
obtaining thousands of employee licenses or putting in place extensive IT and compliance
systems to ensure “deemed export” compliance, many suppliers will simply find it too difficult
and expensive to participate in the U.S. military market for such sensors, and the price and
availability of the sensors will continue to be adversely affected.

6. Analogv. Digital Parts and Components

The following comment responds to the Surface Vessel Proposed Rules, the Submersible Vessel
Proposed Rules, and the December Auto Proposed Rules.
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With respect to the proposed lists of parts and components with little or no military significance,
the Commerce Department has distinguished in the Surface and Submersible Vessel Proposed
Rules between digital technologies and analog technologies. While Continental agrees that
many analog parts and components for surface and submersible vessels lack military
significance, it would be arbitrary and unwarranted to conclude that all digital parts and
components do have military significance, or to exclude them from the list of items with little or
no military significance simply because they involve digital technologies.

Digital automotive technologies have been around for dozens of years and are now present in
almost all modern automotive and vessel systems, whether for passenger cars, SUVs,
construction and farm equipment, military vehicles, commercial vessels, recreational watercraft,
and military vessels. The main advantages of digital parts and components over analog parts and
components are (1) a reduction in signal degradation due to “noise” and various other factors;
(2) interoperability with other modern vehicle parts and components such as vehicle controller
area networks that are almost universally used in modern passenger cars, trucks, and other
vehicles; and (3) the ability to track and display diagnostic, service, and repair codes not
generally supported by analog parts and components. There is nothing inherently military about
all “digital” parts and components, and it would be unwarranted to treat parts and components as
more militarily significant simply because they are “digital.” Notably, some analog parts and
components are designed for military-specific uses and are more complex, more highly
engineered, and manufactured to more exacting tolerances than some digital parts and
components. Creating a digital/analog distinction in the EAR only would harm U.S. military
interests and U.S. taxpayers by keeping U.S. military equipment running on older, more
expensive, and often less reliable technologies.

Again, Continental strongly supports the work of the Commerce Department to reform U.S.
export control laws and appreciates the Department’s consideration of these comments. The
Department’s efforts are all the more welcome because of the direct benefits that the U.S.
military, economy, and taxpayers would reap from bringing U.S. export controls into the twenty
first century. As stated in Continental’s comments on the July Auto Proposed Rules, export
reform is not only about keeping dangerous items out of the hands of hostile parties. It is also
about equipping our armed forces with the affordable modern technologies they deserve and
need to perform at the highest level.

Thank you for your consideration of the above and for your on-going work to achieve
meaningful export control reform.

Regpectfully Submitted,

Nathanael Hartland
Counsel for Continental
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Regulatory Policy Division

Bureau of Industry and Security, Room 2099B
U. S. Department of Commerce

14th St. and Pennsylvania Avenue
Washington, DC 20230

Re:  Continental Tire and Continental Automotive Comments
On Proposed Revisions to the EAR
Parts and Components of Military Vehicles
Docket No: 110310188-1335-01, BIS-2011-0015

Dear Sir/Madam:

We respectfully submit this comment letter on behalf of Continental Tire the Americas LLC
(“Continental Tire”) and Continental Automotive, Inc. (“Continental Auto”) (collectively
with their affiliates and subsidiaries, “Continental”) to provide comments on the Commerce
Department's proposed revisions to the Export Administration Regulation (“EAR”) dated July
15, 2011 (the “proposed rules”). As described below, Continental contributes materially to the
U.S. market for automotive parts and components, including a broad range of products that are
suitable for use on military and other vehicles.

Continental is most appreciative of and supports the Commerce Department's work to reform the
U.S. export control system and believes that a number of the concepts embodied in the proposed
rules are helpful to bring U.S. export controls into line with 21% Century realities. Even so,
Continental is concerned that the proposed rules do not do enough to advance the U.S.
government’s announced goal of “building higher walls around fewer products.” In addition,
Continental submits that the proposed rules would have a number of unintended
consequences, such as continuing to make it expensive and difficult for the U.S. military to
obtain the sorts of commercially available parts and components that are available for
consumer and commercial vehicles around the globe. Indeed, foreign militaries would
continue to enjoy greater access to these commercial parts and comp onents than the U.S.
military. The proposed rules would also leave unnecessary compliance burdens in place for
companies like Continental.
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BACKGROUND ON CONTINENTAL

With global sales in excess of $20 billion in 2010, Continental is among the world’s leading
automotive suppliers. Continental supplies vehicle manufacturers and the aftermarket with
products such as tires, brake systems, speedometers, engine temperature sensors, tire pressure
monitoring systems, instrument clusters, and other vehicle parts and components. Many parts
and components produced by Continental require some adaptation or implementation work for
each vehicle application but use identical technology regardless of the vehicle application.

Continental currently has operations in approximately 45 countries and has a major U.S.
presence, with several dozen U.S. locations and over 10,000 employees throughout the U.S.
Continental has significant research and development, engineering, testing, and sales facilities
located in Michigan, Illinois, Pennsylvania, New Jersey, New Hampshire, Texas, New Mexico,
Alabama, Georgia, North Carolina, South Carolina, and Virginia.

As a supplier of automotive parts and components to many of the world’s leading automotive
original equipment manufacturers (“OEMs”) and the automotive aftermarket, Continental is
well positioned to provide high quality, affordable, and tested products for the U.S. military
market without the delay, expense, and risk associated with the development of automotive parts
and components “from scratch.” However, Continental’s typical engineering and production
teams for implementing these commercial parts could include foreign engineers employed by
Continental both inside and outside the U.S. and production teams within Continental affiliates
located inside and outside the U.S.

The U.S. export control regime that currently regulates military parts and components has
severely limited Continental’s ability to contribute its commercially available technologies to the
production of the next generation of U.S. military vehicles, as well as the repair, upgrading, and
modernization of the U.S. military’s existing vehicle fleet. As a practical matter, under the
proposed rules as drafted, Continental would have limited opportunity to provide even
commercially available technologies to the U.S. government without the changes requested in
this comment letter.

EXECUTIVE SUMMARY

The proposed rules would modernize U.S. export controls relating to military vehicle parts and
components in some respects, particularly by removing most such items from the International
Traffic in Arms Regulations (“ITAR”) United States Munitions List (“USML”) and placing
them on the EAR’s Commerce Control List (“CCL”). Unfortunately, however, the proposed
rules would continue the prior policy of restrictively regulating most commercial parts that have
been modified — even in militarily insignificant ways — for use on a military vehicle.

4838-5422-4906
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The Commerce Department has proposed to reduce the export control restrictions applicable to
17 types of parts and components that it recognizes (in proposed ECCN 0A606.y) have “little or
no military significance” (the “Less Regulated List”). While Continental agrees that the items
on the list lack military significance, this proposed approach is arbitrary in that there are literally
thousands of other types of parts and components that lack military significance that are not on
the list, and no criteria were set forth in the proposed rules for determining whether a part or
component had military significance. Many commercial products that are available worldwide
on products such as SUVs, passenger cars, heavy trucks, light trucks, and construction
equipment did not make the proposed Less Regulated List.

In addition, while the Commerce Department has proposed that certain parts and components are
not militarily significant as equipment and should not be controlled for NS, RS, or UN reasons,’
it has not proposed a corresponding reduction in the reasons for control for related production
equipment, materials, software, and technology.

Further, many commercial automotive technologies require at least some adaptation or
configuration for use on specific vehicles. This adaptation or configuration work generally
requires some basic information about the vehicle or other component. However, under the
proposed rules, even militarily insignificant information could remain subject to strict export
controls.

Contrary to the Commerce Department’s intent, the proposed rules, as drafted, would:

(a) result in continued unnecessary regulation of many militarily insignificant automotive
parts and components that did not make the Less Regulated List in the proposed rules;

(b) undermine the Commerce Department’s stated goal of building and enforcing higher
walls around fewer items;

(c) render commercially available technologies more expensive and harder to obtain for U.S.
military vehicles than for passenger cars, SUVs, trash trucks, and foreign military
vehicles;

(d) run counter to Federal Acquisition Regulation (“FAR™) principles that favor the
acquisition of “commercial items” “to the maximum extent practicable;” and

(e) continue to impose unnecessary compliance burdens on Continental and other similarly
situated automotive parts and components manufacturers and suppliers with respect to
militarily insignificant products.

The above disadvantages would be further exacerbated by the fact that parts modified for
military vehicles would likely involve limited production runs/volumes that make it even harder

" As explained in section 738.2 of the EAR, “NS” stands for “National Security, “RS” stands for “Regional
Stability,” “UN” stands for “United Nations Embargo,” and “AT” (as used below in these comments) stands for
“Anti-Terrorism.”

4838-5422-4906
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to absorb compliance and licensing costs. This will make it even less likely that suppliers will be
able to provide modified commercial parts (with even militarily insignificant changes) at
commercial prices.

As a practical matter, if the proposed rules go into effect without modification, many U.S.
military vehicles will likely continue to lack commercially available capabilities broadly
available for passenger cars, SUVs, construction equipment, and commercial trucks such
as trash trucks. Even foreign militaries would be better equipped.

In these respects, the proposed rules would perpetuate a harmful situation that currently already
exists under a separate set of regulations (the ITAR), rather than help U.S. national security
interests. The time has come to remove unnecessarily broad export controls and focus
meaningfully on high-priority military and “dual use” technologies — not commercial
technologies that are already common features on passenger vehicles and garbage trucks around
the world.

Once the current export reform initiative has been implemented, if a license or license exception
is still required to develop and export modified commercial parts (with no militarily significant
changes) and components to all countries except Canada, the current reform initiative will
substantially fail to achieve its purposes. Moreover, unless revised to focus primarily on
enumerating and controlling only militarily significant technologies, the tone that the proposed
rules set for the migration of other items from the ITAR to the EAR would discourage further
efforts to reform the export control system.

It is time to bring U.S. export controls fully up-to-date and focus on militarily significant
technologies. In addition, the U.S. military deserves access to commercially available
automotive parts and components and the benefits of commercial pricing on par with what is
available on passenger cars, commercial trucks, construction vehicles, trash trucks, and foreign
militaries. This is not just an export control issue; it is an opportunity to provide better
access and pricing to the U.S. military on commercially available technologies, and
ultimately, to better serve the U.S. warfighter.

Please note that Continental is not asking that the Commerce Department remove NS, RS, or UN
controls from such militarily significant items as weapons systems; armor, threat detection
systems; and command, control, and communications systems. These items should, and would if
Continental’s suggested changes to the proposed rules are adopted, remain subject to strict U.S.
export controls under the ITAR and EAR.

In these comments, Continental proposes several alternatives that would enable the Commerce
Department to accomplish the transition of military vehicle parts and components from the ITAR
to the EAR while avoiding the negative outcomes mentioned above. In particular, Continental
proposes:

4838-5422-4906
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(a) that the final rules should provide a positive list of the parts and components or
functionalities that are militarily significant rather than listing just a few items that have
been determined to lack military significance;

(b) in the alternative, that certain commercial parts and components supplied by Continental
be added to the Less Regulated List;

(c) that “technology node” controls relating to form, fit, and function data necessary to
provide militarily insignificant parts and components to the U.S. military be relaxed; and

(d) that certain conforming changes be made to the proposed rules.
These comments break down into the following major sections:
L. Elements of the proposed rules that Continental supports

IL. Proposed ways to improve the overall regulatory approach embodied by the
proposed rules to better advance the interests of the United States

II1. Summary of requested product-specific changes to the proposed rules —
Continental is proposing to add the following categories of products (the
“Commercial Products™) to the proposed list of products deemed to have
little or no militarily significance, and to make other conforming changes:

Gauges such as Speedometers

Instrument Panels/Clusters

Vehicle/Engine Sensors such as Tachometers

Vehicle/Engine Monitoring/Displays such as Check Engine Lights
Electronic Braking Systems

Multiplexing Systems to Limit Vehicle Wiring

Tire Pressure Monitoring Systems

Certain Items/Data Relating to Tires (Not Including Run-Flats)

XN R DD =

IV.  Request for specific changes to the proposed rules

V. Exhibits providing information about the Commercial Products
Continental appreciates your consideration of these very important issues. To the extent
appropriate and helpful, I would be happy to meet with you in-person or by phone to discuss

these comments to the proposed rules. Contact information is contained at the end of this
comment letter.

4838-5422-4906
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I. ELEMENTS OF THE PROPOSED RULES
THAT CONTINENTAL SUPPORTS

Continental agrees with several fundamental ideas embodied in the proposed rules.

First, Continental wholeheartedly agrees with the conclusion of the Commerce and State
Departments that most military vehicle parts and components need not be regulated by the ITAR
and should instead be subject to Commerce Department jurisdiction. Moreover, Continental
agrees that military vehicle parts and components that have little or no military significance need
not be regulated as if the disclosure to foreign nationals of information about basic automotive
technologies somehow imperils U.S. national security interests, even if those parts and
components are “specially designed” for the military vehicle.

Second, Continental agrees that the parts and components listed in proposed ECCN 0A606.y
have little or no military significance. As discussed below, however, this proposed Less
Regulated List is arbitrary in the sense that it includes a few such items but excludes many
others. The way to reduce regulation of such parts and components in a reasonable and non-
arbitrary manner would be for U.S. regulators to list the technologies, parts, and components that
should be controlled for NS, RS, and UN reasons on the Less Regulated List and to control
others solely for AT reasons. Under this approach, the burden of enforcing and complying with
NS, RS, and UN level U.S. export controls with respect to items that can be found in
commercially available cars, trucks and construction equipment worldwide would be
substantially minimized.

Third, although the Commerce Department has not described in the proposed rules exactly what
factors it used to determine that the products identified on the Less Regulated List lack military
significance, such parts and components have some or all the following in common: (1) they are
widely used in civilian and military vehicles alike; (2) without these products, many military
and civilian vehicles could not function at all; (3) they do not include offensive weaponry;
armor; threat detection systems; or military command, control, and communications systems;
(4) they do not include items that control or monitor offensive weaponry, armor, threat detection
systems, or military command control and communications systems; and (5) they are available
from foreign sources in many locations around the world. Continental agrees that the foregoing
are all significant reasons to limit any regulation of such parts and components only to AT
controls.

Finally, Continental believes there is a substantial opportunity to use the currently proposed

regulatory reforms to advance a related U.S. policy set forth in FAR Part 12: favoring the
acquisition of ‘“commercial items” for U.S. government use “to the maximum extent
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practicable.”® By reducing the export control restrictions applicable to commercial items,

particularly in a more consistent manner, the U.S. could advance that objective considerably,
resulting in reduced costs to taxpayers and increased access to commercially available
technologies as the U.S. acquires military vehicles and modernizes its existing fleet.

II. PROPOSED WAYS TO IMPROVE THE OVERALL REGULATORY
APPROACH EMBODIED BY THE PROPOSED RULES

A. The proposed rules are unduly restrictive because they regulate parts and
components that have no military significance even when they are “specially
designed” for use on a military vehicle.

Using fuel gauges as an example, there are two reasons why the proposed rules would continue
to excessively restrict even commercially available products such as fuel gauges. First, fuel
gauges are not specifically listed on the Commerce Department’s proposed Less Regulated List.
If these products are modified even slightly for use on a military vehicle, they may possibly fit
within the definition of “specially designed” under the proposed rules and thus would be
controlled by ECCN 0A606.x rather than ECCN 0A606.y — even though the slight changes
required have no military significance.

Second, even if a fuel gauge were not modified at all, implementing these products on a military
vehicle could still require some basic information about the application that would continue to be
regulated for NS, RS, and UN reasons. For example, the determination of which fuel gauge to
use and the testing of that fuel gauge would require basic information about the shape of the
applicable military vehicle’s dashboard, available voltage to run the gauge, and other basic
information needed to ensure that this run-of-the-mill commercial technology works properly on
the military vehicle (“form, fit, and function” information). That information would likely be
subject to U.S. export controls under proposed subcategory OE606 relating to technology
required for the development, production, or use of equipment, parts, and components controlled
by ECCN 0A606.°

Under the proposed rules, many suppliers of automotive parts and components could not provide
even a fuel gauge or anti-lock braking system for U.S. military use without first dealing with

% See, e.g., FAR 12.101(c) (“Agencies shall... [r]equire prime contractors and subcontractors at all tiers to
incorporate, to the maximum extent practicable, commercial items or non-developmental items, as components of
items supplied to the agency.”).

? As addressed more fully below, the proposed rules appear to control more strictly “technology” relating to parts
and components that have “little or no military significance” under ECCN 0A606.y than they control the underlying
products themselves — as subject to NS, RS, and UN controls, not just AT controls. This is not logical, and we
assume that the intent of the Commerce Department was to include a subcategory within 0E606 to provide for less
restrictive controls on technology relating to parts and components with little or no military significance.
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significant export control issues. In particular, the supplier would need to obtain numerous
licenses or confirm numerous license exceptions relating to foreign affiliates, foreign suppliers,
and foreign employees. This would be necessary because foreign persons from all countries
except Canada would need a license to have form, fit, and function information relating to the
military vehicle or its other parts and components.

Continental submits that there is a clear correlation between the high price the U.S. military has
had to pay for even basic vehicle parts and components in the past and the severe export
restrictions that have applied in this area. As a practical matter, because the proposed rules as
drafted do not significantly reduce the complexity and expense of complying with U.S. export
control regulations, fewer companies would be willing or able to compete for the U.S. military’s
procurement of, for example, anti-lock brakes for its existing fleet of military vehicles or new
vehicles. This would result in less innovation, lower performance braking for the warfighter than
for fire engines and the average foreign military vehicle, and higher costs incurred by the U.S.
military due to decreased competition. This would harm, rather than help, U.S. national security
Interests.

B. Instead of including a list of items determined not to have military
significance, the rules should identify the parts and components that the U.S.
government has determined to have military significance. The proposed
approach arbitrarily singles out a few parts and components for
advantageous treatment.

To avoid arbitrarily singling out only a few of the many militarily insignificant parts and
components that merit control only for AT reasons, the Less Regulated List should be replaced
with a positive list of items the U.S. government has determined to be militarily significant. As
drafted, the proposed rules identify 17 types of parts and components that are not militarily
significant. However, there are thousands if not tens or hundreds of thousands of automotive
parts and components that are basically the same whether they appear in a military vehicle, a
passenger car, an SUV, a construction vehicle, a heavy truck, a light truck, or a performance race
car. For meaningful export control reform to occur, industry should not be tasked with the
burden of identifying all of the types of parts and components in their portfolios that are not
militarily significant (even when “specially designed” for use on a military vehicle) and proving
that such parts and components are militarily insignificant. Although Continental is, in this
comment letter, providing evidence that some of the parts and components it manufactures are
not militarily significant, the only non-arbitrary way to subject militarily insignificant parts and
components to less regulation would be for the Commerce Department and other U.S.
government agencies to identify the parts and components (or functionalities) that are militarily
significant.

If militarily insignificant parts and components are left off of the Less Regulated List, the list
will simply be an arbitrary collection of a few of the numerous types of militarily insignificant
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parts and components that are found on military vehicles and are also found on vehicles
throughout the world, including passenger cars, SUVs, heavy duty trucks, construction vehicles,
trash trucks, and fire engines.

Unless the proposed rules are revised to provide a positive list of militarily significant items, or
revises to list all items that lack military significance, even items on the Less Regulated List will
continue to be difficult to obtain. For example, the proposed Less Regulated List includes tires
(other than run-flats), but does not include wheels. Listing tires without listing wheels would
result in little practical benefit in terms of increasing the U.S. military’s access to commercial
tire pricing and quality, because many of the leading suppliers would still need to treat drawings
and specifications relating to the wheels (i.e., basic form, fit and function information) as subject
to export controls. This could require licenses and/or verified license exceptions for a worldwide
work force — a real challenge in an increasingly global and interconnected economy. If tires
(other than run-flats) are on the list, the wheels on which they are mounted should also be,
because they are no more militarily significant than the tires. Otherwise, consumer off-road
vehicle users will continue to have better access to a variety of advantageously priced,
commercially available wheels and tires than the U.S. military.

Although the Less Regulated List could theoretically be expanded to include many of the
numerous other types of parts and components that have no military significance, as a practical
matter, identifying all of these parts and components could pose an insurmountable task for the
U.S. government and industry and further delay the regulatory reforms that the Commerce and
State Departments are working so hard to advance.

Continental submits that the only non-arbitrary manner in which to reduce regulation of parts and
components that lack military significance would be to create a positive list of those parts and
components or functionalities which truly merit control. Instead, the proposed rules use a
"shotgun" approach of regulating all military vehicle parts and components as if they were
militarily significant unless they appear on the Less Regulated List. Again, this is not consistent
with the U.S. government’s announced desire to “build higher walls around fewer products,” and
does not treat suppliers of militarily insignificant parts and components in a fair and equal
manner.

C. The proposed rules as drafted improperly use “complexity” and “age of
technology” as a substitute for “military significance.”

While Continental appreciates the Commerce Department's creation of subcategory "y" within
proposed ECCN 0A606 for items determined to have “little or no military significance,” this
proposed Less Regulated List, unless greatly expanded, appears to equate complexity and the age
of a technology with military significance. The proposed rules do not set forth in detail how the
Commerce Department identified the items currently on the proposed Less Regulated List.
However, it would appear that all of the items on the list are “simple” parts and components that
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have been around for a long time. For example, latches and hinges are listed as well as gaskets
and O-rings, filters, and cooling system hoses. No electronic parts or components are listed, with
the possible exception of batteries and alternators/generators (if those can be considered
"electronic" in some sense).

While Continental agrees that the parts and components on the proposed Less Regulated List
have little or no military significance, there are many other parts and components that are more
complex and/or more recently developed that also have little or no military significance and are
in widespread use around the globe on vehicles such as passenger cars, trash trucks, and foreign
military vehicles. Examples include electronic tire pressure monitoring systems, related
dashboard indicators, electronic braking systems to enhance stopping performance, multiplexing
systems to lower wiring costs and manufacturing time, and the other Commercial Products.
Some of these products are more complex than, for example, air filters, and involve electronics,
but they are not more “militarily significant” in any meaningful sense than the products already
on the proposed Less Regulated List, or any more necessary for vehicle function. The fact that a
particular product is complex or contains electronic components does not necessarily make the
product “militarily significant.”

Similarly, high performance or precision manufacturing, by themselves, are also not valid
criteria for determining whether a product is militarily significant. Many of the products already
on the proposed Less Regulated List have high performance features and are manufactured to
extremely tight manufacturing tolerances from carefully engineered materials and designs.
Particularly when a high performance or precisely manufactured part or component is already
commercially available around the globe, treating the part or component as militarily significant
only serves to reduce the U.S. military’s access to the part, because of “deemed export” controls
and other factors mentioned above.

Brake system components provide an example of how the proposed rules improperly equate
complexity with military significance. The Commerce Department has proposed to place brake
calipers, discs, and certain other brake components on the Less Regulated List. These products
have been in use for decades if not over a century.® Electronic braking systems (“EBS”),
however, are a newer and more complex commercially available technology and are not included
on the Less Regulated List as drafted. Continental respectfully argues that brake systems
(including EBS) that enhance the performance of underlying brake components (i.e., brake
calipers, discs, and certain other brake components) are no more militarily significant than those
underlying brake components, even if EBS technology is not as old. EBS systems are deployed
around the world on many different types of vehicles as described below. Many U.S. military
vehicles currently lack anti-lock braking (a type of EBS), in part because it has been difficult for
commercial suppliers to provide this commercially available technology to the U.S. military

* Without these products, many military vehicles would simply be inoperable, so it is clear that the Commerce
Department believes an item can be militarily insignificant even though it is necessary to vehicle function.
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without having to deal with the complexity and cost of export control licensing and compliance
issues. The U.S. military deserves access to this technology for the safety of service persons and
others, and the protection of U.S. military property (the military vehicles themselves).

Similarly, lighting systems, fuses, and components are listed on the proposed Less Regulated
List, but not commercially available multiplexing electrical systems, multiplexing systems can
replace most relays and fuses and control lighting and other functions in commercial trucks,
buses, and trash trucks. Multiplexing is a newer technology than running separate wires all the
way through a vehicle for each and every component. Even so, having a lighter, more efficient,
and more easily manufactured vehicle is not militarily significant. There is nothing inherent in
the technology that the U.S. needs to regulate for NS, RS, or UN reasons. And the U.S. military
deserves access to this lower-priced option for its cargo trucks and other vehicles without the
price and availability of multiplexing systems being negatively affected by unnecessary export
and “deemed export” restrictions.

As discussed below, there are other existing export controls that would eliminate any perceived
risk in putting the Commercial Products on the Less Regulated List. For example, existing ITAR
and EAR provisions already control technologies such as resistance to jamming, military and
“dual use” encryption, communications technologies, and other features in contexts that include
(but are broader than) the automotive area.

Continuing to treat the complexity and age of a technology as if they had any necessary
relevance to military significance will result in rules that will have an adverse impact on the U.S.
military by making it more difficult, expensive and time consuming, and even commercially
impracticable to procure and deploy important safety technologies such as anti-lock brakes on
the U.S. military vehicle fleet where appropriate.

In addition, while the parts and components currently on the Less Regulated List all appear
simple at first glance, many of them are in fact highly engineered, incorporate carefully selected
materials with precisely crafted properties, and are manufactured to exacting tolerances. Thus,
any use of “complexity” as a substitute for military significance is highly problematic even for
those items already on the Less Regulated List.

Finally, electronics should not be treated as having military significance simply because they are
electronics. If certain electronics control or monitor threat detection, defensive technology such
as armor, weaponry, or command control and communications technology, obviously such
electronics would be militarily significant. Continental is not asking the Commerce Department
to further relax export controls on electronics geared to such military functions. However, an
electronic device that simply tells the driver of a military vehicle the temperature of the engine,
the internal or external temperature surrounding and inside a vehicle, or the tire pressure level of
a tire is a different matter. These technologies are widely available today on vehicles sold
commercially throughout the world and are not militarily significant. It would be arbitrary to
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finalize the proposed rules in a manner that does not recognize the pervasive presence of
electronic devices in the automotive industry that have little or no military significance.

D. International commitments of the U.S. do not require strict regulation of
more ""complex" vehicle components that are not militarily significant.

The proposed rules implicitly recognize that U.S. international commitments do not require strict
export regulation of automotive parts and components that lack militarily significance.
Continental wholeheartedly agrees with this conclusion and offers the following analysis with
respect to the Wassenaar Arrangement (“WA”) in particular.

The WA is a multilateral arrangement among 40 countries (“Participating States”) with a stated
purpose of ‘“contributing to international security by promoting transparency and greater
responsibility in transfers of conventional arms and dual-use goods and technologies, thus
preventing destabilizing accumulations.” Participating States have committed to (i) maintaining
responsible export control policies, and (ii) exchanging information regarding exports of
controlled goods/technologies.

The basic structure of the WA includes the following salient features:

e The WA affords Participating States broad discretion in complying with their obligations
under the WA. The decision to transfer or deny transfer of any item controlled by the WA
is the sole responsibility of each Participating State. Measures with respect to the WA are
generally taken in accordance with national legislation and policies, and are implemented
on the basis of national discretion.

e Practical implementation of the WA by each Participating State varies from country to
country based on national procedures. The decision to transfer or deny an item is the sole
responsibility of each Participating State and the WA does not impede bona fide civil
transactions.

e While Participating States must use “extreme vigilance” in their control regimes for items
identified as very sensitive under the WA, items listed on the “Very Sensitive List” found
in the WA’s Annex 2 (e.g., stealth technology materials, equipment related to submarine
detection, advanced radar, advanced jet engine technology) are not at issue in these
comments.
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e A primary focus of the WA is to restrict/control/monitor items that are “major or key
elements” for the indigenous development, production, etc. of military capabilities, “not
items that are generally commercially applied materials or components.”>

Within these basic WA parameters, the WA provides broad discretion to the United States and
other nations as to how they will control items listed on the WA’s list of controlled items. Thus,
it is completely consistent with U.S. international obligations for the U.S. to treat parts and
components of military vehicles that are not militarily significant as being subject to export
restrictions only to those countries with respect to which the U.S. has imposed comprehensive
trade sanctions or embargoes.

In particular, for commercial parts and components that are widely available, even if these parts
and components are modified to work on military vehicles, there is nothing within the WA that
obligates the U.S. to control these items.

E. Rules should focus on whether particular parts and components have specific
military functionality, most notably any interaction with offensive systems,
armor, or military command/control/communications technologies.

Two of the announced goals of the current export reform initiative are (1) to promote greater
certainty concerning the application of U.S. export controls, and (2) to relax controls on items
that no longer merit strict control. The proposed rules do have the effect of advancing certainty
concerning the classification of military vehicle parts and components in a sense. This certainty,
however, comes at the expense of continuing unnecessarily strict export controls on many
products and components that are basically the same as commercially available equivalents
modified in insignificant ways for military use.

Examples of parts and components that lack military significance but must generally be modified
for each vehicle on which they are used include (a) anti-lock braking systems that are common
on passenger cars and other vehicles around the world, (b) multiplexing systems used on buses
and trucks, (c) wheels that are similar to those used on off-road, farming, or construction
vehicles, and (d) the other Commercial Products identified above and below.

Another way to provide certainty concerning the application of the proposed rules would be to
substitute a positive list of militarily significant products and technologies for the proposed list
of items that are militarily insignificant.

> Criteria for the Selection of Dual-Use Goods and Technologies for the Sensitive List (as updated at the December
2004 Plenary meeting of the WA’s Participating States).
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F. Rules should address form, fit, and function information needed to provide
commercially available parts and components.

With respect to militarily insignificant products, the proposed rules do not give permission to
OEMs, vehicle integrators, or lower tier subcontractors to disclose even basic form, fit, and
function information to commercial parts and component suppliers to enable these suppliers to
determine whether their off-the-shelf products can be used with U.S. military vehicles, or make
any necessary adjustments.

For example, if Continental needed to know the size and shape of an opening in a military
vehicle engine where the engine temperature sensor would be inserted into the engine, under
both the current rules and the proposed rules, an integrator would likely instruct Continental that
it could not disclose this information to a foreign affiliate of Continental or to foreign nationals
who work for Continental without first obtaining a license from the Commerce Department to do
so or verifying that a license exception would apply. However, there is nothing militarily
significant about the minor differences between vehicles that must be taken into account in order
to adjust or adapt basic commercial technologies for the same use in different types of vehicles.

Unnecessary regulation of such form, fit, and function information would effectively preclude
many commercial suppliers from competing in the market for U.S. military vehicle parts and
components — even parts and components that are listed as militarily insignificant in the
proposed rules. Continued regulation of such products for exportation to all countries but
Canada would also be a major roadblock that would likely hinder the cost reduction and quality
increases that would arise from less restrictive treatment of this militarily insignificant “form, fit
and function” information.

There are many other examples of how the U.S. military could continue to have limited access to
commercially available parts and components if militarily insignificant form, fit, and function
information required to supply these items is not substantially deregulated. If Continental was
asked to develop a tire (not run-flat) for use on a U.S. military vehicle, under the proposed rules
there is a question as to whether Continental could disclose “form, fit and function” information
to a German engineer employed by Continental — such as the exact size of the vehicle’s tire —
unless an exception applies or a license has been obtained. However, wheels are not currently
listed on the Less Regulated List. Thus, if Continental decided to participate in the project,
Continental would be forced to obtain a license or verify an exception for every foreign affiliate
and every foreign national employed by Continental involved in the project and sequester
information about the wheel so that only U.S. nationals, U.S. affiliates, and licensed/excepted
persons have access to it.

Continental is aware that if the proposed rules are finalized, Continental could theoretically seek

to obtain licenses or verify license exceptions to disclose form, fit, and function information
controlled by ECCN 0E606 to (a) the foreign nationals employed by Continental in the U.S, and
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(b) Continental’s foreign affiliates to allow them to be involved in the process of adapting a part
or component for a U.S. military vehicle. However, if the technology at issue is not militarily
significant, this should not be necessary, and imposing rules of this sort would only result in
(a) the U.S. military having less access to commercially available technologies than private
consumers, commercial vehicle users, and foreign militaries, and (b) an unnecessary and
disadvantageous compliance burden for U.S. companies.

Continental is, of course, not questioning the need to control form, fit, and function
information about parts and components that are militarily significant or are already
subject to control for other reasons under the EAR or ITAR, such as weapon systems;
armor; threat detection systems; and command, control, and communications systems in
military vehicles. These systems should perhaps still be subject to export control under the
ITAR or under the EAR for NS, RS, and UN reasons. The vast majority of the parts and
components on military vehicles, however, are very similar to corresponding parts and
components available commercially and should, therefore, not be controlled for NS, RS, or UN
reasons, as they would be under the proposed rules. A fuel gauge that is available for trash
trucks should be available as modified or U.S. military vehicle without the U.S. military paying a
premium to make sure a German national in the U.S. does not discover how to make a fuel gauge
or discover the function of a fuel gauge on a military vehicle. Information that reveals sensitive
information about U.S. military vehicles should and would continue to be controlled under the
ITAR and EAR under existing provisions of both sets of rules and under the proposed rules if the
Commerce Department modifies them to reflect these comments.

To the extent that the Commerce Department is concerned about deregulating such form, fit, and
function information, the Commerce Department should define which parts and components or
functions of military vehicles are militarily significant, and continue to regulate form, fit, and
function information with respect to those expressly identified parts, components or functions.
Thus, if bullet proof windows are militarily significant, technical information about the bullet
proof characteristics of such windows should and would continue to be controlled by the ITAR
and/or EAR.

We note that the preamble to the proposed rules already uses the term form, fit, and function
within the definition of “specially designed.” Continental submits that this term has a commonly
understood definition, but that the following definition based on the one provided at FAR 27.401
would be appropriate for use in the EAR, if the term must be defined in the EAR:

Form, fit, and function information means data relating to items, components, or
processes to enable physical and functional interchangeability, and data identifying
source, size, configuration, mating and attachment characteristics, functional
characteristics, and performance requirements.
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Continental is proposing a technical note in Section IV below that would clarify that form, fit,
and function information necessary to adapt militarily insignificant parts and components for use
on a military vehicle would only be controlled for AT reasons — unless that information relates
to something that is truly militarily significant, such as armor; weapons; threat detection systems;
or military command, control, and communications systems. Continental recognizes that
information relating to armor; weapons; threat detection systems; or military command, control,
and communications systems would remain controlled under other categories of the ITAR or
EAR, as discussed below. However, it would be arbitrary to control for NS, RS, and UN reasons
information such as the voltage available for a speedometer, the size of the brake lines for an
EBS project, or the size of a wheel for a tire acquisition.

G. To the extent that there are any products or information that should be
controlled outside of these parameters, they are already controlled by other
aspects of the ITAR, EAR, or U.S. Sanctions regulations.

To the extent the U.S. government is concerned that relaxing its controls on militarily
insignificant parts and components would somehow help foreign governments and organizations,
the U.S. already has ways of addressing exports of militarily insignificant products and
information to such persons, including the EAR’s “end use” and “end user” controls, U.S. trade
sanctions, and AT controls. Continuing to treat militarily insignificant parts and components as
militarily significant is not the solution to any problems in this area. The Commerce Department
is already proposing to control items on the Less Regulated List solely for AT reasons. If other
parts and components are not militarily significant, they should be subject to similarly relaxed
controls.

In addition, to the extent that the Commerce Department provides a positive list of those items or
functionalities that do have military significance, there would be no need to add to the list items
that are controlled under other portions of the ITAR or EAR. For example, there would be no
need to regulate command, control, and communications products as military vehicle
components, because they are already regulated by existing ITAR Category XI(a)(5).

If the Commercial Department does decide to retain a Less Regulated List within ECCN OA606,
even if a Commercial Product could be modified to be part of a militarily significant sy stem,
that would be no reason to exclude it from the Less Regulated List. To the extent a Commercial
Product could somehow be modified in this manner, the Commercial Product would then be
controlled as a part or component of that other system to the extent that parts and components of
such other systems are already controlled. If parts of command, control, and communications
systems are export-controlled and one of the Commercial Products is somehow adapted to
function as part of a command, control, and communications system, the part would be
controlled as a part of the system. Nothing is added to this by continuing to control militarily
insignificant products for NS, RS, and UN reasons.
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Similarly, with respect to equipment, technology, materials, production equipment, and software
relating to parts and components that are militarily significant, Continental’s proposal would not
affect the export controls applicable to such information. These items would either (a) continue
to be controlled under various existing ITAR and EAR categories, or (b) be controlled under
proposed ECCNs 0B606, 0C606, 0D606 or OE606. Continental is proposing technical notes,
below, to ECCNs 6A606 and 6E606 which would make the potential application of other export
control categories more apparent. This would mitigate any minimal risk that placing the
Commercial Products on the Less Regulated List might lead to confusion on this point.

H. It would be unreasonable and counter-productive for the Commerce
Department to finalize the proposed rules without addressing the above
issues, in light of readily available alternatives.

For the reasons set forth above, it would be unreasonable and counter-productive for the U.S. to
continue to regulate militarily insignificant parts and components that are available around the
world for NS, RS, and UN reasons. This is particularly true in light of the fact that there are
several viable alternatives that the Commerce Department could select.

For example, Continental is recommending that the rules be revised to provide either (a) a
positive list of those parts and components which are militarily significant (for example, armor;
threat detection, weaponry, and military command control and communications equipment); or
(b) a list of the features that would render parts and components militarily significant; such as
armor plating; incorporating weaponry mounts; incorporating features for threat detection; or
incorporating military command, control, and communications technology, or (c) both.

In the alternative, Continental requests, that the Commercial Products and certain related items
be included in the Less Regulated List and that form, fit, and function information necessary to
provide these parts and components be regulated for only AT under the “technology” note of this
ECCN.

These alternatives would allow companies that have foreign employees in the U.S. and abroad to
provide commercial technologies more easily and cost effectively to the U.S. military, increasing
the U.S. military’s access to these technologies at a time when budgets are being tightened.

As discussed in greater detail above, the U.S. would gain nothing additional from its currently
proposed approach over and above what it would gain from the alternatives proposed above. In
fact, the U.S. would have much to lose from its proposed approach as compared to the
alternatives set forth here, in terms of (a) prolonging the unnecessarily high cost of U.S. military
vehicles, (b) making various commercial technologies less available to the U.S. military,
(c) increasing the time required to provide commercial technologies to the U.S. military,
(d) imposing needless burdens on industry, (¢) undermining the objective of building “higher
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walls around fewer items,” and (f) defeating federal policies embodied in FAR Part 12 that favor
the maximum practicable use of commercial items for U.S. government requirements.

III. SUMMARY OF REQUESTED PRODUCT-SPECIFIC
CHANGES TO THE PROPOSED RULES

As stated above, if the Commerce Department decides not to adopt a positive list of parts and
components that are militarily significant as part of this rulemaking process, Continental
respectfully submits that the following product categories (the “Commercial Products,” as
defined above) should be added to the list of parts and components that are not military
significant as contained in ECCN 0A606.y:

Gauges;

Instrument Panels/Clusters;

Vehicle/Engine Sensors;

Vehicle/Engine Monitoring/Displays;

Electronic Braking Systems;

Multiplexing Systems;

Tire Pressure Monitoring Systems; and

Certain Items/Data Relating to Tires (Not Including Run-Flats).

XN R DD =

In addition to adding the Commercial Products to the Less Regulated List, to promote the
availability of the Commercial Products for U.S. military vehicle applications, the Commerce
Department should limit “controls of basic form, fit, and function information necessary to
provide these commercial technologies for military use. There is no military significance to such
basic “form, fit and function” information and it should be controlled only for AT reasons as
should the parts themselves. Similarly, the other “nodes” of ECCN 0A606 should be revised to
include subcategories corresponding to subcategory “y” in ECCN 0A606, under which AT is the
only reason for control.

Continental understands the need to leave in place existing ITAR and EAR controls that would
continue to govern parts and components that truly are militarily significant. The proposed rules
and the changes suggested here by Continental would leave such controls still in place.

A. The Commercial Products and their functions explained.

The following chart sets forth a description of the Commercial Product families and their basic
functions.

Commercial Product Product Function Comments

1. Gauges Engine & vehicle monitoring gauge systems (“Gauges”)

4838-5422-4906






MILES;STOCKBRIDGE PcC.

Continental Tire and Automotive Comments
Commerce Department July 15, 2011 Proposed Rules
September 12, 2011

Page 19

Commercial Product

Product Function Comments

55

Qo

Tachometers
Temperature Gauges
(Engine Coolant)
Pressure Gauges (Engine
Oil)

Temperature Gauges
(Engine Oil)

Air Temperature
Indicator/Thermometer
(Cabin and External)
Fluid Level Gauges
(Engine Oil)

Pressure Gauges
(Transmission Oil)
Temperature Gauges
(Transmission Oil)
Temperature Gauges
(Hydraulic Oil)
Pressure Gauges
(Hydraulic Oil)

Fluid Level Gauges
(Hydraulic Oil)

Fluid Level Gauges (Fuel)

. Voltmeter (Battery)

Ammeter (Power
Amperage)

Exhaust Gas Temperature
(EGT) Gauges
Speedometers

Other Gauge products that
do not interact with
weapons; armor; threat
detection systems; or

military command, control,

and communication
systems

are common to most or all military and non-military
vehicles alike. Gauge products display for the vehicle
operator information regarding performance of the vehicle
by receiving signals either directly from discrete Sensors or
from a vehicle engine control unit or body controller unit
(“Control Unit”) via a digital signal. The gauge interprets
or is affected by such signal information, which results in a
prescribed response or reaction, namely, movement of a
pointer (e.g., fuel level indicator) or other mechanical
indicator, or display of the interpreted information on a
liquid crystal display (“LCD”) (e.g., miles travelled).

Gauge products are designed to show data regarding
vehicle system status and functionality, including the
temperature, pressure, and fluid levels of several different
vehicle fluids (for example, engine oil, coolant, and
gasoline); the voltage and amperage of electrical
components such as vehicle batteries; exhaust gas; and
speed. Gauges are in widespread use worldwide on
numerous types of vehicles and most types of Gauges have
been in use for decades if not for over a century.

There are numerous commercially available Gauge
products, which are considered commodity products in the
automotive market. The use of commercially available
Gauges can significantly reduce vehicle cost and reduce
design and manufacturing time.

As shown in Exhibit 1, Gauge products provide
information to vehicle users about the normal operation
and maintenance of vehicle mechanical and operational
systems.

2. Instrument Panels/Clusters
(“IPCS”)

a.

Complete Dashboard with

IPC systems are common to many non-military and
military vehicles alike and include clusters and groups of
gauges that function together to provide the driver/operator
with basic vehicle information about the vehicle, such as
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Commercial Product

Product Function Comments

Instruments, Switches, and
Displays

All-in-one units containing
Gauges, Instruments, & /or
Displays®

Stand-alone displays to
show engine and system
data

speed and engine temperature and fuel level all within an
easily visible, small area. IPCs are designed to fit into the
vehicle dashboard, or, in some instances, to stand alone in
the cabin or cockpit area of the vehicle, for the purpose of
housing various gauges, LCDs and other display units
(collectively, “Display Units”) in order to make available
to the vehicle operator information regarding vehicle
operations and performance. The Display Units receive
signals either directly from discrete Sensors or from a
vehicle Control Unit via a digital signal. The IPC system
may be adapted to fit Display Units of various sizes and
shapes and may also contain functionality such as light and
audible alarms.

A typical IPC system consists of multiple Display Units
connected to one or more discrete Sensors (separately
addressed below), and Control Units directed to particular
aspects of a vehicle’s mechanical and operational systems.
IPC systems have been in widespread world-wide
commercial use for decades.

The use of commercially available IPCs can significantly
reduce vehicle cost and reduce design and manufacturing
time. As shown in Exhibit 2, [PC systems allow for real-
time monitoring of multiple display units in order to
facilitate normal functioning of vehicle mechanical and
operational systems.

3. Vehicle/Engine Sensors

a)
b)

c)
d)

e)

Engine Speed Sensor
Temperature Sensor
(Engine Coolant)
Pressure Sensor (Engine
Oil)

Temperature Sensor
(Engine Oil)

Air Temperature

Vehicle/engine monitoring sensors have been used
commercially by OEMs and independent aftermarket
providers on motor vehicles for the past century. Sensors
(also called senders) are the “flip side” of gauges and
instrument panels. They are needed for gauges and
instruments to function correctly because they provide the
“readings” displayed in gauges or used by Control Units.

Sensors can be divided into a number of different
classifications based on either the function of the sensor or

% Continental is not suggesting that displays, including GPS technology, be released from other controls which may
or may not apply to such products by virtue of the presence of GPS, or that military command, control, and
communications systems be released from other controls that may apply to them under the EAR or ITAR.
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Commercial Product

Product Function Comments

f)
g
h)
i)
)
k)

)

m)

Sensor/Thermometer
(Cabin and External)

Fluid Level Sensor (Engine
Oil)

Pressure Sensor
(Transmission Oil)
Temperature Sensor
(Transmission Oil)
Temperature Sensor
(Hydraulic Oil)

Pressure Sensor (Hydraulic
Oil)

Fluid Level Sensor
(Hydraulic Oil)

Fluid Level Sensor (Fuel)
Voltmeter Sensor (Battery)
Ammeter Sensor (Power
Amperage)

Exhaust Gas Temperature
(EGT) Sensor

Wheel Speed Sensor
Exhaust Sensors

Mass Airflow Sensors
Camshaft Position Sensors
Crankshaft Position
Sensors

Other Sensors that do not
interact with weapons
systems; armor; threat
detection systems; or
military command, control,
and communications
systems.

the technology used in the sensor. Basic commercially
available sensors (“Sensors”), such as those listed by
function in the column to the left, reflect several different
technologies, including level sensors (fuel, water, oil, etc.),
frequency sensors (wheel speed, engine speed, etc.),
composition sensors (e.g. exhaust gas sensors), resistive
sensors  (e.g., various temperature sensors and
thermometers), and electronic sensors. Sensors include but
are not limited to these types of sensors, none of which is
specific to military vehicles.’

Sensors monitor specific engine/vehicle characteristics and
send readings to a display device such as a Gauge or VMS,
or to a Control Unit. The use of commercially available
sensors can significantly reduce vehicle cost and reduce
design and manufacturing time. These products can also
significantly reduce repair and maintenance costs and
increase safety.

As shown in Exhibit 3, there are various types of
engine/vehicle Sensors, but their basic function is to collect
engine/vehicle information for basic operation and
maintenance of the vehicle.

4. Vehicle/Engine

VMS products, such as high-beam or check engine

7 Commercially available sensors use several different technologies. In a resistive type, the sensor circuit is affected
by the particular vehicle condition that is being measured and the output of the sensor is an electrical resistance.
This resistance is sent to the Control Unit or gauge/cluster/panel and, depending on the resistance, the data level of
the particular function is affected. A level type sensor operates in a similar fashion — based on the level of the
particular fluid being measured, a certain resistance becomes part of the electrical circuit. A frequency sensor
creates a frequency pulse based on rotation (either vehicle speed or engine speed). For example, a sensor that
measures engine speed uses magnetic induction technology to sense gear teeth on an engine flywheel.
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Commercial Product

Product Function Comments

Monitoring/Displays (“VMS”)

a.

Driver Information
Displays (i.e., Image &
Icon Display Unit)

Driver Warning TellTale
Module (i.e., LED Warning
Light Device)

Driver Audible Alert
Module (i.e., Audible
Message Device)

indicators on any passenger car, are commercially available
standard equipment for most vehicles.

VMS products generally consist of a driver information
Display Unit (i.e., image and icon display units) that
contains various lights and icons, as well as tell-tale
modules that allow the functioning of LED warning lights
and, in some cases, audible alerts (such as the “ding dong”
that indicates a door is open or that lights have been left on,
and the “click, click” that indicates a turn signal is on).

The function of VMS products is to make basic
information about the wvehicle, including its engine,
available to the operator, and to help the operator to be
aware of maintenance intervals, safety issues such as a seat
belt that is not fastened, and operating parameters such as a
low battery or open door.

The use of commercially available VMS products can
significantly reduce vehicle cost and reduce design and
manufacturing time. These products can also significantly
reduce repair and maintenance costs and increase safety.

As shown in Exhibit 4, many VMS products include a
combination of indicators located close together for easy
viewing by a vehicle operator.

5. Electronic Braking Systems
(C‘EBS”)

a)
b)
©)
d)
e)
f)

Brake control unit (Brake
Controller)

Antilock braking systems
(ABS)

Electronic stability control
(ESC)

Traction control systems
(TCS)

Electronic brakeforce
distribution (EBD)
Vacuum Pumps used in
EBS

EBS products are commercially available safety products
designed to enhance the ability of a vehicle to stop and
steer under less than perfect road and driving conditions.
EBS systems include anti-lock braking systems, electronic
stability control systems, traction control systems, and
electronic brakeforce distribution systems. These systems
are in widespread use worldwide on passenger cars, SUVs,
and other vehicles.

A typical EBS system consists of a brake control unit
(“Brake Controller”), wheel speed and brake pressure
sensors, brake actuators and valves, and a pump. The
Brake Controller consists of a motor, a hydraulic block,
and a control module that receives signals from sensors to
determine when wheels are moving at uneven speeds, how
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Commercial Product

Product Function Comments

g) Brake Actuators used in
EBS

h) Mechanical Pressure
Components used in EBS

1) Wheel Speed Sensors used
in EBS

much brake fluid pressure is applied, and similar data
points.

EBS systems items are connected to other vehicle brake
components and work with a standard brake pedal. Based
on driving and operating conditions, the Brake Controller
interprets the data and detects when instability is present.
If brakes are applied, and any of the wheels lock up, the
Brake Controller detects that the wheel is locking up and
reacts by stopping brake pressure at that particular wheel
location, allowing the wheel to turn and shifting braking
pressure to other wheels. The system then successively
pumps brake pressure at the slipping wheel to prevent
further lock up while still using that wheel to help the
vehicle stop. Similarly, if a vehicle begins to veer off the
course where the front wheels are pointed (such as when a
driver intends to turn on an icy road) but the vehicle starts
to skid in a straight direction, the system assists the driver
to regain control by coordinating brake pressure at different
wheels.

EBS systems can help vehicles to stop more quickly on
certain road surfaces, dramatically increasing safety and
dramatically reducing the cost and severity of driver and
passenger injuries and vehicle damage. The use of
commercially available EBS products can significantly
reduce vehicle cost and reduce design and manufacturing
time. These products can also significantly increase safety
and reduce repair costs.

Exhibit 5 is a layout diagram of a sample EBS system.
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6. Multiplexing Systems

Central Control Unit
Multiplex Node

Display Node

Multiplex Switch
Instrument cluster/cockpit

opc o

Multiplexing systems are basically a way to reduce vehicle
wiring complexity, weight, and cost. These systems are
general purpose ways to transmit and process information
from different parts of the vehicle in an efficient manner.
This is far more cost effective, faster, and more reliable
than wiring every vehicle electrical component separately,
particularly on large vehicles.

Multiplex systems generally span the length of a vehicle
and have “nodes” that wires can be plugged into at
locations around the vehicle. As an example, on a city
transit bus or trash truck, there may be nodes that that
handle the external lighting, internal lighting, climate,
suspension, air brake systems, etc. This reduces the need
to run separate wiring through a vehicle for each and every
electrical component. Multiplexing systems increase fuel
efficiency by lowering vehicle weight. All of these nodes
send and receive data to and from, and are ultimately
linked to the central multiplexing control unit.

Multiplexing systems have functions that allow for
distribution and/or processing of inputs, for example, the
flip of a switch might cause four different tail lights to go
on.

The use of commercially available multiplexing systems
can significantly reduce vehicle cost and reduce design and
manufacturing time.

Exhibit 6 contains various layout diagrams of multiplexing
systems.

7. Tire Pressure Monitoring
Systems (“TPMS”)

a. Tire Sensors

b. Antennas

c. TMPS Control Units
(Receivers)

TPMS systems are a basic safety feature that is now
required in many passenger and other commercially
available vehicles. A TPMS system monitors a vehicle’s
tire pressure,” internal tire temperature and tire acceleration
data (collectively, “TPMS Data”) and alerts the operator
of the vehicle of any significant under-inflation of the
vehicle’s tires and related safety problems. A TPMS

¥ Some TMPS systems operate indirectly by calculating how wheel speed differs from one wheel to another and then
concluding that the tire that is turning faster has lower tire pressure. Such systems are not in view here.
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d. Harnessing
e. Display

system generally works as follows:

During the operation of a vehicle fitted with a TPMS
system, TPMS Data is gathered by the TPMS system and
transmitted via radio frequency (by means of an antenna
located within a tire’s filling valve) to a receiver unit
within a vehicle Control Unit.

Once TPMS Data has been collected by the receiver unit, it
is then transmitted through a wired connection to the
vehicle’s display unit, where it is displayed for viewing by
the vehicle’s driver. In addition to allowing the vehicle’s
driver to monitor the current status of TPMS Data, a TPMS
system will activate warnings and alarms to be displayed
on the vehicle’s display unit when TPMS Data is outside of
pre-programmed levels.

The use of commercially available TPMS products can
significantly reduce vehicle cost and reduce design and

manufacturing time.

Exhibit 7 shows a TPMS system diagram.

8. Certain Items/Data Relating to
Tires (Not Including Run-
Flats)

While the Commerce Department has already proposed to
include tires (other than run-flats) on its proposed Less
Regulated List, as drafted, the proposed rules do not
provide for similar treatment of (a) form, fit, and function
information necessary to service the U.S. military tire
market, or (b) a number of products related to tires, such as
wheels, tire inflation systems, beadlock products,9 and
TPMS (separately addressed in these comments).
Continental would propose that such information and
products not be controlled for NS, RS, or UN reasons, but
only for AT reasons.

The use of commercially available tires can significantly
reduce the cost of a vehicle and its maintenance.

Exhibit 8 shows how tires operate with wheels, certain

? The function of beadlock products is to keep the bead of a tire against the wheel to maintain tire inflation,
particularly when operating with low tire inflation or off road.
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beadlock products, tire inflation systems, and TPMS
systems.

B. The Commercial Products are in commercial use worldwide.

Each of the Commercial Products is in widespread use throughout the globe:

Commercial Product Widespread use

1. Gauges It is difficult to imagine a vehicle produced and made available for
consumer or commercial use that does not incorporate at least one
Gauge product (e.g., fuel gauge or speedometer). All of the types
of gauges listed above are commercially available on a worldwide
basis, including for consumer and heavy duty uses. In some
countries, certain Gauges are required by law to be present in
passenger cars and/or other vehicles.

Treating basic commercially available Gauges that are modified
for use on military vehicles as militarily significant will not
materially reduce access to this technology by persons hostile to
the U.S. Rather, it will reduce the U.S. military’s access to this
commercially available technology.

Continental is a leading manufacturer of Gauge products for use in
a wide range of commercial and personal use vehicles, including,
without limitation, heavy duty trucks, light duty trucks, off-
highway construction equipment, passenger cars, sport utility
vehicles (“SUVs”), all-terrain vehicles (“ATVs”), boats,
motorcycles, commercial buses, fire engines and snow mobiles.

2. Instrument For more efficient manufacturing and operator use, many vehicles

Panels/Clusters combine multiple gauges and VMS indicators in one or several
locations on a dashboard using an IPC. IPCs are commercially
available on a worldwide basis, including for consumer and heavy
duty uses.

Treating basic commercially available IPCs that are modified for
use on military vehicles as militarily significant will not materially
reduce access to this technology by persons hostile to the U.S.
Rather, it will reduce the U.S. military’s access to this
commercially available technology.

Continental is a leading manufacturer of IPC products for use in a
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wide range of commercial and personal use vehicles, including,
without limitation, heavy duty trucks, light duty trucks, off-
highway construction equipment, passenger cars, SUVs, ATVs,
boats, motorcycles, commercial buses, fire engines and snow
mobiles.

3. Vehicle/Engine
Monitoring Sensors

Today, any vehicle that has an engine uses similar Sensor products
to monitor engine performance. Many of these products have been
in existence for over a century, first in mechanical form, then over
the past 30 years, in electric form. All of the types of
vehicle/engine Sensors listed above are commercially available on
a worldwide basis, including for consumer and heavy duty uses.

Treating basic, commercially available Sensors that are modified
for use on military vehicles as militarily significant will not
materially reduce access to this technology by persons hostile to
the U.S. Rather, it will reduce the U.S. military’s access to this
commercially available technology.

Continental is a leading manufacturer of vehicle/engine Sensor
products for use in a wide range of commercial and personal use
vehicles, including, without limitation, heavy duty trucks, light
duty trucks, off-highway construction equipment, passenger cars,
SUVs, ATVs, boats, motorcycles, commercial buses, fire engines
and snow mobiles.

4. Vehicle/Engine
Monitoring/Displays

All of the types of vehicle monitoring/displays listed above are
commercially available on a worldwide basis. VMS systems have
been in widespread use around the world for decades, including for
consumer and heavy duty uses. In some countries, certain warning
lights are required by law to be present in passenger cars and/or
other vehicles.

Treating basic commercially available VMS products that are
modified for use on military vehicles as militarily significant will
not materially reduce access to this technology by persons hostile
to the U.S. Rather, it will reduce the U.S. military’s access to this
commercially available technology.

Continental is a leading manufacturer of VMS products for use in
a wide range of commercial and personal use vehicles, including,
without limitation, heavy duty trucks, light duty trucks, off-
highway construction equipment, passenger cars, SUVs, ATVs,
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boats, commercial buses, and snowmobiles.

5. Electronic Braking
Systems

EBS systems, as mentioned above, are in widespread use both
inside and outside the U.S. All of the EBS system components
listed above are commercially available around the globe,
including for consumer and heavy duty uses. In some countries,
certain EBS functions are required by law to be present in
passenger cars and/or other vehicles. For example, as of 2007,
ABS functionality (one type of EBS) is mandatory on all new
passenger cars sold in the European Union. In addition, as of
September 1, 2011, under National Highway Traffic Safety
Administration (“NHTSA”) regulations (Federal Motor Vehicle
Standard 126), electronic stability control (a type of EBS) is
required to be present on certain light vehicles sold in the U.S.

Treating basic commercially available EBS systems that are
modified for use on military vehicles as militarily significant will
not materially reduce access to this technology by persons hostile
to the U.S. Rather, it will reduce the U.S. military’s access to this
commercially available technology.

Continental is a leading supplier of EBS products for use in a wide
range of commercial and personal use vehicles, including, without
limitation, various types of trucks, passenger cars, SUVs, and
ATVs.

6. Multiplexing Systems

Multiplexing systems are in widespread use in the commercial
vehicle market around the world, especially for heavy trucks and
buses. The multiplexing system components listed above are
commonly used on many such applications. Multiplex systems
have been in use for approximately a decade under the commercial
J1939 SEA standard for electronic engine data.

Treating basic commercially available multiplexing systems that
are modified for use on military vehicles as militarily significant
will not materially reduce access to this technology by persons
hostile to the U.S. Rather, it will reduce the U.S. military’s access
to this commercially available technology.

Continental is a leading supplier of multiplexing systems for large
vehicles such as trucks and buses.

7. Tire Pressure
Monitoring Systems

TPMS systems have been in commercial use since the mid-1990s
and are a commercially technology available around the globe for
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consumer and commercial use. Pursuant to a law enacted on
November 1, 2000, NHTSA adopted regulations mandating that
certain types of vehicles (including passenger cars, multipurpose
passenger vehicles, trucks, and certain buses) be equipped with
TPMS systems. Standard No. 138.

Treating basic commercially available TPMS systems that are
modified for use on military vehicles as militarily significant will
not materially reduce access to this technology by persons hostile
to the U.S. Rather, it will reduce the U.S. military’s access to this
commercially available technology.

Continental is a leading supplier of TPMS systems for passenger
cars, light trucks, SUVs, and other vehicles.

8. Certain Items/Data
Relating to Tires (Not
Including Run-Flats)

Tires and wheels have been used on vehicles for well over a
century and there are numerous varieties that are available for the
consumer and commercial markets around the globe.

Treating basic information about military vehicle tires, wheels, and
related items as militarily significant will not materially reduce
access to military vehicle wheels or tires by persons hostile to the
U.S. Rather, it will reduce the U.S. military’s access to
commercially available tire and related products.

Continental is a leading supplier of tires for passenger cars, light
and heavy trucks, SUVs, off-road, construction, heavy industrial,
and other tires.

C. The Commercial Products have no military functionality.

The Commercial Products are valuable for vehicle safety and performance but have no military
functionality, as summarized in the below chart:

Commercial Product

Lack of Military Functionality

1. Gauges

Gauges are standard operating equipment on virtually all vehicles
today, whether commercial or military. Gauge products are
valuable for monitoring basic vehicle parameters such as fuel and
engine temperature; however, the Gauge products identified above
have no significant military functionality. These products have no
functionality for military customers that is materially different
from the functionality provided to consumer or commercial
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customers.

The point of human interaction with a gauge is visual. Standard
Gauge products lack any mechanical or electrical inputs or outputs
that would interact with vehicle offensive systems; defensive
systems; threat detection; or command and control
communications systems. Further, Gauges are no more militarily
significant than lighting systems, an item already on the proposed
Less Regulated List. Being able to see the speed a vehicle is going
is no more militarily significant than being able to see the road
while driving at night. Both items serve purposes fundamental to
most or all vehicles.

If a Gauge was somehow modified to monitor systems that are
militarily significant, as discussed above, the Gauge would be
controlled as a component of such a system (to the extent that
other parts and components of such systems are already controlled
under other ITAR or EAR categories.)

2. Instrument
Panels/Clusters

Continental IPCs were originally designed for commercial use on
vehicles of all types including cars, trucks, fire engines, etc. IPCs,
such as dashboard and instrument panel assemblies for trucks are
standard equipment on virtually all vehicles manufactured today.
These products have no functionality for military customers that is
materially different from the functionality provided to consumer or
commercial customers.

The point of human interaction with an IPC is visual. Instrument
clusters (and Gauges such as fuel gauges, speedometers, and
tachometers within an instrument cluster) have little or no
militarily significance. These products do not interact with
weapons; armor; threat detection systems; or military command,
control, and communications systems. Further, IPCs are no more
militarily significant than lighting systems, an item already on the
proposed Less Regulated List. Finding the speedometer in an IPC
and seeing the speed a vehicle is going is no more militarily
significant than being able to see the road while driving at night.
Both items serve purposes fundamental to most or all vehicles.

If an IPC was somehow modified to interact with systems that are
militarily significant, as discussed above, the IPC would be
controlled as a component of such a system (to the extent parts and
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components of such systems are already controlled under other
ITAR or EAR categories).

3. Vehicle/Engine Sensors

Basic vehicle/engine Sensors detect such common information as
vehicle engine temperature, oil pressure, and similar information,
and are a feature common to most vehicles. These products have
no functionality for military customers that is materially different
from the functionality provided to consumer or commercial
customers.

Vehicle operators do not generally have a point of direct
interaction with Sensors.  Rather, Sensor data is generally
displayed on gauges or used by vehicle Controller Units to ensure
proper functioning of the vehicle, such the way consumer and
commercial vehicles use exhaust gas information to adjust fuel and
air mixture. Basic vehicle/engine Sensors do not interact with
weapons, armor, threat detection systems, or military command,
control, and communications systems. Further, basic Sensors are
no more militarily significant than the items already listed on the
proposed Less Regulated List.

If a Sensor was somehow modified to monitor systems that are
militarily significant, as discussed above, the Sensor would be
controlled as a component of such a system (to the extent parts and
components of such systems are already controlled under other
ITAR or EAR categories).

4. Vehicle/Engine
Monitoring/Displays

VMS and its underlying components and technology have been
developed and designed for passenger cars and other personal and
commercial motor vehicles and not for military vehicles. VMS
products are used throughout the world in virtually all automotive
applications. These products have no functionality for military
customers that is materially different from the functionality
provided to consumer or commercial customers.

Standard VMS products lack any mechanical or electrical inputs or
outputs that would interact with weapons systems; armor; threat
detection; or command, control, and communications systems.
Further, VMS products are no more militarily significant than
windows, an item already on the proposed Less Regulated List.
Hearing an audible “ding, ding” when a seat belt is not fastened is
no more militarily significant than being able to see an obstacle in
the road out a window. Both items serve purposes fundamental to
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most or all vehicles.

If an IPC was somehow modified to monitor systems that are
militarily significant, as discussed above, the Gauge would be
controlled as a component of such a system (to the extent parts and
components of such systems are already controlled under other
ITAR or EAR categories).

5. Electronic Braking
Systems

EBS systems are commercially available safety features. While
these systems have no military significance, they could be used to
increase the safety of military vehicles, as with other vehicles.
These products have no functionality for military customers that is
materially different from the functionality provided to consumer or
commercial customers.

The point of human interface for an EBS system is typically a
brake pedal. EBS systems do not interact with vehicle weaponry,
defensive armor, threat detection, or command control and
communications equipment. Further, EBS systems are no more
militarily significant than the brake components already on the
proposed Less Regulated List. EBS systems allow the underlying
brake components stop vehicles more quickly and allow the
vehicle to function better under varying road and driving
conditions.

If an EBS system was somehow modified to interact with systems
that are militarily significant, as discussed above, the EBS system
would be controlled as a component of such a system (to the extent
parts and components of such systems are already controlled under
other ITAR or EAR categories).

6. Multiplexing Systems

Multiplexing systems are a way to reduce vehicle wiring and
wiring installation costs for large vehicles while processing
electrical inputs and outputs (for example, ensuring that several
light bulbs turn on when a single switch is flipped). These systems
also reduce delays and repair costs caused by re-wiring.
Continental multiplexing systems use the commercial J1939 SEA
standard for electronic engine data, which is an open standard.

Multiplexing systems are general purpose systems with no
inherent military functionality, such as the wiring, fuses, and
relays they frequently replace. Continental’s multiplexing systems
are not designed to interact with vehicle weaponry, defensive
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armor, threat detection, or command control and communications
equipment. Further, multiplexing systems are no more militarily
significant than the cables, cable assemblies, and connectors
already on the proposed Less Regulated List. While multiplexing
systems combine many cables and connectors and include
processing modules, they too are general use products not
specifically suited for military purposes as opposed to civilian use.

If a multiplex system was somehow modified to control militarily
significant systems, as discussed above, the multiplexing system
would be controlled as a component of such a system (to the extent
parts and components of such systems are already controlled under
other ITAR or EAR categories).

7. Tire Pressure
Monitoring Systems

TPMS and its underlying components and technology constitute
safety systems and lack any military significance. TPMS systems
are available worldwide on vehicles that do not have run-flat tires.
Again, Continental does not propose to treat run-flat technology as
militarily insignificant. Rather, Continental is proposing to treat
widely available commercial TPMS systems as militarily
insignificant.

TPMS is no more militarily significant or necessary to vehicle
function than tires (other than run-flats), which are already on the
Less Regulated List. Having a tire with adequate pressure in it is
no more militarily significant than having a tire in the first place.

None of the components or technology comprising TPMS systems
has any particular military function or purpose. TMPS systems do
not interact with vehicle weaponry; armor; threat detection
systems; or command, control, and communications equipment.

If a TPMS system was somehow modified to interact with systems
that are militarily significant, as discussed above, the TPMS would
be controlled as a component of such a system (to the extent parts
and components of such systems are already controlled under other
ITAR or EAR categories).

8. Certain Items/Data
Relating to Tires (Not
Including Run-Flats)

Continental supports the Commerce Department’s determination
that tires (other than run-flats) have little or no military
functionality.

Tire products and the vehicle systems with which they interact are
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commercial technology and are not specifically designed for
military use. Tires and wheels do not interact with vehicle
weaponry, defensive armor, threat detection, or command control
and communications equipment. Similarly, the wheels on which
tires are placed are no more militarily significant than the tires
themselves. "

If a wheel was somehow modified to include armor or interact
with systems that are militarily significant, as discussed above, the
wheel would be controlled under ITAR or EAR categories relating
to armor or as a component of the system with which the wheel
interacted (to the extent parts and components of such systems are
already controlled under other ITAR or EAR categories).

As explained more fully above, to the extent that any of the Commercial Products are slightly
more complex or involve newer technology than other items already on the Commerce
Department’s proposed Less Regulated List, there is no military significance inherent in that
complexity or “newness.” Any complexity in the Commercial Products as implemented for a
U.S. military vehicle is common to all applications for these products, including those available
around the world on passenger cars and other non-military vehicles. A decision not to place the
Commercial Products on the Less Regulated List because of perceived complexity or “newness”
would thus not be reasonable.

Continental also notes that all of the items on the proposed Less Regulated List are essential to
the function of most vehicles, including most military vehicles. There is nothing about any of
the Commercial Products that is more essential to vehicle function than the products already on
the Less Regulated List. For example, TMPS systems that detect low tire pressure are not more
necessary to vehicle function than axles and tires themselves.

D. To the extent the Commercial Products are modified for military use, those
modifications are consistent with modifications typically available to
commercial customers.

Because of the significant expense and lead time involved in creating a new product system from
scratch, various manufacturers including Continental create standard products which are then
adjusted or modified for specific vehicles. Any modifications that would be necessary to use the
Commercial Products on a military vehicle are of the same sort as modifications that would be

' Tires themselves (other than run-flats) are on the Less Regulated List and are therefore would not be controlled
for NS, RS, and UN reasons even if they could, in theory, somehow be specially designed to interact with other
vehicle systems that are militarily significant.
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required to use the Commercial Products on new/different non-military vehicles, including heavy
duty and off-road vehicles, as summarized in the below chart.

Commercial Product

Modifications Typically Made for New Vehicle Application

1. Gauges

The appearance, size, and input signal of a Gauge can be different
from vehicle to vehicle. In high shock applications such as
construction, Continental might recommend a Gauge product with
a lens made of a plastic resistant to breakage. In the area of
manufacturing methods, Continental can use a standard gluing
process to seal the Gauge housing, or, to achieve a watertight seal,
can use a laser welding process. Finally, certain methods can be
used to ensure a fully watertight Gauge seal from the front side
(e.g., laser welding) and from the rear side by using specially-
sealed connectors.

2. Instrument
Panels/Clusters

IPCs are generally combinations of off-the-shelf Gauges and tell-
tale displays (such as a check engine light). Military customers
would have the same types of IPCs and Gauges to choose from as
other customers, even if different vehicles have different
combinations of Gauges and tell-tale displays. In high shock
applications such as construction or off-road, Continental might
recommend [PCs made of a type of plastic that is resistant to
breakage. In the area of manufacturing methods, Continental can
use a standard gluing process to seal an IPC housing designed for
use in a commercial vehicle, or can use a lens laser welding
process to achieve a watertight seal on an IPC that is designed for
use in an extreme environment such as in a military vehicle.
Finally, certain methods can be used to ensure a fully watertight
seal from the front side (e.g., laser welding) and from the rear side
by using specially-sealed connectors.

3. Vehicle/Engine Sensors

Depending on the application, manufacturers can use different
components, manufacturing methods, and designs to ensure that
certain specification criteria are met. For example, manufacturers
can use heavy duty components that can withstand higher or lower
temperatures and temperature shocks, or higher vibration
conditions and physical shocks. Manufacturers can also select
component material for heavy duty applications, e.g., using a
certain type of plastic for a sensor body that is highly resistant to
breakage. In the area of manufacturing methods, Continental, for
example, can use a fastener or a weld depending on the vibration
and physical shock requirements. Finally, from a design
standpoint, certain methods can be used to improve performance
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e.g., a sealed connector to ensure water-resistance.

4. Vehicle/Engine
Monitoring/Displays

VMS systems offer a variety of features, but the combinations of
features used for military vehicles would be substantially similar to
those made for commercial trucks, off-highway vehicles such as
cranes, dump trucks, etc. For heavy duty uses, Continental already
offers features such as improved water-resistance, improved
resistance to hot and cold temperature extremes, and higher
resistance to vibration and physical shocks.

5. Electronic Braking
Systems

Implementing an EBS system for a particular vehicle generally
involves configuring the system to use work properly given the
available voltages, size of brake lines, the basic suspension type,
and the vehicle’s weight into the system’s software. Implementing
an EBS system for a military vehicle would involve the same
process and the configured system would not be materially
different from a system used on another vehicle.

6. Multiplexing Systems

Implementing a multiplexing system for a vehicle requires a
determination about which component electrical signals are to be
channeled through the system, the desired inputs and outputs for
the system, and where to place system nodes. This would not be
materially different for a military vehicle. Continental
incorporates robust features into the various types of nodes and
control units, such as water-resistance, resistance to dust
penetration, a wide temperature operating range, and high
vibration and physical shock resistance.

7. Tire Pressure
Monitoring Systems

Any modifications made to TPMS systems for use on military
vehicles would be substantially similar to modifications made for
other vehicles. Modifications made for heavy duty uses could
include: placing the TPMS sensor in different locations to mitigate
corrosion of the sensor, configuring the TPMS system to be able to
read and translate higher tire pressures, and monitoring more tires.
The modifications necessary to implement a TPMS system for a
military vehicle would be substantially similar to the modifications
made for other vehicles, including heavy duty vehicles.

8. Certain Items/Data
Relating to Tires (Not
Including Run-Flats)

Military vehicle tires have features similar to other heavy duty
tires. Continental supports the Commerce Department’s decision
to place tires (other than run-flats) on the Less Regulated List.

Just as tires specially designed for military use do not merit control
for NS, RS, and UN reasons, Continental argues in these
comments that other vehicle components that relate to tires should
also be put on the Less Regulated List, including wheels, TPMS
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systems, tire inflation systems, and bead locks. The types of
modifications that are made to these products for off-road and
heavy duty uses are substantially similar to the types of changes
that would be made for military use. Also, as stated above, to the
extent that other features are included, such as armor-plating, those
features would already be controlled by other provisions of the
ITAR or EAR and dedicated controls for wheels, etc. would not be
necessary.

E. Similar products are available outside the US

The functionality available in the Commercial Products is available around the world on a wide
variety of passenger and commercial vehicles.

Commercial Product

Availability outside the U.S.

1. Gauges

Virtually all vehicles produced today have gauges, including
military vehicles produced for the U.S. military and other
militaries.

2. Instrument
Panels/Clusters

Most of the major automobile and truck manufacturers operating
throughout the world, as well as aftermarket manufacturers, offer
IPC systems suitable for use in vehicles. IPC systems are also
used, typically without material alteration, on U.S. and foreign
military vehicles and equipment.

3. Vehicle/Engine Sensors

Virtually any vehicle outside the U.S. that has an engine uses
Sensor products to monitor engine performance. These products
have been in existence for approximately 100 years, first in
mechanical form, then over the past 30 years, in electric form.

4. Vehicle/Engine
Monitoring/Displays

Most or all vehicles manufactured inside and outside the U.S. have
VMS systems in place. This is a commercial technology that has
been available for decades globally.

5. Electronic Braking
Systems

Many of the major automobile and truck manufacturers operating
in the United States, Europe, and Asia make EBS available to their
customers on some or all vehicle models. EBS functionality is
also available on motorcycles and other vehicles.

6. Multiplexing Systems

Multiplex systems are used extensively throughout the world by
heavy truck and bus manufacturers, fire engine manufacturers, and
garbage truck manufacturers.

7. Tire Pressure
Monitoring Systems

TPMS systems are used extensively by automobile manufacturers
around the world, including BMW, Honda, Hyundai, Kia, and
Toyota. Almost all of the new vehicles sold today by the world’s
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Commercial Product Availability outside the U.S.

leading automobile manufacturers incorporate TPMS. TPMS is
now considered a standard feature in the passenger car market, so
much so that many automotive aftermarket companies have
developed replacement components for TPMS as well as entire
retrofit systems that can be adapted to vehicles manufactured
without TPMS.

8. Certain Items/Data Tires, wheels, and related products have been in widespread
Relating to Tires (Not | world-wide use in civil automobile applications for over a century.
Including Run-Flats) There are numerous commercially available “off-the-shelf” tire

products, which are considered commodity products in the

automotive market.

There is no point in continuing to treat these globally available commercial technologies and
products as subject to strict export controls. Doing so will not stop foreign militaries from
acquiring these technologies or products. Even if there was a desire to avoid that outcome, other
existing export restrictions suffice for that purpose, and continued regulation of the Commercial
Products for NS, RS, and UN reasons (when they are modified for military vehicles) will only
harm U.S. industry and national security interests by making it harder and more expensive for
the U.S. military to obtain these technologies in light of export control restrictions.

F. The above arguments also apply with respect to other vehicle
parts/components with which the Commercial Products interact.

Just as the Commercial Products have no significant military functionality, the systems and
components with which they interact have no significant military functionality. Just like these
products systems, the other systems and components that they touch and with which they interact
are in widespread commercial use both inside and outside the U.S. and do not merit control for
NS, RS, and UN reasons. Other vehicle parts and components that the Commercial Products
touch or interact with are listed below in Section I'V.

G. The Commerce Department should relax controls on basic form, fit, and
function data necessary to implement the Commercial Products for U.S.
military vehicle platforms.

In the proposed rules, the Commerce Department has proposed that items covered by ECCN
0A606.y would be controlled only for AT reasons, but has not included a corresponding
subcategory within the other “nodes” of this ECCN (i.e. 0B606, 0C606, 0D606, and 0E606).
Continental would request that a corresponding subcategory be added to these other “nodes.”
Because these parts and components are not worthy of control for NS, RS, or UN reasons,
neither are the related production equipment, materials, software, or technology.
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Also, in the proposed rules, the Commerce Department has not proposed to add to the Less
Regulated List basic form, fit, and function information about military vehicles. However, this
information is often necessary to ensure that even a commercially available part or component is
properly implemented on a military vehicle. Unless the proposed rules are revised to reflect
this, controlling items on the Less Regulated List only for AT reasons is not likely to have a
material beneficial effect on the availability of the Commercial Products to the U.S.
military. This is because suppliers would still be subject to NS, RS, and UN controls with
respect to the basic form, fit, and function information that is often necessary to provide
the Commercial Products to the U.S. military.

The following chart summarizes the types of form, fit, and function information typically needed
for either (a) verification of functionality for an off-the-shelf product or (b) adaptation of a
Commercial Product for use on a military or non-military vehicle:

Commercial Product Form, Fit, and Function Information Generally Used

1. Gauges A standard Gauge implementation process initially involves
collecting basic variables about a vehicle, such as the space
available for Gauge products on the dashboard and in other areas
in the cabin or cockpit area, and the type of input provided by the
Sensor or Control Unit (e.g., the voltage of the signal). Such
information is necessary to determine whether off-the-shelf Gauge
products will work on the vehicle or whether modifications would
need to be made to existing Gauge products to support this feature
on the vehicle. This basic form, fit, and function information
needed to set up a Gauge for a particular vehicle is not complex or
militarily sensitive. The type and range of signal input is needed
to properly specify the gauge type and the internal movement
design. The size of the available hole(s) in the dashboard is
needed to determine the size of the gauge, although gauge sizes are
standard in the commercial market.

2. Instrument The type and range of signal input is needed to properly specify
Panels/Clusters the cluster type and the internal movement design. The geometry
of the dashboard is needed to determine the size and shape of the

cluster.

3. Vehicle/Engine Sensors | Required form, fit, and function information includes the type and
range of data that needs to be sensed; the mounting location (to
verify the Sensor will fit, etc.), the associated type of display
device; the connector type (to verify correct output).

4. Vehicle/Engine The type and range of signal input is needed to properly specify
Monitoring/Displays the display type and values. The geometry of the dashboard is
needed to determine the size and shape of the display.

5. Electronic Braking A standard EBS implementation process involves collecting basic
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Commercial Product

Form, Fit, and Function Information Generally Used

Systems

variables about a vehicle, such as its weight, available brake
pressure, available brake fluid type and flow rates, size of brake
fluid lines, steering angle parameters, and basic suspension type to
determine whether an off-the-shelf EBS system will work on the
vehicle or whether modifications would need to be made to
existing EBS systems to support this safety feature on the vehicle.
Generally, an EBS manufacturer would also need to know how
much space is available for the Brake Controller unit and other
variables to verify that there is sufficient space in the vehicle for
the Brake Controller and that it can be mounted properly. This
basic form, fit, and function information needed to set up an EBS
system for a particular vehicle is not militarily significant.

6. Multiplexing Systems

Implementing a multiplexing system for a vehicle requires
information about which component electrical signals are to be
channeled through the system, the desired inputs and outputs for
the system, where to place system nodes, and similar information.

7. Tire Pressure
Monitoring Systems

To adapt a TPMS system for a particular vehicle, suppliers
generally require information regarding the general layout of the
vehicle, the number of wheels/tires on the vehicle, recommended
tire pressure, and the locations of the vehicle Control Unit and
receiver mountings.

8. Certain Items/Data
Relating to Tires (Not
Including Run-Flats)

In order to select an appropriate tire product for use with a vehicle,
whether for use by the military or private sector, it is necessary to
determine the size of the wheels, any required structural
reinforcements, desired tread pattern, and the environmental
conditions (to the extent that they are known) to which the Tire
product will be subjected (maximum speed, overall inflated
diameter, and overall inflated width), approved rim specifications,
vehicle axle loads, and tire weight requirements. In addition, if a
TPMS, beadlock, or tire inflation system is to be used, information
about those systems would also be provided about these items to
assist in tire selection and implementation.

H. There are safety, maintenance, and related reasons for adding the
Commercial Products to the list of items with "little or no military

significance.”

The following table summarizes some of the additional reasons why U.S. national security and
other interests would be advanced by modifying the proposed rules as proposed in this comment

letter:
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Commercial Product

Additional Rationale(s) for Amendments to Proposed Rules

1. Gauges

Gauges provide a basic set of knowledge parameters necessary for
safe vehicle operation. When a military vehicle is running at too
many RPMs, is exceeding the desired speed, or is low on fuel, a
gauge should show this to the driver as detected by a Sensor. To
help ensure safe operation and appropriate maintenance of military
vehicles, it is in the interests of the U.S. military to have such
Gauge technologies available for its vehicle fleet.

2. Instrument
Panels/Clusters

Like gauges, IPCs provide a basic set of knowledge parameters
necessary for safe vehicle operation. When a military vehicle is
running at too many RPMs, is exceeding the desired speed, or is
low on fuel, an instrument panel should show this to the driver as
detected by a Sensor. To help ensure safe operation and
appropriate maintenance of military vehicles, it is in the interests
of the U.S. military to have IPC technologies available for its
vehicle fleet.

3. Vehicle/Engine Sensors

Like gauges and IPCs, Sensors provide a basic set of knowledge
parameters necessary for safe vehicle operation. When a military
vehicle is running at too many RPMs, is exceeding the speed limit,
or has low fuel, a Sensor should show this to the driver by way of
a gauge or instrument cluster. To help ensure safe operation and
appropriate maintenance of military vehicles, it is in the interests
of the U.S. military to have Sensor technologies available for its
vehicle fleet.

4. Vehicle/Engine
Monitoring/Displays

Vehicle monitoring displays provide basic information essential to
safe and efficient operation of the vehicle. When a military
vehicle has a door open with a light draining the battery, has
tripped a repair diagnostic (“check engine”) code, has reached a
maintenance interval, or suffers from other conditions shown in
standard vehicle monitoring/displays, our nation’s military
personnel deserve to have access to this information just as readily
as commercial vehicle users. To help ensure safe operation and
appropriate maintenance of military vehicles, it is in the interests
of the U.S. military to have VMS technologies available for its
vehicle fleet.

5. Electronic Braking
Systems

EBS systems can dramatically increase safety at limited expense.
Our men and women in uniform deserve ready access to
commercially available EBS safety-related technology at a price
that taxpayers can afford, and use of EBS on military vehicles
would not give EBS any more inherent military significance. To
help ensure safe operation of military vehicles, it is in the interests
of the U.S. military to have EBS technologies available for its
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Commercial Product

Additional Rationale(s) for Amendments to Proposed Rules

vehicle fleet.

6. Multiplexing Systems

Multiplexing could greatly reduce the cost associated with military
vehicle electronics systems, reducing the need for component-
specific wiring and relays. To help ensure that its vehicles are
lighter, are easier to maintain, and take longer to manufacture, it is
in the interests of the U.S. military to have such Gauge
technologies available for its vehicle fleet.

7. Tire Pressure
Monitoring Systems

This is a basic safety and maintenance feature. When a military
vehicle has an under-inflated or flat tire, our nation’s military
personnel deserve to have access to this information just as readily
as drivers of non-military vehicles. To help ensure safe operation
and appropriate maintenance of military vehicles, it is in the
interests of the U.S. military to have TPMS technologies available
for its vehicle fleet.

8. Certain Items/Data
Relating to Tires (Not
Including Run-Flats)

Tires are a recurring replacement item on military and non-military
vehicles. To control expense, promote innovation, and encourage
customer service, the market for tires should be opened as broadly
as possible by placing related products such as wheels on the Less
Regulated List and placing less strict regulations on form, fit, and
function information necessary for tire production/verification.

IV.  REQUEST FOR SPECIFIC CHANGES TO THE PROPOSED RULES

In light of the above, Continental would recommend and request that the following revisions be

made to the proposed rules:

1. Revise the proposed rules to identify in ECCN 0A606 only those military
vehicle parts and components or functionalities determined to have (as
opposed to lack) military significance and control only those items for NS,
RS, and UN reasons.

In the alternative:

ii. Add the following products to list of items with “little or no military
significance.”

Commercial Product | Examples and Subcomponents

1. Gauges

a. Tachometer
b. Temperature Gauge (Engine Coolant)
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Commercial Product

Examples and Subcomponents

C.
d.
€.
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Pressure Gauge (Engine Oil)
Temperature Gauge (Engine Oil)

Air Temperature Indicator/Thermometer (Cabin
and External)

Fluid Level Gauge (Engine Oil)
Pressure Gauge (Transmission Oil)
Temperature Gauge (Transmission Oil)
Temperature Gauge (Hydraulic Oil)
Pressure Gauge (Hydraulic Oil)

Fluid Level Gauge (Hydraulic Oil)
Fluid Level Gauge (Fuel)

. Voltmeter (Battery)

Ammeter (Power Amperage)

Exhaust Gas Temperature (EGT) Gauges
Speedometers

Other Gauge products that do not interact with
weapons; armor; threat detection systems; or
military command, control, or communication
systems

2. Instrument
Panels/Clusters

e

Complete Dashboard with Instruments, Switches,
and Displays

All-in-one units containing Gauges, Instruments,
& /or Displays

Stand-alone displays to show engine and system
data

3. Vehicle/Engine
Sensors

mo oo o

e B AT EM®

Engine Speed Sensor

Temperature Sensor (Engine Coolant)
Pressure Sensor (Engine Oil)
Temperature Sensor (Engine Oil)

Fluid Level Sensor (Engine Oil)

Air Temperature Sensor/Thermometer (Cabin and
External)

Pressure Sensor (Transmission Oil)
Temperature Sensor (Transmission Oil)
Temperature Sensor (Hydraulic Oil)
Pressure Sensor (Hydraulic Oil)

Fluid Level Sensor (Hydraulic Oil)
Fluid Level Sensor (Fuel)

. Voltmeter Sensor (Battery)

Ammeter Sensor (Power Amperage)
Exhaust Gas Temperature (EGT) Sensor
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Commercial Product

Examples and Subcomponents

£ & »w 80w

Wheel Speed Sensor

Exhaust Sensors

Mass Airflow Sensors

Camshaft Position Sensors

Crankshaft Position Sensors

Other Sensors that do not interact with weapons
systems; armor; threat detection systems; or
military command, control, or communication
systems

4. Vehicle/Engine
Monitoring/
Displays

Driver Information Displays (i.e., Image & Icon
Display Unit)

Driver Warning TellTale Module (i.e., LED
Warning Light Device)

Driver Audible Alert Module (i.e., Audible
Message Device)

5. Electronic Braking
Systems

®

Hydraulic electronic  control unit (Brake
Controller)

Antilock braking systems (ABS)

Electronic stability control (ESC)

Traction control systems (TCS)

Electronic brakeforce distribution (EBD)

Vacuum Pumps used in EBS

Brake Actuators used in EBS

Mechanical Pressure Components used in EBS
Wheel Speed Sensors used in EBS

6. Multiplexing
Systems

Central Control Unit
Multiplex Node

Display Node

Multiplex Switch
Instrument cluster/cockpit

7. Tire Pressure
Monitoring
Systems

J-

B th|0 A0 TR (F SR e A0 T

Tire Sensors

Antennas

TPMS Control Units (Receivers)
Harnessing

Display

8. Certain Items/Data
Relating to Tires
(Not Including
Run-Flats)

[Tires (other than run-flats) are already on proposed
Less Regulated List. ]
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And
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1il.

Add other parts/components with which the Commercial Products interact
or which they touch to list of items with “little or no military significance”
(to extent not already on the list):

Commercial Product

Related Parts/Components that Product Interacts

with or Touches

1.

Gauges

Gauges touch or interact with various vehicle Sensors
and/or Control Units to receive inputs to be
displayed, switches to provide control and/or reset
functionality to the cluster itself, and sometimes
interact with a serial bus or discrete wiring to a
Sensor.

Instrument
Panels/Clusters

IPCs touch or interact with various vehicle Sensors
and/or the component gauges, the vehicle dashboard,
Control Units to receive inputs to be displayed,
switches to provide control and/or reset functionality
to the cluster itself, and sometimes interacts with a
serial bus or discrete wiring to a Sensor.

Vehicle/Engine
Sensors

Gauges touch or interact with the parts of the engine
or vehicle where the phenomena being sensed occur,
for example, an exhaust gas temperature Sensor is
mounted in the exhaust system. Various vehicle
gauges and/or the Control Unit to receive inputs to be
displayed, switches to provide control and/or reset
functionality to the Sensor itself, and sometimes
interacts with a serial bus.

Vehicle/Engine
Monitoring/
Displays

This system will interact with various vehicle Sensors
and/or the Control Unit to receive inputs to be
displayed. Switches typically provide control and/or
reset functionality to the display itself, although could
interact with other vehicle systems via serial bus or
discrete wiring.

Electronic Braking
Systems

EBS systems interact with or touch the following
other vehicle parts and components: brake lines,
brake fluid, brake fluid pumps, discs, drums,
cylinders, pistons, wiring, brake lighting, wheels,
tires, and Control Units (e.g., so that braking and
acceleration do not occur simultaneously unless
desired).

Multiplexing

Multiplexing systems interact with vehicle wiring,
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And

And

4838-5422-4906

Commercial Product

Related Parts/Components that Product Interacts

with or Touches

Systems

including wiring in the powertrain, chassis, driver
information devices, etc.

7. Tire Pressure
Monitoring Systems

TPMS systems interact with the engine Control Unit
to provide tire pressure, temperature, and acceleration
data for informational purposes only.

8. Certain Items/Data
Relating to Tires
(Not Including Run-
Flats)

Tires touch or interact with the following additional
vehicle parts and components:

Wheels

Beadlocks

TPMS systems

Air inflation systems

ac o

iv. Add a subcategory “y” to ECCNs 0B606, 0C606, 0D606, and 0E606 for
test, inspection and production equipment; materials; software; and
technology, respectively, relating to items controlled by ECCN 0A606.y.
Items controlled by these subcategories would be controlled only for AT

reasons, as the Commerce Department has already proposed to control
items in ECCN 0A606.y.

v. Insert a technical note to ECCN 0E606, indicating that form, fit, and
function data needed to adapt products controlled by ECCN 0A606.y for
use on a military vehicle is controlled only for AT reasons, unless it relates
to certain sensitive items:

1. The form, fit, and function information necessary to design,
modify, adapt, and configure parts and components listed in ECCN
0A606.y as having little or no military significance is controlled
only for AT reasons. To the extent the form, fit, and function
information relates to vehicle weapons; armor; threat detection
systems; or military command, control, and communications
systems, that information is controlled to the extent and in the
same manner as “technology” or “technical data” concerning such
item is controlled by the EAR or ITAR, respectively.
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And
vi. Insert a technical note to ECCN 0A606, indicating that the presence of an
item on the Less Regulated List does not mean that the item could not
become subject to additional export control restrictions if it becomes a part
of an item that is militarily significant:

1. To the extent a part or component is “specially designed” to
control or be a part or component of a military vehicle component
or other system that is controlled for other reasons under the ITAR
or EAR, that part or component is controlled in the same manner
as the item is controlled by the EAR or ITAR, respectively.

And

vii. Insert the following definition in Part 772 of the EAR

“Form, fit, and function information” means data relating to items,
components, or processes to enable physical and functional
interchangeability, and data identifying source, size, configuration,
mating and attachment characteristics, functional characteristics,
and performance requirements and testing.”
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CONCLUSION

Continental appreciates the Commerce Department’s work to reform the U.S. export control
system and your consideration of the recommendations set forth above. I would be happy to
meet with you in-person or by phone to discuss these comments. I can be reached by phone at
410-385-3459 or by e-mail at nhartland@milesstockbridge.com. Continental looks forward to
the issuance of the final rules in a manner advantageous for the U.S. military, taxpayers, and
other stakeholders such as Continental.

Respectfully Submitted,
/S/

Nathanael D. Hartland
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EXHIBIT 1: Gauges

Following are images of and information about several commercially available Gauges.

Exhibit 1, Page 1
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12.

13.

14.
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Spin-Lok™ mounting ~ a VDO innovation developed to safeguard
against mounting panel warping and makes instailation fast & easy.

Single PCB increases reliabifity and minimizes instrument depth.

Built-in LED warning indicator {up 1o 5} is programmable 1o
OEM-specified function.

Single cavity connectors reduce wiring installation time.

Reverse polarity and over voltage protection virtually
gliminate the possibility of installation failures.

VDO is one of the few companies in the world 1o design, patent

and manufaciure stepper motors and resistive movements. VDO Spin-Lok™

mounting
Corrosion-free and flame retardant materials comply with manufacturer's
fatest specifications.
Laser welded lenses ensure the highest level of protection against water intrusion,
Dual domed lenses eliminate fogging - another VDO innovation.

LED lit pointers and “through dial lighting” minimize current consumption
while optimizing nighttime viewing.

Detail finish ring enhances the overall appearance of finished instrument — a VDO exclusive.

Designed to withstand continuous 25 G vibrations and 100 G single shock,
to ensure maximum reliability of each instrument,

Large, multifunction backlit LCD provides easy readout of programmed functions.

Customer installed bezels with nine style choices allow for greater styling differentiation
between product lines.

Exhibit 1, Page 2
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Viewline Onyx

[PRCIOY

Viewline Onyx with round chrome beze:i:

Speedometer w/ LCD & Telltales

Speedometers feature 1-button auto calibration LCD features odometer, trip odometer, voltage and clock.

programming, user defined speed warning, left & right Accepts signal inputs from Hall Effect and inductive sender

turn signals, e-brake warning and high-bearn indicator. and most electronic controfied transmission outputs.
Mounting Warning Singte Pack 10 Pack

Description Size On Dial  Spin-Lok™ indicator Bezel Terminal  Voltage Part No. Part No.

120 MPH. 33" i@5mmidia  MPH ¥ ¥ table 15 table18 1224 A2053408268-S A2CS3408260-8

"See page 62 for speedometer senders

Standard Speedometer w/ LCD

Speedometers feature 1-button auto calibration programming Hall Effect and inductive sender and most electronic

and user defined speed warning. LCD features odometer, controfled transmission outputs.
trip odometer, voltage and clock. Accepts signal inputs from

Mounting Warning Single Pack 10 Pack
Description Size On Dial Spin-Lok™ Indicator Bezel Terminal Voltage PartNo. Part No.
85MPH/14Ckmn 35" @88mmida MPH/kmn Vv ¥ tal leble 18 12/24  A2053104748-5  A2058194748-B
120 MPH 3 35" {85mm) dia MPH v v 315 table 18 12/24 A2053194758-5  A2C53194755-B
160 MPH 3 34" {85mm) dia MPH v \ teble 16 tebls 18  12/24 A2C53104765-S AZC53194765-8
85 MPH/140 kmv/n 4" {110mm) dia  MPH/ kmvh v v table 16 table 18 12/24 A2C53184641-S A2053194641-8
120 MPH 4" {110mmyj dia MPH v ¥ table 16 table 18 12724  A2CH3194639-8  A2033184639-8

Exhibit 1, Page 3
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Programmable Tachometers w/ LCD Hourmeter

Viewline Onyx

Prograrnmable tachometers feature: User defined rev.
limit warning, LCD display for total hours, resettable hours,
voltage and clock. Accepts signal inputs from most

electronic controlled ignitions with tachometer output
terminal, standard coil ignition, alternator signal and
12V square wave applications.

Mounting  Warning Single Pack 10 Pack
Deascription Size On Dial  Spin-Lok™ Indicator Bezel Terminal Voftage Part No. Part No.
3,000 RPM 3% @ommida RPMXI00 v v table15 tablo 18 1224 A2C53194789-5  A2C53194789-6
4,000 RPM 835" (g5mm) dia_ RPMx100 v Vv rable15 table18  12/24  A2C53194863-  A2C53194863-8
£,000 BPM 33/ (85mm) dia RPMx100 Vo vV table15 table18  12/24  A2CS3194867-S  A2C53194867-B
6,000 RPM 33/ (85mm) dia  RPMX100 v vV table15 teble18  12/24  ACSG104872°8  A2C53194872-B
7,000 RPM 3% @5mmydia RPMX100 v vV  table15 table18  12/24 AJC53194881-8  A2C53194881-B
8,000 RPM 33" @5mmjdia RPMx100 v Y tablo15 table 1B 12/24  A2CS53194885-8  A2C53194885-8
3,000 RPM 4 {10mmidia  RPM1C0 ¥ V. leble1 teble 18 12/24  AJCS3184507.8 A2053104597-8
4,000 RPM 4" (110mmidia  RPMx100 v V. table 16 tablelf  12/24  A2C53194506-S  A2C53194506-B
6,000 RPM 4" (110mmi dia_ RPMx100 v vV table16 teble18  12/24  A2CS53194593-S A2053194503-B
8,000 RPM £ (110mmjdia RPMx100 v v table16 tabie18  12/2¢  AC53194500-S  A2C53194590-B

Programmable Tachometers w/o LCD Hourmeter

Programmable tachometers feature: Accepts signal inputs
from 2, 4, 8, 8, 10, 12 & 16 cylinder standard coil ignition,

alternator signal and 12V square wave applications.

User defined rev. limit warning and programming

{available separately).

can be done using Viewline programming software

Mounting  Warning Singte Pack 10 Pack
Description Size On Dial _ Spin-Lok™ Indicator Bezel Terminal Voltage Part No. Part No.
4,000 BPM 21/16" (52mmy dia. RPMx1C0 v N table 14 table 17~ 12/24 A2C53210803-8 A2053210803-8
6,000 RPM 2 116" (52mmj dia RPMX1C0 v ¥V iablet4 table 17 32/24  A2CS53210899-S A2C53210899-8

Exhibit 1, Page 4
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Viewline Onyx

Programmable Tachometers w/o LCD Hourmeter {cont.)

8,000 RPM 21716" (52mmi dia RPMX1C0 v v table14 table17  12/24  A2058210895-S  A2C53210895-B
GOOORPM  38/8"(@5mmjdia RPMx100 vV v tabls15 table 17 12/24  A2C53218718-S  A2CS3218716-8
4,000 RPM a3/8" @smm) dia  RPMx100 v v table15 table 17 12/24 AC58218722-S  A2053218722-8
6,000 RPM 33/8" 85mmi dia RPMX100 v v table15 table17  12/24  AICE3218726-S  A2C53218726-B
3000RPM 47 (110mmjdia  APMx100 v V. teble18 table17 1224 A2C53218711-S A2053218711-8
4,000 RPM 4 (110mmida RPMx1G0 v v  table16 table17  12/24  A2C53218712-S  A2C53218712-B
7,000 RPM {1ommida APMXICO ¥V iable1B table17  12/24  A2C53218713-S  A2053218713-8

Fluid Temperature Gauges, electrical, 2 1/16" (52mm) dia

Mounting  Warning Single Pack 10 Pack
Description On Dial Spin-Lok™ Indicator Bezel  Terminal Sender Table Voltage Part No. Part No.
240°F WATER “F v ¥ table 14 table 17 . 12 A2C53191350-8  A2053191350-B
250°F F £ v vV table 14 table 17 A 12 A2C5319136C-5  A2053191360-B
280°F/120°C SERQ o . N table 14 toble 17 A 12 A2C33191722.8  A20831722-B
300°F/180°C cF;ﬁ(;..!,, ¥ v table 14  table 17 B 12 A2053181723-8  A2053191723-B

Qutside Temperature Gauges, electrical, 2 1/16" (52mm) dia

Mounting  Warning Single Pack 10 Pack
Description On Dial Spin-Lok™ indicator Bezel Terminal Sender Table Voltage PartNo. Part No.
~10PF/4120°F °F v ¥ table 14 table 17 - 12 A2C53210847-5  A2C53210847-B
10"+ 20°F Outside Temperature Sender 323-112 323-1128
Pyrometers, electrical, 2 1/16" {(62mm) dia
@ Mounting  Warning Singte Pack 10 Pack
Description On Dial Spin-Lok™ _Indicator Bezel  Terminal Sender Table Voltage Part No. Part No.
250°F-1850°F °F &4 v v table 14  table 17 12 A2C53210807-8  A2053210907-B
250°F-1630°F Pyrometer Sender 328-001
13" Extension cable 326:002
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Oil Pressure Gauges, electrical, 2 1/18° {52mm) dia

Viewline Onyx

Mounting  Waming Sender Single Pack 10 Pack
Description OhmRange  OnDial Spin-LOK™ Indicator Bezel Tenminal Table Voltage Part No. Part No.
0Py 10180 i v v v bl 16 iadde 17 1 12 AZGSAIDINES-S ARCE3191383.H
80P 240-33 psi R ¥ O fable 14 e i7 2 12 AZCE3191384-8 AR0SI191382.8
80 PSS by -85 jE i v Vo e 14 dabe t7 i 12 ASCSZIDITEE-S AZCEMIGITEI-B
8O PSS b 280-33 i ¥ N abie 14 e 17 2 12 AZCEZIOIA0R-8 AZOSIINIAEE
WO PSYT ey 240-33  peihae v ¥ VO mble 18 o 17 4 12 AZCEBINIIALS A0S UHITRNE
ISP I0bar 180 peinar e v v tabie 14 iabis 17 5 12 ASCEZINTISS ABCEIIGITOE-H
ISOPSY IO bar  240-83 oty < ¥ tatde 14 b 17 - 12 ASCS3191735-8 AZOS3ISITIEB
SOO PSS ey 10380 psitar (B ¥ < fable 14 tab 17 7 12 AZCS3IQITAT-5 ARDSIIITITB
Air Pressure Gauges, electrical, 2 1716 (2mm) dia

Kounting Warning Sentder Single Pack 10 Pack
Description Ohm Range OnDial _Spin-Lok™ Indicator Bezel Terminal  Table Yoitage Part No. Part No.
1BOPSL 00N I 1B A o Vo e t4 table 37 - 12 A20S3IRIAAE.H AZCEIGIUSB
Brake Pressure Gauges, electrical, 2 1/16" (52mm) dia

Mounting Warning Sender Single Pack 10 Pack
Description Ohm Range OnDisl  Spin-Lok™ Indicator Bezel Terminal  Table Voltage Part No. Part No.
ISOPSVICOOREA 10180 reiPn v Yo tane s mbely - 12 AZ0E3ISIS ARCBTRIALBB
Turbo Gauges, electrical, 2 1/18” {52mm) dia
e 0 Mounting  Warning Sender Singie Pack 10 Pack
Description Dhm Range  OnDial Spin-tok™ Indicator Bezel Tenmina!  Table Voltage Part No. Part No.
2 el PR W EBG bacpsi T v ¥ mble 14 lable 17 1 12 AZCEBINITZES AZGERIDITIR.B
sopsl w0 pu@® Y V. gbeis swhbielr 1 12 ACS3IRISEES AZCS31913628
Fuel Level Gauges, electrical, 2 1/16* {(52mm) dia
e Mourding Warning Sender Singta Pack 10 Pack
Dascription Ohm Range  On Dia} Spin-Lok™ Indicator Bazel Terminal  Table Vollage Part No. Part No.
Foo VOO seecier 10-180 g5 i ¥ s ishlsia  tabie 17y g 12 ARCEZIBITATB ACSRISITET-H
For UB senoer  240-33 5 B ¥ Yo mbe1s wbiel? 10 12 AZOS3ITESS ACEHIBITIRE
e se  o% et ¥ Y wleid wbel? 11 12 ACS3IBITORS AXCSGINTEOE
For Tube =l ‘ P N . ” PR AP T
e senct g B "\ ¥ ¥ whie 16 el 17 12 12 AROSZIDITERE ARCSINITHB
Water Level Gauges, electrical, 2 1/16* (52mm) dia

l I ! Mounting  Waming Sender Single Pack 10 Pack

Dascription OhmRange OnDial Spin-Lok™ indicator  Bezel Temminal  Table Voiltage Part No. Part No.
Fraghwater 10180 WATERE-F v s bl 15 table 17 13 12 AZUS3I92574-5 ASCS3182575-8
Freshweal Capecites D171 02 v Y mble 14 iable? 13 12 AZCSB2ITA54.5 A2053210854-8
Blackaater Capacitve 0171 W8 M YV mbe wtietl 13 12 AZCEA2I0834-5 ARGS3I210834-8
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Viewline Onyx

Voltmeter, slectrical, 2 1/16" {52mm} dia

e @ Mourding Warming

S

Vienine Onyx with white round bezel

Single Pack

Description On Diad Spin-Lok™ {rdicator Bozeal Terminal Vollage PartNo.
£a16V vorr £33 v ¥ tabke 14 iabde 17 Y2 AUBEIIITEGS
1E-3EV voLT £ N v tabde 14 mke 17 23 AZCE
Ammeter, electrical, 2 1/16" (52mm) dia

i i Mounting  Warning Single Pack 10 Pack
Description Range On Dial  Spin-LoR™  Indicator Bezel Yermminal Voltage Pari No.
& Aoap 3070780 aeell v N whis 14 labie 17 12E AZOER2Y:
3 Arp 8080 aapPR + N sabie 14 fabhs 17 12724
WE A WO 800 aap v v e 14 tabwe 7 VA ARCERNUETSS
15D A 1WE02150 aneld N 8 addie 14 labde 17 1224 ARCSIRVRETH

MNote: Viswing anumsiery ks sksensl S0y Stuad, sol chacked
Clocks, electrical, 2 1/16" {52mm) dia
g Mounting Single Pack 10 Pack
Description On Dial Spin-Lok™ Bazel Tarminal Voitage Part No. Part No.
Acalon . 5 Yl 14 sl 17 12 AZCEIZZIAET.S AZCAAIZIAET-B
Ay - N tabi 14 faths 17 24 APCEIITIONG-S AZCRRIZI680-8
Hourmeter, electrical, 2 1/16” {52mm)} dia
Mounting Single Pack 10 Pack

Description Range On Dial Spin-Lok™ Bezet Yorminal Voltage Part No. Part No,
Prrrieale 10000 hrg Hewr B v tabie 14 e 17 126 ARCERSIETE-D ACCEQSIRIGR
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EXHIBIT 2: Instrument Panels/Clusters

Following are images of and information about various commercially available instrument
panels/clusters:

Description:

Analogue indication of engine speed, battery, road speed,
temperature and fuel.

Digital indication of hour counter, odometer, trip odometer.
trip hour counter, clock and gear shift.

Indication of 15 warning lights.
Self test of 5 warning lights.

Programming with diagnosis interface (k-line}.
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Dimensions

&%

43 ]

Housing: plastic, black

Lens: scratch resistant

Dial; backlight

Pointer: transiucent, red

Hiumination: green, LED

Connector: GHW, Nr. 14137, 28 Pin

Inputs: 2x frequency. 3x resistance, PWM
Outputs: C3 - signal
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Rated voltage: 12V and 24V OC

Operating voltage: IVic 16V DC
8Vio32VDC

Current consumption: 400 mA £ 20%

EMC: DIN 40 839, 95/54-;
89/338-EWG, ISO 7637-1-2

Operating Temp.: -30°C 1o +75°C

Storage Temp.: -40°C to +85°C

Operating Temp.

LC-Display: -20°C to +65°C
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1

15
E B R RN

Pin | Beschreibung / Description Pin | Beschreibung / Description

1 | Aux Sensor 18 | Kk ~ Line { diagnostic

2 | Kontrollleuchte 7 / Warn, Light 7 16 | Kontrollleuchte_ 11/ Warn, Light_11
3 | KiL31/GND {term. 31} 17 | Kontrolileuchte_3 / Warn, Light 3

4 | Gangwahl-/ Gear Shift - PRNDL 18 | Kontroliteuchte_6 / Warn, Light_8

5 | Masse Analog / Analogue Ground 19 | Kontrollleuchte 4 / Wamn. Light 4

6 | Kontroleuchte_1/7 Warn, Light_1 20 | Kontrolfleuchte 14 ! Wam. Light_14
7 | C3Ausg. / C3 Speed Out 21 | Filtstand / Fuel Sensor

8 | Kontrollleuchle 2/ Warn, Light_2 22 | Kontrolleuchte_12 f Warn. Light_12
9 | Kontrollleuchte_9  Warn. Light 9 23 | Kihiwassertemp. { Coolant Temp.
10 | Signal DZM 7 Signal Tachometer 24 | Kontrollfeuchte_13 / Warn. Ligh!_13
11 | K130 } Power Supply (term. 30) 25 | Kontrollieuchte 5 / Warmn, Light 5
12 | KL58d 7 Hlumination {term. 58d} 26 | Kontrollleuchte 8 f Warn. Light 8
13 | KL15 / ignition {lerm. 15) 27 | Signal Tacho / Speed Signal

14 | Kontrollleuchle 15 / Wam. Light 15 28 | Kontrollleuchte_10 7 Warn. Light_10
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Warning lights
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EXHIBIT 3: Vehicle/Engine Monitoring Sensors

This Exhibit provides images and information concerning various commercially available
Sensors. ‘

VDO ALAS Plated Steel 12/24V
Adjustable Swing Arm Sender

Designed for severe duty use, each of these senders contains an SAE standard five hole metal mounting
flange and body components which can De adjusted from 6 to 23" tank depth. Adaptable to right hand or
left had swing arm. Each contains thick film resistor technology for greater resistance to wear associated
with standard wire wound units. Each kit containg neoprene mounting gasket and mounting screws.

For tanks without flange mounting holes our optional tank mounting kit may be used.

SAE 5-hole mounting flange can rotate to position sender for right or left hand swing.
Body constructed of plated steel to eliminate damage caused by fuel slosh.

Swing arm pivot uses oversized bearings for long life.

Adjustable for tank depths from 152mm to 584mm.

Wiper and thick film resistor are shielded from fuel slosh for maximum durability.

I L

Float arm stops ensure wiper remains in contact with resistor board when tank is full or low.

Exhibit 3, Page 1
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Description Low Fuel  Mounting Tank Depth
Warning Diameter  Min {inches/
Contact mm)

ALAS Plated Steel No S4mm 8 21852mm

BLAS Plated Steel, N Sdmm 8Y/1582mm

with flange kit

ALAS Yes S4mm 5%%7140mm

ALASH Neo B4mm %" 140mm

ALAS I Yes 80mm 5%7140mm

Bulk Pack

Tank Depth Yoltage Reference # Single Pack
Max {inches/ on sender Part No. Part No.
mmj}
23"/584mm B8-24 1-553-004- 228 001 228 0018

o : 0828
23%/584mm 824 1-551-004- 226 002

. 0828 -

15%/400mm 6-24 AZCB3170774 226162 2261528
15%/400mm 524 ARCE31I0¥TYT 226168 226 1688
153%/400mm 6-24 A2053278238 226 9458 2269458

*see below for ALAS Hi return & draw tubes and instaliation kit {sold separately)

Low Fuel  Mounting . Tank Depth

Description
Warning Diameter - Min {inches/
Contact mm)
ALAS Plated Stesf ~ No s4mm &°/162mm
ALAST Yes B4mm B/ 140mm
ALASI No Sdmm 8% 140mm
ALAS I Yes 80mm 5%°/140mm

Tank Depth Voltage Reference #  Single Pack Bulk Pack
Max {inches/ onsender Part No. Part No.
mm}) e
23°/584mm 524 1:561-004- 225007

" 123D
15%/400mm. - 524 ALCSB170773 - 226 183 2261838
18%A00mm 8-24 AZCB31I0TIO 226 1659 206 1698
15%/400mm 8-24 A2053278250 226973 2269738

*sea below for ALAS H retum & draw tubes and instaliation kit {sold separately}

Low Fuel Mounting Tank Depth

Waming Diameter  Min (inches/
Contact mm)
ALAS Plated Steet No S4mm 8Y152mm
ALASH Yes Samms 512"/ 140mm
ALAS | No S4mm B 140mm
ALAS I Yaes 80mm 5% 140mm

Tank Depth Reference # Single Pack Bulk Pack

Voitage
Max (inches/ on sender Part No. Part No.
mm}
23%/884mm B8-24 1-851-004- 226 008

1610

15%/400mm 8:24 ALCEI70T7I2 228 184 226 1848
153%400mm 824 A2CHBITOIBG 226170 2261708
15%:/400mm 6-24 A20H32782571 228975 2269758

*sen below for ALAS Il return & draw ubes and instaliation kit {sold separately}
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Pressure Sensors

Terminal Key

Al Pressure Senders
have knurjed nut
terminals, excaplt
where noted;

* v 250" Spade
terminal
* wf M4 Stud
" wi 10-32 Stud

Il
Standard Ground: Fioating Ground: Standard Ground
sender case to common isolated terminat to common with Warring Contact
grourch and Dual Station ground; and Dual Station
Standard Ground Fioating Ground

Warning Standard

Dual Station

Thwead  Contagt  Gound  FRRSNN  DEIERN peameceed  LURCRS paqiiy
1/8-27 NPT - 360003 - - - 23/4 -
1/8-27 NPT - - 360 410 - - 3271 -
1/8-27 NPT - - - = 362 007° 151 -
1/8-27 NPT 70P8I 380 000 - - - 30723 -
1/8-27 NPT - - - 362 083" - 3/ -
1/4-18 NPT - 360005 - - 29/8 -
14438 NPT 8.0 PS) 360019 - - - 30720 -
1/4-18 NPT - “ 360 4418 - - 32716 -

M10 % 1K - 360 001 - - - 2971 -
MI0X 1K 7.0P8I 360 006 - - - 30/2 -
M10% 1K 10.06PSI 360 034 - - - 8074 -
M12x 15 - 360 002 - - - 29785 X
M12x 156 85P8 360 007 - - - 30/8 X
M1dx 1.5 - 360027 i - - 23726 X
M14x1.5 7108l 360 028 - - - /o8 X

R

Warning Standard Dugal Station

Floating Ground  Dual Station : #Stamped  Washer
Thread g‘(la:;ag)t g{g:ng {illus. 2) {ilius. 1} Fioa}?;fgtm on Sender Required
1/8-27 NPT - 360 801 - - ~ AT 84200 -

Duad Station

Warning Standard N .
Floating Ground . Dual Station : # Stamped Washer

Thread Contact Ground e Floating Ground f
{illus. 3) Glius. 1) {illus. 2} {iltus. 1} s 2) on Sender Required

1/5-27 NPT - 360 086" - R - 855 =
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Temperature Sensors

1-poie

Standard Ground: sender

commn ground

case to common ground

Terminal

i Warning

Btandard

Floating

o0

comman ground

tetion: 2 gauges
operation from single sender

p— Waming
n E Gauge—» d
% S —

Dual Station Fi

cating Ground:

.

same as dual station; however,
solated terminal 1o ground

‘Washer -

Dual ,
Toread  TEol Gomact  Grond  Grung  DGEEY Feaing Grund nSonder Pequrod
1/8-27 NPT A - 323085 - - - 801757100151 -
1/4-18 NPT : - 378 420 - - - 8017179 =
1/4-18 NPT : - - - 325 001 - 8017271 -
118 NPT * - - - - 325 002 8057371 =
3/8-18 NPT » - 323 094 - - - BO1/1/7 -
3/3-18 NPT o - 393 423 - - - 801/1/880r 118 -
3/a-18 NPT . - - 323479 - - 8057175 -
3/8-18 NPT . - - 325 007 805/3/3 -
172-14 NPT . - 323 008 - - 80171410 -
1214 NPT o - 323 419 - - - 801/1/180r 116 -
1214 NPT . S F=EF 0 323008 - - - 80371519 -
1/2-14 NPT . IBEFLEF . 323009 - - - BOR/ 1 /25 0r 315 -
1/2-14 NPT " TARF X 5F 323100 - - - BOS Y1732 =
1/2-14 NPT “ : - - 323478 - - 8057 1/740rHid -
5/8-18 NF-3 200°F £ 5°F 323028 - - - aw8/1/2 -
5/8-18 UNF . ‘ - 323422 - - - 8017178 ~
5/8-18 UNF . - - - - 325 003 8057872 -
5/8-18 UNF ; - - 23483 - - 8057172 =
M10x 1 A - 323088 - - - 801 £17 71 X
Mi4x 1.8 < - 323418 - - - 171726 X
M14x15 . - - 323425 - - 80571/ 1 X
M14 X156 i WEF-5F - 3237902 - - - 801/1/6 X
MiBx15 - 20C°F+5F 323028 - - - 803/177 X
MIBX 1.5 oy - 323 417 - - - 801/1/29 S
MIBX 15 . = 323 418 - - - 8017122 X
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Connection Key

* Straight 250" spade
terrinal

Dole comm
ground M4 stud
ar knuried nut

1-poig
commen ground

common ground

ol N

9 4 mimn screw stud

5 90" angle .250" spade
terninal :

A 56 Sedes *Packard”
female lermingl, unsealed
wy fermingd housing

** Gauge .250" spade
terminal; WARNING: 187"
spade terminal

Twesd  Teminal  Con® Gona  Goung  DulSalon pofoduly o #Samped  Waster
. {llus. 4) {lus. 1) {ifus. 2) - ks 2} equl

YB2INPT A - 323 057 - - - 8017941 0r 191 -
1418 NPT . 0 -~ 323 058 - - - LR F4 Y “
174-18 NPT > - - 323 485 - - 80573742 -
3/8-18 NPT - 323 058 - - - L BO1 /47 156r145 -
17294 NPT o - 323 080 - - - BOT/ 478 -
Yo-14 NPT EF 5 F 323120 - - - 80372715 -
5/8-18 UNF o - 323 081 - - - 80174/ 90r 149 -
M0 1 A - 323 423 - - - 801/0/3 X
MIOX15 A - 323 GBY - - - 80171071 X
Mi2x 15 A - 323 092 - - - 801/10/3 X
M4 %15 s - 323 055 - - - 80171272 X
MIAX 15 “ 286°F +-5°F 323121 8017277 X
MIEX 1.5 s - 323 056 - - - 80171271 X
MIBX 15 5 - 323064 - - - 80171273 X

Warning Standard Floati

. 5} . 3
Tad o LS Comtat  Ground g{ggﬂg Dy FemGon N qC
1/8-27 NPT A - 393 050 fLong prod, 5/8" long) Ford 801713/ 1or181 -
1BZTNPT A - 303086 {Short probe, 318" long) GM 801718/ 10r 181 -
MiOx 1.5 A - 323 091 - - - RO1/3/% X
M10x 1 A - 323 090 - - - 801/3/2 X

Servders availeble in bulk, please contact customer senace for part number and detail,
Sendars requiting sealing washsr, as noted, are not supplied with sender,

Air, Cylinder & Exhaust Temperature Senders
Single Pack Bulk Pack

Description Range Thread Terminal Type Part No. Part No.
Pyrometer, for Vision & Cocioit 250°F 1o 1880°F 174 NPT 48 ring terminal 323892

Pyrometer, for Viewing & Severe Duty 250°F 10 1680°F /4 NPT #6ring terminal 326 001

Qutside Temperaturs, Vision S18F 10 +250°F MI10x1.C M4 Stud 323 087 3230878
Outside Temperature, Viewine -40°F 10 +18%°F - Bars wire leads 323112 3231128
Ovirgler Head Ternp $05-800F = 14mmring termingl 323 701
CybrderbHeadferop TOG-800F T 12mm ring terminal 323705
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EXHIBIT 4: Vehicle/Engine Monitoring Displays

Following are images and information about commercially avaialble vehicle/engine monitoring
displays:

A. CIC Warning Lights: B. CIC Analogue Indicator:

CIC Warning Lights

Function Description S e

LC-Display + TN Positive, MUX 1:4

{lumination o LCD: Amber LEDs (day- /nighttime illumination)

Warning symbols s Up to 12 positions for warning indicators with
coloured LEDs
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EXHIBIT 8: Tires and Related Items
This exhibit provides a diagram showing how tires interact with certain other vehicle parts and

components, such as wheels, beadlocks, tire pressure monitoring systems, and tire inflation
systems.

Wheels and Beadlocks (Interaction with Tires)
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Tire Inflation Systems (Interaction with Tires)

Warning
Lamp

Pressure
Sensor

M&iiaiﬁ

ECU Controlier

Source: Roodranger
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Tire Pressure Monitoring Systems (Interaction with Tires)

Overview of a TPMS System

- Display Unit |7 Qj
@ Canbeintegrated |, Y,

@ Can be mounted in dashboard,
cluster, roof console...

e Receiver Conirol Unit

& Receives ASK/FSK
Transmission

integration into BCM, S8JB or
stand alone unit

@ For localized or non-localized
Tire pressurs sensing

L Onboard Antenna

_ Wheel Unit

#® Senses
» Pressure
+ Temperature
» Acceleration
Transmilter

@ LF trigger
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4600 Silicon Drive, Durham, NC 27703 USA
Main: (919) 407-5300

January 28, 2013

PUBLIC DOCUMENT

Submitted electronically to publiccomments@bis.doc.gov

Regulatory Policy Division

Bureau of Industry and Security

U.S. Department of Commerce

Room 2099B

14th Street and Pennsylvania Avenue, NW
Washington, DC 20230

ATTN: Brian Baker, Director, Electronics and Materials Division
Office of National Security and Technology Transfer Controls

Re: RIN 0694-AF64

Dear Mr. Baker:

Cree, Inc. (“Cree”) respectfully submits these comments in response to the November 28, 2012
notice of proposed rulemaking published by the U.S. Department of Commerce, Bureau of Industry and
Security (“BIS”) concerning military electronic equipment. See “Revisions to the Export
Administration Regulations (‘EAR”): Control of Military Electronic Equipment and Related Items the
President Determines No Longer Warrant Control Under the United States Munitions List (‘USML”),”
77 C.F.R. 70,945 (November 28, 2012).

BIS specifically requested comment on whether the controls in paragraphs (c) and (d) of the
proposed export control classification number (“ECCN”) 3A611, which would regulate certain radio
frequency amplifiers and transistors, are “sufficiently limited to those not now or likely to be in normal
commercial use by U.S. or foreign telecommunications or other non-military applications.” See 77 Fed.
Reg. at 70,947. As a leading U.S. manufacturer of these products, Cree is well-positioned to address
this question. In short, the proposed regulation is too broad in its power thresholds for these items, as it
would impose more restrictive controls on several commercial or dual-use radio frequency amplifiers
and transistors already on the market. Furthermore, ECCN 3A611 would create regulatory ambiguity,
as its control parameters overlap with those already implemented in ECCNs 3A001 and 3A982.

L. Background

Cree is a publicly traded company headquartered in North Carolina, with over $1 billion in
annual revenue. Its operations are primarily domestic, and it has approximately 3,000 U.S. employees.





Cree manufactures a variety of discrete radio frequency transistors (also referred to as high electron
mobility transistors) (“HEMTs”), microwave monolithic integrated circuit (“MMIC”) power amplifiers,
and bare transistor die, several of which would become more restrictively controlled as the result of this
regulation.

Cree markets several of its products to the telecommunications (“telecom”) industry, as well as
to other commercial industries. For example, wireless broadband and mobile carriers operate in the 2.5-
2.7 GHz segment of the S-band frequency range. Also, telecom infrastructure providers use wide band-
gap products, such as with a frequency range of DC-18 GHz, for backhaul services (meaning that
telecom providers can take the traffic at a local cell phone tower back to the switchboard by aggregating
the calls). In December 2012, the Federal Communications Commission (“FCC”) announced a
proposed rule that will allow small cells/citizens band radio to operate in the 3.55-3.65 GHz band (the
spectrum is currently used by naval radar systems). As a result, Cree anticipates there will be a surge in
commercial demand for transistors with a rated peak power of 120 W in that bandwidth. For the Federal
Register notice, see 78 Fed. Reg. 1,188 (January 8, 2013).

These products improve service and reduce costs for the telecom industry. Cree, and other
domestic producers of transistors and amplifiers, are positioned at this critical moment to have their
products designed into next generation systems for these applications. However, constraining U.S.
companies with increased controls will make them uncompetitive and could result in the loss of this
billion dollar market to foreign competitors.

The proposed ECCN 3A611 would expand controls on several commercial parts that presently
are, and should continue to be, regulated under ECCN 3A001 or EAR99. Similar parts are available
without licensing restrictions on the foreign market, such as those manufactured by UMS (Germany),
Mitsubishi (Japan), Toshiba (Japan), and Sumitomo (Japan). Increasing controls on parts that are
currently available without restriction, and creating regulatory ambiguity as to the intersection between
the proposed ECCN 3A611 and ECCNs 3A001 and 3A982, would create an unlevel playing field for
U.S. manufacturers. Ultimately, an increase in controls could jeopardize thousands of high-paying U.S.
export jobs and cede growth opportunities in the next-generation telecom infrastructure to foreign
competitors.

I1. Comments

A. Proposed Control Thresholds Overlap with and Are More Restrictive than Existing
Regulations

Cree strongly urges BIS to remove the provisions for HEMTs and MMICs from the proposed
ECCN 3A611 altogether, as the proposed control thresholds overlap with existing controls on the CCL.
In the alternative, if the HEMT and MMIC provisions remain in ECCN 3A611, BIS should tailor the
provisions more narrowly so that they apply only to a limited range of products that truly are specially
designed for military use, with no potential commercial applications in the designated power, frequency,
and efficiency ranges.

Cree notes that there is total overlap between the lowest frequency tier in the proposed ECCN
3A611 — 2.7 to 3.2 GHz — and the full frequency range of HEMTs and MMICs currently covered under





ECCN 3A982. The only difference is that ECCN 3A611 would include a power added efficiency metric
of 30%, and it would add a third unit of measure for power thresholds’ to the two already implemented
under ECCN 3A982%. As a result, the ECCN 3A982 controls would be fully subsumed within the
ECCN 3A611 controls, and ECCN 3A982 would become redundant. However, the HEMTSs currently
covered under ECCN 3A982, which are eligible for the STA license exception, would lose that
eligibility and would be subject to more restrictive licensing requirements under ECCN 3A611. In other
words, this proposed regulation represents a tightening of export controls for products already on the
CCL, rather than export control reform.

For the control tiers exceeding 3.2 GHz, the proposed ECCN 3A611 would encompass the same
frequencies covered by ECCN 3A001 (except for carve-outs in the 31.8 GHz to 37.5 GHz range and for
frequencies exceeding 75GHz). However, the power thresholds would become more restrictive. The
wattage cut-off points are the same between ECCNs 3A001 and 3A611, but the unit of measure would
change from average power to peak power. This would have the effect of dramatically tightening the
existing controls. For example, a HEMT rated for operation between 3.5 and 4.0 GHz, with a peak
power of 100 W and a duty cycle of 20%, would fall below the 60 W average thresholds for ECCN
3A001 because the HEMT’s average power would be 20 W. Accordingly, under the current rules, the
HEMT would be EAR99. By contrast, under the proposed rule, the 100 W HEMT would be subject to
ECCN 3A611, by exceeding the 60 W peak power threshold, and would be eligible for export only to
Canada without a license.

As a final note on this point, the proposed power thresholds for HEMTs and MMICs in ECCN
3A611 bear no direct correlation to military-specific applications, in accordance with the stated intention
behind this rulemaking. By taking the existing frequency and power thresholds under ECCNs 3A001
and 3A982, and then converting the power unit of measure for a tighter metric, this rule would have the
opposite effect.

Since the proposed controls on HEMTs and MMICs under ECCN 3A611 would only represent
an overlap and a tightening of existing controls, Cree strongly urges BIS to eliminate the HEMT and
MMIC controls from ECCN 3A611 altogether. If BIS does retain that aspect of 3A611, the regulation
needs to be reframed so that the ECCNs work together. There should be a logical progression of
controls, commensurate with increasing capability thresholds, between ECCNs 3A001, 3A982, and
3A611. Furthermore, ECCN 3A611, which is intended to be a transition place for defense articles
migrated from the USML, should be very precisely and narrowly tailored around frequency and power
thresholds that have no commercial applications.

Cree is proposing alternative power thresholds, which would more accurately reflect the current
state of the market and the technology, while drawing lines around more sensitive products. Cree’s
proposal is attached to the end of these comments.

: 75 W peak power for MMICs, 240 W peak power for HEMTs.

. MMICs —15 W average power, or 75 W pulse power with a 20% duty cycle. HEMTs — 48 W average power, or 240
pulse power with a 20% duty cycle.





B. The Power Added Efficiency Thresholds Should Be Narrowly Tailored and
Cortespond to Rationally to Increase in Frequency

The inclusion of a power added efficiency (“PAE”) metric to the proposed ECCN 3A611 does
not lessen the impact of the overly restrictive power thresholds. As a practical matter, most Gallium
Nitride (“GaN”) HEMTs and MMICs currently available on the commercial market (and classified as
ECCN 3A982, ECCN 3A001 or EAR99) perform at levels that exceed the proposed PAE thresholds for
ECCN 3A611. Accordingly, that metric does not help to focus the proposed regulation on high
performance parts; rather, it would have the effect of capturing most GaN HEMTs and MMICs that are
presently used in commercial telecom, backhaul, point-to-point and satellite applications.

Furthermore, the proposed PAE thresholds, as a function of bandwidth, bear no logical
correlation to the way that HEMT and MMIC technology actually works. The lower frequencies should
correspond with higher PAE; as the frequency goes higher, the PAEs should decrease. The proposed
PAE thresholds, by contrast, start at 30% for the lowest frequency tier, then go up to 40%, and then go
back down to 35% before hitting 30% again. As an industry leader in this technology, Cree’s view is
that the proposed PAE thresholds are arbitrary and impractical.

As discussed in the prior section, Cree strongly recommends the elimination of controls on
MMICs and HEMTs altogether from the proposed ECCN 3A611. Should BIS decide to proceed with
those controls, however, Cree is proposing alternative PAE thresholds that follow a rational progression
and that are more narrowly tailored to capture high performance products. See the attached proposal
following these comments.

e HEMTs and MMIC Should Be Eligible for STA License Exception

In its notice of proposed rulemaking, BIS stated that it will preclude the use of the Strategic
Trade Authorization (“STA”) license exception (15 C.F.R. § 740.20) for MMICs and HEMTs controlled
under ECCN 3A611. See 77 Fed. Reg. 70,949. Given that national security column 1 (“NS1”) and
regional stability column 1 (“RS1”) controls would apply, in addition to U.N. embargo (“UN") and anti-
terrorism column 1 (“AT1”), a license would be required for export to every destination except Canada.
Ordinarily, the STA exception is available for HEMTs and MMICs controlled under ECCN 3A001, as
well as HEMTs controlled under ECCN 3A982. The exclusion of HEMTs and MMICs from STA
eligibility under the proposed ECCN 3A611 would have the effect of controlling these items as if they
were they were subject to the ITAR. With ECCN 3A611°s broad control criteria capturing many
products that currently are EAR99 or controlled elsewhere on the CCL, proposed ECCN 3A611 would
increase restrictions on items already available on the domestic and foreign markets for export without a

license.

Cree strongly urges BIS to reconsider its proposed policy of precluding the STA exception for
HEMTSs and MMICs controlled under the proposed ECCN 3A611. Rather, Cree requests that, if ECCN
3A611 is to control HEMTs and MMICs, that it follow the same license exception policy as the ECCNs
that already control those products. Specifically, all HEMTs should be eligible for STA. If MMICs are
to be excluded at all from STA, the exclusion should be limited to a narrow range of high-power
products such as those currently controlled under ECCN 3A982, which are not eligible for STA.





D. Consistent Units of Measure Should Be Used Across all ECCNs Regulating HEMTs
and MMICs

If BIS decides to keep the provision for HEMTs and MMICs in ECCN 3A611, the units of
measure should be harmonized among all ECCNs that currently control those items. Cree notes that BIS
is proposing to use peak saturated power output, as well as average power and pulse power, as the
measures for power thresholds in ECCN 3A611. ECCN 3A001 currently uses average output power,
and ECCN 3A982 currently uses both average output power and pulsed output power as units of
measure. (Neither the terms average nor pulsed power output are defined for HEMTs and MMICs). For
consistency, the same unit of measure should apply across all ECCNs that regulate transistors and
amplifiers, and that unit of measure should be defined.

In Cree’s view, saturated peak output power, as BIS is proposing to introduce in ECCN 3A611,
is the most appropriate measure. Cree also appreciates that BIS is proposing to include a note defining
that measure of power. A peak output power metric would most accurately address potential concerns
relating to the military importance of the parts (for example, MMICs with high peak power could have
applications in phased array radars). Furthermore, this unit eliminates many of the close-to-the-
threshold concerns by providing a more precise measure of power. While Cree recommends the
elimination of the HEMT and MMIC controls from the proposed ECCN 3A611 altogether, it encourages
BIS to consider changing the unit of measure to peak power across all ECCNs and to implement its
proposed definition for that term. In particular, the average power metric should be eliminated from this
proposed regulation as well as from ECCNs 3A001 and 3A982, or at least clearly defined in a way that
corresponds to peak power.

E. Parts Designed for ITU Radiocommunications Bands Should Be Exempt from
ECCN 3A611

If BIS proceeds with controlling HEMTs and MMICs under proposed ECCN 3A611, Cree
recommends that BIS include a note at the end of the discrete transistors section, stating:

Note: Does not control discrete microwave transistors specifically designed for
radiocommunications in a frequency band allocated by the ITU.

Cree proposes that BIS include a similar note at the end of the MMIC section, stating:

Note: Does not control MMICs specifically designed for radiocommunications in a frequency
band allocated by the ITU.

This language would have the effect of excluding items from ECCN 3A611 (thus defaulting to
3A001 or EAR99), if those items are primarily designed to function in commercial telecom, satcom,
backhaul and point-to-point frequency bandwidths.®> For example, this note would cover the following
commercial radiocommunications frequency ranges: 2.5-2.7 GHz, 3.4-3.8 GHz, 5.8-6.8 GHz, and 12-15
GHz.

’ The ITU (International Telecommunication Union) is the United Nations specialized agency responsible for
standardizing international telecom and radio frequency spectrums.





Similar exclusion language is used throughout ECCN 3A001,* and the term “allocated by the
ITU” is already included in the definitions section of the CCL at Part 772.% Such a note would add
clarity to the regulation and prevent it from inadvertently capturing items that truly are commercial and
widely available in the international marketplace.

F. Frequency Thresholds Should Use “Exceeding” as the Bottom Cut-Off

The regulations also should be consistent in the language used to describe frequency thresholds.
Currently, ECCN 3A001 establishes a bottom cut-off for each control tier with the language,
“frequencies exceeding [X] GHz up to and including [Y] GHz.” Under the proposed technical revisions,
the new control tiers at the lowest frequency range would use the language, “frequencies of 2.7 GHz up
to and including 3.2 GHz.” (Emphasis added.) The use of a bottom cut-off equal to the lowest
frequency in a range — rather than “exceeding” that frequency — is not consistent with the other control
tiers in that ECCN.°

Cree’s concern is that a bottom cut-off equal to 2.7 GHz creates a problem, in that it catches
basic telecom and other commercial parts that are frequently rated for performance up to and including
2.7 GHz. As noted in the background section above, standard cell phone carrier equipment typically
operates in the range of 2.5 to 2.7 GHz, with a performance roll-off slightly above that frequency. Use
of the language “exceeding” to describe the 2.7 GHz threshold would prevent the proposed ECCN
3A611 fgom unintentionally capturing a large segment of commercial products that are currently
EAR99.

#* * *
Cree appreciates this opportunity to submit these comments for consideration. We would
welcome the opportunity to answer any questions BIS may have concerning the issues raised in these
comments.

Respectfully submitted,

oo o S 21

Diana Semel Allen
Associate General Counsel
Cree, Inc.

t See e.g., ECCN 3A001.b.1, ECCN 3A001.b.8.

i The definition provides as follows: “‘dllocated by the ITU’. (Cat 3 and Cat 5 part 1) -- The allocation of frequency
bands according to the current edition of the ITU Radio Regulations for primary, permitted and secondary services.
N.B. Additional and alternative allocations are not included.” See 15 C.F.R. Part 772.

g ECCN 3A982 currently uses the language: “rated for operation at frequencies from 2.7 GHz up to and including 3.2
GHz.” Cree has similar concerns with that language.

! Transistors designed for the commercial telecom bandwidth of 2.5 to 2.7 GHz, which are currently EAR99, are
frequently rated for a peak power of up to 400 W. Accordingly, they would cross the proposed power threshold of 240
W peak power if captured in the proposed lowest frequency tier of ECCN 3A611.





Cree, Inc.
Proposed Alternate Control Thresholds

¢. Microwave ‘‘monolithic integrated circuits’> (MMIC) power amplifiers having any of the following:

1. Rated for operation at frequencies ef-exceeding 2.7 GHz up to and including 3.2 GHz, having a power
added efficiency of 30-60% or greater, and having any of the following:

Bm);

¢. A ‘peak saturate powr output’ greater than 75 W (48.75 d
2. Rated for operation at frequencies exceeding 3.2 GHz up to and including 6.8 GHz and with a ‘peak

saturated power output greater’ than 40W (46 dBm) with a ““fractional bandwidth’’ greater than 15% and
a power added efficiency of 48-53% or greater;

3. Rated for operation at frequencies exceeding 6.8 GHz up to and including 16 GHz and with a ‘peak
saturated power output’ greater than +8-20 W (40 dBm) with a ‘fractional bandwidth”’ greater than 10%
and a power added efficiency of 35-45% or greater;

4. Rated for operation at frequencies exceeding 16 GHz up to and including 31.8 GHz and with a ‘peak
saturated power output’ greater than 5-10W (37 dBm) with a ‘fractional bandwidth’* greater than 10%
and a power added efficiency of 30% or greater;

Note to paragraph .c.4: See ECCN 3A001.b.2.d for MMIC power amplifiers that are rated for operation
at frequencies exceeding 31.8 GHz up to and including 37.5 GHz.

5. Rated for operation at frequencies exceeding 37.5 GHz up to and including 43.5 GHz and with a ‘peak
saturated power output’ greater than 2.5 W (34dBm) with a “‘fractional bandwidth’’ greater than 10% and
a power added efficiency of 15% or greater; or

6. Rated for operation at frequencies exceeding 43.5 GHz up to and including 75 GHz and with a ‘peak
saturated power output’ greater than 2.0 W (33dBm) with a *‘fractional bandwidth’’ greater than 5% and
a power added efficiency of 10% or greater.

Note 1 to paragraph c¢: See ECCN 3A001.b.2.f for MMIC power amplifiers that are rated for operation at
frequencies exceeding 75 GHz.

Note 2 to paragraph c: ‘Peak saturated power output’ is defined as that value where an increase in input rf power
does not produce a concurrent increase in rf output power and may also be referred to as output power, saturated
power output, maximum power output, peak power output, or peak envelope power output.

d. Discrete microwave transistors having any of the following:

1. Rated for operation at frequencies efexceeding 2.7 GHz up to and including 3.2 GHz, having a power
added efficiency of 36-65% or greater, and having any of the following:

oy oy pten Cx = LAY R AT s avrnla

c. A ‘peak saturated powr output’ greater than 240 W (53.8 dBm);





2. Rated for operation at frequencies exceeding 3.2 GHz up to and including 6.8 GHz and having a ‘peak
saturated power output’ greater than 66120W (47.8 dBm) and a power added efficiency of 45-57% or
greater;

3. Rated for operation at frequencies exceeding 6.8 GHz up to and including 31.8 GHz and having a ‘peak
saturated power output’ greater than 2050W (43 dBm) and a power added efficiency of 3550% or greater;

Note to paragraph.d.3: See ECCN 3A001.b.3.c for discrete microwave transistors that are rated for
operation at frequencies exceeding 31.8 GHz up to and including 37.5 GHz.

4. Rated for operation at frequencies exceeding 37.5 GHz up to and including 43.5 GHz and having a
‘peak saturated power output’ greater than 120W (30 dBm) and a power added efficiency of 2030% or
greater; or

5. Rated for operation at frequencies exceeding 43.5 GHz up to and including 75 GHz and having a ‘peak
saturated power output’ greater than 8-510W (27 dBm) and a power added efficiency of 15% or greater;
or

Note 1 to paragraph .d: See ECCN 3A001.b.3.e for discrete microwave transistors that are rated for operation at
frequencies exceeding 75 GHz.

Note 2 to paragraph .d: ‘Peak saturated power output’ is defined as that value where an increase in input rf
power does not produce a concurrent increase in rf output power and may also be referred to as saturated power,
output power, saturated power output, maximum power output, peak power output, or peak envelope power
output.
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28 January 2013

Mr. Timothy Mooney

Regulatory Policy Division

Bureau of Industry and Security, Room 2705
U.S. Department of Commerce

14™ and Pennsylvania Avenue

Washington, DC 20230

Subject: Response to Proposed Rule, Control of Military Electronics Equipment and
Related Items the President Determines No Longer Warrant Control Under
the USML — 77 FR 70945, RIN 0694-AF64

Dear Mr. Mooney,

DRS Technologies, Inc. is fully supportive of the U.S. Government efforts to reform the
regulations and systems for controlling exports. As an 7,000+ employee company with products
and customers in both the international commercial and defense markets, we are very familiar
with the current export control systems. The reforms are much needed to help the U.S. export
control apparatus stay in step with the ever evolving and changing global markets and national
security climates.

Overall, the proposed rule is well drafted. With a few exceptions, it contains clear and rational
positive criteria that will help to determine how items moved from the USML to the CCL will be
controlled therein. To address the exceptions, we offer the below recommendations that we urge
the department to consider to improve the clarity of the proposed rule.

1. Supplement No. 1 to §774, 3A101(a), Analog-to-Digital converters usable in “missiles”
and having any of the following.

This entry is extremely broad and vague. Almost any A-to-D converter would be a
candidate for control here simply because it would be impossible to prove it is not
“usable” in some capacity in anything considered to be a “missile.” The word “usable”
should be replaced with “specially designed for use.”

2. Supplement No. 1 to §774, 3A101(a)(1), “Specially Designed” to meet military
specifications for ruggedized equipment.

We recommend this entry be deleted. Military specifications for ruggedized equipment
are contained in such documents as Mil-Stnd 167, Mechanical Vibrations for Shipboard
Equipment and Mil-Stnd 810, Environmental Engineering Considerations and Laboratory
Tests. There is nothing uniquely military or even sensitive regarding these ruggedized
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standards. Over the past few years we have received several Commodity Jurisdiction
rulings from the Department of State for items designed to and/or tested to these
standards that not only determined the items to not be subject to the ITAR, but in almost
all cases to be EAR controlled as EAR99. As such, an article should not qualify for
control under this ECCN solely because it meets these standards.

3. Supplement No. 1 to §774, 3A611(a), Electronic “equipment, “end items,” and “systems”
“specially designed” for military use that are not enumerated in either a USML category
or another “600 series” ECCN.

The phrase “military use” is undefined, vague, and open to a wide range of interpretation.
In both the current ITAR and the various published proposed rule changes, such “use” is
described in terms equal to many civil, commercial tracks. These include security,
surveillance, and command and control. Additionally, many of the proposed changes to
items on the USML use undefined and vague terms themselves making the act of
accurately determining “military use” even more problematic. Unless the Department
can specify positive criteria significantly less vague than “military use,” we recommend
this entry be deleted.

As we stated earlier, with the above exceptions the proposed rule conforms extremely well to the
tenants of the export control reform effort. For the most part, it clarifies how items transferred
from the USML to the CCL will be controlled.

Should you have any questions in this matter or require additional information, please contact
Mr. Greg Hill at (703) 412-0288, ghill@drs.com.

Sincerely,

s

Heather C. Sears

Vice President, Trade Compliance
& Associate Corporate Counsel
DRS Technologies, Inc.






Esterlinéa

i

Esterline Corporation Tel: 425-453-9400

500 108th Avenue NE Fax: 425-453-2916
Suite 1500 www.esterline.com
Bellevue, WA 98004 NYSE symbol: ESL

January 28, 2013
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Mr. Timothy Mooney

Department of Commerce

Bureau of Industry and Security
Regulatory Policy Division

14th and Pennsylvania Avenue , N.W.
Room 2099B

Washington, D.C. 20230

Subject: RIN 0694-AF64 Military Electronic Equipment

Dear Mr. Mooney:

Esterline Technologies Corporation supports the goals of the Export Control Reform
(ECR) Initiative, and submits the following recommendations to simplify and make the
reforms more efficient. Esterline is a manufacturer of a wide variety of parts and
components for the aerospace and defense sector. We appreciate the opportunity to
comment on the U.S. Department of Commerce’s proposed treatment of electronic items
formerly controlled under the USML.

Summary of Comments and Recommendations

This section outlines our main comments, each of which is explained more fully in the
remainder of this letter. As noted in BIS commentary to the proposed rule, electronics
are particularly susceptible to ambiguous classification. Esterline appreciates the
difficulty faced by DDTC and BIS in resolving this ambiguity, and offers the following
suggestions to assist in achieving Objective 1 of the ECR, to preclude multiple or
overlapping controls of similar items within and across the two control lists, and also to
reduce the administrative burden for minor items.

1. Define an order of precedence where multiple USML categories and/or CCL ECCNs
may apply to the same item.

2. Remove parts and minor components in normal commercial use to which minor
modifications have been made from all “catch-all” controls remaining on the USML
and all “catch-all” controls in the CCL 600-series ECCNs. A definition for minor
modifications is suggested.





3. Respect classification of items already decontrolled by commodity jurisdiction
determination.

4. Implement a single harmonized “.y

list.

5. Modify license exception STA to address serious constraints on usability.

6. Clarify difference between military avionics vs. military electronics, and define
avionics

7. Clarify electromagnetic interference policy

1. Define Order of Precedence

Defining a clear order of precedence that is easy to locate would improve the consistent
understanding of correct export control classification by policy analysts, licensing
officers, enforcement officers, customs officers, and industry.

Electronics are found in end items or enumerated systems and components in nearly all of the USML Categories
and CCL 600-series ECCNs (see Table |

USML ECR Rule Possible Categories for Electronics | Parts
Cat. RIN Fed. Reg. (* indicates SME) Catch-All
I 1400-AC90 | Unpublished I(h) Unknown
I 1400-AD05 | Unpublished li(g), lith), 11() Unknown
1 1400-AD04 | Unpublished Ii(d) Unknown
IV | 1400-AD19 | Unpublished IV(c), IV(h) Unknown
Y 1400-AD02 |77 FR25944 | N/A N/A
Vi | 1400-AC99 |76 FR80302 | VI(c), VI(f) No
VIl | 1400-AC77 |76 FR76100 | ViI(g) No
VIl | 1400-AC96 | 76 FR 68694 | VIII(f), Vlli(h) Partial
IX | 1400-AD15 |77 FR 35317 | IX(a), IX(b) No
X 1400-AD16 | 77 FR 33698 | X(d)(3) No
Xl | 1400-AD25 | 77 FR 70958 | Xl(a), XI(b), Xl(c) No
XIl | 1400-AD32 | Unpublished Xli(*a), XII(*b), XlI(*c),Xil(*d), Xli(e) | Unknown
Xl | 1400-AD13 | 77 FR 29575 | XIlI(b), XII()(3), XIi(k) No
XIV | 1400-AD03 | Unpublished XIV(*f), XIV(k), XIV(l) Unknown
XV | 1400-AD33 | Unpublished XV(d), XV(e) Unknown
XVI | 1400-AD18 | Unpublished XVI(*a), XVI(*b), XVI(*c), XVI(d) Unknown






XVIlI | 1400-AD34 | Unpublished XVli(*a) Unknown
XVIIt | 1400-AD35 | Unpublished XVIli(*a), XVHI(*b), XVIII(c), Unknown
XVIII(d), XVlli(e)
XIX | 1400-AC98 | 76 FR 76097 XIX(e), XIX(f) Partial
XX | 1400-AD01 | 76 FR 80305 | XX(c) Yes

Note: where ECR rule is unpublished, possible categories that could cover electronics
parts and components are shown from current USML. All of these categories currently
contain a catch-all, but it remains unknown whether a catch-all will be included after the
ECR rule is published.

Table Il and Table Il of this letter). In many cases the same item may be reasonably
classified under any of multiple categories, because either:

a. The item’s application pertains to multiple categories in the USML or CCL 600-series
ECCNs;

b. The item has several integrated functions separately enumerated on the USML or
CCL 600-series ECCNs; or

¢. The item is common to higher assemblies in more than one USML category or CCL
600-series ECCN.

This ambiguity currently exists in the ITAR, but in most cases the various USML
categories would result in no difference in licensing policy. An exception remains for
electronics that may be SME; however, at present SME constitutes a small subset of all
electronics controlled under the ITAR.

Under proposed rules, a specially designed item with several potential categories could
be subject to multiple possible licensing policies depending on the classification
decision: ITAR USML Significant Military Equipment (SME), ITAR USML non-SME, EAR
CCL 600-series NS1 control, or EAR CCL 600-series AT1 control.

For example, a single control panel in the combat information center of a naval vessel
might incorporate switches that engage or disengage a fire control computer, power a
missile launcher, arm and launch the missile, and place a radar system in active or
standby mode. Under existing regulations, the control panel could be reasonable
classified under USML IV(h), VI(f), Xl(c), or XlI(e), all of which have the same licensing
policy. Under proposed rules published to date, the control panel could be reasonably
classified under USML I1V(h), ECCN 8A609.x, USML Xi(c), ECCN 3A611.x, or USML
Xlli(e), with up to two different licensing policies. A specially designed indicator light on
the control panel might therefore be reasonably classified under USML [V(h), ECCN
8A609.y.10, ECCN 3A611.x, or USML XlI(e), now up to three different licensing policies.

In most case, order of precedence has not been documented. In a few circumstances,
order of precedence has been established for certain subcategories within the USML or






under interpretations to the USML. For example, under RIN 1400-AD25, USML Category
XIl takes precedence over USML Category Xl(a). These do not cover all situations, and
are not consistently documented or easy to locate.

2. Parts and Minor Components in Normal Commercial Use

The USML categories inconsistently define “catch-all” controls for parts and components (including accessories and
attachments), as shown in Table |

USML ECR Rule Possible Categories for Electronics | Parts
S8t RIN Fed. Reg. (* indicates SME) Catch-All
| 1400-AC90 | Unpublished I(h) Unknown
Il 1400-AD05 | Unpublished ii(g), 11(h), TI() Unknown
1 1400-AD04 | Unpublished l(d) Unknown
v 1400-AD19 Unpublished IV(c), IV(h) Unknown
\Y 1400-AD02 | 77 FR 25944 N/A N/A
\ 1400-AC99 | 76 FR 80302 | VI(c), VI(f) No
VIl | 1400-AC77 | 76 FR76100 | VII(g) No
VIl | 1400-AC96 | 76 FR 68694 | VIII(f), VIli(h) Partial
IX | 1400-AD15 | 77 FR 356317 IX(a), IX(b) No
X 1400-AD16 | 77 FR 33698 | X(d)(3) No
Xl 1400-AD25 | 77 FR 70958 | Xl(a), XI(b), Xl(c) No
Xl | 1400-AD32 | Unpublished Xli(*a), XI(*b), Xli(*c),XII(*d), Xli(e) | Unknown
Xl | 1400-AD13 | 77 FR 29575 | Xlli(b), XIl()(3), XIlI(k) No
XIV | 1400-AD03 | Unpublished XIV(*f), XIV(k), XIV(I) Unknown
XV [ 1400-AD33 | Unpublished XV(d), XV(e) Unknown
XVI | 1400-AD18 | Unpublished XVI(*a), XVI(*b), XVI(*c), XVI(d) Unknown
XVII | 1400-AD34 Unpublished XVIi(*a) Unknown
XVIIl | 1400-AD35 | Unpublished XVIlI(*a), XVIlI(*b), XVIlI(c), Unknown
XVIl(d), XVlli(e)
XIX | 1400-AC98 | 76 FR 76097 | XIX(e), XIX(f) Partial
XX | 1400-AD01 | 76 FR 80305 | XX(c) Yes

Note: where ECR rule is unpublished, possible categories that could cover electronics
parts and components are shown from current USML. All of these categories currently






contain a catch-all, but it remains unknown whether a catch-all wili be included after the
ECR rule is published.

Table Il of this letter. The USML Categories not yet published for revision under the ECR
retain for now the existing complete catch-all on specially designed parts and
components. Under ECR as proposed, complete catch-all controls will continue for
USML Category XX, and under Categories VIII and XIX continue for certain final aircraft
or engine installations.

As a result, basic, simple, common hardware in normal commercial use (whether
electronic, electrical, mechanical, hydraulic, or pneumatic) with minor off-catalog
modifications or adaptations will be subject to widely varying controls. Thus, a common
industrial electrical connector with modified solder terminals or a resistor with wires
soldered to the leads could be controlled under any of the following licensing policies:

¢ ITAR USML Significant Military Equipment (SME),
e |ITAR USML non-SME,

e EAR CCL 600-series NS1 control,

e EAR CCL 600-series AT1 control,

e EAR CCL other series control (various policies), or
e EAR99.

Thus, for items meeting the “specially designed” test of the ITAR and EAR, the licensing
policy would vary widely depending on the assembly in which it is installed. . The use of

variable catch-all controls and multiple, inconsistent “.y” lists is confusing and
ambiguous.

Naturally, any ambiguity over the classification of the item in which a part is installed
complicates this problem even further.

Compounding the problem for basic hardware manufacturers is the number of supply
chain tiers between the hardware manufacturer and the manufacturer of the end item.
The hardware manufacturer may know the item is eventually installed in a military fighter
aircraft, but may not know installation details (aircraft, engine, or avionics) which could
alter the export control classification under the proposed rules. Significant differences in
export control policy will result from information not available to the hardware
manufacturer.

Common industrial electronic, electrical, mechanical, hydraulic, or pneumatic hardware
with minor modifications or adaptations do not warrant control under the ITAR and
should be consistently transferred to the EAR. A list of basic hardware is proposed on
Table Il of this letter.

One of the most common minor adaptations to electronic and electrical parts is to solder
a simple short interconnection of wire or of polyimide-insulated flexible circuit to its
terminals, usually of length 30 cm or less, with or without an electrical connector. Other
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common adaptations include substituting termination styles or pre-forming the part or
component leads for a particular installation, affixing the part or component to a mount or
a heat sink, or making small changes to flanges, mounting holes, shafts, or installation
fasteners.

Today this needlessly results in ITAR control for items that are otherwise commercial
components having ECCN EAR99. Under the proposed rule, a wide range of control
policies could result. These kinds of minor adaptation should not result in either USML or
CCL 600-series ECCN control.

A standard model manually-operated rotary switch, for example, should be consistently
treated under the same export category, no matter what end item it was installed in, with
or without a panel washer, whether or not it had a pigtail wire termination soldered to its
leads, whether it had two contact decks or four, whether or not the terminals were sealed
from solder flux, regardless of the angle of throw, regardless of shaft length, and no
matter that certain switch positions were spring-loaded or locking. These types of
adaptation are usual and customary for panel-mounted electronic parts, but cannot
always be anticipated by catalog options.

Modifications and adaptations to basic hardware should be considered minor (and
therefore not specially designed) if they:

a. are unclassified;

b. are not for the purpose of improving the hardware item’s resistance or hardness to
nuclear radiation, nuclear electromagnetic pulse, or resistance to chemicals or
biological agents controlled under the ITAR; and

c. are not made to achieve special, designated military properties (e.g., special low-
observable, acoustic, electromagnetic properties, hot section technology for military
gas turbine engines, or characteristics identified in the proposed Supplement 4 to
Part 740 of the EAR).

A consistent control policy for basic, simple, common hardware in normal commercial
use would reduce the regulatory burden on the small and medium companies that
manufacture these items. The suggested approach also supports national security
concerns because, to be excluded from ITAR control and CCL 600-series control, (a) the
unmodified item must be basic, simple hardware as listed on Table |11 of this letter and in
normal commercial use, (b) modifications and adaptations resulting in sensitive military
technology are excluded, and (c) existing MT, NP, NS, CB, and CW controls in the CCL
for certain specialized versions of basic hardware such as valves and fittings would take

i 3

precedence over the AT controls of CCL 600-series “.y” items.
Table |

USML ECR Rule Possible Categories for Electronics | Parts
=t RIN Fed. Reg. (* indicates SME) Catch-All






| 1400-AC90 | Unpublished I(h) Unknown
[ 1400-AD05 | Unpublished [1(g), 1i(h), 11(j) Unknown
1 1400-AD04 | Unpublished Hi(d) Unknown
\ 1400-AD19 | Unpublished IV(c), IV(h) Unknown
\Y 1400-AD02 |77 FR 25944 | N/A N/A
Vi 1400-AC99 | 76 FR 80302 | Vi(c), VI(f) No
VIl [ 1400-AC77 |76 FR76100 | VII(g) No
VIl | 1400-AC96 | 76 FR 68694 | VIII(f), VIIi(h) Partial
IX | 1400-AD15 | 77 FR 35317 IX(a), IX(b) No
X 1400-AD16 | 77 FR 33698 | X(d)(3) No
X 1400-AD25 | 77 FR 70958 | Xl(a), Xl(b), XI(c) No
Xl | 1400-AD32 | Unpublished Xli(*a), Xl(*b), Xli(*c),XII(*d), Xll(e) | Unknown
Xl | 1400-AD13 | 77 FR 29575 | XIllI(b), XII{)(3), XHi(k) No
XV | 1400-AD03 | Unpublished XIV(), XIV(k), XIV(l) Unknown
XV | 1400-AD33 | Unpublished XV(d), XV(e) Unknown
XVI | 1400-AD18 | Unpublished XVI(*a), XVI(*b), XVi(*c), XVI(d) Unknown
XVII | 1400-AD34 | Unpublished XVii(*a) Unknown
XVIIl | 1400-AD35 | Unpublished XVIl(*a), XVIi(*b), XVIlI(c), Unknown
XVIIi(d), XVlli(e)
XiX | 1400-AC98 | 76 FR 76097 [ XIX(e), XIX(f) Partial
XX | 1400-AD01 | 76 FR 80305 | XX(c) Yes

Note: where ECR rule is unpublished, possible categories that could cover electronics
parts and components are shown from current USML. All of these categories currently
contain a catch-all, but it remains unknown whether a catch-all will be included after the

ECR rule is published.






Table I

Former ECR Rule
USML Possible ECCNs for Electronics
Cat. RIN Fed. Reg.
I 0694-AF47 | Unpublished | Likely: 0A601.x & .y, 0B601.a
Il 0694-AF48 | Unpublished Likely: 0A602.x & .y, 0B602.a
] 0694-AF49 | Unpublished | Likely: 0A603.x & .y, 0B603.a
v 0694-AF56 | Unpublished | Likely: 0A604.x & .y, 0B604.a, 9A604.x & .y,
9B604.a
\Y 0694-AF53 | 77 FR 25932 | 1B608.a & .x
Vi 0694-AF42 | 76 FR 80282 | 8A609.x & .y, 8B609.a
\l 0694-AF17 | 76 FR 76085 | 0A606.x & .y, 0B606.a
VIII | 0694-AF36 | 76 FR 68675 | 9A610.h, .l, . m, .n, x, .&y; 9B610.a & .b
IX 0694-AF54 | 77 FR 35310 | 0A614.a & .x; 0B614.a & .x
X 0694-AF58 | 77 FR 33688 | 1A613.x, 1B613.a
Xl 0694-AF64 |77 FR70945 | 3A611.all, 3B611.all
Xl 0694-AF75 | Unpublished Unknown
XIll | 0694-AF51 | 77 FR 29564 | 0A617.a,.b,.d,.e, &.y; 0B617.a
XIV | 0694-AF52 | Unpublished | Unknown
XV Unknown Unpublished Unknown
XVl Unknown Unpublished Unknown
XVIl | Unknown Unpublished Unknown
XVIIl | Unknown Unpublished Unknown
XIX | 0694-AF41 | 76 FR 76072 |9A619.b,.d, &x; 9B619.a& .b
VI, XX | 0694-AF39 | 76 FR 80291 | 8A620.c, .x, .y; 8B620.a & .b






Table lll. Basic Hardware

Electrical and Electronic

Batteries

Capacitors

Display elements: cathode ray tubes, electroluminescent panels, liquid crystal
panels, segmented or graphic light-emitting diode arrays

Circuit protection devices: electric fuses other than those specially designed for
explosive detonation, circuit breakers, gas discharge tube arrestors, ground fault
circuit interrupters, metal-oxide varistors, thermal cutoffs, transient-voltage
suppressor diodes

Crystal units and microelectronic oscillators

Discrete semiconductor devices

Electric filters, baluns, and ferrites

Electric switches other than RF, diplexer, duplexer, or circulator switches

Electric transformers, inductors, and coils

Electrical connectors, sockets, crimps, and couplings and their associated hardware:
terminals, contacts, guide pins, covers, strain reliefs, and backshells

Filtered and unfiltered panel knobs, indicators, switches, thumbwheels, buttons,
dials, lamps, and multi-character readout displays

Fixed resistors and variable resistors, potentiometers, and rheostats

Fluorescent lamps inverters and ballasts

Heater elements

Jumpers and grounding straps

Meters, gauges, and indicator dials

Microcircuits, unless programmed using ITAR-controlled technical data or CCL 600-
series controlled technology, or application-specific using ITAR-controlled technical
data or CCL 600-series controlled technology

Lamps and lamp holders

Photovoltaic cells

Relays, contactors, and optoisolators

Solenoids

Speakers, buzzers, and microphones

Thermoelectric coolers

Touchpads and touchscreens

Vacuum tubes other than TWTs, klystron tubes, or tubes specially designed for
articles enumerated in USML Category XI|






Mechanical

Rings

Caps and plugs

Circuit board hardware: racks, card guides, handles, pullers, standoffs, spacers,
and rails

Clamps and line blocks

Electronic component insulators, mounts, holders, clips, and spacers

Fan hardware: grills, air filters, and finger barriers

Fasteners: screws, bolts, rivets, rods, studs, threaded inserts, washers, nuts, nut
plates, pins, clips, retaining rings, thumbscrews, knobs, turnbuckles

Flip-guards

Gaskets and O-Rings

Grommets and grommet strips

Heat sinks electrical and electronic components

Identification plates and nameplates

Latches and hinges

Magnets

Springs

Hydraulic, Pneumatic, Fuel & Lubrication

Gauges

Hoses, tubing, straight and unbent lines, and straight and unbent pipes

Fittings, couplings and clamps

Filters

Regulators

Switches

Valves

3. Respect for Prior Commodity Jurisdiction Rulings

Formal commodity jurisdiction (CJ) determinations already made prior to the ECR
initiative should be respected. Formal ECCN determinations of items known to be
subject to EAR prior to the ECR initiatives, whether obtained by CCATS or by CJ with
BIS advice, should also be respected.

The U.S. Government has already determined that these items do not warrant control
under the ITAR as it currently exists, and therefore do not warrant control under the CCL
600-series ECCNs. These items should not revert to the ITAR or to the CCL 600-series
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ECCNs as a result of the ECR. An explicit statement to this effect is needed to prevent
such inadvertent effects, improve the predictability of U.S. Government policy, prevent
disruption of supply to the U.S. and allied armed forces, and prevent an increased
commodity jurisdiction and classification workload to the U.S. Government.

Most export control classifications are made by self-determination. Responsible
companies rely on formal CJ and CCATS determinations for a few products to establish
U.S. Government policy toward products having an identical fact pattern. Otherwise,
DDTC and BIS policy staff would be overwhelmed by industry requests for classification.
It is therefore essential that Industry retain confidence in the underlying policy behind
prior formal CJ and CCATS determinations.

4. Single Harmonized “.y” List

The multiple “.y” lists proposed for the CCL 600-series ECCNs result in confusing and
ambiguous classification. Table IV of this letter illustrates how ECR rules proposed to

113 ”

date would inconsistently treat items on the “.y” lists.

For example, why are specially designed indicator lights controlled under “.x” for ECCN
3A611 (military electronics) and test equipment in CCL 600-series Group B ECCNSs, but
under “.y” for 9A610 (aircraft, cockpits only), 8A609 (surface vessels), and 8A620
(submarines)? Under 3A611, why are cathode ray tubes controlled as “.y” while
indicator lights are controlled as “.x"? Why are minor aircraft cockpit controls eligible for
.y treatment, but not the same type of controls at aircraft crew-stations outside the

cockpit?

Test equipment under CCL 600-series Group B ECCNSs, tend to be assembled from
industrial grade items listed on Table IV of this letter, which may have minor alterations
for installation or maintenance purposes. Test equipment parts and components should

[t ]

generally not be treated as “.x

Further, basic hardware on the various .y lists may themselves be parts or components
of other .y list items, creating additional ambiguity in classification. For example, a
trackball contains electrical connectors. The “.y” list is better suited to more complex
components and systems that are Basic hardware would be better treated as dual use
items and not 600-series at all, in support of the stated ECR objective of higher walls

around a smaller yard.

Multiple .y lists create an unnecessary burden in the classification of goods. Most items
must be self-classified, because the U.S. Government capacity for formal CCATS is
limited.

i« ”n

Policy treatment of basic items under the “.y” lists should be consistent and sensible. A

single, consolidated “.y” list would be far preferable, and would reduce ambiguity in
classification.
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5. License Exception STA

U.S. part and component manufacturers are more likely to export their goods in support
of a foreign defense program than a U.S. defense program. Major foreign defense
programs in “‘STA-36" countries tend to have at least one customer outside the “STA-36"
list of countries. As a result, license exception STA is of limited value to U.S. part and
component manufacturers.

Some kind of formal allowance for use of license exception STA on a program basis
would improve its usability.

6. Avionics vs. Electronics

Policy intent behind the lack of a Category 7 entry similar to 4A611, 5A611, and 6A611
is unclear. Logically, military avionics not controlled by ITAR would be expected in
Category 7 of the CCL.

Further, the EAR contains no definition for “avionics.” As a result, it can be difficult to
correctly place items that could be considered under either Category 7 or Category 9.
For example, the control panel for the anti-ice bleed air valves might belong under either
Category 7 or Category 9 depending on whether it contains a digital circuit, even though
the function performed is precisely the same.

A definition for “avionics” would be helpful to eliminate this ambiguity,

Finally, the policy implication of part and component n.e.s. catch-all controls in 7A994
and 9A991.d is unclear with the addition of a “specially designed” definition. These
ECCNs do not cite “specially designed,” yet have never been understood to control
EAR99 items common to non-aircraft applications. This should be clarified.

7. Electromagnetic Interference Policy

In RIN 0694-AF36 (76 FR 68685) and RIN 0694—-AF41 (76 FR 76072) the proposed
Supplement No. 4 to Part 740 license would restrict license exception STA from
Category 9 CCL 600-series .x electrical “equipment,” “parts,” and “components”
“specially designed” for electro-magnetic interference (EMI)—i.e., conducted emissions,
radiated emissions, conducted susceptibility and radiated susceptibility—protection of
aircraft that conform to the requirements of MIL-STD-461.

Since the distinction between electrical and electronic parts and components is often
unclear, and since they may be ambiguously classified, Esterline believes it is
appropriate to comment on this proposed supplement here.

MIL-STD-461 is a poor criterion for determining when items specially designed for EMI
compatibility are either (a) restricted from license exception STA, or (b) subject to any
reason for control other than AT.

MIL-STD-461 exists in several historical versions that remain in effect for many existing
military programs. The degree of EMI protection offered by MIL-STD-461 varies widely
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by version, by the type of platform on which an item is installed, and by tailoring
particular to the end item requirements.

In many cases, civil aviation standards RTCA DO-160 and EUROCAE ED 14 (and
related FAA and EASA airworthiness requirements) offer performance equal or superior
to MIL-STD-461. The EMI requirements for civil transport category helicopters are
particularly severe in the area of High Intensity Radiated fields or HIRF (see 14 CFR
29.1317 and 14 CFR 29 Appendix E), yet many dual use parts and components
specially designed to meet DO-160/ED 14 and 14 CFR 29 HIRF requirements are only
subject to reason for control AT under the existing CCL (as this is necessary for the safe
operation of civil aviation fleets).

Further, military programs outside the U.S. may use multinational or foreign standards
rather than MIL-STD-461, such as NATO STANAGS, or United Kingdom Ministry of
Defence DEFSTANS.

A better criterion would be a degree of EMI protection exceeding the equivalent civil
requirements for the item.

Summary

Esterline believes that addressing order of precedence in classification, consistent
treatment of basic hardware, respect for prior commodity jurisdiction rulings, and the
other suggestions offered here would improve implementation of the ECR initiative.
Please feel free to contact me if you have any questions concerning the
recommendations outlined above.

Regards,

A K /;Z/\

Richard R. Baldwin
Director, Ethics & Compliance
Esterline Technologies Corporation
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Aviation

Kathleen L. Palma
Executive
International Trade Compliance

1299 Pennsylvania Ave NW
Washington, D.C. 20004-2414
United States of America

T 202 637 4206
F 2023305119
kathleen.palma@ge.com
Regulatory Policy Division
Bureau of Industry and Security
Room 2705
U.S. Department of Commerce

Washington, D.C. 20230

Regulation Id: BIS-2012-0045

January 28, 2013

Subject: Comments on Proposed Revisions to the Export Administration Regulations (EAR):
Control of Military Electronic Equipment and Related Items the President Determines
Longer Warrant Control Under the United States Munitions List (USML)

Reference: RIN 0694-AF64

Dear Mr. Baker:

The General Electric Company, acting through its GE Aviation business unit (GEA), submits the following
comments for the referenced proposed rule. GEA appreciates Administration’s effort to address this issue.

SUMMARY COMMENTS:

GEA commends the Administration’s efforts on export control reform. GEA concurs that military electronic
computers should not be subject to United States Munitions List (USML) and thus their jurisdictional status
should be change so that they are subject to the Export Administration Regulations (EAR). This change would
create a reduction of over 100 licenses in GEA's current ITAR inventory, out of which 85% could potentially be
eligible for License Exception STA. GEA agrees with the overall structure for controlling military electronics under
the Commerce Control List (CCL), but has a few comments on editorial and definitional modifications.

SPECIFIC COMMENTS

ECCN 3A611:

1.  GEA recommends the following editorial change to the LVS entry under 3A611: "$1500, N/A for 3A611.c”.
This would ensure consistency with other ECCN entries that contain similar subparagraph restrictions.





Page |2

2. Under the related definitions section, GEA notices the use of the term “directly related” when
referencing technical data subject to USML Cat. XI. However, this term is not defined under that section
or the UMSL. In order to ensure definitional consistency on delineating what is subject to a control and
what is not, GEA recommends the use of the term “specially designed” instead.

3. Proposed ECCN 3A611.f controls microelectronic devices or printed circuit boards certified as a “trusted
device from a microelectronics (DMEA) accredited supplier, but provide no link or reference as to who to
validate the supplier’s accreditation. Therefore, GEA recommends either the inclusion of a list of DMEA
accredited suppliers or guidance in the BIS website on how to validate such accreditation.

ECCN 3B611:

1. Inits proposed rule rationale, BIS delineates how 3B611 is intended to align with Wassenaar Munitions
List (WAML) 18. However, upon review of WAML, GEA observes that BIS did not include the WAML 18
note listing the equipment subject to this control. For clarity and true alignment, GEA recommends the
inclusion of this note.

ECCN 4Ao003:

1. Upon a review of the proposed language for 4A003, GEA noticed that Note 1 includes a reference to 15
CFR 746.3. GEA questions whether this specific restriction is necessary.
Miscellaneous

1. GEA would like to highlight that this rule does not address a review process for items transferring to the
CCL that have Low Observable/Counter-Low Observable (LO/CLO) characteristics.

2. GEA recommends the inclusion of a new interpretation to Part 770 that clarifies that items subject to
parameter-based CCL entries will be controlled under such entry if the item meets the parameter at the
time of export and not whether it has potential capability (e.g. dormant capability) to meet the control,
so long as that additional capability cannot be executed by the end user without additional activity by
the exporters. Exporters would be required to obtain any necessary authorizations to activate such a
capability for a customer.

We appreciate the opportunity to provide comments on this Proposed Rule. If you have any questions or require
additional information concerning this submission, please contact the undersigned at (202) 637-4206 or by email
at: kathleen.palma@ge.com or Laura J. Molinari at (202) 637-4401 or by email at: Jlaura.molinari@ge.com

Sincerely,
it L flno

Kathleen Lockard Palma
International Trade Compliance





		09000064811dbe6c.doc




GLOBECOMM
January 28, 2013

PUBLIC DOCUMENT

Submitted electronically to publiccomments@bis.doc.gov

Regulatory Policy Division

Bureau of Industry and Security

U.S. Department of Commerce

Room 2099B

14th Street and Pennsylvania Avenue NW.
Washington, DC 20230.

ATTN: Brian Baker, Director, Electronics and Materials Division
Office of National Security and Technology Transfer Controls

Re: RIN 0694-AF64

Dear Mr. Baker:

Globecomm Systems, Inc. (“Globecomm™) respectfully submits these comments in
response to the November 28, 2012 notice of proposed rulemaking published by the U.S.
Department of Commerce, Bureau of Industry and Security (“BIS”) concerning military
electronic equipment. See “Revisions to the Export Administration Regulations (‘EAR’):
Control of Military Electronic Equipment and Related Items the President Determines No
Longer Warrant Control Under the United States Munitions List (‘USML’),” 77 C.F.R. 70945
(November 28, 2012). Globecomm is concerned that the new 600-series in Category 3 of the
Commerce Control List (“CCL”) could inadvertently capture dual use communications
equipment. In particular, the use of design-intent, catch-all criteria in the proposed export
control classification number (“ECCN”) 3A611, paragraph (a), could potentially result in new
licensing requirements for products that currently are EAR99 or are controlled elsewhere on the
CCL.

. Globecomm Background

Globecomm, a U.S. company headquartered in New York, with approximately 500
employees, is a leading global provider of managed network communication solutions. The
satellite-based communications products and services that Globecomm offers include pre-
engineered systems, systems design and integration services, managed network services and life
cycle support services. Globecomm’s customers include communications service providers,
commercial enterprises, broadcast and other media and content providers, and government and
government-related entities. As a provider of satellite communications services and systems, this
proposed rule could impact several of its products. For more information, see:
www.globecommsystems.com.
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GLOBEC ’“
1. Comments

Globecomm supports the regulatory efforts to migrate certain computers,
telecommunications equipment, radar and other electronics equipment that are not inherently
military from the United States Munitions List (“USML”) Category XI to the CCL. Globecomm
also strongly supports BIS’ stated intention that this proposed new 600-series should ‘“not
increase the number of destinations to which a license is required, alter the policy under which
license application are reviewed or create any apparent instances of an item that is subject to the
EAR being covered by more than one ECCN.” See 77 Fed. Reg. at 70946. However,
Globecomm is concerned that the proposed new rule could inadvertently control certain products
that are inherently dual use and controlled elsewhere on the CCL, through the use of broad catch-
all language.

Whereas the proposed USML revisions would convert Category XI into a more positive
list, the proposed ECCN 3A611 reverts to the design-intent criteria that the export control reform
initiative is intended to eliminate. In particular, Globecomm notes that the proposed ECCN
3A611, paragraph (a), applies to “any radar, telecommunications, or computer equipment, end
items, or systems ‘specially designed’ for military use....” This design-intent language could
create confusion, for example, as to licensing requirements for communications products that are
presently controlled under ECCNs 5A002, 5A991 or EAR99, and which operate in frequency
bands used by military customers.

Many U.S. companies in the electronics sector, in order to remain economically
competitive in the global market, need to develop products that can be configured to operate in
frequencies for civilian and military applications. It is common for communications systems
configured for military customers to be assembled with commercial-off-the-shelf (“COTS”)
equipment. In such cases, it would be typical for the manufacturer to develop a standard
prototype and then offer the system in whatever frequency range the customer specifies. The
system would perform an identical function and employ the same technology in transmitting and
receiving communications signals, regardless of whether it is set to operate in a traditionally
military-allocated or civilian-allocated frequency band.

The dual use nature of such products is bolstered by the fact that frequency bands
historically designated for military satellite communications (e.g., X-band or Ka-band) are
increasingly becoming commercialized. There have been several CJ rulings issued classifying
X-band and Ka-band components as ECCN 5A002, 5A991 or as EAR99. (See the attached chart
for examples published on the State Department’s website).  If communications equipment
currently controlled under ECCNs 5A002, 5A991 or EAR99 were pulled into the new ECCN
3A611, on the basis of frequency configuration for a military customer, this would have the
effect of increasing controls rather than reforming controls.

Globecomm recommends that paragraph (a) should be clarified to enumerate specific
categories of items, along with particular thresholds and parameters. Globecomm also suggests
that the proposed ECCN 3A611 be modified to explicitly exclude items that are comprised of
commercial available components. A similar exclusion already exists in the USML Category XI,
paragraph (c) for parts and components, and it would be an appropriate carve-out alongside the
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e-mail: info@globecommsystems.com e http://www.globecommsystems.com
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“specially designed” language in ECCN 3A611. To that end, Globecomm proposes the addition
of the following note to the proposed ECCN 3A611:

“Note: This ECCN does not control equipment or systems that are comprised of parts,
components, or accessories in normal commercial use, which operate in a frequency
range allocated for military use.”

Globecomm appreciates this opportunity to submit these comments for consideration. We
would welcome the opportunity to answer any gquestions BIS may have concerning the issues
raised in these comments.

Respectfully submitted,

Catherine Cantasano

Sr. Director of Trade Compliance
Globecomm Systems Inc.
Ccantasano@globecomm.com
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Attachment:

GLOBECOMM

e CJ Chart for Communications Equipment

ATTACHMENT
COMMUNICATIONS EQUIPMENT CJ CHART
Model Name Manufacturer Description CJ Date
Determination

Raptor 45 cm Integral Systems Portable Ultra ECCN 5A991.¢g. 06/24/2011
X-band USAT Inc. (Satcom Small Aperture
(Version 1) Solutions division) | Terminal for

Satellite

Communications
LB61 Series X- | Locus Microwave High Frequency ECCN 5A991.g. 07/14/2011
Band Low Low Noise Block
Noise Block Down Converter
Down
Converter
(LNB) X-Band
Series
Auto-Explorer Globecomm Portable ECCN 5A002 09/06/2011
Ka-band Systems Inc. communication
AUTOXKAC- terminal - sends
1.2 and

receive data

signals via Ka-

band satellite
X-Band Low Locus Microwave High Frequency EAR99 09/21/2011
Noise Inc. Low Noise
Amplifiers Amplifiers
L61000 Series
40 Watt Ka- EM Solutions Pty 40 Watt Ka-Band EAR99 10/18/2011
Band Block Up | Ltd. BUC
Converter 01-
323A
X-Band Feed Overwatch X-band feeds that ECCN 5A991 11/23/2012
Assembly Systems, Ltd. are used on
10A0100 & GATR
12A0100 Technologies’

deployable

SATCOM

antennas
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Northrop Grumman Corporation

NORTHROP GR LPMIMAN Exporl / Import Shared Services
2980 Fairview Park Drive
Falls Church, VA 22042

January 28, 2013

Regulatory Policy Division

Bureau of Industry and Security

U.S. Department of Commerce

14th Street and Pennsylvania Ave., NW
Washington, D.C. 20230

ATTN: Brian Baker
Director, Electronics and Materials Division
Office of National Security and Technology Transfer Controls

SUBJECT: RIN0694-AF64
Dear Mr. Baker:

Northrop Grumman Corporation (Northrop) wishes to thank the Department for the opportunity to comment
on the subject proposed rule. Northrop supports the approach of the Administration to transfer from the
U.S. Munitions List (USML) to the Commerce Control List (CCL) items that may be used in military
applications and may have originally been designed for a military application, but that the President
determines no longer warrant control on the USML, no longer have military uses, or are now used in
military and commercial applications.

We have had discussions with Assistant Secretary Wolf and other Commerce Department personnel in the
course of our review, and offer the following comments:

1) We believe it would be helpful for the Department to further clarify the “order of review” for items
transitioning from the USML to the CCL, once the exporter is assured the items no longer remain
subject to jurisdiction of the Department of State. As we understand from our conversation, if an
item has transitioned to Commerce Department control, first order of review would be “y”

ECCNs for those “600 series” items enumerated within the CCL, then “.x” series ECCNs for those
items specially designed for a commodity controlled by ECCN 3A611 or for an article controlled by
USML Category XI but not enumerated on the USML. In implementation and training materials the
Department creates we believe a decision tree illustrating this “order of review” methodology would
be very helpful, particularly for small and medium size enterprises.

2) We recommend the following changes to the new Microwave *monolithic integrated circuits” (MMIC) power
amplifiers section 3A611.c

a. Replace “Note to paragraph .c.4: See ECCN 3A001.b.2.d for MMIC power amplifiers that are
rated for operation at frequencies exceeding 31.8 GHz up to and including 37.5 GHz.” With new
subsection: ¢.5, Rated for operation at frequencies exceeding 31.8 GHz up to and including 37.5
GHz and with an average output power greater than 0.1 nW ;”. This will be identical to





3A001.b.2.d but will differentiate the military heritage amplifiers. The current recommended
3A611.c.5 and 3A611.c.6 will become 3A611.c.6 and 3A611.¢.7 respectively.

b. Replace “Note 1 to paragraph ¢: See ECCN 3A001.b.2.f for MMIC power amplifiers that are
rated for operation at frequencies exceeding 75 GHz” with new subsection “c.8. Rated for
operation at frequencies exceeding 75 GHz with an average output power greater than 0.1
nW;”. There are significant Military applications at W-Band that might fall through the cracks and
should still be controlled. Also there is significant research into usage of the spectrum above 100 GHz
for various commercial, civil and military sensors, imaging and communication technologies and by
leaving the frequencies open we run the risk of reduced export control of amplifiers design for these
currently unidentified military applications.

3) We recommend the following changes to the new Discrete Microwave Transistor section 3A611.d Replace
“Note 1 to paragraph .d: See ECCN 3A001.b.3.¢ for discrete microwave transistors that are rated for
operation at frequencies exceeding 75 GHz.” with new section “d.6. Rated for operation at frequencies
exceeding 75 GHz with an average output power greater than 0.1 nW ;”. Higher frequency transistors are
typically designed differently to achieve frequencies greater than 75 GHz. In particular above 100 GHz the
structure of the transistor is tailored to the frequency. This addition would allow better export control on these
new devices. There will still be an opening to ask for the transistors to be classified under 3A001.b.3.¢ via a
CCATS, as most of these will probably originate as dual use, versus existing USML items transitioning to the
CCL under the 600 series.

4) The Departments of Defense and Commerce should provide clarifying guidance to industry regarding
relationship and processes for those items that would transition to the 600 series to adhere and obtain
appropriate Department of Defense reviews for those items subject to U.S. Government classified DoD
Instructions, including DoDI 5230.28. If an item is identified in 3A611.x. (or 3A611.f at a trusted foundry),
will be subject to Department of Commerce and eligible for License Exception STA, if a specific export
transaction meets the criteria for STA use. Eligibility to use the License Exception should incorporate
requirement to assure appropriate Department of Defense reviews (separate from export licensing) are
complete.

Northrop Grumman will be pleased to discuss these recommendations further. Please contact me, at (703)
280-4056, or beth.mersch@ngc.com to arrange for any discussions.

Sincerely,

%;/XW[ f WLLZZ}_, %MM

Mary Elizabeth Mersch
Director, Export Operations
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Perry A. Smith
Director, Export and Import
Compliance

Rockwe/ Office of the General Counsel
Collins

400 Collins Road NE
Cedar Rapids, IA 52498
319.295,5396 Fax 319.295.6966
pasmith@rockwellcollins.com

January 28, 2013

Department of Commerce

Regulatory Policy Division

Bureau of Industry and Security

Room 2099B, 14" St. and Pennsylvania Ave. NW.
Washington, DC 20230

ATTN: Mr. Brian Baker
Director, Electronics and Materials Division

Subject: Notice of Proposed Rulemaking, RIN 0694-AF64 (November 28, 2013)
Dear Mr. Baker

Rockwell Collins appreciates the opportunity to provide comments on the proposed rules issued
by the U.S. Department of Commerce (DOC), Bureau of Industry and Security (RIN 0694-
AF64), and by the U.S. Department of State (DOS) (RIN-1400-AD25), published in the Federal
Register on November 28, 2012. The proposed rules describe the articles that warrant continued
control under Category XI (Military Electronic Equipment) of the U.S. Munitions List (USML)
and address how articles that are no longer controlled under Category XI would be controlled
under the Commerce Control List (CCL).

L Corporate Background and Interest in Category XI Proposed Changes

Rockwell Collins, Inc. is a leader in the design, production and support of
communications and aviation electronics for commercial and military customers
worldwide. While our products and systems are primarily focused on aviation
applications, our Government Systems business also offers products and systems
for ground and shipboard applications. The integrated system solutions and
products we provide to our served markets are oriented around a set of core
competencies: communications, navigation, automated flight control,
displays/surveillance, simulation and training, integrated electronics and
information management systems. We also provide a wide range of services and
support to our customers through a worldwide network of service centers,
including equipment repair and overhaul, service parts, field service engineering,
training, technical information services and aftermarket used equipment sales. We
are headquartered at 400 Collins RD NE, Cedar Rapids, lowa 52498 and employ
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I1.

approximately 20,000 individuals worldwide. Our 2012 sales totaled almost $5
billion.

Rockwell Collins appreciates the opportunity to provide comments and supports the
stated intent of the proposed regulatory amendments which is to make the USML and the
CCL a more positive list by creating a clearer “bright line” regarding articles controlled
between the USML and CCL. These changes are intended to advance the national
security objectives of the U.S. by creating greater interoperability with U.S. allies,
enhancing the defense industrial base and allowing the government to focus its resources
on controlling and monitoring the export and re-export of more significant products and
technology.

Given the majority of Rockwell Collins’ defense products are captured within Category
XI of the USML, we are very much interested in ensuring the changes being proposed not
only further the national security objectives of the export control reform initiatives, but
also allow for efficient international trade activities in the future.

Comments

Overall, while we believe the changes to Category XI of the USML create a clearer
“bright line” between what should be controlled under the USML and CCL, many of our
products will continue to require licensing in the future. A key change being made within
the proposal is the move of parts, components and accessories from category XI(c) of the
USML to the CCL 600 series which will generally require a DOC license (or EAR
exception) to export. We view this change only as a shift in licensing from one agency
(DOS) to another (DOC). Rockwell Collins has a significant number of category XI(c)
items that we believe will move to the CCL 600 series. As discussed further below, we
believe the proposed changes will cause a significant increase in our overall licensing
volume. This scenario runs counter to the stated objectives of export control reform.

A. Licensing

For items moving from USML Category XI — Military Electronics to the CCL, Rockwell
Collins has reviewed the impact of the proposed changes on its licensing activities.
While we recognize that parallel efforts are underway to revise the regulations to address
dual licensing and ITAR exemption/EAR exception differences, these revisions have not
yet become effective. Therefore, our analysis was based upon how the proposed ITAR
changes to USML Category XI articles would affect Rockwell Collins given the EAR as
it exists today.

Our analysis led us to conclude that:
e The total number of licensing actions required by Rockwell Collins” Export

Licensing Department would increase by ~30%. This takes into account the
number of DOS licenses that would still need to be processed, the number of
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DOC licenses that would be required under the proposed reforms (assuming no
change to the EAR as it is written today) and the number of transactions (or
partial transactions) that would qualify for processing under the STA exception.
The STA exception, while reducing the number of DOC licenses required, would
still require administrative effort by Rockwell Collins® Export Licensing
Department to satisfy all the documentation requirements of the exception.
Therefore, this additional administrative effort was treated as a “licensing action”
for each transaction to which it was applicable.

“Systems” (made up of both ITAR-controlled equipment and the new CCL 600
series items) could face dual licensing requirements in the future. An ITAR-
controlled item that remains in Category XI after the proposed reforms become
effective would continue to require a DOS license, while CCL 600 series items
that make up the remainder of the system may require a DOC license.

In the situation described above, many of Rockwell Collins’ foreign customers
could be negatively impacted. This conclusion was based upon our analysis that
for the time period studied, DOS hardware license requests experienced a 15-day
approval cycle, while DOC hardware license requests experienced a 45-day
approval cycle. Unless DOC license cycle times are dramatically reduced,
Rockwell Collins’ customers could have to wait, on average, an additional 30
days to receive their complete systems. This would be particularly troublesome in
cases where Rockwell Collins is responding to certain customers’ “AOG”
(Aircraft on Ground) situations. Today, the Category XI articles that Rockwell
Collins exports in these situations require DOS licenses that are often approved in
less than one week. In the future, unless the same transactions qualify for the
STA (or some other EAR) exception, it could take more than a month to receive
approval of comparable DOC licenses, given current DOC processing times.

Many items that Rockwell Collins exports today under either the “Repair
Exemption” (ITAR § 123.4(a)(1)) or the “Low Dollar Value Exemption” (ITAR §
123.16(b)(2)) would move to the CCL. Because corresponding equivalent license
exceptions do not currently exist under the EAR (though we recognize some
changes have been proposed), a majority of these transactions that do not require
a license today would, in the future, either require a DOC license or qualify for
the STA exception (which is more administratively burdensome than the current
ITAR exemptions).
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To the extent that the Departments of State and Commerce have not already addressed
these concerns, Rockwell Collins recommends the following:

e DOS allow license requests it receives to include CCL “license required” articles
that are part of the same order as the ITAR articles being licensed, thereby
eliminating the need for dual (DOS and DOC) licensing on one transaction. This
would reduce the burden on both the U.S. Government and on industry when
licensing USML articles and associated CCL parts and components.

e Increase staffing levels and/or make enhancements to licensing processes at the
DOC in order to reduce the current approval cycle times, and to prepare for an
expected increase in the number of license requests it receives. U.S. Government
agencies involved in the review and approval of DOC licenses should be included
in any efforts by the DOC to streamline their processes. To the extent possible,
leverage lessons learned and best practices from the DOS, as they have
significantly reduced their cycle times over the past six years.

e Regarding the STA exception, give consideration to one or both of these
recommendations:

o Provided national security concerns are appropriately addressed, expand
the list of countries for which the STA exception would be available to
help minimize the number of DOC license applications required.

o Eliminate the “consignee statement” requirement entirely (or at least for
exports to NATO countries) to significantly reduce the administrative
burden on industry when using this exception. The statement is similar to
a DSP-83 “Nontransfer and Use Certificate” form, which is required today
for the export of Significant Military Equipment (SME), but not for non-
SME articles (XI(c) items), the majority of which are slated to move to the
CCL 600 series.

e Ensure that all license exemptions available under the ITAR today (particularly
ITAR § 123.4(a)(1) and ITAR § 123.16(b)(2)) have reciprocal licensing
exceptions under the EAR. Another, perhaps simpler, option may be to create one
DOC license exception that authorizes the use of existing ITAR exemptions to
export 600-series CCL parts and components.

B. Category XI USML Changes

Rockwell Collins believes the proposed reforms to the USML Category X1 — Military
Electronics (RIN-1400-AD25), goes a long way towards the government’s goal of
establishing a positive list that draws a “bright line” between the USML and the CCL.
We believe the changes set forth in the Department of State’s proposed rule (RIN 1400—
AD2S5), for the most part, articulate the equipment and technologies the government feels
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warrant the more stringent controls offered by the ITAR. We believe this will lead to
more accurate export classifications and license applications by the defense industries
impacted by the proposed changes.

However, we have some concerns on the language of “specially designed”. Like many
other categories of the USML, the proposed changes to Category XI contain extensive
use of the phrase “specially designed”. The proposed definition of “specially designed”
is only in draft form, so our comments hinge on the final definition of this phrase and
how clearly it articulates the articles it encompasses. The current proposed definition
continues to be too broad in that it would allow items to be captured unintentionally as
defense articles. We believe that the definition should focus more precisely on changes
that relate directly to the ‘unique military functionality/capability’ of the defense article.
Form or fit differences only should not cause the item to be captured as a defense article.

C. CCL Changes

Rockwell Collins believes the proposed reforms to the Export Administration
Regulations (EAR) CCL (RIN 0694-AF64) are, by and large, positive; but believe some
changes will lead to confusion and the potential for misclassification of certain
commodities. Our specific comments on the proposed changes follow.

e We believe including computers, telecommunications equipment, radar “specially
designed” for military use, parts, components, accessories, and attachments
“specially designed” therefor, and related software and technology in the new
3A611,3B611,3D611, and 3E611 categories will lead to confusion and
misclassification/licensing of controlled items. Rockwell Collins believes
military computers, telecommunication devices, and radars should be placed in
the appropriate existing CCL categories as 611 items. For example, military
computers and related test equipment, software and technology that no longer
warrant ITAR controls should be moved to ECCN 4A611, 4B611, 4D611 and
4E611. Likewise, telecommunication devices no longer controlled by the ITAR
should be transferred to CCL in category 5A611, and radars in CCL category
6A611.

e Rockwell Collins believes the proposed CCL category 3A611.c, controlling
microwave monolithic integrated circuit (MMIC) power amplifiers, and 3A611.d
controlling discrete radio frequency transistors is a positive move that clearly
defines the articles covered.

* As stated previously, we believe the proposed CCL category 3A61 1.¢ controlling
high frequency (HF) surface wave radar capable of “tracking” surface targets on
oceans will lead to confusion and misclassification. We believe a better move
would be to control these device in a new ECCN in category 6 (ECCN 6A611).
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Rockwell Collins believes the proposed CCL category 3A611.1f, controlling
microelectronic devices and printed circuit boards that are certified to be a
“trusted device” from a defense microelectronics activity (DMEA) accredited
supplier is a positive move that clearly defines the articles covered.

Rockwell Collins believes the proposed note in CCL category 3A611.x, clarifying
that electronic parts, components, accessories, and attachments that are “specially
designed” for military use that are not enumerated in any USML Category but are
within the scope of a “600 series” ECCN are controlled by that “600 series”
ECCN appears contrary to the reasoning used to include Military Computers,
Telecommunication devices , and Radars in category 3A611, and further clouds
exactly where electronic components should be classified.

Rockwell Collins believes the proposed CCL category 3A611.y, controlling items
of little or no military significance and imposing AT1 controls is not needed. We
believe items of little or no military significance should be controlled in existing
categories of the CCL that are appropriate to the particular device(s).

Rockwell Collins believes the proposed changes to ECCN 3A101.a covering
analog-to-digital converters is a positive change, however it seems to be
inconsistent with the other proposed reforms which move military electronics in
ECCN 3A611, and will add confusion if other reforms are implemented as
proposed.

Rockwell Collins believes the proposed rule revising the Related Controls
paragraph in ECCN 5A001 to provide more detailed references to
telecommunications equipment subject to the ITAR under USML Categories XI
and XV, while maintaining references to ECCNs 5A101, 5A980, and 5A991 is a
positive move, that is clearly and well defined. However, this change seems
inconsistent with the proposed changes putting military telecommunications
equipment that no longer warrant ITAR controls into category 3A611.

Rockwell Collins believes the proposed addition of three new cross reference
ECCNs, created to alert readers that computers, telecommunications equipment,
and radar—and parts, components, accessories and attachments “specially
designed” therefor are controlled by ECCN 3A611 (if specially designed for
military use) in CCL Categories 4, 5 (Part 1) and 6, respectively (new cross
reference ECCNs and the Categories in which they would appear are: 4A611,
Category 4; 5A611, Category 5, Part 1; and 6A611, Category 6) would not be
needed if these devices were placed there . We believe placing these devices in
their appropriate categories of the CCL is the best way to reduce confusion and
misclassification of these articles.
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IT1.

D. Grace Period

Rockwell Collins’ assessment of the proposed changes to category XI shows we have a
significant number of parts, components and accessories currently captured within
category XI(c) of the USML. We believe the majority of these category XI(c) items will
be moving to the new CCL 600 series. The task of evaluating each of these items to
determine the appropriate CCL classification they should be moved to once final rules are
published will be significant. To allow adequate time to address these changes, along
with licensing and other related process changes required, a minimum grace period of at
least six months would help ensure that industry has the time necessary to properly
comply with the new regulations.

Conclusion

As drafted, the proposed changes to Category XI represent a positive step forward in
establishing a clearer/bright line between the USML and CCL. However, as noted above,
unless further changes are made in other parts of the regulations to 1) clarify the
“specially designed” definition, 2) create a mechanism to eliminate dual licensing, and 3)
create comparable license exceptions within the EAR, we believe the proposed changes
have the effect of only shifting licensing from one agency to another, and potentially
increasing the overall licensing and administrative effort required to conduct defense
trade.

Rockwell Collins is fully committed to supporting the Administration’s efforts in moving
export control reform forward. We greatly appreciate the opportunity to provide
comments to the proposed changes.

If you have any questions or would like to discuss the comments provided above, feel free to
contact me directly at 319-295-5396, or via email at pasmith@rockwellcollins.com.

Sincerely, ﬁ

Perry A. Smith
Director, Export and Import Compliance
Rockwell Collins, Inc.
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January 28, 2013

Mr. Timothy Mooney

Regulatory Policy Division

Room 2099B

Bureau of Industry and Security

U.S. Department of Commerce

14th Street & Pennsylvania Ave., N.W.
Washington, D.C. 20230

Re: Revisions to the Export Administration Regulations Pertaining to
Control of Military Electronic Equipment and Related Items the President
Determines No Longer Warrant Control Under the United States
Munitions List (Federal Register Notice of November 28, 2012;
(RIN 0694-F64)

Dear Mr. Mooney:

The Semiconductor Industry Association (“SIA”) is the premier trade association
representing the U.S. semiconductor industry. Founded in 1977 by five microelectronics
pioneers, SIA unites over 60 companies that account for nearly 90 percent of the semiconductor
production of this country. The semiconductor industry accounts for a sizeable portion of
U.S. exports.

SIA is pleased to submit the following public comments in response to the request for
public comments issued by the Commerce Department’s Bureau of Industry and Security
(“BIS”) on proposed revisions to the Export Administration Regulations (“EAR”) pertaining to
control of military electronic equipment and related items (“Proposed Revisions”).!

Central to the Proposed Revisions is the definition of “specially designed.” Indeed, it is
difficult to gauge the impact of the Proposed Revisions without knowing the definition of that
term. Accordingly and in light of its particular importance to the semiconductor industry, SIA’s
comments focus on that definition.

As noted in SIA’'s comments submitted in response to BIS’s proposed “specially
designed” definition,? SIA has serious concerns about the “catch and release” structure of the
revised proposed “specially designed” definition. In particular, SIA is concerned that the
“release” portions of the proposed definition will fail to exclude from the definition many
integrated circuits (“ICs”) that are not specially designed for controlled end items.

! Revisions to the Export Administration Regulations (EAR): Control of Military Electronic Equipment and Related
Items the President Determines No Longer Warrant Control Under the United States Munitions List (USML), 77
Fed. Reg. 70,945 (Nov. 28, 2012) (“Proposed Revisions™).

2 SIA, Comments on Proposed “Specially Designed” Definition, RIN-0694-AF66 (Aug. 3, 2012).

1101 K Street NW, Suite 450 Washington, DC 20005
p: 202-446-1700  www.sia-online.org
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Prior to finalizing the “specially designed” definition, BIS should:

o Include in subsection (a)(1) of the definition application-specific
components of end items for which the control parameters or character
can be ascertained;

o Restrict the “necessary” standard for components set forth in subsection
(a)(2) to components for which there is no basis to assess the controlled
parameters or character of the end item in which the component is

incorporated;

o Create a note that provides an appropriate industry definition of ASICs;
and

° Eliminate reference in subsection (b)(3) to “form and fit” for components

of equivalent performance

These changes would properly reduce the scope of the “catch” in the proposed
definition. They would also sharpen the exceptions in a more systematic way that is
consistent with the derivative nature of components and reliant on widespread industry
practice and understanding.

Of particular concern is the inclusion of “form,” and “fit” in the language of
paragraph (b)(3) of the proposed definition. For ICs, form and fit do not affect, nor are
they a part of, design.

The four major steps in the design and manufacturing process for ICs are design,
wafer fabrication, assembly/packaging, and testing. These steps are discrete and
sequential. The design of an IC takes place and is completed before the wafer
manufacturing step takes place. The final IC design is reflected in the wafers produced
as a result of the wafer fabrication process and the die or “chips” on the wafers.
Importantly, both the design and function of the IC is final at this time point in time — i.e.,
at the point at which IC design is completed.

Wafer fabrication employs the IC design to produce individual die or “chips” on a
semiconductor wafer, resulting in an IC. At that point the functionality of the IC exists in
a useable form and is final. Assembly/packaging and testing have no impact on the
functionality of the IC. While packaging and testing are part of the overall manufacturing
process, they are not part of the IC design process and do not represent a modification
of the original design reflected on the die or “chips” produced during the wafer fabrication
step.

If the original IC circuit design was not “specific” to a controlled end use
application, it is appropriate next to determine if the original circuit design of the IC was
subsequently “modified” for a “specific’ controlled end use application. (Such
modification is known in the semiconductor industry as a die “revision” or a die “spin.”)

In examining whether an IC is “specially designed” it is inappropriate to examine
the processing, packaging and testing of the IC, as those steps have no impact on the
functionality of the IC or on its design characteristics.

1101 K Street NW, Suite 450 Washington, DC 20005
p: 202-446-1700  www.sia-online.org
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In short, two ICs that have the same design, function or performance capabilities
based upon that same design should be deemed to be identical and therefore worthy of
the same control status, regardless of any differences in form and fit between the two
ICs. In addition, for the semiconductor industry, different part numbers do not signify
different “models” or “versions” of the part when the parts share the same basic
performance and capability based upon the common die/chip used in each of the
specific parts with different numbers.

Given the reality that the form and fit of an IC do not and cannot alter the specific design
and hence the functionality of the IC as contained in the die, form and fit should be eliminated in
subsection (b)(3) of the revised proposed definition.

SIA urges BIS to simplify and clarify the “specially designed” definition such that the
definition captures the natural meaning of that term in a positive fashion without any need for
overreaching exclusions or exceptions. SIA also maintains that it is both logical and feasible to
tie the control of a “specially designed” component to the related end item, but only to the extent
that the “specially designed” component is peculiarly responsible for the controlled parameters
or the controlled character as a whole of the end item.

If BIS for whatever reason chooses not to implement SIA’s recommendations for all
components, then, at a minimum, BIS should implement targeted modifications or additions to
the Proposed Definition (e.g., through a targeted Note to the definition) such that SIA’s
recommendations are implemented with respect to ICs. SIA strongly supports a semiconductor-
specific note to the specially designed definition (a) which clarifies that, as applied to
semiconductors, specially designed shall apply only to ASICs that are peculiarly responsible for
achieving or exceeding the controlled parameters of end items into which they are incorporated.
Further if “form and fit” are retained in (b)(3) we would strongly support a semiconductor-specific
note which clarifies that, as applied to ICs, “form” and function should be determined at the
wafer level when the design of the device is fully realized. “Fit” should be determined by
accessing the pin out attached to the die.

SIA appreciates the opportunity to comment on the Proposed Revisions and looks
forward to continuing its cooperation with the U.S. Government on this subject. Please feel free
to contact the undersigned or SIA’s counsel, Clark McFadden of Orrick, Herrington & Sutcliffe
LLP, if you have questions regarding these comments.

Cynthia Johnson David Rose

Co-Chair, SIA Trade Compliance Committee Co-Chair, SIA Trade Compliance
Committee

OHSUSA:752868374.1
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WHERE THE FUTURE BEGINS

January 28, 2013

Sent via email to: publiccomments@bis.doc.gov

Regulatory Policy Division

Bureau of Industry and Security

U.S. Department of Commerce

Room 2099B

14th Street and Pennsylvania Avenue NW
Washington, DC 20230

Subject: RIN 0694-AF64

Proposed Rule - Revisions to the Export Administration Regulations (EAR): Control of
Military Electronic Equipment and Related Items the President Determines No Longer
Warrant Control Under the United States Munitions List (USML)

Dear Sir or Madam:

Thank you for the opportunity to provide comments on this proposed rule which describes how
certain articles the President determines no longer warrant control under the USML would be
controlled on the Commerce Control List (CCL). Those articles and the USML categories under
which they are currently controlled are: Military electronics (Category XI) and certain cryogenic
and superconductive equipment designed for installation in military vehicles and that can operate
while in motion (Categories VI, VII, VIII, and XV). Military electronics and related items
would be controlled by new Export Control Classification Numbers (ECCNs) 3A611, 3B611,
3D611, and 3E611 proposed by this rule. Cryogenic and superconducting equipment for military
vehicles and related items would be controlled under new ECCNs 9A620, 9B620, 9D620, and
9E620. This proposed rule also would amend ECCNs 7A001 and 7A101 to apply the missile
technology reason for control only to items in those ECCNs on the Missile Technology Control
Regime (MTCR) Annex.

This is one in a planned series of proposed rules describing how various types of articles the
President determines, as part of the Administration's Export Control Reform Initiative, no longer
warrant USML control, would be controlled on the CCL and by the EAR. This proposed rule is
being published in conjunction with a proposed rule from the Department of State, Directorate of
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Defense Trade Controls, which would amend the list of articles controlled by USML Category
XI. Please accept the following comments on behalf of TechAmerica.

New 3X611 Series of ECCNs

TechAmerica believes that including military electronics in this series that would naturally fall
under other categories of the CCL were they not for military use would be confusing and should
be included in their respective categories, such as Computers under Category 4,
Telecommunications and Information Security under Category 5, and Sensors and Lasers under
Category 6.

3A611.c

We note that Monolithic Microwave Integrated Circuits (MMICs) power amplifiers controlled
under 3A001.b.2 have a higher operating frequency than the MMICs controlled under 3A611.c.
Therefore, we suggest that ECCN 3A611.c operating frequencies be raised to at least 3.2 GHz.

3A611.d

We believe that the description under 3A611.d, “Discrete Radio Frequency Transistors” should
be the same as 3A001.b.3 “Discrete Microwave Transistors.” We also note that the Discrete
Radio Frequency Transistors have a higher operating frequency than the Discrete Microwave
Transistors controlled under 3A001.b.3. Therefore, we suggest that ECCN 3A611.d operating
frequencies be raised to at least 3.2 GHz.

3A611.y

“Items of little or no military significance that would be controlled only for AT1 reasons.” This
entry may cause confusion with items already controlled under other categories and may increase
controls on products previously classified as EAR99.

3D611

TechAmerica would like to suggest that ECCN 3D611 be revised to be consistent with the EAR
interpretation of “use” in this section or should only control “development” and “production.” If
the intent is to control “use” technology then it must meet all 6 elements of “use”. Otherwise,
this may cause confusion in the interpretation and a roll-back from the Bureau of Industry and
Security’s (BIS) determination under Federal Register, Volume 71, No 104 of Wednesday, May
31, 2006.

3E611

This ECCN currently states it would impose controls on “technology” “required” for the
“development,” “production,” operation, installation, maintenance, repair, or overhaul of
commodities or software controlled by 3A611, 3B611, or 3D611 (except technology for

2





3A611.y, 3B611.y and 3D611.y), which would be controlled for AT1 reasons only. To be
consistent with other EAR ECCN entries, this section should be rewritten to state...for the
“development,” “production,” or “use.....” Otherwise, this may cause confusion in the
interpretation and a roll-back from BIS’s determination under Federal Register, Volume 71, No
104, of Wednesday, May 31, 2006.

Thank you once again for the opportunity to provide comments on this proposed rule.

Sincerely,

Ken Montgomery
Vice President, International Trade Regulation






Comments from United Technologies Corporation (“UTC”) on November 28, 2012
Proposed Rule concerning “Revisions to the Export Administration Regulations
(EAR): Control of Military Electronic Equipment and Related Items the President
Determines No Longer Warrant Control Under the United States Munitions List
(USML)”

3A611

UTC welcomes the proposed addition of the Note in Related Controls to 3A611
clarifying that electronic items "“specially designed" for military use that are not
enumerated in any USML Category but are within the scope of a ""600 series” ECCN
are controlled by that “'600 series" ECCN. This will provide needed clarification.

However, the explanatory text of the proposed rule (FR page 70947, middle column,
bottom paragraph) describes the note as applying to *...ECCN 3A611.x clarifying that
electronic parts, components, accessories, and attachments that are ““specially
designed" for military use...” The proposed wording in Supplement No. 1 to Part 774 for
3A611 note (2) is not specific to *.x’, and also uses the much broader ‘items’ than the
explanatory text’s more limited ‘parts, components, accessories, and attachments.’

UTC supports the more general wording in the proposed regulation text, and suggests
revising the explanatory text to avoid confusion.

3A611.f ‘Trusted devices.’

This entry would control items not necessarily made for military use, but for an
otherwise crucial use (e.g., infrastructure, communications, or financial security, medical
devices, etc.) It is reasonable that there is a National Security interest in making sure
military devices are Trusted, but that does not imply that all Trusted devices should be
in some way Military specific. Unlike encryption technology which is a direct
impediment to authorized National Security activities, allowing the dissemination of
Trusted devices does not adversely impact National Security activities. It is reasonable
that having Trusted components being widely available would be a worthy goal.

If Trusted devices are not controlled under 3A611.f, then the “equipment”, “software”,
and “technology” for such devices would also not be controlled. This is reasonable, as
there is no performance difference between a Trusted and non-Trusted device; the
difference is in the control of the processes used to produce the device.

Of note,
A ““trusted device" is a produced under accredited defense microelectronics activity

(DMEA) procedures at a trusted foundry,” a ““trusted source,” or an ~"accredited
supplier.”





A ““trusted foundry" is a semiconductor foundry that is accredited through DMEA to be a
trusted source for the following services: design, foundry services, packaging,
assembly, and test. A ““trusted source," or DMEA "accredited supplier,” is a source or
supplier that is accredited through DMEA to be a trusted source for the following
services: design, foundry services, packaging, assembly, and test.

The DMEA Trusted IC supplier accreditation program has accreditation plans for many
types of services, as listed above. Itis common in the Industry for specialization of
services, so it is unlikely, or at least unwieldy for a single source or supplier to provide
all these services. Therefore, we recommend the wording be changed to “accredited
through DMEA to be a trusted source for any of the following services: design, foundry
services, packaging, assembly, or test.”






William Arvin

From: Arvikar, Ram <rarvikar@vectron.com>
Sent: Saturday, December 22, 2012 6:18 PM
To: PublicComments

Subject: RIN 0694-0045

Request to review and add crystals and crystal oscillator components to the proposed category 3A611.y

Vectron International (http:// www.vectron.com) is a leading manufacturer of crystals and crystal-based oscillators for
use in commercial telecommunications applications as well as in defense articles. These components are used primarily
as timing devices in diverse range of applications in both military and defense applications. When used in defense
applications these components utilize the same circuit design and manufacturing process as those used for
telecommunications markets but may undergo additional testing and screening because of the higher levels of
robustness (e.g. in order to survive higher levels of shock and vibration) and reliability requirements.

Since oscillators are generally not explicitly identified as ITAR controlled components when associated with defense
articles in any category on the USML, a clear determination as to their status, whether ITAR-controlled or EAR-
controlled, is always in doubt. Vectron has previously applied and received Commodity Jurisdiction rulings that have
ruled some oscillators as controlled under EAR (e.g. oscillators listed on the QPL under M55310 designations, fixed-
frequency oscillators intended for space applications). On the commerce CCL side, references to crystal oscillator are
few. Oscillators which typically utilize bulk acoustic and surface acoustic wave devices, can be classified based on certain
special characteristics such as frequency (3A001.c.1: Surface acoustic wave devices exceeding 6 GHz or 3A001.c.2: bulk
acoustic wave devices exceeding 6GHz) and low phase noise threshold as per 3A001.b(10), but generally many other
types of oscillators are not listed as controlled on the CCL. Oscillators are commercially available from a variety of
sources both in the U.S. and from many foreign sources in China, Taiwan, Korea, Japan, Russia, New Zealand to name a
few. Vectron regularly imports and sells “COTS” oscillators made by off-shore suppliers to many defense customers.

In response to the Proposed rule RIN 0694-AF6, Vectron would like to propose that crystals and crystal oscillators used
as components in articles enumerated under Category XI Military Electronics, be explicitly listed in the category 3A611.y.
Vectron has designed and supplied oscillators for use in military radars and radios but as previously mentioned these
components use the same design as those designed for commercial telecomm applications as frequency control
devices. Since several other types of electronic devices such as MMIC and microwave transistors are being proposed to
be listed in the Category 3A611.a and 3A611.b and in 3A611.y, Vectron believes inclusion of crystals and crystal
oscillator in the proposed category would go a long way in clarifying the jurisdiction status of these commodities.

Vectron supports and is encouraged by the progress made to date under the Export Control Reform Initiative and the
work that has been accomplished to establish a clear “bright line” demarcation between items that are commercial, and
sensitive items that should be controlled for national security reasons.

Vectron would be pleased to provide any additional information or data required in support of our proposal (Ram
Arvikar, Tel: 603-577-6860, rarvikar@vectron.com)






Ram Arvikar | Quality & Corp. Compliance | Vectron International | ( 603-577-6860 | rarvikar@Vectron.com
<mailto:SVakharia@Vectron.com>







January 14, 2013

To: publiccomments@bis.doc.gov

cc: DDTCResponseTeam@state.gov

From: William A. Root waroot23@gmail.com, tel. 301 987 6418

Subject: Military Electronic Equipment RIN 0694-AF64 and RIN 1400-AD25

The following comments respond to the subject proposed rule 28 RIN 0694-AF64, which
appeared in the Federal Register on November 28, 2012. Some of them are also relevant to the
proposed revision of USML Category XI RIN 1400-AD, which also appeared in the Federal
Register on November 28. They address ambiguities between the CCL and the USML, within the
CCL, and within the USML.

My January 3, 2013, comments on the Category XI proposal identified 14 overlaps between
proposed Category XI and existing CCL coverage. Four more have since been discovered
(X1(a)(10) vs. 2A984, Xl(a)(13) vs. 5A001.e, XI(c)(4) vs. 3A001.e.2, and XI(c)(10)(vii) vs.
6A103). The November 28 BIS proposed rule states that one of the reform goals is to ensure that
items currently EAR controlled are not unintentionally made ITAR controlled. There is no
indication in either of the November 28 rules that any of these 18 overlaps were intentionally
proposed to be transferred from EAR to ITAR. Attachment 1 to this letter suggests how to
eliminate these 18 overlaps.

Attachment 2 suggests how to eliminate ambiguities in the November 28 CCL rule.

Attachment 3 suggests how to eliminate other CCL ambiguities believed to be relevant.. Many of
these arise from statements in the CCL concerning Department of State jurisdiction.





Attachment 1

How to Eliminate 18 Overlaps in Proposed Category XI with Existing CCL Coverage

XI(a)(1)(i)(B) Underwater acoustic systems operating frequency less than 20 kHz
Overlaps 6A001.a.1.b.1 and a.1.b.2
Delete XI(a)(1)(i)(B). See #16 re XI(c)(11) below.

XI(a)(1)(i)(D) Underwater acoustic systems real-time processing

Overlaps 6A001.a.2.c and a.2.f

Either delete X1(a)(1)(i)(D) or add to XI(a)(1)(i)(D) technical specifications to describe
types of real-time processing other than, or a subset of, a.2.c and a.2.f which would be
ITAR-controlled. If the latter:

add to Xl1(a)(1)(i)(D) cross references to 6A001.a.2.c and a.2.f; and

add to 6A001 “not controlled by XI(a)(1)(i)(D).”

Xl(a)(1)(v) submarine communications

Overlaps 5A001.b.1 and 8A002.d.1

Either delete XI1(a)(1)(v) or add to XlI(a)(1)(v) technical specifications to describe types
of submarine communications other than, or a subset of, 5A001.b.1 or 8A002.d.1 which
would be ITAR-controlled. If the latter:

add to Xl(a)(1)(v) cross references to 5A001.b and 8A002.d.1; and

add to 5SA001 and 8A002 “not controlled by XI(a)(1)(v).”

XI(a)(3)(i) airborne radar that tracks targets

Overlaps 6A008.g, 6A108.b, and 6A998.a

Either delete X1(a)(3)(i) or add to XI(a)(3)(i) technical specifications to describe types of
airborne radar other than, or a subset of, 6A008.g which would be ITAR-controlled. If the
latter:

add to X1(a)(3)(i) cross references to 6A008.9, 6A108.b, and 6A998.4;

add to 6A008 and 6A108 “not controlled by XI(a)(3)(i)”; and

add to 6A998 “not controlled by XI(a)(3)(1), 6A008, or 6A108.”

Xl(a)(3)(ii) Synthetic aperture radar (SAR)
Overlaps 6A008.d
Delete XI(a)(3)(ii)

Xl(a)(3)(iii) Inverse synthetic aperture radar 1ISAR)
Overlaps 6A008.d
Delete XI(a)(3)(iii)

Xl(a)(3)(xii) Radar incorporating pulsed operation with electronic steering of transmit
beam in elevation and azimuth





10.

11.

Overlaps 6A008.¢e incorporating “electronically steerable phased array antennae” and
6A008.k having “signal processing” subsystems using “pulse compression” and having
any of the following: ...

Either delete XI(a)(3)(xii) or add to XI(a)(3)(xii) technical specifications to describe
types of pulsed operation with electronic steering other than, or a subset of, 6A008.e or .k
which would be ITAR-controlled. If the latter:

add to XI(a)(3)(xii) cross references to 6A008.e and .k; and

add to 6A008 “not controlled by XI(a)(3)(xii).”

Xl(a)(3)(xvii) ... pulse Doppler processing where any single Doppler filter provides a
normalized clutter attenuation of greater than 50 dB.

Overlaps 6A108.a Note .d Radar and laser radar systems designed or modified for use in
“missiles” includes Doppler navigation equipment (6A108.a is DOS jurisdiction if for
“missiles” or for items on USML per Related Controls (2))

Differs from existing USML XV.e Note 9, which specifies that space qualified laser radar
is CCL and not USML unless for military applications.

Revise heading of XV.e Note to read: “The following are included in XV.e if for military
use:”

revise XV.e.Note 9 to add “ (also see CCL 6A108.a) ”

add to Xl(a)(3)(xvii) cross reference to 6A108.a Note .d

delete 6A108 Related Controls (2) DOS jurisdiction statement
add to 6A108.a “not controlled by XI(a)(3)(xvii) or XV.e Note 9".

Xl(a)(3)(xxix) Radar and laser radar systems for IV.a.1 (missiles) or VIll.a.5 or a.6
(unarmed or armed UAVS)

Differs from existing USML XV.e Note 9, which specifies that space qualified laser radar
is CCL and not USML unless for military applications.

Overlaps 6A008.j ... “laser” radar ... having any of the following: ...

Overlaps 6A108.a radar and laser radar systems designed or modified for use in
“missiles”, which are DOS jurisdiction if for “missiles” or for items on USML per
Related Controls (2)

Revise heading of XV.e Note to read: “The following are included in XV.e if for military
use:”

revise XV.e.Note 9 to add “ (also see CCL 6A008.j and 6A108.a) ”

add to Xl(a)(3)(xxix) cross references to 6A008.j and 6A108.a

delete 6A108 Related Controls (2) DOS jurisdiction statement

add to 6A008.j and to 6A108.a “not controlled by XI(a)(3)(xxix) or XV.e Note 9".

Xl(a)(5)(iv) systems suppressing compromising emanations of information bearing
signals

Overlaps 5A002.a.4

Delete XI(a)(5)(iv)

X1(2)(10) detection of concealed weapons





12.

13.

14.

Overlaps 2A984, 2D984, 2E984 Concealed object detection equipment with specified
frequency and spatial resolution and software and technology therefor (all marked DOS
jurisdiction)

If Export Control Reform does not change 2A984 substance and jurisdiction, it should be
deleted from the CCL and be added to proposed XI(a)(10

Xl(a)(13) direction finding equipment for determining bearings to specified
electromagnetic sources or terrain characteristics for missiles or armed or unarmed UAVs
Overlaps 5A001.e radio direction finding > 30 MHz, instantaneous bandwidth > 10 MHz,
and finding line of bearing to non-cooperative radio transmitter with signal <1 ms
(marked DOS jurisdiction)

Delete 5A001 statement of DOS jurisdiction for 5A001.¢;

add to 5A001.e “not controlled by USML XI(a)(13);

add to XI(a)(13) “(also see SA001.¢e)”.

XI(b)(3) systems for measurement and signature intelligence
Overlaps 1A101, 1C101, 1D103, 1E101 Devices for reduced observables such as radar
reflectivity, ultraviolet/infrared signatures and acoustic signatures usable in “missiles”
and their subsystems and software and technology therefor (LA101, 1C101, and 1D103,
but not 1E101, marked DOS jurisdiction for similar items)
In XI(b)(3), add for rockets, missiles, or UAVs with 300 km “range”;
In X1(b)(3), add cross reference to 1A101, 1C101, 1D103, 1E101;
1A101 and 1C101, change “missiles” to rockets, missiles, or UAV's with 300 km “range”
and specify the subsystems for consistency with MTCR 17.A.1;
Delete DOS jurisdiction statements in 1A101, 1C101, and 1D103,
add to 1A101 and 1C101 “not controlled by USML XI(b)(3)”;
(The result would be DOC jurisdiction for signature systems “for” other purposes
which, nevertheless, are “usable in” rockets, missiles, or UAVs with 300 km
“range.”)

X1(c)(4) high energy storage capacitors with technical characteristics
Overlaps 3A001.e.2 high energy storage capacitors with different technical

characteristics
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Add to 3A001.e.2 “not controlled by USML Category XI(c)(4)”
Add to XI(c)(4) “see also 3A001.e.2"

X1(c)(10)(vii) radomes to withstand thermal shock

Overlaps 6A103 radomes to withstand thermal shock with different technical
characteristics (marked DOS jurisdiction)

Overlaps 6D003.h.2 software for radomes to protect electronically steerable phased array
antenna and resulting in antenna pattern with specified average side lobe level

MTCR 18.A.3 radomes to withstand thermal shock greater than XI1(c)(10)(vii) technical
parameters usable in protecting rocket systems and UAVs against nuclear effects and
usable for “missiles”





16.

17.

18.

Delete 6A103;

Expand XI(c)(10)(vii) to conform with all of MTCR 18.A.3;
add to XI(c)(10)(vii) cross reference 6D003.h.2;

add to 6D003.h.2 cross reference to XI(c)(10)(vii)

XI(c)(11)... hydrophones having any of the following:
XI(c)(11)(, ii, iii, iv, v, vi) are identical to 6A001.a.1.b.1,2,3,4,5,6.
Delete X1(c)(11)

(There is no DOS jurisdiction carve-out from 6A001.)

Xl(c)(12) Components containing piezoelectric materials for underwater items controlled
by (c)(11)

Overlaps 6A001.a.1.c, a.2.a.3.b, and a.2.a.3.c; also overlaps 1A001.b

Delete X1(c)(12) and delete 1A001 Related Controls (1).

(There is no DOS jurisdiction carve-out from 6A001. The statement in
1A001 Related Controls (1) (“Items specially designed or modified for missiles or
for items on the U.S. Munitions List are subject to the export licensing authority
of the U.S. Department of State”) does not assert DOS relevance to 1A001.)

XI(c)(14) Electronic assemblies and components for missiles, rockets, or UAVs with a
range of at least 300 km operating at temperatures in excess of 125°C
Overlaps 3A001.a.2.a
Delete Xl(c)(14); and
revise 3A001 MT applies to include a.2.a if for missiles, rockets, or UAVs with a range
of at least 300 km

(Also see Attachments 2 and 3 re 3A001)





Attachment 2

How to Eliminate CCL Military Electronics Ambiguities in November 28 Proposal

3A001 MT applies to 3A001.a.1.a when usable in “missiles”, a.2.a if for missiles, rockets, or

UAVs with a ranqe of at Ieast 300 km a. 2 ¢, and to ora. 5 a when —des%gﬂed—er—med-l—ﬁed—felﬂ

549€4°-er—abe\feJIL}259@ also descrlbed in 3A101
(Also see item 18 in Attachment 1 and Attachment 3 re 3A001.)

3A101 Electronic equipment, devices and components, etherthan-these not controlled by
3A001.a.1.3,a.2.c, or a.5.a, 4A001.a.1 or a.2.a, or 4A003.¢, as follows (see List of Items
Controlled)

(There is a big difference between “other than those” and “not” controlled.

The portions of 3A001.a.1.a, 3A001.a.2.c, 3A001.a.5.a, 4A001.a.1 or a.2.a, and
4A003.e also described in 3A101.a would be controlled by 3A001, 4A001, or 4A003,
rather than by 3A101 )

Related Controls 3

N/A
(Inclusion of 4A003.e in the heading makes it unnecessary to refer to it in Related
Controls. The proposed Related Controls text deviates from the following text of
4A003.¢: “Equipment performing analog-to-digital conversions exceeding the limits in
3A001.a.5." Showing revised 3A101 Related Controls as “N/A” would make clear the
intent to delete the current statement that 3A101.a is subject to the export licensing
authority of the Department of State. The proposed rule implies, but does not
unequivocally state, such deletion.)
a.l  “Speeialby-designed™to-meet Meeting military specifications for ruggedized equipment.
(MTCR uses the word “Designed,” instead of “Specially designed.” The
MTCR definition of “designed or modified” could be construed as being
applicable to “designed.” The unique MTCR definition of “specially designed” is
narrower than the “may be used for other applications” portion of the MTCR
definition of “designed or modified.” Deletion of “Designed” is recommended,
because of the adequacy of the proposed technical description of MTCR wording
in proposed 3A101.a. This would strengthen the control. It would, therefore, not
be precluded by legislation now interpreted to prohibit license exception
eligibility for MT items.)
a.2  Analog-to-digital converter microcircuits which are radiation-hardened “radiation
hardened”
(The MTCR definition of “radiation hardened” should be added to the
EAR. That definition is identical to 3A001.a.1.a and 4A001.a.2.a. However, MT
controls apply to all countries except Canada. They are, therefore, broader than
3A001.a.1.a and 4A001.a.2.a, which otherwise are controlled only to NS2
countries. On the other hand, 3A101 coverage of radiation hardened is narrower
than the MTCR definition, because of useable in “missiles” in the heading of





3A101.)
a.3.b Rated for operation in the temperature range from below -54°C to above + 125°C
(MTCR text includes “below.”)

3A611 NS applies to entire entry except 3A611.y NS Column 1
RS applies to entire entry except 3A611.y RS Column 1
(This ECCN, and most, perhaps all, of the other 600 series ECCNSs,
includes both multilateral and unilateral controls. The EAA proscribes NS
unilateral controls in the absence of efforts to multilateralize those controls. RS
controls are not similarly proscribed. Using RS as a means to evade the NS
proscription is questionable. Even if those questions may be satisfactorily
answered, applying NS to the unilateral portions of 600 series ECCNSs is
inconsistent with the EAA.)

3A611 Related Controls: (1) Electronic items that are enumerated in USML Category XI or other

USML Categories;-and-technical-data{including-software)-directly related-thereto) are subject to

the ITAR.
(The EAR should use “technical data” only as it is defined in part 772. The EAR should
not use the undefined term “directly related.” Some technology now on the USML is not
directly related to commaodities on the USML, e.g., 7E104 and 9E001 and 9E002 for
9A004. Conversely, MTCR controls no technology or software for USML-controlled
9A103. ITAR does not control software for all USML-controlled commodities, e.g.,
9B116 software included in the definition of “production facilities.” Most MTCR
software items are limited to “use” software. MTCR does not control any software for the
numerous USML-controlled materials in MTCR Item 4 (USML Category V). All
USML-controlled technology or software is enumerated on the USML. The word
“items” includes technology and software as well as commodities. Therefore, the above
recommended revision would include all USML-controlled technology and software, as
well as commodities, as being subject to the ITAR.)

3A611.a Note: 3A611a 3A611 includes any acoustic, radar, telecommunications, or computer
equipment, end items, or systems “specially designed” for military use that are not enumerated in
any USML category or controlled by a another <“600-series> ECCN.

3A611.c MMIC power amplifiers overlaps 3A001.b.2 MMIC power amplifiers

3A611.d Discrete microwave transistors overlaps 3A001.b.3 Discrete microwave transistors

Recommend deletion of 3A611.c and .d and considering them later as the basis for U.S.

proposals in Wassenaar to revise 3.A.1.b.2 and b.3.
(The similarities between 3A611.c, .d and 3A001.b.2, b.3, respectively, coupled with no
mention in 3A001 Related Controls of DOS jurisdiction for any parts of 3A001.b.2 or
b.3, indicate that 3A611.c and .d were not heretofore considered to have been USML
controlled. The usual means to avoid duplicate coverage would be to introduce 3A611.c
with “not controlled by 3A001.b.2" and introduce 3A611.d with “not controlled by
3A001.b.3.” But 3A611.c and .d explicitly include language from 3A001.b.2 or b.3. The





latter cannot simply be deleted and replaced by 3A611.c and .d, because there are some
portions of 3A001.b.2 and b.3 which are not included in 3A611.c and .d and the United
States is committed to comply with Wassenaar 3.A.1.b.2 and b.3. A U.S. proposal for
multilateral coverage is the EAA pre-requisite for unilateral NS controls.)

3A611.e Radar “tracking” maritime surface targets or low altitude airborne targets overlaps
6A008.1.1 “automatic target tracking” providing predicted target position ... and also overlaps
proposed Category Xl.a.3, especially a.3.v ocean surface surveillance radar

Recommend either deletion of 3A611.e or addition to 3A611.e of technical specifications to
describe types of radar tracking other than, or a subset of, 6A008.1.1, not included in proposed
Category Xl.a.3. If the latter:

add to 3A611.e “not controlled by 6A008.1.1";

add to 6A008 Related Controls “See also 3A611.¢”; and

add to the EAR a definition of “tracking.”

3A611.x Note 1: 3A611.x includes parts, components, accessories, and attachments “specially
designed” for & an acoustic, radar, telecommunications, or computer end item “specially
designed” for military use that are neither enumerated in any USML Category nor controlled in
another “606-series” ECCN
(Except for ECCNs xx018, components for existing ECCNs, especially those to comply
with Wassenaar or MTCR controls, should remain separate from 600 series.)

3A611.x Note 2 is inconsistent with Note 1, beecause the piezoelectrics described in Note 2 are
enumerated in XI(c)(12). Attachment 1 Item 17 above recommends that XI(c)(12) be deleted in
order to remove an overlap with 6A001. If that were done, the reference to XI(c)(12) should be
deleted from 3A611.x Note 2. However, the Note might otherwise still serve a purpose. It is
believed that magnesium niobate lead titanate is not otherwise mentioned in either the USML or
CCL.

3D611 “Software” “speeiathy-designed” “required” for military electronics, as follows

3D611 Related Controls: “Software” directhyrelated-to “required” for the “use” of articles
enumerated in USML Category Xl is subject to the control of USML paragraph XI(d).

3D611.a Seftware “Software” < 2 “required” for the “development,”
“production,” eperation-er-matntenance or “use” of commedities items controlled by 3A611
(etherthan except 3A611.y), 3B611, or 3D611 or for the “development” or “production” of
USML Categor XI

3D611.b “Software” not enumerated in the USML or otherwise enumerated in the CCL
performing the military functions of equipment enumerated in USML Category Xl or 3A611.






3D611.c. through x. RESERVED

3D611.y. Specific “software” < 2 “required” for the “development,”
“production,” eperation-er-matntenance or “use” of commodities enumerated in EGENs ECCN
3A611.y.
(There would be no substantive change by substituting “required” for “specially
designed.” This is because software is not a component and the non-component portion
of the proposed “specially designed” definition is the definition of “required.” Such a
substitution would also be consistent with the applicability to software of the EAR
definition of “required.” The EAR should not use the undefined term “directly related.”)
(WML21.a controls “software” for the “use” of equipment, materials, or “software”
specified by the Munitions List. WML 21.c controls “software” not specified by ML21.a
or .b, to perform the military functions of equipment specified by the Munitions List.)
(In the EAR definition of “use,” “and” should be changed to “or.”
(3D611 should control “software” for the “development” or “production” of Category XI
for consistency with applicability of 3B611.a to test, inspection, and production
equipment for Category XI if not enumerated in XI. The only such equipment
enumerated in X1 is Xl(a)(11).)
(3D611.b is to comply with WML 21.c)

3E611 Related Controls: “Technology” directhyrelated-te “required” for the “use” of articles
enumerated in USML Category XI is subject to the control of USML paragraph XI(d).

3E611.a “Technology” {etherthan-that-deseribed-r not controlled by 3E611.b, 3E611.c, or
3E611.y}hot-etherwise-enumerated-inthis ECCEN “required” for the “development,”

“production,” eperation—tnstallation,maintenancerepair-oreverhaul or “use” of commodities
or “software” controlled by ECCNs 3A611, 3B611, or 3D611 or “technology” “required” for the

“development” or “production” of USML Category XI.

3E611.b “Technology” required for the “development ” “production,” eperation—instalation;
maintenancerepair-or-overhadl or “use” of: .

3E611 e through-«RESERVED

3E611.c ‘Technology” “required” for the design of, the assembly of components into, and the
operation, maintenance and repair of, complete production installations for items specified by the
U.S. Munitions List or “600 series” ECCNSs, even if the components of such production
installations are not specified.

(To comply with WML 22.b.1)

3E611.d through x. RESERVED

3E611.y Specific “technology” “required” for the “development,” “production,” rstaHation;
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maintenancerepair-er-overhadt or “use” of commodities or “software” enumerated in ECCNs
3A611.y or 3D611.y

4A001 MT applies to i ara
4A001.a.1 or a.2.a when also descrlbed in 4A101

4A003 MT applies to 4A003.e when the-parametersir-3A101-a-4-are-met-or-exeeeded also
described in 3A001.a.1.a, 3A101, 4A001.a.2.a, or 4A101

4A101 ... computers ... etherthan-these not controlled by 4A001.a.1 ora.2.a ...

4A611 Computers ... for military use that are not enumerated in any USML Category or other
ECCN are controlled by ECCN 3A611
(For consistency with 6A611.)

5A611 Telecommunications and Information Security Equipment ... for military use that are not
enumerated in any USML Category or other ECCN are controlled by ECCN 3A611

6A611 Acoustic Systems and Equipment, Radar, and ...

The following recommended revisions to CCL Category 7 Navigation and Avionics are limited
to those directly relevant to 7A006 and 7A106, concerning which the November 28 rule
proposes changes. Recommended revisions to other related portions of CCL Category 7 ECCNs
are in Attachment 3. Most of the Attachment 3 recommendations are electronic; but some may
not be.

7A006
MT applies to eemmeoditi
when also described in 7A106.

7A106 Altimeters, etherthanthese not controlled by 7A006, of radar or laser radar type
deslgnedrer—memmd for use-in m1ss11es Fhese-items-are-subjectto-the-exportHcensing

(Altimeters are not included in the November 28 proposed Category XI. Also see items 4
through 9 in Attachment 1 re 6A008 and 6A108)

7A611 Navigation and avionics parts, components, accessories, and attachments “specially
designed” therefor, “specially designed” for military use that are not enumerated in any USML
Cateqory or other ECCN are controlled by ECCN 3A611

7B001 Test, calibration or alignment equipment speetaty-designed for equipment controlled by
FA{except+A994) 7A001 to 7A006, 7A008, 7A116, or 7A117, including items, or portions
thereof, subject to the export licensing authority of the U.S. Department of State, Directorate of
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Defense Trade Controls
(7A101 to 7A104 are omitted, because MTCR 9.B.1 controls test equipment used “with,”
not “for,” equipment specified in 9.A and this equipment is covered by 7B101. 7A105,
7A106, and 7A115 are omitted, because MTCR 11 does not control any test equipment.
7A116 and 7A117 are included to conform with MTCR 2.B.1, 2.B.2, and 10.B.1)

NS applies to entire-entry equipment for 7A001 to 7A006 or 7A008

MT applies to entire-entry equipment for 7A116 or 7A117 or with 7A004 or the MT portions of

7A001, 7A002, or 7A003.
(7A005 and 7A006 are omitted from “MT applies” because MTCR 11 does not control
any test equipment.)

7D001 “Software” speciathy-designed-er-medified according to the General Software Note for

the “development” or “production” of equipment controlled by FA-{except FA994)-or7B-{except
7B994) 7A001 to 7A004, 7A006, 7A008, or 7B001 to 7B003

(MTCR does not control development or production software for CCL Category 7 items.)
TSR: NfA Yes
Related Controls: ... “ 2 b; 5 b; 5 .

7D101 “Software” spectathy-designed-er-medified according to the General Software Note , not
controlled by 7D002 or 7D003. for the “use” of equipment controlled for MT reasons by ...

Related Controls: (1) Fhe “software” related-te for the “use” of the portions of the following
ECCNSs which are subject to the export licensing of the U.S. Department of State: 7A003.b,
7A005, 7A103.b, 7A105, 7A106, 7A115, 7A116, 7A117, or 7B103 are subject to the export
licensing authority of the U.S. Department of State D|rectorate of Defense Trade Controls (See
22 CFR part 121 ) wa avie s :

7E001

s : pphy-te “technology” for equlpment
speemedrm controlled for MT reasons bv lAQQi—lA@OZ—er—lA@OSeHhatemeet&epexeeeds

parameters-oF FAT0L7A102, o FA103 7A001 to 7A006, 7A101 to 7A107, 7A115 to 7Al117,
7B001 to 7B003, 7B101 to 7B103, 7D002, 7D003, 7D101 to 7D103

TSR: NfA Yes except MT
Related Controls: ... (2) The “technology” related-te for the “use” of the portions of the following
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ECCNs which are subject to the export licensing authority of the U.S. Department of State
7A003.b, 7A005, 7A103.b, 7A105, 7A106, 7A115. 7A116. 7A117, er 7B103 software-in7B101
speeified-in-the Related-Controls-paragraphoF ECCN 7D101, 7D102.a, or 7D103 are subject to
the export licensing authority of the U.S. Department of State, Directorate of Defense Trade
Control (see 22 CFR part 121).

7E002
MTapphesto echnology

Y vte “technology” for equ1pment
speemeetm controlled for MT reasons bv lAQ@i—lAGOQ—er—ZAGGSﬂ%h&Pmeet&eeexeeeels
parameters-oF FA101L7A102-6r 7A103 7A001 to 7A006, 7A101 to 7A107, 7A115 to 7A117,
7B001 to 7B003, 7B101 to 7B103

TSR: N/A Yes except MT

Related Controls: ... (2) The “technology” related-te for the “use” of the portions of the following
ECCNSs which are subject to the export licensing authority of the U.S. Department of State
7A003.b, 7A005, 7A103.b, 7A105, 7A106, 7A115. 7A116. 7A117, or 7B103 are subject to the
export licensing authority of the U.S. Department of State, Directorate of Defense Trade Control
(see 22 CFR part 121).

7E101 “Technology” according to the General Technology Note not controlled by 7EQ001 to
7E004 for the “use” of equipment controlled by ... 7/B004; ...

Related Controls: The “technology” related-te for the “use” of the portions of the following
ECCNSs which are subject to the export licensing authority of the U.S. Department of State
7A003.b, 7A005, 7A103.b, 7A105, 7A106, 7A115. 7TA116. 7A117, 7B103, seftware-specified-in
the Related-Controlsparagraph-of ECCN 7D101, 7D102.a, or 7D103 are subject to the export
licensing authority of the U.S. Department of State, Directorate of Defense Trade Control (see 22
CFR part 121).

7E102 “Technology” according to the General Technology Note not controlled by 7E001 to
7EQ004 for protection of avionics ...

9A620 Cryogenic and “superconductive” equipment not controlled by 1C005, 3A001.d,

3A001.e.3, 3A201.b, 6A002.d.1, 6A006.a.1, or 8A002.0.2.c, as follows ...

Unit: ... parts; components; and accessories and-attachments in $ value

Related Controls: (1) Electronic items that are enumerated in USML Category XI or other

USML categories-and-technical-data-directhyrelated-thereto; are subject to the ITAR. (2) See

also 6A996.b.

(“Items” includes technology and software. Technology includes technical data.)

a. Equipment “speeially-designedto-be-installed in a vehicle for military ground, marine,
airborne, or space applications, and-capable-of operating while in motion and of
producing or maintiaining temperatures below 103 K (- 170°C)

b “Superconductive” electrical equipment (rotating machinery and transformers) “speeiatly
designed”to-be-installed in a vehilce for military ground, marine, airborne, or space
applications, and-capable-of operating while in motion.
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X “Parts;” “components,” and “accessories” and-—attachmentsthat-are“speeially
designed” for a commodity controlled by ECCN 9A620 9A620.a or 9A620.b having any

of the characteristics described in the texts of those sub-items.
Add to Related Controls in 1C005, 3A001.d, 3A001.e.3, 3A201.h, 6A002.d.1, 6A006.a.1, or
8A002.0.2.c “See also 9A620.”

9B620 Test, inspection, and production commaodities for cryogenic and “superconductive”
equipment, as follows (see List of Items Controlled):

Items: Test, inspection, ard or production end-items and or equipment “speeially-designed”for
items-controlled-in-ECCEN-9A620 having any of the characteristics described in 9A620.a or
9A620.b

9D620 “Software” “speeiathy-designed™ according to the General Software Note for cryogenic
and “superconductive” equipment, as follows (see List of Items Controlled)
Related Controls: “Software” directlyrelated-to-articles enumerated on USML are subject to the
control of that USML

(Software for development or production of USML commaodities is subject to the EAR.)
Items: “Software” “speecially-designed” for the “development,” “production,” eperation-or
maintenance or “use” of commodities or “software” controlled by ECCNs 9A620, er 9B620, or
9D620

9E620 “Technology” “required” according to the General Technology Note not controlled by
3E003.c for cryogenic and “superconductive equipment, as follows (see List of Items Controlled)

Related Controls: Fechnical-data-directhyrelated-to-articles “Technology” enumerated on USML
ante—subjeet—te—ﬂo&een#el—ef—that—usM& is subject to USML control.

Items: “Technology” “required” for the “development,” “production,” eperation-or-maintenance
or “use” of commodities or “software” controlled by ECCNs 9A620, er 9B620, or 9D620
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Attachment 3

How to Eliminate Other CCL Military Electronic Ambiquities

0A002, 0D001, OE001 Power generating equipment for use with space, marine, or mobile
nuclear reactors and software and technology therefor (all marked DOS jurisdiction; no reference
found in current USML or in proposed Category XI)

Overlap 2A290, 2D290, 2E290 Generators and other equipment for nuclear plants and software
and technology therefor (none marked DOS jurisdiction)

Delete DOS jurisdiction statements in 0A002, 0D001, and 0E001;

Cross reference 2A290 in 0A002, 2D290 in 0D001, and 2E290 in OE001;

Cross reference 0A002 in 2A290, 0D001 in 2D290, and OE001 in 2E290

1A001.b. See Item 17 in Attachment 1

1A004.a, b detection and 1A004.c,d protection equipment and components not for military use
1D003 software to perform 1A004.c,d functions
1E001 technology development or production of 1A004
1E002.g technology to perform 1A004.c,d functions
(1A004, but not 1D003, 1E001 for 1A004, or 1E002.g, marked DOS jurisdiction if XIV.fand if
for military applications, or if commercial equipment includes XIV.f components unless
components integral to commercial device, inseparable from device, and incapable of
replacement; USML XIV.f .2 covers detection and XIV.f.4,5 cover individual or collective
protection for military operations and compatibility with military equipment; not in proposed
Category XI)
Delete 1A004 DOS jurisdiction statement;
add to 1A004 “not controlled by USML IV.f7;
add to 1V.f the conditions under which it applies from existing LA004 DOS jurisdiction
statement
add to IV.f “(also see 1A004)”

(See also 2A291 in Attachment 3 below)

1A006 Equipment for disposal of improvised explosive devices as follows (remotely operated
vehicles and disruptors)

1E001 technology for development or production of 1A006.b disruptors

(1A006, but not 1E001 for 1A006.b, marked DOS jurisdiction if for military use; no reference
found in current USML or in proposed Category XI)

Delete 1A006 DOS jurisdiction statement

1A007 Equipment to initiate charges

1E001 technology for development or production of 1A007

3A229 firing sets for 3A232 detonators

3A232 detonators and multipoint initiation systems to nearly simultaneously initiate an explosive
surface over a specified area from a single firing signal with a specified initiation timing spread
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USML Il.c devices for delivering ordinance,

USML IV.c devices for detonation of missiles

(Related Controls in1A007, 3A229, and 3A232, but not 1E001 for 1A007, marked DOS
jurisdiction for high explosives and related equipment but do not assert DOS jurisdiction for any
portions of these ECCNSs; no reference in proposed Category XI)

Delete DOS jurisdiction statements in 1A007, 3A229, and 3A232

Add to 1A007, 3A229, and 3A232 “not controlled by USML Il.c or IV.c

Add to Il.c and 1V.c cross references to 1A007, 3A229 and 3A232

1A101, 1C101, 1D103, 1E101 - see item 13 in Attachment 1

1A102, 1C102, 1D002, 1E001 for 1A102, 1E101 for 1A102, 1E104 Resaturated pyrolized
carbon-carbon missile or UAV components and software and technology therefor

(all marked DOS jurisdiction except 1E104)

IV.f covers carbon/carbon ablative materials

MTCR 6.A.2 and 6.C.2 control carbon carbon components for rockets usable in missiles
Delete DOS jurisdiction statements in 1A102, 1C102, 1D002, 1E001 for 1A102, 1E101 for
1A102,

Revise IV.f to carbon/carbon fabricated or semi-fabricated for components of “missiles” or
“missile subsystems” or UAVs with 300 km “range” (also see 1A102 and 1C102)

Revise 1A102 and 1C102 to use MTCR 6.A.2 and 6.C.2 wording
Add to 1A102 and 1C102 “not controlled by USML IV.f”
Add to 1A102 and 1C102 MT applies to entire entry MT Column 1
Add to 1A102 and 1C102 AT applies to entire entry AT Column 1

2A001, 2A991, 2D001, 2E001, 2E002 Anti-friction bearings and software and technology
therefor (2A001 and 2A991, but not 2D001, 2E001, or 2E002, marked DOS jurisdiction for
quiet-running bearings; no coverage found in current USML or proposed Category XI)
Delete DOS jurisdiction statements in 2A001 and 2A991.

2A291.e, 2D290, 2E290 Nuclear radiation detection and measuring (2A291, but not 2D290 or
2E290, marked DOS jurisdiction if for military purposes; no coverage found in current USML or
proposed Category XI)
Delete DOS jurisdiction statement in 2A291

(See also 1A004 in Attachment 3 above)

2A984, 2D984, 2E984 - see Item 11 in Attachment 1

3A001.a.1 radiation hardened integrated circuits (marked DOS jurisdiction per existing XV.d;
not included in proposed Category XI)
Delete 3A001.a.1 DOS jurisdiction;
If XV.d retained in future proposed Category XV:
add to 3A001.a.1 “not controlled by USML Category XV.d”;
add to XV.d cross reference to 3A001.a.1
(Also see Attachment 2 re MT applies to 3A001.a.1 ...)
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3A001.a.2.a - see item 18 in Attachment 1

3A001.b.1.a.4.c helix traveling wave tube

3A001.b.4.b microwave solid state amplifier

3A001.b.8 traveling wave tube amplifiers

3D001 development or production software for 3A001.b

3D002 use software for 3A001.b

3E001 development or production technology for 3A001.b

3E003.g technology for development or production of electronic vacuum tubes operating at
frequencies of 31.8 GHz or higher

(all three 3A001.b and 3D001,3E001, and 3E003.g DOS if space qualified and >31.8 GHz; all
three 3A001.b listed in USML XV.e. Note 1 as on the CCL and not included in USML unless for
military application; not in proposed Category XI)

Delete three DOS jurisdiction statements re 3A001.b, 3D001, 3E001, 3E003.g;

revise heading of XV.e Note to read: “The following are included in XV.e if for military use:”
revise XV.e.Note 1 to add “operating at frequencies higher than 31.8 GHz (also see CCL
3A001.b.1.a.4.c, b.4.b, and b.8; 3D001, 3D002, 3E001 therefor; and 3E003.g) ”

add to 3A001.b.1.a.4.c, b.4.b, and b.8 “not controlled by USML Category XV.e Note 1”

add to 3D002 “not controlled by XV.e Note 1 if for 3A001.b.1.a.4.c, b.4.b, or b.8"

3A001.d devices containing “superconductive” materials - see 9A620 in Attachment 2
3A001.e.2 capacitors- see item 14 in Attachment 1
3A001.e.3 “Superconductive’electromagnets and solenoids - see 9A620 in Attachment 2.

3A001.e.4 Solar cells space qualified minimum average efficiency exceeding 20%

3D001 development or production software for 3A001.e.4

3D002 use software for 3A001.e.4

3E001 devlopment or production technology for 3A001.b

USML XV.e. Note 2 lists space qualified photovoltaic arrays having silicon cells or having
single, dual, triple junction solar cells that have gallium arsenide as one of the junctions as on the
CCL and not included in USML unless for military application

(DOS jurisdiction minimum average efficiency 31% or greater and associated specified
equipment, per Related Controls in 3A001.e.4, 3D001, and 3E001, but not 3D002; no reference
in proposed Category XI)

Delete 3A001.e.4, 3D001, and 3E001 DOS jurisdiction statements;

revise heading of XV.e Note to read: “The following are included in XV.e if for military use:”
revise XV.e.Note 2 to resolve differences between that Note and the 3A001.e.4 DOS jurisdiction
statement;

add to XV.e Note 2 “(also see CCL 3A001.e.4)”

add to 3A001.e.4 “not controlled by USML Category XV.e Note 2”
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3A002.a Recording equipment, as follows

3D001 development or production software for 3A002.a

3D002 use software for 3A002.a

3E001 devlopment or production technology for 3A002.a

USML XV.e Notes 3 and 5 list space qualified tape recorders and space qualified data recorders
as on the CCL and not included in USML unless for military application

(no DOS jurisdiction statement re 3A001.a or 3D001, 3D002, 3E001 therefor; not in proposed
Category XI;)

Revise heading of XV.e Note to read: “The following are included in XV.e if for military use:”
add technical specifications to XV.e Notes 3 and 5

add to XV.e Notes 3 and 5 “(also see CCL 3A002.a) ”

add to 3A002.a “not controlled by USML Category XV.e Notes 3 or 5

3A002.9.1 space qualified atomic frequency standards

3D001 development or production software for 3A002.9.1

3D002 use software for 3A002.9.1

3E001 devlopment or production technology for 3A002.g9.1

USML XV.e Note 4 lists atomic frequency standards which are not space qualified as on the
CCL and not included in USML unless for military application

(DOS jurisdiction statements in 3A002.g.1, 3D001, and 3E001, but not in 3D002; not in
proposed Category XI)

Delete XV.e Note 4

add separate XV.e Note “XV.e includes space qualified atomic frequency standards whether or
not for military use (also see 3A002.g.1)”;

delete DOS jurisdiction statements re 3A002.9.1 and 3D001 and 3E001 therefor;

add to 3A002.g.1 “not controlled by USML XV.e Note x)”

3A101.a analog-to-digital converters usable in “missiles’ for ruggedized equipment and
3A101.b accelerators delivering specified electromagnetic radiation usable for “missiles” or
subsystems of “missiles”
3D101 for use of 3A101.b
(DOS jurisdiction statement in existing 3A101 Related Controls but not in November 28
proposed revision of 3A101 Related Controls; not found in existing USML; not in proposed
USML Category XI)
Delete DOS jurisdiction statement in existing 3A101 Related Controls.

(Also see Attachment 2 re 3A101.a)

3A229 and 3A232 - see 1A007 in Attachment 3, above

4A001 Computers radiation hardened (DOS jurisdiction transient ionizing radiation;
not found in current USML or in proposed Category XI)
Delete DOS jurisdiction statement in 4A001.
(Also see Attachment 2 re 4A001, 4A003 and 4A101 and Attachment 3 re 5A001.a.2.)
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4A102, 7D103, 9D103 Hybrid computers for simulation of “missiles” and software therefor
(DOS jurisdiction; not found in existing USML or in proposed Category XI)

Delete DOS jurisdiction statements in 4A102, 7D103, 9D103;

conform texts of 4A102, 7D103, 9D103 with MTCR 16.A.1 and 16.D.1

5A001 Telecommunications
5A001.a.1 withstand transitory electronic or electromagnetic pulse effects
5A001.a.2 withstand gamma, neutron or ion radiation
5A001.a.3 outside temperature range from 218 K to 397 K
(5A001.a.1, a.2, a.3 DOS jurisdiction for use on board satellite; not found in existing USML or
in proposed Category XI.)
Delete DOS jurisdiction
If DOS jurisdiction is mandated by legislation for use on satellites:
add to XI.a texts of SA001.a.1 to a.3 “on board satellites (also see 5SA001.a)”;
add to 5A001.a.1, a.2, a.3 “not controlled by XI.a”
(See Item 12 in Attachment 1 re 5A001.e and see 4A001 in Attachment 3, above)

(Also see item 3 in Attachment 1 re 5A001.b.1)

5E001.b.1 technology for development or production of telecommunications equipment to be
used on board satellites

5E001.b.2 technology for development or use of laser communication techniques automatically
acquiring and tracking signals

5E001.b.4 technology for development of spread spectrum, including frequency hopping
5E001.c technology for development or production of equipment having any of numerous
technical characteristics

(DOS jurisdiction for use on board satellites; USML XV.e Note 6 lists space qualified
telecommunications equipment not designed for satellite use and Note 7 lists technology for
development or production of telecommunications equipment for non-satellite use as on the CCL
and not included in USML unless for military application; not in proposed USML Category XI)
Delete XV.e Notes 6 and 7

add separate XV.e Note “XV.e includes telecommunications equipment for use on board
satellites (also see SE001.b.1, b.2, b.4, and .c)”;

delete DOS jurisdiction statement from 5E001 Related Controls;

add to SE001.b.1 “(subject to Department of State jurisdiction, see USML XV.e Note x)”

add to 5SE001.b.2, b.4, and .c “not controlled by USML XV.e Note x)”

6A001 - see items 1, 2, 16, and 17 in Attachment 1

6A002.a.1 space qualified solid state detectors as follows
6A002.a.2 image intensifier tubes as follows

6A002.a.3 non-space qualified focal plane arrays as follows
6A002.b.2.b.1 space qualified imaging sensors

6A002.d.1 space qualified cryocoolers
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6D002 software for use of 6A002.b
6E001 technology for development of 6A002
6E002 technology for the production of 6A002
(DOS jurisdiction for 6A002.a.1, b.2.b.1, and d.1 and, if for military use and not part of civil
equipment, for 6A002.a.2 and a.3; DOS jurisdiction for 6D002 for 6A002.b.2.b.1 unless CJ fo
DOC; DOS for 6E001 or 6E002 for 6A002.a.1, b.2.b.1, or d.1 unless CJ for DOC; existing
USML XIlI.c infrared focal plane arrays, image intensification tubes, and other night sighting
devices for military use even if exported for commercial systems - second and third generation
tubes and arrays DOC; USML XV.e Note 8 lists focal plane arrays having more than 2048
elements per array and having a peak response between 300 nm and 900 nm wave length as on
the CCL and not included in USML unless for military application; not in proposed USML
Category XI)
Delete DOS jurisdiction statements re 6A002.a.1, a.2, a.3, b.2.b.1, d.1, 6D002. 6E001, 6E002;
delete XV.e Note 8 and, if significant, include relevant specifications in XIlI.c;
add to 6A002.a.1, a.2, a.3, and b.2.b.1 “not controlled by USML XIlI.c;
add to XII.c “(see also 6A002.a.1, a.2, a.3, b.2.b.1)";

(See also 9A620 in Attachment 2.)

6A004.c Specified space-qualified components for optical systems

6A004.d.1 Equipment to maintain surface figure or orientation of 6A004.c.1 or ¢.3 components
6C004 specified optical materials

6D001 software for development or production of 6A004

6E001 technology for development of 6A004

6E002 technology for production of 6A004

6E003.d.1 optical surface coating and treatment technology to achieve thickness uniformity and
low loss (absorption and scatter)

(DOS jurisdiction for 6A004.c and d.1 and 6D001, 6E001, and 6E002 therefor, but not 6C004 or
6E003.d.1; not found in existing USML,; not in proposed Category XI)

Delete DOS jurisdiction statements for 6A004.c and d.1 and 6D001, 6E001, 6E002 therefor

6A005 Lasers (DOS jurisdiction for military applications; existing USML XII.b and XV.e Note
9 lasers for military applications; proposed Category Xl.a.3.xxix laser radar for missiles and
UAVsS)
In 6A005, delete DOS jurisdiction for military applications;
add to 6A005 “not controlled by USML Xl.a.3.xxix or XILb;
add technical specifications to XILb to reduce inherent ambiguity of “military applications”
add to XI.a.3.xxi1x, XII.b, and XV.e Note “See also 6A005"

(See item 9 in Attachment 1 for more re 6A108 and XV.e Note 9)

6A005.1.3 optical equipment and components for phased-array Super High Power (SHPL) for
coherent beam combination to a specified accuracy (DOS jurisdiction for shared aperture
elements in SHPL applications per 6A005 Related Controls and 6A005.f N.B.)

Delete DOS jurisdiction in both 6A005 Related Controls and 6A005.f N.B.;

Include “shared aperture elements in SHPL applications (see also 6A005.1.3)” in XII.b additional
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technical specifications
add to 6A005.1.3 “not controlled by USML XII.b”

6A103 - see item 15 in Attachment 1
6A108.a - see items 8 and 9 in Attachment 1
6D001 - see 6A004.c and d.1 in Attachment 3
6D002 - see 6A002.b.2.h.1 in Attachment 3
6D003.h.2 - see item 15 in Attachment 1

6D103 software that processes post-flight data for “missiles”

Add “or other rockets or unmanned aerial vehicles having a “range” equal to or better than 300
km” to conform with MTCR 12.D.2

In the absence of a Related Controls section, it is uncertain whether DOS jurisdiction is intended.
If not, a cross reference to USML IV.i should be added to 6D103 and a cross reference to 6D103
should be added to USML IV.

6E001 and 6E002 - see 6 A002 and 6 A004 in Attachment 3

7A005 Global Navigation Satellite Systems ...

These items, when also described in USML Category XV(c), are subject to the export licensing

authority of the U.S. Department of State, Directorate of Defense Trade Controls

NS applies to entire entry NS Column 1

MT applies to 7A005 when also described in7A105 MT Column 1

AT applies to entire entry AT Column 1
(If XV when revised does not include coverage overlapping 7A005, then the DoS carve-
out from 7A005 should be completely eliminated.)

7A105 Receiving equipment, not controlled by 7A005, for Global Navigation Satellite Systems
... (These items, when also described in USML Category XV(c), are subject to the export
licensing authority of the U.S. Department of State, Directorate of Defense Trade Controls)
MT applies to entire entry ~ MT Column 1
AT applies to entire entry ~ AT Column 1
(If XV when revised does not include coverage overlapping 7A105, then the DoS carve-
out from 7A105 should be completely eliminated.)

7B103 Spectally-desighed “production facilities” and “production equipment” not controlled by

78002 or 78003 for eqmpment controlled by 7A117 Ghese—ﬁemsﬂa%e—se@eet—te—th&e*pept

MT applies to entire entry MT Column 1
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AT applies to entire entry AT Column 1
(To conform with MTCR 2.B.1 and 2.B.2. Retransfer to BIS is for consistency with
9B116 and 9B115)

7D002 “Source code” according to the General Software Note for the “use” of any inertial
navigation equipment ...

MT applies to entire-entry 7D002 when also described in 7D101.

TSR: N/A Yes except MT

7D003 Other “software” accordinq to the General Software Note as follows
MT applies to e

eqmpme%eentm”ed—by—lﬁ«@% 7D003 When also descrlbed in 7D101 or 7D102
TSR: N/A Yes except MT

7D102 Integration “software”, not controlled by 7D003, according to the General Software Note
as follows ...
Related Controls: The “software” relatedte for the “use” of #AB03-b-or 7A103.b are is subject
to the export licensing authority of the U.S. Department of State

(7D102 does not control software related to 7A003.b.)

7D103 “Software”, not controlled by 7D002 or 7D003, speetally-designed according to the
General Software Note for modelling or simulation ... (This entry, when also described in
USML Category IV or XV, is subject to the export licensing authority of the U.S. Department of
State...)
MT applies to entire entry ~ MT Column 1
AT applies to entire entry ~ AT Column 1
(If IV or XV when revised do not include this 7D103 text from MTCR 16.D.1, then the
DoS carve-out from 7A105 should be completely eliminated.)

7E003

MT applies to entire-entry “technology” for equipment controlled by 7A001 to 7A004 for MT
reasons
TSR: NfA Yes except MT

7E004 Other “technology” according to the General Technology Note as follows ...

MT applies to entire-entry-except 7E994-a-7 7E004.b.5 when also described in 7E104 or 7E105
TSR: N/A Yes except MT

7E104 Design “technology” according to the General Technology Note not controlled by
7EQ04.b.5 for the integration of flight control ... for “missiles” ... (This entry, when also
described in USML Category IV or VIII or XV, is subject to the export licensing authority of the
U.S.Department of State ...)

MT applies to entire entry ~ MT Column 1

AT applies to entire entry AT Column 1






22

(If IV or V111 or XV when revised do not include this 7E104 text, from MTCR 10.E.2,
then the DoS carve-out from 7E104 should be completely eliminated.)

7E105 Design “technology” according to the General Technology Note, not controlled by
7E004.b.5 or by USML Categories IV, VIII, or XV, for integration of air vehicle fuselage,
propulsion system and lifting control surfaces for “missile” aerodynamic performance
throughout the flight regine.
MT applies to entire entry  MT Column 1
AT applies to entire entry AT Column 1
(If IV, VI, or XV when revised do not include this 7E105 text, from MTCR 10.E.1, then
there should be no DOS carve-out from 7E105.)







January 23, 2013

To: publiccomments@bis.doc.gov
DDTCResponseTeam@state.gov

From: William A. Root, waroot23@gmail.com, 301 987 6418
Subject: Military Electronic Equipment RIN 0694-AF64 and RIN 1400-AD25

This supplements Attachment 3 to my January 14 comments by adding means to resolve
ambiguities in CCL Category 9. Most of them concern the line between State and Commerce
jurisdiction or between MT and non-MT.

Virtually all of Category 9 is “electronic,” if the applicability of “software” to the controlled
commodities is construed as evidence of “electronic.”

References to USML Category V111 are to the proposed revision of that Category pursuant to a
November 7, 2011, proposed rule. That rule does not use Wassenaar or MTCR language. That
leaves for Commerce jurisdiction Wassenaar or MTCR controls relevant to aircraft and
associated equipment which would not be unambiguously covered by Category VIII. The same
would be true for Categories IV and XV, if eventual published proposed rules for those
Categories similarly avoid use of Wassenaar and MTCR language.

9A001
a. Note b. Intended ...

b Designed ..

9A002
... and specialy-designed assemblies and components therefer having those characteristics

9A003
Speciathy-designed assemblies and components, incorporating ..

9A004

Space launch vehicles and “spacecraft” not controlled by USML IV or XV.a

MT applies to 9A004 also described in 9A104

Related Controls: Move the detail in existing 9A004 concerning DOS jurisdiction to the USML
to the extent that it is still relevant under the Export Control Reform.

9A005
Liquid rocket propulsion systems, not controlled by USML IV, containing any of the systems or
components controlled by 9A006. {Fhese-items-are-subjectto-the-exportteensing-authority-of

the Departmentof-State Otfice ot Defense Trade Controle-See 22 CRR part 121
MT applies to 9A005 also described in 9A105






9A006
Systems and components, not controlled by USML 1V, speciathy-designed for liquid rocket

propuIS|on systems having the folIOW|nq characterlstlcs (See Llst of Items Controlled) (These

MT applies to 9A006 also described in 9A106
Related Controls: See also 9A106 and 9A108.
Items:
a. Cryogenic refrigerators, flightweight dewars, cryogenic heat pipes or cryogenic systems
spectalhy-designed for use-n space vehicles and-eapable-ef restricting cryogenic fluid
losses to less than 30% per year;
Cryogenic containers or closed-cycle refrigeration systems eapable-ef providing
temperatures of 100 K (-173°C) or less for “aircraft” capable-of sustained flight at speeds
exceeding Mach 3, launch vehicles or “spacecraft’;
Slush hydrogen storage or transfer systems;
High pressure (exceeding 17.5 MPa) turbo pumps, pump components or their associated
gas generator or expander cycle turbine drive systems;
High-pressure (exceeding 10.6 MPa) thrust chambers and nozzles therefor;
Propellant storage systems using-the-principle-of capillary containment or positive
expulsion (i.e., with flexible bladders);
Liguid propellant injectors, with individual orifices of 0.381 mm or smaller in diameter
(an area of 1.14 x 10 cm?or smaller for non-circular orifices) speciaty-designed for
liquid rocket engines;
One-piece carbon-carbon thrust chambers or one-piece carbon-carbon exit cones with
densities exceeding 1.4 g/cm?® and tensile strengths exceeding 48 MPa.

(To conform with Wassenaar and EU)
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9A007
Solid rocket propulsion systems not controlled by USML IV Wlth any of the foIIowmq (see List
of Items Controlled) ms 8 3 :

MT applies to 9A007 also described in 9A107
Iltems:

Total impulse capacity exceeding 1.1 Mns;

Specific impulse of 2.4 kNs/kg or more when the nozzle flow is expanded to ambient sea
level conditions for an adjusted chamber pressure of 7 MPa;

Stage mass fractions exceeding 88% and propellant solid loadings exceeding 86%:;

Any of the components controlled by 9A008; or

Insulation and propellant bonding systems using direct-bonded motor designs to provide
a strong mechanical bond or a barrier to chemical migration between the solid propellant
and case insulation material.

Technical Note

For the purposes of 9A007.e, a strong mechanical bond means bond strength equal to or
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more than propellant strength.

9A008
Components, not controlled by USML 1V, specially-designed for solid rocket propulsion

systems as follows (see List of Items Controlled) €Fhese—|tems-a|te—sebjeet—te—thee*|eert

MT applies to 9A008 also described in 9A108

Items:

a. Insulation and propellant bonding systems using liners to provide a strong mechanical
bond or a barrier to chemical migration between the solid propellant and case insulation
material;

Technical Note: For the purposes of 9A008.a., a strong mechanical bond means bond
strength equal to or more than propellant strength.

b. Filament-wound “composite” motor cases exceeding 0.61 m in diameter or having
‘structural efficiency ratios (PV/W)’ exceeding 25 km.

Technical Note: The ‘structural efficiency ratio (PV/W)’ is the burst pressure (P)
multiplied by the vessel volume (V) divided by the total pressure vessel weight (W).

C. Nozzles with thrust levels exceeding 45 KN or nozzle throat erosion rates of less than
0.075 mm/s;

d. Movable nozzle or secondary fluid injection thrust vector control systems eapable-of any
of the following:

d.1. Omni-axial movement exceeding + or - 5%

d.2.  Angular vector rotations of 20°s or more; or

d.3.  Angular vector accelerations of 40%s” or more.
9A009

Hybrid rocket propulsion systems, not controlled by USML 1V, with either of the following (see

List of Items controlled): (Fhese-items-are-subjectto-the-exportlicensingauthority-ofthe

Department of State, Office of Defense Trade Controls. See 22 CFR part 121)
MT applies to 9A009 also described in 9A109

Iltems:

a. Total impulse capacity exceeding 1.1 MNs; or

b Thrust levels exceeding 220 KN in vacuum exit conditions.
9A010

Speciathy-designed components , systems and structures, not controlled by USML 1V, for launch
vehicles, launch Vehlcle propulsmn systems, or “spacecraft” as fOIIOWS (see List of Items

Controlled):

State-Office-of Defense Trade-Controls—See 22 CFRpart-121)

MT applies to 9A009 also described in 9A109

ltems:

a Components and structures each exceeding 10 kg. speciaty-designed for launch vehicles
manufactured using metal “matrix”, “composite”, organic ‘“‘composite”’, ceramic “matrix”’






or intermetallic reinforced materials controlled by 1C007 or 1C010;

Note: The weight cut-off is not relevant for nose cones.

Components and structures speetatly-designed for launch vehicle propulsion systems
controlled by 9A005 to 9A009 manufactured-using metal matrix, composite, organic
composite, ceramic matrix or intermetallic reinforced materials controlled by 1C007 or
1C010;

Structural components and isolation systems spectathy-desigred to control actively the
dynamic response or distortion of “spacecraft” structures;

Pulsed liguid rocket engines with thrust-to-weight ratios equal to or more than 1 kKN/kg
and a response time (the time required to achieve 90% of total rated thrust from start-up)
of less than 30 ms.

|=
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9A011
Ramijet, scramjet, or combined cycle engines, not controlled by USML IV or VIIl.b, and

speerauy—desqgﬂed components the#efe# havmq the characterlstlcs of such enqlnes FFhese—ﬁems

MT applies to 9A011 also described in 9A111

9A012
MT applles to FOR-FH

paylead 9A012 also descrlbed in 9A120 or 9A104 b or.d

Unit: ... parts-and-accesseries components in $ value

Items:

a.l ... capability ...
a.2 ... eapabiity ..
b. Associated ...

.1 .. speciathydesigned ...

h.2 .. specialhydesigned ...
bh.3 .. specially designed ...
h.4 .. speciathydesigned-ormodified ..

9A101

Turbojet and turbofan engines, etherthan-these not controlled by 9A001 or USML IV or VIIL.b,

as follows (see List of Items Controlled)

Unit: Equipmentin number;-parts-and-accessoriesin-$-value
(MTCR 3.A.1. and ECCN 9A101 do not control parts or accessories)

Items: ...

b. Engines designed-er-medified for use-ir “missiles”, regardless of thrust or specific fuel
consumption.

9A102





‘“Turboprop engine systems,’_not controlled by USML IV or VIII.b, 5pee|al-I§Lele5|gneel for
complete rocket systems eapable-of with a “range” of at least 300 km
compenents-therefor; having a maximum power greater than 10 kW (achieved uninstalled at sea
level standard conditions) and components having any of those characteristics, excluding civil
certified engines and civil certified components
Related Definition: For the purpose of 9A102, a ‘turboprop engine system’ incorporates all of
the following:
a Turboshaft engine; and
b Power transmission system to transfer the power to a propeller.

(New 9A102, not now in the CCL, is to conform with MTCR 3.A.9.)

9A103
liquid propellant tanks, not controlled by USML 1V, speciathy-desigred for the propellants

controlled in ECCNs 1C011, 1C111 or other I|qU|d propellants useeLrn for “m1ss1les (These

Related Controls: USML controls tanks for the propellants which USML controls.

9A104

Rocket and unmanned air vehicle systems, as follows (see List of Iltems Controlled)(also see
9A120) (These items are subject to the export licensing authority of the Department of State,
Office of Defense Trade Controls. See 22 CFR part 121)

Items:
a. Complete rocket systems (including ballistic missile systems, space launch vehicles, and
Ssounding rockets) eapable-ef delivering at least a 500 kg payload to a range of at least
300 km;
(To conform with MTCR 1.A.1.)
b. Complete unmanned air vehicle systems (including cruise missile systems, target drones

and reconnaissance drones), eapable-ef delivering at least a 500 kg payload to a
maximum “range” of at least 300 km
(To conform with MTCR 1.A.2.)
C. Complete rocket systems (including ballistic missile systems, space launch vehicles, and
sounding rockets), not controlled by 9A104.a, eapable-of a “range” of at least 300 km;
(To conform with MTCR 19.A.1.)

d Complete unmanned air vehicle systems (including cruise missile systems, target drones
and reconnaissance drones), not controlled by 9A104.b, eapable-of a maximum “range”
of at least 300 km

(To conform with MTCR 19.A.2))
9A105

L|qU|d propellant rocket englnes not controlled by 9A005 or USML 1V, as follows Glihese—rtems






a. Liquid propellant rocket engines, usable-in for “missiles”, having a total impulse capacity
of 1.1 MNs or greater;

b. Liquid propellant rocket engines, usable-i for rockets with a “range” eapabHity of 300
km or greater, etherthan-these not controlled by 9A105.a, having a total impulse capacity
of 0.841 MNs or greater.

(To conform with MTCR 2.A.1.c and 20.A.1.b.)

9A106
LiguidrRocket propulsion systems or components, etherthan-these not controlled by 9A006,
9A008, or USML 1V, usable-in for “missiles”, as follows ...
Unit: Equipment-and-componentst+a number; parts-and-aceessortes+r-S-valkue
(MTCR 2.A.1.e and 3.A.5 and ECCN 9A106 do not control parts or accessories)
a. Ablative-linersforthrust-combustion-chambers:
€-a. Thrust vector control subsystems: ....
e-b. Liquid or slurry propellant (including oxidizers) control systems ...
Note: 9A106.b includes flight control servo valves desigred-er-moditied for ECCN
7A116 operating in a vibration environment of more than 10 g rms over the entire range
between 20 Hz and 2 kHz.
(To conform with MTCR 2.A.1.e, 3.A.5, and 10.A.3.)

9A107
Solid propellant rocket engmes motors ether—than—these not controlled by 9A007 or USML IV
as follows he €

a. Solid propellant rocket motors, usable-ir for “missiles”, having a total impulse capacity
of 0.841 MNs or greater;
Solid propellant rocket motors, not controlled by 9A107.a, usable-in for rockets with a
“range” capabiity-of equal to or greater than 300 km ergreater having a total impulse
capacity of 0.841 MNs or greater.

(To conform with MTCR 2.A.1.cand 20.A.1.b.)

9A108

Seolidrocket-propulsion-components Rocket motor cases, ‘insulation” components and nozzles
therefor, etherthan-these not controlled by 9A008 or USML 1V, usable-in rockets-with-arange

eapab#aty—e%@@—knareegreater for “missiles™ Ghese—ﬁemeere—sebjeet—te—thee*pert—Heenemg

(To conform W|th MTCR 3 A 3 )

9A109
Hybrid rocket motors, usa A 3
these not controlled by 9A009 or USML v, for m1ss11es” and speeeryLdee‘rlgned components






therefor having those characteristics. {Fhese-items-are-subject-to-the-exportHeensing-authority-of

the Department of State, Office of Defense Trade Controls. See 22 CFR part 121)
(To conform with MTCR 3.A.6.)

9A110
Composite structures, laminates, and manufactures thereof, etherthan-these not controlled by
entpylAOOZ 1A102 1C010 10210 9A010 or USML IV, speerally—deagnedforese—m

QA%LB—GJ‘—QA%LQ 7A117 9A104 9A105 9A106 a, 9A107, 9A116, 9A119 a 9A119 b or 9A121
(To conform with MTCR 6.A.1. 1C010 Related Controls describes overlap with 9A110.
MTCR 6.A.1 covers composite structures, laminates, and manufactures thereof for
MTCR 1.A, 19.A.1, 19.A.2, 2.A, and 20.A, which omit the portions of 9A005 and 9A007
not also described in 9A105 or 9A107 and omit 9A106.b, 9A108, 9A117, 9A118, and
9A119.c; but which include 7A117, 9A104, 9A105.b, and recommended new 9A121)

NP applies to composite structures also described in 1A202

Related Controls . {2) composite structures, laminates, and manufactures thereof specially

9A111

9A115

Launch support equipment, not controlled by USML 1V, desighed-ermodified-formissies™, as
follows (see L|st of Items Controlled) Gh%eﬁem&am&mjeeuemee*pemwensmgeuthenty

a Apparatus and devices designed-ermedified for the handling, control, activation and
launching of “missiles” or rocket systems or UAVs with a “range” equal to or greater
than 300 km and individual rocket stages or rocket motors or engines therefor having a
total impulse capacity equal to or greater than 8.41 x 10° Ns but less than 1.1 x 10° Ns.;

b. Vehicles designed-or-meditied for the transport, handling, control, activation and
launching of “missiles”.
(To conform with MTCR 12.A.1 and 12.A.2.)
9A116

Reentry vehicles_equipment, not controlled by USML 1V, usable-in for “missiles”-and
ee|Jcll|enqe|ﬁlt—des|geeel—eIL|queehiﬁleel—thelaef-elE as foIIows (see Llst of Items Controlled) Glihese—ltems






a. Heat shields;-and-compenents-thereof fabricated of ceramic or ablative materials and
components having those characteristics;

b. Heat sinks and-compenents-thereof fabricated of light-weight, high heat capacity

materials and components having those characteristics;

Electronic equipment specialy-designed having characteristics for reentry vehicles.
(To conform with MTCR 2.A.1.b.)

9A117
Staging mechanisms, separation mechanisms, and interstages therefor, usable-t for “missiles”

not controlled by USML 1V. {Fhese-items-are-subjectto-the-exportteensing-authority-ofthe
Bepartment-of-State-Office-of Defense Frade-Controls-—See 22 CFRpart 121,

9A118

Devices, not controlled by USML IV or VIIL.b, to regulate combustion usable in engines which
are-usable-inroekets for “missiles” or UAVs with a “range” eapability equal to or greater than
300 km et—gteater controlled by 9A011 or 9A111 and components havmq those charactenstlcs

(For consistency with the “including” portion of MTCR 3.A.2.)

9A119
Individual rocket stages, etherthan-these not controlled by 9A005, 9A007, 9A009, 9A105,
9A107 anel 9A109 or USML IV for any of the followmq (see List of Items Controlled) Fhese

“missiles”;

a.
b. rockets or UAVs with a “range” equal to or greater than 300 km; or
C. UAVs controlled by 9A120

(To conform with MTCR 2.A.1.aand 20.A.1.a)

9A120
Complete unmanned aerial vehicles systems, not speeified-r-controlled by 9A012 or USML
VIII, having all of the following (see List of Items Controlled)

Unit: Equipmentin number;-parts-and-accessoriesin-$-value
(MTCR 19.A.1. and 19.A.2. do not cover parts or accessories)

Items:

a Having any of the following:

a.l  Anautonomous flight control and navigation eapabitity; or

a.2 Capabihity-of controlled flight out of the direct vision range involving a human operator;
and

b Having any of the following:





b.1 Incorporating an aerosol dispensing system/mechanism with a capacity greater than 20
liters; or

b.2  Designed-ermoditied-toineorperate Equipped for later incorporation of an aerosol

dispensing system/mechanism with a capacity greater than 20 liters

9A121
Weapon or warhead safing, arming, fuzing, and firing mechanisms usable-in for “missiles” not
controlled by USML IV

(To conform with MTCR 2.A.1.f)

9A191

Items, not controlled by USML IV or VIII, otherwise described in 9A102 through 9A111. 9A115
through 9A119, 9A121, or the MT portions of 9A004 through 9A011 for “missiles,” but with a
“range” between 25 and 300 kilometers to China or between 150 and 300 kilometers to Irag

9B001

Equipment, tooling and fixtures specialty-destgred for manufacturing gas turbine blades, vanes
or tip shroud castings, as foIIows (see Llst of Items Controlled)

MT applies enly
9B001 also descrlbed in 98115 or 98116

Related Controls: For speeially-designed production equipment ... usable-n for “missiles.”

9B002
MT applies enly
9B002 also descrlbed in 98115 or 98116

a. Specially designed ...

9B003

Equipment speciay-designed ... designed ... and specially-designed components er-aceessories
therefor having those characterlstlcs

MT applies enly |
9B003 also descrlbed in 98115 or 98116

9B004
MT applies enly i |
9B003 also descrlbed in 98115 or 98116

9B005

.. specially-designed for use-with any of the following ...
ML&pphe&t&enﬁreer&w—MI—Gel&mn—l

(MTCR 15.B.2. controls specified wind tunnels but not control systems, instrumentation,
or data processing equipment therefor)

a ... tesigned ...
Note: ... specially-desighed ...
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c ... capable of ...

9B006

MT applies to 9B006 also described in 2B116 or 9B106

(9B006 overlaps 2B116 and 9B106.)

9B007

MT applies to entire-entry 9B007 also described in 9B115 to 9B117
(9B007 is broader than MTCR 2.B.1, 2.B.2, 20.B.1. and 20.B.2, which are limited to
equipment to produce specified types of rocket motors)

9B008

9B009
Tooling speciathy-desighed for producing turbine engine powder metallurgy rotor components
capable-of operating at stress levels of ... and metal temperatures of ..

Unit: Egquipmentin number;-parts-and-accessoriesin-$-value

9B010
... spectathy-designed ... associated .

9B105
Wind tunnels, not controlled by 1B018.b, for speeds of Mach 0.9 or more usable for rockets,
missiles, or unmanned aerial vehicles and their subsystems described in 7A117, 9A105, 9A106,
9A107, 9A108, 9A116, or 9A121

(To conform with MTCR 15.B.2.)

9B106
Environmental chambers and anechoic chambers, not controlled by 2B018.b, 2B116, or 9B006,
usable for rockets, missiles, or unmanned aerial vehicles and their subsystems described in
7A117, 9A105, 9A106, 9A107, 9A108, 9A116, or 9A121 as follows:
(To conform with MTCR 15.B.4, which overlaps Wassenaar 9.B.6. and ML 18.b and
MTCR 15.B.1(i.e., 2B116.)

9B115
Speciathy-designed "production equipment” , not controlled by 2B018, 2B116, 98001 to 98004
9B006, 9B007, or 9B106 for the sy ! 3

) ) ) ) followmg éee—f_LZ—GFR—paFt
4:21—} MT portlons of 9A001 9A005 to 9AOO9 9A011 and all of 7A117, 9A101, 9A102,

9A105 to 9A109, 9A111, 9A116 to 9A119, 9A121
(To conform with MTCR 2.B.2, 3.B.2, and 20.B.2 "production equipment.” It omits






11

9A004 and 9A104, because MTCR 1.B controls “production facilities” and not
“production equipment.” MTCR 2, 3, and 20 omit the portions of 9A005 to 9A009 and
9A011 not overlapping 9A105 to 9A109 or 9A111; but include 7A117, the MT portion of
9A001, 9A102, i.e., 3.A.9, and “weapon or warhead safing, arming, fuzing, and firing
mechanisms”, which is proposed to become new 9A121. It omits any reference to 7B103,
because that ECCN controls “production facilities” and not “production equipment.” )

9B116

SpeeiaHy-designed "production facilities” , not controlled by 2B018, 2D018, 2B116, 2D101,
7B001, 7B003, 7D001, 7D101, 7D103, 9B001 to 98004 98006 9B007, 98106 9D001 to
9D004, 9D101 to 9D1083 for the M

9 ) ) ) 9 followmq MT portlons of

9A001 9A005 to 9A009 and 9A011 9A104 a and .b; and all of 7A117, 9A101, 9A102, 9A105

to 9A109, 9A111, 9A116 to 9A119, and 9A121
(To conform with MTCR 1.B.1, 2.B.1, 3.B.1, and 20.B.1 "production facilities.” MTCR
does not control the portions of 9A005 to 9A009 and 9A011 not overlapping 9A105 to
9A109 or 9A111. MTCR does not control “production facilities” or “production
equipment” for 9A104.c or .d or 9A120, i.e. 19.A.1, 19.A.2, or 19.A.3. MTCR does
control “production facilities” for 7A117; the MT portion of 9A001; and proposed new
9A102 (MTCR 3.A.9) and 9A121 (MTCR 2.A.1.f). The above assumes 9B116 coverage
of “production facilities” for 7A117, deletion of 7B103, and addition of “see also 9B116"
to 7A117.)

9B117
Test benches and test stands, not controlled by 2B018, for solid or liquid propellant rockets or
rocket motors for MT portions of 9A004 to 9A007 and all of 7A117, 9A104 to 9A107, 9A116,
9A119, 9A121 having either of the following characteristics:
(MTCR 15.B.3. is limited to test equipment for MTCR 1.A, 2.A, 19.A.1, 19.A.2, or
20.A))

9C101
‘Interior lining’ usable for rocket motor cases in 1A104
Related Definition: In 9C101, ‘interior lining' suited for the bond interface between the solid
propellant and the case or insulating liner is usually a liquid polymer based dispersion of
refractory or insulating material, e.qg., carbon filled HTPB or other polymer with added curing
agents to be sprayed or screeded over a case interior.

(To conform with MTCR 3.C.1.)

9C102

‘Insulation’ material in bulk form usable for rocket cases in “missiles.”

Related Definition: In 9C102, 'insulation' intended to be applied to the components of a rocket
motor, i.e., the case, nozzle inlets, case closures, includes cured or semi-cured compounded
rubber sheet stock containing an insulating or refractory material. It may also be incorporated as
stress relief boots or flaps specified in 9A108.
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(To conform with MTCR 3.C.2.)

9C110
Resin impregnated fiber prepregs and metal coated fiber preforms therefer, not controlled by
1C010, for ... 9A110 ...

(To conform with MTCR 6.C.1)

9D001

“Software” speetacl-Ly—deﬂgﬂed—eleed-l-fled regulred” for the “development of equlpment or
“technology” controlled by 9 A0 ) )

9A001 to 9A012, 9A108, 9A111, 9A117 9A118 98001 to 98009 the portlon of 98116 for

9A105.b, 9A107.b, or 9A119.b or 9E003

MT applles to “software” for equipment controlled by 9A991—9A4:9~1—9A496—9A4&9—9A4:2&

9A011, 9A111,

9A117 9A118 or the portlon of 98116 for 9A105 b 9A107 b or 9A119 b for MT reasons
(The only MTCR software item which mentions “development” is 3.D.3. MTCR 20.D.1
does not mention “development,” “production,” or “use” and might, therefore, be
construed to cover “development.” The above assumes DOC jurisdiction for
“development” of USML items.)

9D002
“Software” speetacllryde&gneéeunedmed ‘required” for the “productlon of equipment
controlled by 9 ) A9 IAS9H-9 }B991) 9A001 to
9A012, 9B001 to 98009 or the portlon of 9B116 for 9A105 b 9A107 b or 9A119.b
MT applies to “software” for equipment controlled by 9B116 for MT reasons the portion of
9B116 for 9A105.b, 9A107.b, or 9A119.b
(No MTCR software item mentions “production.” MTCR 20.D.1 does not mention
“development,” “production,” or “use” and might, therefore, be construed to cover
“production.” The above assumes DOC jurisdiction for “production” of USML items.)

9D003
“Software” incorporating “technology” specified by 9E003.h and used in “FADEC systems” for

propulsion systems controlled by SA-{exeept 9AB18-9A990-6-9A991) 9A001 to 9A003, 9A005,

9A007, 9A009, or 9A011 or equipment controlled by 9B(exeept 9B990-0+9B991) 9B001 to
9B009.

NS applies to
entire |tem

(To conform with apparent Wassenaar |ntent MTCR does not mention FADEC. No
portion of 9D003 would be DOS jurisdiction, because all the referenced ECCNs would
exclude the DOS jurisdiction portions.)

9D004
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MT applies to entire-entry-except 9D004-g-and—F:
9D004.a also described in 9D101 for 9B105;

9D004.b also described in 9D104 for 9A001 or 9A101;
9D004.c also described in 9B116; and
9D004.e also described in 9D104 for 9A012.

b ... specially designed ... capable of ...

9D101

“Software,” not controlled by 9D004, specialy-designed-or-medified “required” for the “use” of

goods controlled by 9B001 to 9B005, 9B007, 9B105, 9B106, 9B116 or 9B117 for MT reasons
(To conform with MTCR 1.D.1, 2.D.1, 3.D.1, 15.D.1, and 20.D.1. No portion of 9D101
would be DOS jurisdiction, because all the referenced ECCNs would exclude the DOS
jurisdiction portions.)

9D103
"Software" speeiaJ—LydeSJgned for modelllng S|mulat|on or de5|gn mtegratlon of "missiles", or
9A105 a,b, 9A106 a, 9A107 a,b, 9A116 9A119 a, b 9A121 and MT portlons of 9A005, 9A006,

and 9AD07 (Fhis-entry-tssubtectto-the-exportheepsing-avthority-of-the-U-S-Departiment-of

State;Office-of DefenseFrade-Controls-—See 22 CFR-part-121)
(To conform with MTCR 16.D.1. MTCR 1.A (9A104.a and .b) is omitted, because all of

9A104 is DOS jurisdiction. MTCR 2.A, and 20.A subsystems omit the portions of 9A005
and 9A007 not overlapping 9A105 or 9A107 and omit 9A106.b, 9A108, and 9A119.c.
But they include 7A117 and recommended new 9A121. No portion of 9D103 would be
DOS jurisdiction, because all the referenced ECCNs would exclude the DOS jurisdiction
portions.)

9D104
“Software speeral#ydesrlgﬂed—and—medmed regulred” for the “use” of equlpment controlled by

9A1—15ﬂ—9A%1&d—9A4.4:7—9¥—9A—1—189A001 9A005 9A006 9AOO7 9A008d 9A009 9A011

(for MT controlled items only), 9A101. 9A102, 9A105, 9A106.b, 9A107, 9A109, 9A111,
9A115.a, 9A116.c, 9A117, 9A118, or 9A121
(To conform with MTCR:
2.D.2 for 2.A.1.c (9A005, 9A007, 9A105, 9A107);
2.D.4 for 2.A1.b.3 (9A116.c);
2.D.5 for 2.A.1.e (9A005.c, 9A008.d);
2.D.6 for 2.A.1.f (9A121);
3.D.2 for 3.A.1 (9A001, 9A101),
3.A.2 (9A011, 9A111, 9A118),
3.A.4 (9A117), 3.A.5 (9A006, 9A106.b),
3.A.6 (9A009, 9A109),
3.A.9 (9A102);
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10.D.1 for 10.A.3 (9A106.b);

12.D.1 for 12.A.1 (9A115); and

20.D.2 for 20.A.1.b (9A005, 9A105, 9A107.

The above includes new ECCNs 9A102 (MTCR 3.A.9) and 9A121 (MTCR 2.A.1.f). No
portion of 9D003 would be DOS jurisdiction, because all the referenced ECCNs would
exclude the DOS jurisdiction portions.)

9D105

“Software” that coordinates the function of more than one subsystem, speciaHy-designed-or
modified “required” for “use” in “missies> 9A104. (These items are subject to the export
licensing authority of the Department of State, Office of Defense Trade Controls. See 22 CFR
part 121)

9E001
“Technology” according to the General Technology Note for the “development” of equipment or
“software” controlled by 9A001.b, 9A004 to 9A012 er-9B{except 9B990-6+-9B991) 9B001 to

9B010, er-9D-(except 9D990-6+9D991) 9D001 to 9D004
(To avoid double coverage with 9E101)

NS applies to “technology” for items controlled by 9A001.b, 9A004 to 9A012, 9B001 to 9B010,
9P001-t6-9D004 the NS portions of 9D001 to 9D003, or 9D004 forNS-reasens
MT applies to "technology" for items controlled by 9A001.b, 9A004 to 9A012,... 9B6O5; 9B006
.. 9B115, ...

(MTCR does not cover 9B005 wind tunnel control systems.)
Related Definition: “Development’— N/A

(Note at beginning of E. Technology makes 9E001 Related Definition redundant.)

( The above assumes DOC jurisdiction for “development” of USML items.)

9E002
“Technology” according to the General Technology Note for the “production” of equipment
controlled by 9A001.b, 9A004 to 9A011 or9B{except 9B990-6r-9B991) 9B001 to 9B010
MT applies to "technology" for items controlled by 9A001.b, 9A004 to 9A011, ... 9BO65;
9B006, ... 9B115, ... for MT reasons
(MTCR does not cover 9B005 wind tunnel control systems. The above assumes DOC
jurisdiction for “production” of USML items.)

9E003
Other “technology,” not controlled by USML IV or VIIlI, as follows
Related Controls: ()2}~ N/A
(USML, rather than CCL, should describe details of USML controls.)

a.2.a ... designhed ...
a.3.a ... desighed ...
a4 .. designed

a.8 Technical Note ... designed ...
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b.l .. capableeof..

f3 .. specially-designed ... capability ...

I ... designed ...

1.2 .. components urigue-te of the adjustable flow path system and that maintain engine
stabrllty

1.3 ... unigue-to of the adjustable flow path system and that maintain engine stability

9E101

"Technology" according to the General Technology Note, not controlled by USML IV or VIII,
for the “development”, ef “production”, or “use” of commodities or software controlled by
9A012; 9A101, 9A102, 9A104 to 9A111, 9A115 to 9A119, 9A121, 9B105, 9B106, 9B107,
9B109, 9B115, 9B116, 9C101, 9C102, 9C110, 9D101, 9D103. 9D104, or 9D105

Related Controls: “Technology” controlled by 9E101 for the “use” of the portions of the
following items which are subject to the export licensing authority of the U.S. Department of

State #ems#-9A012; 9A101.b, 9A102, 9A104,-9A10516-9A109,- 9AL10-that-are-spectally

designed-foruse-in-missile-systems-and-subsystems; to 9A111, 9A115-9A116 to 9A119, 9A121
9D105 are subject to the export licensing authority of the U.S. Department of State, Office of

Defense Trade Controls (see 22 CFR part 121)

9E102
"Technology" according to the General Technology Note, not controlled by USML 1V or VI,
for the "use" of space launch vehicles specified in 9A004 or commodities or software controlled
by 9A005 to 9A012, 9A4:91,—9A4:94—te—9A4r1—1—9A4—1549—9A4&9 9B001, 9B002, 9B004, 9B006,
9B007, 9B009, 9B 9 9 ) ) ) ) 9D001
to 9D004 for MT reasons

(To avoid double coverage with 9E101.)

Related Controls: (+)-Fer-the-purpese-of this-entry. “use™ “technology” is timited-to-iterms
controlled-for-MT-and-their-subsystems—{2) “Technology” controlled by 9E102 for the “use” of

the portions of the following commodities or software which are subject to the export licensing

jurlsdlctlon of the Department of State 9A004 to 9A011 9A4:01—b—9A4:94—9A4:95—9A4:96ﬂa49

994:95 are subject to the export I|censmg authorlty of the U S Department of State D|rectorate
of Defense Trade Controls (see 22 CFR part 121.)
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