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REPORT OF INVESTIGATION

UNITED STATES SECURITIES AND EXCHANGE COMMISSION
OFFICE OF INSPECTOR GENERAL

Investigation Into Misuse of Resources and Violations of Information
Technology Security Policies Within the Division of Trading and Markets

Case No. 0IG-557

Introduction and Summary of the Results of the Investigation

The Securities and Exchange Commission (SEC or Commission) Office of Inspector
General (OIG) opened investigation OIG-557 on January 28, 2011, in response to an anonymous
complaint alleging mismanagement of a computer security lab in the Division of Trading and
Markets Automation Review Policy (ARP) program. The computer security lab, known as the
ARP lab, is used to support the Division of Trading and Markets Office of Market Continuity-
inspection program, commonly referred to as the ARP program, which inspects self—regulatory
organization (SRO), stock exchange (exchange), and clearing agency computer networks.’

The anonymous complaint alleged that ARP lab staff and management inappropriately
allocated and spent significant budget dollars to purchase computer equipment for the lab
without justification or planning; used unencrypted laptops during inspections, in violation of
SEC information technology security policies; and inappropriately used SEC funds for training
without filing appropriate training forms. Also included in the anonymous complaint were
allegations regarding unprofessional behavior, meffectlve management and misuse of
unrestricted Intemnet access. :

1. Violations of Acquisition Policy

In its investigation, the OIG found that ARP lab staff spent over a million dollars on
computer equipment and software with little oversight or planning and that much of the
equipment and software purchased was unneeded or never used in the inspection program. The -
OIG found that some of the equipment was taken home by employees and used primarily for
personal purposes. The OIG also found that some of the equipment was purchased under false
pretenses. Two members of the lab staff admitted to mlsrcpresentmg in contracung documents

that t]mla]uieeded(m' o F ptops because the entitie
7)E) (B)(7NE) (b)THE)
usine nro ﬁvcre needed fo
However the OIG found that[”""® [products were not commonly used at

i : :

' For purposes of this report, the terms SRO and exchange are sometimes used individually 1o refer to the entities
inspected by the ARP program. For more information on the entities the ARP program inspects, see
hutp://intranet sec.gov/knowledge center/markets_and_sros/exchange_sro_websites.html.
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had stopped performig

2. Violations of Information Technology Security Policy

The OIG further leamed during the investigation that ARP lab staff were laking

unencrypted laptops and laptops without virus protection on inspections and[®"® |
(D)(7NE)

: [laptopd®™® |
(bY7NE)

Because the laptops used by ARP lab staft were not contigured by the SEC’s Office of
Intormation Technology (OIT), the lab stait were responsible for instailing and maintaining
encryption and antivirus soltware on those laptops. However, several laptops had no such
protection and the lab had no intemal policies about installing or maintaining encryption and
virus protection on the fab equipment despite an SEC-wide requirement that all portable media.
including laptops, contain encryption.  In addition, because Jab staff had administrative rights to
the laptops they used, they could turn off installed protection at any time. The OIG found that in
one instance a computer imtially identified to the OIG as having encryption software did not
have cncryption turned on when the computer was taken en tnspections. The user of this
compulter admitted in testimony thai he tumed on the encryption only for the purpose of
providing the encryption information to the OIG.

Although no lab laptop was reported lost or stolen, any of the unprotected laptops could

~ have been compromised. The OIG found evidence that the unprotected laptops were left

unatfended in hotel rooms and in offices outside the SEC. The laptops were connected to public
WlI‘LlL.SS networks at hotels and may dtlﬁu( have been taken ™™
NE
addmon lab staft' ook the Iantuns|
|( )( l—

(BX7)(E)

The OIG also found that the laptops and the data they contained were placed at risk when
they were connected Lo an unltltered, unmomlmvdelbmu connection in the lab, ARP
lab staft used that connection to access Internet sites otherwise prohibited by SEC OIT policy,
such as personal e-matl sites. The statt also used the lab Internet to download freeware onto the
unprotected laptops i violation of SEC OIT policy, and then used those laptops lo
[ | Lab staff, including a manager, also brought in
persondl computers. which were connected (o the lab network, potentialty infecting that network

(D)7)E)
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with viruses and malware. Further, in violation of SEC OIT policy, an employee used his

personal e-mail accounts|”"”
]

3. Violations of Training Policy

The OIG found that the lab staff’s multiple violations of SEC OIT security policies
occurred despite the fact that the SEC spent hundreds of thousands of doiiars training the iab
staff. The ARP lab had perhaps the largest per person training budget at the SEC, spending, with
little oversight, an average of $20,000 on training per person per year and as much as $30,000 on
a single person in a given year. Lab staff could choose from a variety of classes offered by

- prepaid training vendors and sign up for those classes without filling out training forms usually

required for other SEC staff. One member of the lab staff was able to take the same c]ass twice
without management’s knowledge or approval.

Lab staff were also not required to sign continued service agreements in conjunction with
their training. Therefore, they were able to leave the SEC any time after building up their
resumes with tens of thousands of dollars in training paid for by the SEC. One staff member left
after receiving almost $50,000 worth of training over a four-year period.

The OIG found that lab management did very little to monitor what was happening in the
lab. Management could not physically access the lab with their badges for several years, did not
know what equipment the lab purchased or what it was used for, and did not track or monitor the
training that lab staff received. Management also did not put in place policies and procedures to
protect SRO, exchange, and clearing agency data collected by lab staff or take any steps to
ensure that lab staff were abiding by SEC OIT policies.

SEC management has already commenced certain actions to address the pmblcms and

deficiencies identi investi ._Specifically, to determine whetherl‘b’

R IT has contracted with an outside Torensics team to

conduct festing on selected laptops that had been used by the ARP lab. Division of Trading and
Markets management has also implemented several policy changes within the ARP lab. Further,
management placed two of the lab staff members on administrative leave pending the completion
of the OIG’s investigation into whether they improperly used government-furnished equipment
and failed to adequately safeguard sensitive information. Subsequently, the SEC’s Branch Chief
for Personnel Security Operations notified these two individuals of a tentative determination to
revoke their eligibility for access to classified information and/or occupancy of a sensitive
position. Thereafter, both individuals resigned from their SEC employment.

The OIG is referring this report of investigation to management for consideration of
appropriate administrative action for the managers and employees responsible for the violations
and deficiencies described in this report who remain employed by the SEC. The OIG further
recommends that OIT exercise authority over the ARP lab to ensure that lab equipment is
properly secured and accounted for, encryption and virus protection are installed on all
computers, and the lab Internet connection is properly filtered and monitored.
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The OIG additionally recommends that the ARP lab’s future equipment purchases be
monitored by another SEC office that has sutticient knowledge to determine whether purchases
are cost-effective and appropriate for the lab’s misston.

The OIG also recommends that lab staff be required to {ill out appropriate forms, such as
Standard Form 182 (SF-182), Authorization, Agreement and Certification of Triining, before
enrolling in any training, including prepaid vendor training, in order to properly document the
approval process for each tramning class taken by lab staff. The OIG further reconunends that the
SEC clarify its policy oa continued service agreements and consider requiring all SEC
employees to sign continued service agreements prior to enrolling in training that costs more
than $5,000.

Finally, we are providing this report to the OIG Office of Audits for consideration of
conducting follow-up audits of the ARP lab and, more broadly, of the purchase of informaiion
technology equipment throughout the SEC to ensure that proper controls are in place to prevent
waste and potential data breaches in the future.

Scope of the Investigation

The OIG obtained and reviewed the e-mail records covering the period from Mareh 1,
2008, to October 31, 2011, of eight current and former SEC employees who worked in the ARP
lab. The OIG also reviewed numerous documents pertaining to the lab, including records of
equipment purchased by the lab, training classes attended by lab personnel, and screen-shots of
lab laptop computers.

The OIG took on-the-record, under-oath the testimony of the following individuals:
Hl < <2

EEIEHE) . u s o . o
L |_ |Dl\’l$10n of Trading and Markets, SEC;

taken on May 27, 201 1[2%®" Testimony Tr.). Excapts of estimony
. - G (D)(6),(b)(7) ~ 3 - y
transcript attached at Exhibit 1. o) Ilcﬁ the RECPA ek )

" Y6, BNTIC) - . .

2. Oftice of Information
Technology, SEC; taken on December 16, 2011 (297 Tesumony Tr.).
Excerpts attached at Exhibit 2.

-. (B)6).(BNT)C) O Fhiioss

3 I ‘ _ — (BN 'U‘f .
Information Technology, SEC; taken on January 9, 2012 Testimony
. i ONNC . 11+ 7+])6), BNTNC .
'r.). Excerpts attached at Exhibit 3. lcll the SJ:C["O 0@ I)
EX6)BITIC) —_— .

4. {fice of Financial

~ ~ - - b)(6),(b)(7 . - e

Management, SEC; taken on February 6, 201 IIEC’)( . [l estimony I'r.).
Excerpts attached at Exhibit 4.

P )G, BNTIC) s s - ) . )

3. Office of Comphance Inspections and Fxaminations,

Philadelphia Regional Otfice, SEC; taken on February 17. 201 2[%©0©
Testimony Tr.). Fxcerpts attached at Exhibit 3, '

A
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10.

11.

12.

(b)(8),(B)(THC)

| SEC University, SEC; taken

(b)(6),(b)T)

2012|c)

l(b)[&n.fb){?](C)

Testimony Tr.). Excerpts attached at Exhibit 6.

on February 6,

bivision of Trading and Markets, SEC; taken on

March 19,2012|7\c) [Testimony Tr.). Excerpts attached at Exhibit 7.

(BX6),(B)7HC)

taken on March 19, 2012 (*© 7

of Trading and Markets, SEC;
estimony Tr.). Excerpts attached at

m the SEC (b)(6).(bX7HC)

ail B)(6),(BN7T)C N
Exhibit 8.esngn

)

l(b)(ﬁl.lD)U](C)

|Division of

Trading and Markets, SEC; tal(?r}3 on ’Maf -y T
(D)(6), (D)7

Em]s_ammrt Exhibit 9. esigned from the S
(B)(6).(b}7)(C)

I‘b)(S)‘(b)th)

Markets, SEC; taken o 119. 2012
attached at Exhibit 10,/ """ Yeti

IDivision of Trading and
(b)(6).(b)7)
(C)
m

Testimony Tr.).
N6),(bN7
E-C (BNB),(BNT)C)

i Office Head, Division of Trading and Markets, SEC; taken on

(D)(6).(D)(7)

Apnl 9, 2012

(D)(6).(b)7)C)

Information Technology Speciali
Markets, SEC; taken on May 18, 2012|7)c)
attached at Exhibit 12.

Relevant Statutes, Regulations, and Policies

estimony Tr.). Excerpts attached at Exhibit 11.

t, Division of Trading and
Testimony Tr.). Excerpts

L Commission Conduct Regulation

The Commission’s Regulation Concerning Conduct of Memberé and Employees of the
Commission (Conduct Regulation), at 17 C.F.R. §§ 200.735-1 ef seq., sets forth the standards of
ethical conduct required of Commission members and employees. The Conduct Regulation

states, in part, the following:

‘The Securities and Exchange Commission has been entrusted by

Congress with the protection of the public interest in a highly
significant area of our national economy. In view of the effect
which Commission action frequently has on the general public, it
is important that . . . employees . . . maintain unusually high

standards of honesty, integrity, impartiality and conduct. . . . [and]

be constantly aware of the need to avoid situations which might
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result either in actual or apparent misconduct or conflicts of
interest. . . .

17 C.F.R. § 200.735-2.
The Conduct Regulation further states, in part, the following;

...[A] member or employee should avoid any action...which
would result in or might create appearance of, among other things:
(i) Using public office for private gain... or (v) Affecting adversely
the confidence of the public in the integrity of the Government...

17 C.F.R. § 200.735-3.
I..  SEC OIT Rules of the Road

The SEC OIT Rules of the Road apply to all users of SEC mformatxon technology
resources. The rules state, in relevant part, the following:

Rule #2: Don’t Abuse the Privilege of Using the Internet/Intranet

e DO NOT download or install any software from the Internet. This includes
freeware, shareware, public domain software, Web plug-in software such as
video players video streammg software, soundrecorders/players, MP3 music
files or any instant messaging (IM) software. .

.+ DO NOT use any Internet-based e-mail- accounts from SEC computers while
“at work or home or on travel unless authorized by OIT in the course of your
duties. This includes e-mail portals such as Hotmail, MSN, Yahoo, AOL, etc.

» DO NOT download any files that violate copynght laws for personal use (e.g.,
MP3 music files, video or computer games). .

Rule #7: Don’t Transmit Non-public or Sensitive Inférmation over Non-secure
Systems

» DO NOT transmit non-public information or sensitive data through the
Internet or via e-mail, unless you have encrypted it using the SEC’s approved
encryption software. ‘

« DO NOT store or transmit non-public information or sensitive data on SEC IT -

- resources without proper protection/encryption.

« DO NOT leave laptop computers containing non-public information or

sensitive data unprotected. . . .

Rule #9: Protect SEC Network and Automated System Assets
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» DO NOT install or use any commercial, personally owned, public domain,
freeware or shareware software on any SEC computer. . . .

SECR 24-04.A01, Rules of the Road (Version 7.0), March 16, 2011.

III. SEC Encryption Policy

(02.0), dated December 1, 2010 (1mt1ally 1ssued Apnl 6 2010), Sectlon 5 requn'es that the local
hard drive on all SEC laptop computers be encrypted using SEC-approved information

. encryption (SAIE) software before the.computers are issued to end users. This policy section
also requires that all sensitive, nonpublic, and personally identifiable information (PII) data on
portable media be encrypted. The definition of portable media includes laptop computers.

N . SEC Training and Development Policy

The SEC’s Training and Development Policy, issued June 22, 2007, states, in part, the.
following under paragraph 5.1, Requesting Internal Courses:

To register for any internal course an employee must:

* obtain permission from the immediate and 2nd level supervisors prior to
registering . . ..

Intemnal courses are defined in the policy, at paragraph 1.1, as “[a]ll courses provided directly by
the SEC or by organizations under contract to the SEC.” Jd. at paragraph 1.1

In addition, paragraph 11.0 of the policy, Continued Service Agreement for Training, -
provides that, in accordance with 5 U.S.C. § 4108, “the SEC reserves the nght to require an
employee to sign a continued service agreement prior to attending a course.” This paragraph
further states as follows: ‘

An SEC employee selected for a course that extends over more than 60 calendar
days and take[s] place during normal work hours, and/or if the cost of the course
is $5,000 or more (including all authorized expenses) regardless of length shall
agree in writing, before assignment to the course, that the employee will:

e continue in the service of the Government after the completion of the
course for a period of one year, unless involuntarily separated from the
service of the Government; and will

e pay expenses related to instruction incurred by the Government if
voluntarily separated from Government service before the end of the
agreed period of service.

Id. at paragraph 11.0 (footnote omitted).
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Results of the Investigation
L Creation and Staffing of the ARP Lab

In 2005, the Division of Trading and Markets’ ARP program created a computer security
lab to address a Government Accountability Office (GAO) recommendation that the Division of
Trading and Markets staff become more technologically proficient, especially in information
security.? (7 ITestimony Tr. at 13-15. Although GAO did not specifically recommend
creation of a Iab, the lab was intended to enable Division of Trading and Markets staff to acquire,
test, and understand technologies used in the industry. /d, at 15. The ARP lab was initially set

[(B)E).1B)7)

up on the sixth floor [of Station Place I at SEC headquarters].jc) estimony Tr. at 11. For
several years, the ARP lab staff consisted of| "~ " |anda
varying fourth person who “drift{ed] in and out.™ [*®®7© Testimony Tr. at 17.

was one of the first ARP program staff assigned to the lab and helped “pitch the
concept” of the lab to management. /d. at 13. 1d not have a technical background but
d

had e pUbhc pollcy e ﬁ‘o:;g cb:a?ncle e Mellon Uny A ¢
TBIN
TORE XN : Id at 7-8. A

ad been in the
Testimony Tr. at 7-8]2° ® reported to[“’“s""”""c’

|(b)(6'l‘(b}(7)(0)
Testimony Tr. at 7, 9-11. Neitheqyc) |
¥ (0)(6),(b) .
systems. 7<) estimony Tr. at 6-7
(B)(6),(b)(T)C) . « _[(B)(6).(B)THC) (b)(6),(b)THC)
d in[”® """ }asmr |forthe

(B)6).(B)(T)(C) - 0
i: n_:ogrmn. Testimony Tr. at I1-12. He was assigned to the lab and repo
{g})(e)‘(b)m id at 12. (0)(8),(B)7)(C) d attended Carn .-e Mellon with™™" who i rqube?uC)

b)6),(b}7)(C)
BEICUE) asa]sohu'edm

am 2 had been with the SEC|”®“"" |
Ec}){ "®"" had any technical knowledge of SRO
estimony Tr. at 7.

or the osition i
(b)(6),(b) (D)(6).(B)(T)(C)
9 m

(7%) _ signed to the lab and reporting o~
Testimony Tr. at 6-7. |, " (was hired just after he had[”® "
(b)(6).(b)(7)(C) I d ha ittle

echnical experience. 1d. at 6.

Itb)(ﬁ}'(b}m(cl

was promoted to anewly create d"’"m [POPTME position fi or the A
= 5 (B)(6),(b)THC) (b)( )(b)( N1
program, putting him in charge of the ARP lab. - Testimony Tr. at 13-14. "7 |
k|

was again promoted, this time to a newly created nonsupervisory position of

? In 2005, the Division of Trading and Markets was called the Division of Market Regulation. The SEC’s ARP
program, also known as the Office of Market Continuity, was created in 1989 to address operational risks at SROs,
exchanges, and clearing agencies. As part of the program, the SROs, exchanges, and clearing agencies voluntarily
submit to periodic on-site review by ARP staff, who assess selected information technology or operational issues. In
2003 and 2004, GAO issued two reports, GAO-03-414 and GAO 04-984, recommending that the SEC improve the
cffccuveness of the ARP program and expand the level of staffing and resources committed to the program.

OE® ketired from the SIZ

mnally after the GAO recommendation, contractors were hired to provide technical expertise at inspections;

however, the contractors were expensive and management determined (hat hiring in-house ¢xperts would be more
cost-cﬂ'oclivc cstimony Tr. at 19-20.
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(B)(6),(BNTIC) (0)(6).(0)(7) (O)(6).D)(7)(C) ()(6), BX7)C)

| | and®" " bssumed the tha had held.
b 6),(b)(7

POOXNC) Testimony Tr. at 13c) rl‘estlmony Tr. at 10.

(X6, (OXTHC) | o36). )7 N6 BITIC)
arelc” ™" fook over s lwes hired g
[(b)@.(b)(?) c '3 (0)(6), (b)
(7)(C)
ad

assigned to the ARP 1ab[%"\” Testimony Tr. at 11-12.

(b)(6).(B)7)C) (b)(6),(B)7NC)

—

I(b)(B).[b)(T}(C) a

remained friends with{”® " !Id. Althoughl’;) [had worked in systems management, he had
o Wi

-(b)(G)(b)(ﬂ(C). ing eSROs SLems L ed by the ARP lab. /d, at 10-11. In
was promoted tol XE).(LX7NC) along with[®F®NC [as Eg};e; ® had
left the SEC]. Id. at 13.

Itb)(6>,(b)(7) C . (B)(6),(b}{7)(C) 5 ’
0)(6).BN7)C) = red as : lm the ARP lab in

‘ estimony Tr. at 6-7{7/2” had experience working with UNIX systems
ey Id. at 6. However, he too had no SRO experience and

was surpnsed fo Ieam that his duties at the SEC included “going out to exchanges for auditing IT
controls.”® 1d. at 8.

According to ™" |the ARP lab was sct up to “beef up the Trading and Markets
technical staff.” [*® " [Testimony Tr. at 67. However, the OIG found that the lab staff

* remained primarily a small group of only four to five people, most of whom lacked industry-

specific technical skills.

1L |13;f6c’i(b) |and|f?;6”°)(7) Did Not Adequately Supervise the ARP Lab

The OIG found that during the period when the ARP lab was located on the sixth floor of
Station Place I, from its creation in 2006 until its move to the seventh floor of Station Place IT in
‘the fall of 2011, neithefc” hofe” " |had card key access to the lab even though they
supervised the lab and all of its employees. estimony Tr. at 17{7c [Testimony Tr. at

(b)6),(BX7)(C) (0}46) (BXTNC)

23-2517c)" estified that only he, ad access to the lab and that
m<ci even though he was the “boss for everything,” dnd not get card key access to the lab until
e

(D)( (b)

eginning of 2012} | estimony Tr. at 22. Vhen he was asked why|n)  did not have
ch:: lab he supervised esponded tha ‘do&sn t use the [ab. addition, he
(7XC)

said only got card key access because ARP staff members who could not access the lab
had complained and the decision was made that all ARP staff and managers should have access
to the lab after it moved to the seventh floor. /d. at 23-25.

¢ Currently, the ARP inspection program is voluntary for SROs. However, the Division of Trading and Markets is
in the process of drafting a rule that would make compliance with ARP standards mandatory. SEC Chairman Mary
Schapiro announced this effort in a speech to the Securities Industry and Financial Markets Association (SIFMA) in
March 2011. The rule would call for market participants to satisfy requirements for the capacity, resiliency, and
security of their automated systems. Mary Schapiro, Chairman, SEC, Remarks at SIFMA’s Compliance and Legal
Society Annual Seminar (Mar. 23, 201 1), available at http://wvww.sec.gov/news/speech/2011/spch0323 1 1mls.htm.
GAO recommended this change in its 2004 Financial Market Preparednéss Report, citing the need for greater
assurance that organizations will continue to comply with ARP recommendations. GAO, Financial Market
Preparedness: Improvements Made, but More Action Needed to Prepare for Wide-Scale Disasters, GAQ-04-984,
(Sept. 27, 2004), at 31, available at http://www.gao.gov/new.items/d04984.pdf. The rule is currently in draft form
and has not yet been published for general comment.
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(b)(6).(b)

) plso testified that he dld not get card key access to the lab until after the lab had
moved to the seventh floor. timony He said that if he wanted to enter the lab
before that move, he “need BT brin) | “’"“‘“" 0

’ (7)((:]

r“o let himy in, Iaid that there was
“no particular reason” he did not have card key access to the Iab and that he did not think the
lack of card key access made it hard for him to supervise the lab staff because he is “not a day-
to-day guy and “not that hands-on.” /d. at 11-12,

t tified that he was unaware that he did not have card key access to the lab when
it was on ixth floor, stating, “I presume I have had [access] all along . . . since the
beginning. ’ estimony Tr. at 13. However, wher]c as asked whether he had
ever used his badge to get into the lab, he could not provide a specific answer and instead said, “I
would have nothing to do in there by myself. I would not go in there unless there s—I'm going
in with somebody.” Jd.[c)" """ |also testified that he did not know that[7/c~_bould not access
the lab on the sixth floor, saying, “I can’t imagine him not having [acces d. at 14.

Even tought he could access the lab| - testified that he spent “very little”
time in thc lab—"Tess than 10 minufes k. Id. at 12-13.|7¢, likewise testified that “ng

m his time was spent in lab. |7 I estimony Tr. at 11. staff confiy ned that)
an(‘c) did not spend much nme in the Iabestimony Tr. at2 3 (ut ) [lestimony Tr. at
13. aid that he believed “nobody” supervised his work in the lab. |7 [Testimony Tr. at
21-22.

II.  ARP Lab Staff Spent Significant Budget Dollars With Little Oversight on Computer
Equipment and Software That Were Never Used in the ARP Program

F ) 6),(b)(7
The anonymous complaint to the OIG alleged thad Fndig)f " had
inappropriately allocated and spent significant budget dollars fo purchase computer equipment
for the ARP lab with no justification or planning and that lab staff were allowed to purchase
“whatever equipment [met] their fancy and whim,” including the “latest tech toys for their
personal use.” See Anonymous Complaint, attached at Exhibit 11,

In its investigation, the OIG found that ARP lab staff spent hundreds of thousands of
dollars on computer equipment and software and that no checks were in place to ensure that the
equipment and software purchased were needed or used to further the ARP program mission. In
addition, the OIG found that a significant portion of the equipment and software purchased was
never used in the ARP program.
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A.  The SEC’s Project Review Board Approved More Than a Million Dollars for
Equipment and Software for the ARP Lab Without Sufficient Information
on How the Money Was to Be Spent

Each year, ARP lab staff went before the SEC’s Information Technology Project Revxew
B) to request money to purchase computer equipment and software for the lab.’
l‘wtlmony Tr. at 26. The lab staff would draft an Information Technology Investment

vestm Plan) and submit it to PRB and would make a presentation to PRB requesting
fund estimony Tr. at 71 74.

o * (b)(6),(b)(THC)
id that he pla support”’ role in the process, helping develon the
:sa PG| B ey 1

information to be submitted to PRB. estimony Tr at 26-27. estified that he
“helped create” the Investment Plans and that he did « the speaking at PRB meeting

(0)(6),(b)(7) (b)(6), (b>(7)(C)

presentations, withic) metimes also speaking. Testimony Tr. at 74, 78.

(b)(6).(B)7)C)

The OIG obtained the Investment Plans that ARP lab staff submitted to PRB for 2006
through 2010. During that five-year period, the ARP Lab submitted and received approval for
requests totaling $1,179,933. See Information Technology Investment Plans 2006-2010,
attached at Exhibit 14. The 2006 and 2010 Investment Plans included information on specific
hardware and software the lab staff planned to buy. /d. The other three Investment Plans,
however, did not have any specific items listed. Jd. None of the lab staff could explain why the
2007 2008 and 2009 Investment Plans submitted to PRRB did not have specific information on

w the lab staff planned to spend the moncy requested. I Testimony Tr. at 109-110,
l estimony Tr. at 2 timony Tr. at 23.” When asked why some Investment

Plans did not have specific items [isted sand, “Idon’tknow . . . sometimes they ask you
to and sometimes they don’t.” [*® " [Testimony Tr. at 28.

: |a member of PRB from 2001 to 2011, said that he did not remember
reviewing the lab’s Investment Plans and did not specifically remember any presentations the lab
staff made to PRB.[, ' [Testimony Tr. at 7-8, 15. When asked what he knew about the ARP
latfe" ™" ;aid, “Not a lot, to be honest.” Id. at ll.as able to explain that the ARP
program was “set up to do reviews of the SRO [trading fechnology and designed] to give the
Agency some understanding of what the SROs were doing as far as developing their syste g
protecting those systems.” Id. But, he said, “I don’t know much more about that.” Id.
said that PRB was not involved in any of the policy decisions to set up the lab or in “the specific
configuration of it.” Jd. at 13. According tc|‘°"6"‘°’”"°’ PRB’s role was only to consider “new
technology investments.” /d. at 12.

id that PRB did not require “laundry lists of stuff” in order to approve a project.
Id. at T8, Tn additionjc,” ™" Faid that after a project was approved by PRB, no one checked to

" In his OIG testimony, long-time PRB memberexplained that PRB functions to fulfill a Clinger-

cl requirement that “scnior level people in an agency be involved in [information technology] buys.”
(7)C)

l(bl(ﬁl (B)T7)(C)

estimony Tr. at 26. See also Clinger-Cohen Act, 40 U.S.C § 11101 et seq., available at
http:/7www.cio.gov/Documents/it_management_reform_act_feb_1996.html. The PRB role and composition are
described in its charter, 24-02-PRB-01, issued February 22, 2012 (formerly OD24-02.01.C03).
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see what items were actually bought. /d. at 18-19. He said that PRB was supposed to receive
“status reports” on projects but “that process did not always work terribly well.” /4. at 20.
Further, he said that when PRB did get status reports, they lacked any detail. Jd. at 22.

However, according to performing checks on how programs spend their PRB-approved
budgets is not PRB’s role and PRB does not have the resources to do more that it does. Jd. at 22,
24.

a rther explained, “One of the frustrations of being on the PRB over the many
ars was the inability to get as much information as we wanted on a lot of projects.” Jd at 19.
* taid he had “some discomfort” with the fact that he did not have a good sense of what the
ab was buying and what it was using its purchases for. Jd. at 52-53. In his testimony,
stated that he was concerned that ARP lab staff were purchasing “BSOs” instead of what
they actually needed for the lab: .

There is a term in the technology world call BSOs, which
are bright, shiny objects, which comes from the concept of
magpies, want to pick up bright, shiny objects to take back

- to their nests. Well, you get a group of IT people together
and they’re always playing with some new, bright, shiny
object. Well, particularly those of us who are non-
technology people used to joke about that as being, you
know, kind of the lure, the draw for a lot of the technology
folks, particularly those who are wire-head types who get
into labs, like the forensics labs, and the ARP Labs.
They’re going to be very attracted to bright, shiny objects.
So, yeah, we always talked about them wanting to play
with the latest toys.

Id. at 46-47.

nﬁmed in his testimony that no one from the'ARP program went back to
PRB to inform it of what was purchased: “You don’t circle back and say, okay this is what I

0

bought, exactly line by line you don’t. At least we’ve never done it.”
3577 hlso could not identj fy an occasion on which PRB was snecificall
items purchased by the ARP lab.? estimony Tr. at 92-93]

“tried to keep people involved” but did not know of a “formal process” to do so. Id. at 93.

‘estimony Tr. at
informed of the

"‘ entioned in testimony that OIT staff membm{mue] i |
(2\e1 0NN isited the lab on one occasion and was shown some equipment purchased by the lab.[>© ®  |Testimony
Tr. at 93. Howcvcif'é’,‘s’ ®I7) Yestified that in his one visit to the lab he “didn’t verify anything.” timony
Tr. at 35. The SECs®®)017(C) | also a member of PRB, visited the
lab in 2009, but he testified that he only saw “a lot of things in boxes.” |“;><5C"“” |l estimony Tr. at 11-12, 33.
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B. OIT Did Not Adequately Supervise the ARP Lab’s Equipment and Software
Orders

After PRB appr i i |ab, lab staff worked with OIT staff,
usually(” " to purchase the specific equipment and
software for the lab.”[2)" " [Testimony Tr. at 16-17/""""*" |testified that starting in 2005 he
worked with the ARP lab staff as their OIT liaison. estimony Tr. at 8. aid that

CIEENE Lo OO bs staff would fill out a procurement request (PR) and send it to h1m, usually

by e-mail. 1d. at25, 27.[""™"" kaid that he would then look at the PR and verify that it
contained the w% object class (BOC) code and that there was funding for that BOC -
ting s

code. Id. at 25-26 id that the BOC codes covered broad categories such as software,
hardware, and co ervices. Id. at 25,

escribed OIT’s role in the ARP lab as “very minimal,” noting that the lab °
“wasn t an OIT pro;ect ” Id. at 9-10.|c d the lab was “external” to OIT and that OIT’s
to make sure the [lab’s money followed through the capital client process.” /d. at
lO aid that once the money was approved, he would make sure that “the money [was]
in the right category . [a]nd that was pretty much the extent of [his] involvement, other than
making sure they completed all the necessary documentation.” Jd. at 12.

aid that the amount of hardware the lab was buying piqued his curiosity but that
he could not “ascertam whe as valid or not” and “didn’t have the authority to do
anyihmg, reully o Id at 22. aid that he could not determine whether it was cost-
effective fo urchase particular hardware or whether an expenditure was worthwhile.
Id. at 29—30&' said that he did not check to see if the lab staff had approval to buy
a specific item and that he had no information on what they owned or had bought in the past
because he never saw the invoices. Id. at 30, 35. He said that he did not look at the Investment
Plans that were submitted to PRB to see what was in the plans. Id. at 31. After he received a
PR ould forward it to someone else in OIT in the finance and budgeting office, who
would verify that funding was available. /4. The person to whom he forwarded the PR also took

o ascertain whether the expenditure was appropriate and not wasteful. Jd. at 32.
-(C

aid that the requisition information would then go into a computer system and a
contractmg officer in the Office of Financial Management would process the order and [again]
just verify that there was money.”'® Id. at 33.| MG' “"" lestified that he “absolutely” had
concerns about ordering equipment for a dlvnsnon outside of OIT and about being involved in a
process in which he was not in a position to determine whether the purchases were appropriate.
Id. at 34.

(B)(6).(B)(7) TB)(6), (BN7)(C) (B)(E).(B)(7)C) I
m_)(s)m)m t the SE Testimony Tr. at 6-7 7I—c A
(22" T1d. a1 7. During thal umej“;“":’ ®Talso served on PRBi"’"G’ X Id at14)" " kaid he

did not recall ever revx vin nosal from the ARP lab. Jd.
' The OIG interviewed a contracting officer who processed several contracts for the ARP Lab. She
confirmed that the contracting officers only obligate money in contracts with vendors and do not otherwise ask
questions. She said that by the time the request gets to her, she assumes it has already been approved by
management.
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The SEC’s|”" *" | who served on PRB
at the time of one of the ARP lab’s budget requests, also testified about his concerns related to
the ARP lab. ferred to the lab as “a toy box™ and said that he was “not comfortable”
that the procurement process had to go through OIT because IT had *no idea whether [the
items purchased are] being used and how they’re being used.”jc)  [Testimony Tr. at 36-37.

© """ |testified that he was in the process of trying to get the ARP Iab “removed out” of his
“budget line item.” /d. at 38.

™™ | and[75"” [id Not Provide Meaningful Input to the Budget or
Purchasing Process :

The OIG found that the ARP lab’s own management, like PRB and OIT, did not act as an
adequate check on the lab’s purchasing. In the case of the lab’s management, this failure
resulted from both a lack of involvement in the lab and insufficient technical knowledge.

For exampl -~ eemed uncertain about how the PRB budget process worked,

testifying that he thought that lab staff went to PRB every time they wanted to buy a single piece
g (b)(6),(bXTHC) p

of equipmen("™ ™™ [estimony Tr. at 21" |testified that he went to a PRB meeting

““once or twice” but that he could not remember the of those meetings or who from his staff

gave the presentation at the meetings. /d. at 35-36("° " |also said he did not know who from

his staff drafted the Investment Plans that were submitted to PRB. Jd. at 36.

- [E7™ Jestified that although he thought he “probably” talked to his staff about what
they wanted to purchase, he did not have a sufficient technical background to weigh in on the
specifics and never told his staff that they could not purchase something because “[he] presumed
that all of these people understood it better than [he] did.” Jd. at 39-40aid that he did
not know how much the lab spent each year on computer equipment. Id. -at 40. He said that he

thought] " " s the“primarypeson” who orlered eqipment o the b and tha” "
“would have consulted with (him]” as well as with at 42" lsaid, “I would not

use the word he got approval from us, but I was told at the beginning what we were asking for.”
1[27™" kaid that he dthe PRs before they were submitted and did not think that

7 |did either. Id. at 4 said that he thought the lab staff got approval through “the
purchasing people” to buy iteéms for the lab, but that “[t]here is no procedure that [he] know(s]
of” within the lab to check on whaas ordering. /d. at 44.

797 keemed to know a little bit more about the PRB process thid. stating

that the ‘\" ;ab went to PRB “once a year” to get authority to have “X dollars set aside for the
budget. {5 " [Testimony Tr. at 27-28[2° ™" festified that he did not know why some
t

. S . (b)(B).(b)(7)
W’n Plans had specific details in them and others did not, but noted (haand

gave presentations to PRB. Id. at 22-23.

said that after PRB approved the budget, the lab staff would write up PR

J‘ OUld then approve the purchases. /d. at 29-30. However, 7c . btated
at he did not know w. atid to approve a purchase, and he acknowledged that
was not part of the inspection program and would not be in a position to know what equipment

was appropriate for thelab. 7d. at 30.
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(b)(6),(b - (B)(6),(B)7)C : (b)(6),(bX7NC)
esuﬁed that!( i erered the equipment for the ARP lab and tha

(D)(6),(b)

would “not necessarily” run orders by|7c,_first. Jd. at 31. 2o Ialso said that he did not
review the lab’s PRs before they were submitted tq [Id. He further testified that the lab
had no internal guidelines as to what lab staff were permitted to buy and that no additional
internal review was required for high-cost items. Jd. 3233/ kaid that i‘could
make a verbal argument” as to why the lab'needed something, he would say, “[F]ine.” Id. at 33,

PO bestified thall‘b)(e) P Hid not get input fron hen ordering equipment
for the Iab. [”® " [lestimony Tr. at 27. He said that because|>,c,” fand|c) " idid not have
technical knowledge, they had to “rely on the Branch Chief to be able to translate the technical
matters” for them, giving lot of power to make decisions for the lab. /d. at 25.

7O liestified that in the end it wa """ kyho decided what would be purchased. /d. at

27. ‘
[P hestified that the PRs “had to be approved by andT P
and initially said that he copied them on the PRs he sent to estimony Tr. at
84-85. However, when questioned further about whether he copied ». N on all the
PRs,said that he did not remember and would have to check his e-mails and then

 stated, “they knew everything [the lab] bought because it was also done verbally.”!! 4. at 86-87.

D. The ARP Lab Purchased Hundreds of Thousands of Dollars’ Worth of
Equipment and Software Not Used in the ARP Program

The OIG found that the ARP lab purchased hundreds of thousands of dollars’ worth of
equipment and software that were never used in the ARP program. Some of the more expensive
items that were purchased and never used are discussed below.

. oftware. The ARP lab staff purchasedﬁware in 2006 for $29,070.
See|”"”  |contracting document, attached at Exhibit 15. In addition. th ¢ lab staff spent
$4,990 to renew the”"”  koftware license in 2007 and $12,000 onWraining.
See OIT Chart, attached at Exhibit 16;'* see also|”""~  [Training Contracting
Document, attached at Exhibit 17.

b)(6),(b)(7NC - . .
old the OIG that"""® |software is a too] used to conduct forensic evaluations
king th¢"""__|

and that h embered tal MO training.[ " 'l'estimony Tr. at 43.

L TCIT
(b)(6).(b)(7)C)

admitted that ARP staff do not do forensic work and said thal the lab
ed1”"®__ lbec: use the lab staff “never used it” and “never looked at
i Laid that the lab purchased””®  because the
lab staff were “experimenting with which areas you can go into . ... and that was one of
the areas that [they] thought [they] could go into but it never flourished.” Id. [*®®"

1" . e o] P16 E) . A i :
The OIG’s e-mail review showed thatc) and(7/©)  were not always copied on e-mails containing outgoing

PRs.
"? e marks and notations on the OIT Chart exhibit were on the document when OIT produced it for the OIG.
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was then asked whether he just “experiment{ed] with taxpayer money,” and he
responded, “No . ... That’s why we discontinued the product . ...” Id. at 44.

(b)(6),(b)7)(C)

|(5)c6) BT | dmitted that purchasm 4 riginally his idea. .
Tr. at 96 [(®)E).(B)7)C) Sal id that he weill i training Wlﬂfb}[e} “ONTIC) TBY(E), cmml d

exchangw were usin

was to use it for training because

(DYT)NE)

g| I and he wanted to know if they were using it correctly. Jd.
at 96-97."””"" | however, could not specifically recall an SRO that hadd
He also

admitted that he had never inspected any SRO’s system. Jd. at 98.
acknowledged that ARP lab staff do not do forensics work and that lab staff could have
learned abouf” "~ |in less costly ways. Zd. at 100-03.

(DX7NE)

(D)7HE)

The ARP lab purch in

2006 at a cost of $9,911. See OIT Chart. According to]”””"" jt was his idea to
purchase this Oqlllpment b <n>m(e> as his idea

had previously used the equipment when he was at the”""

described the equipment as

(0)(6).(B)(7HC) 6], BNTIC)
at 106

e
at is “use tO N r

(BMTNHE)

(b)(7)(E>

OE lwas not to use it bu ouset
iaa at 107. However. ~ |admitted that the ARP lab was only
beginning to setup §°© |at the time of the purchase,

and he could not recall whether

I(D)(7)(E)

|was set up during that time."

Id, at 107-08.

EUE) — — _
. The%m lab purchased™ _jn 2007 for $72,000. See OIT Chart. -

‘According tqc)

(D)7NE)

8 a vulnerability scanner that looks at feeds from different

(D)(THE)

"o [estimony Tr. at 15. In

his OIG testimony,[”™ " [stated that despite the high cost of the equipment, the ARP

b)6).(bN7)C
lab never used|”"®  [[P®®7C restimony Tr. at 96-97.”“ " lso confirmed that
bY7)NE
PO was never used.[©®®7© [Testimony Tr. at 116.

(D)(7)(E)

| The ARP lab purchased

vulnerabnhty scanning software in 2007 for $40,500. See OIT Chart. m estified

> 6. c .
stunony'l‘r at 111. However, lab staff decided
use on mspectxonl s| because it was overly intrusive.” Jd.
(B)E).(B)7)NC)

(D)(6),(b)(7)
(C) F

not know where the software isnow. Id. at 111-12.

bought ith the idea that the lab would use it on inspections.

T)E
P79 |was “not safe to

testified that he,

s e

made the joint decision to purchase

 The OIG nolcd RIS lis not listed on the Investment Plan for 2006, but the lab
uipment.
}?;Eg’)‘m csuf’ cd that PN tzould have 10 be in place too long and would' require too many connections to be
va uable in an ARP inspection program. [ 7,c; [Testimony Tr. at 15-16.
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(b)(7)(E) (B)(TNE)
hased "~ n 2008 chart,
N (6).(bX7)(C)  |(BXTHE) (b)7)(E)

is software that 1ooks fo

Acc ding t

( : TONOT O T .
[POO7C Yrestimony Tr. at 125.] aid that

because[P17E potcnhallyl"’"”‘“ ;

needed to be co ed before it could be used so as not tg[”"*

®)(7T)(E) (0)(6).(B)(7)(C) 8),bNT)(C r
POP0C restimony Tr. at 128. aid thaf 7™ vas supposed 1o
e soitws

but did not get it to a point where the lab could use it in testing

anpes| estimony Tr. at 128-29. As arcsult BHB d, it was never
used Id at 130. so remem 'ered [b](7’)(E]
and mnﬁmed that it was not used to perfOn.n any| (B)(7)(E) | (n)(e) (nm

Testimony Tr. at 47-49.

(D)(7)E) (BX7)E)

: :tr___g_____avdin licenses. The AR I urchascd aveling licenses in
2008 for §19,620. See OIT Chart.|” ™™ fiold the OIG that "™ |is

vulnerability scanning software and the i (m“ t )W in purchasing it was to “putiton a
laptop and use it during an engagement g lestimony Tr. at 50. In addition to
£$20,000 for""Y | chcnses & ARP lab spent $16,838 in 2008 on

ining, for a total investment o6f more than $36,000."
aid that he,[”®"®" F‘“ o " took the tmining. il
estimony Tr. at 107. However,””®" |said thai was never deplo

at 51. nﬁrmed thaﬂ FIS was never impl tating that because
of a “lack of resources™ they “never got around to” using 1ti‘°"6) ome Testimony Tr. at

134. Wald the decision to buy it “was bad judgment, mistake.” 1d.

In his testimonytated that the ARP lab simply lacked adequate staff or .
resources to implement the technology purchased and said they “were feeling overwhelmed.” Jd.
at 203. When asked why they continued to purchase technology without the resources to
implement iaid that they had intended to hire more people but acknowledged that
buying technology without the resources to implement it was wasting taxpayers’ money, albeit
‘“unintentionally.” Jd. at 204.

E. rm) il l.'lnd 0O |I'estiﬁed That They Did Not Know About the Undeployed
Equipment and Software

In an e—mail dated May 9, 2011, addressed tclf%o’im and[ """ nformed them
2 tools purchased last year have been deployed.” See E-mail fro
0)©).(0) (B)(6).0)(7)(C) B BT
to im(C) gn ay 9, 2011, attached at Exhibit 18. In the same e-mail,[*® " |
mentioned specifically that e S[ExE | and[®”  |had not been implemented. /d.
[P kaid that he sent the e-mail to[0” " pndlc,” " [to bring to their attention” that the lab

rinife g lsted n the OIT Chart undef ™™ |
accordin gl:7;:c” ’ BXTE)

|
estimony Tr. at 79[2)" ®"7 festified thatl“’"”‘E’ fis “an expensive tool” and “to deploy it on all

our sysiems that are nonproduction syslcms .is a bit of a waste.”” /d. at 80. The 2006 Investment Plan lists
at a cost of $8,071.75. See 2006 lnvcslmenl Plan at 14. The OIT Chart lists an additional investment of
approximately $2,000 in/®"®  |in 2008. See OIT Chan.

18
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taff had “fallen behind” and did not have the resources to implement the tools they were buying.
estimony Tr. at 203-04.
When the OIG asked» " fif he was aware that the lab purchased items that were never
used ified that he was not aware of that and said he “thought they used everything [they]
. |§?IIZ’)“°‘ Frestimony Tr. at 34. Specifically,7)c,~_festified that he was not familiar with

hnd did not know about its purchase or that it was never
used. 1d. |73 Jestified that while he was familiar with|”"~ |and thought that the ARP lab

ad used it, he admitted, “We don’t do forensics.” Jd.[7\c)~_lso testified that he had heard of
©® " but that he did not know what it does or what it cost and did not specifically authorize its
purchase. Jd. at 37. He also said that he did not know that{” "~ had not been used and did not
now how it would have supported the inspection program if it had been used. Id. at 38-39.

e od at 39. He said he

(B)(7)E)

e [testified that he was not familiar with

gnew tha ' |is a vulnerability assessment tool and acknowledged that lab staff planned
to load it on laptops taken to SRO{"""® | Id. at 40. However, he said he did not
know that{*""® P'ad never been used or that it had cost $40,000. /d.

In his OIG testimony, also testified that he was unaware of the undeployed lab
equipment.[0 " _[Testimony Tr. at 45. Whe as asked about the equipment
purchased by the lab that had never been used, he said, “It’s the first I’ve heard of it.”* Id. at 52.

estiﬁed that he had “never been told” that the lab was not using the equipment that it had
purchased, 7d. He also seemed to have no knowledge of the nature of the equipment. /d. at 46-

48. When asked if he was familiar with{"""® e said. “No.” Id.
at 46. He also said that he had “no recollection” of and did not recall|” "~ | Id. at47-
48. Similarlylc) aid that he had never heard of " |and did not know anything

Id. at 50-51.

undeployed tools stated that he was still “standing by” his testimony that the lab staff
always told him that they were deploying the equipment. Id. at 54. Ajthougheniecl
knowing the information in the e-mail that had been sent to him, he asserted that the e-mail

referred only to items purchased that year (in 2011) that had not yet been implem d. at
53-54. However, the items specifically mentioned by " |in the 2011 e-mai
i andl‘b" = ) had all been purchased prior to 2009. See OIT Chart.

F. ARP Lab Staff Purchased Unnecessary Laptops and

In addition to the above-mentioned equipment and software that were purchased but not
used, the OIG found that ARP lab staff over the years purchased many more laptops than were
cede e number of staff assigned to the lab.'” In 2010, the lab spent $26,310 to buy seven
laptops and twla ptops and $16,643 to buyroducts,
and aptop Contracting Documents, attached at
ing Documents, attached at Exhibit 20; see also OIT
Chart. At the time all those laptops were purchased, the lab had a staff of only four. " ®" |

o . L(b)(7 (b)(6),(b)(7)(C) Y A :
During tesumoni when as showns 2011 e-mail to him about the
(D)(6),(b)(7)
uc)

' The OIG staff was eventually informed by OIT that the ARP lab had 28 laptops.
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(BH7)E)

Testimony Tr. at 162. In addition to the laptops, the ARP lab purchased tw ne
fd one fo which cost an additional $1,856. Secl“’"“‘E’ (Contracting -
Documents, attached at Exhibit 21.

When he was asked why the ARP lab purchased so many laptops for only four people,

%explained that the lab was anticipating hiring “six to eight” new staff members.

Testimony Tr. at 162. However, the lab staff did not start to grow

(]
than a year after the laptops were purchased 22" ITestimony Tr. at 50.

(B)(6).(B)(T)C)

that one of th{""" |aptops was given Testimony Tr. at 158. Wh
why it was necessary foo have a lab laptop if he did not work in the !abaid, “1
don’t want to question my xmu:nagermsnt."'8 Id

EELEme | - . EITE . :
cbmmm{ estified that the " tomputers purchased in 2010 were purchased for
- and himself. estimony Tr. at 55. When asked why two people needed so

many computers,|”” *"" Faid they wanted “something more reliable” becausq" idn’t
last.”' Id. at 55-56.

(BYB}(BNTNHC)
BIE),BITIC)

so admitted that all the

" computers were urcl_gased fa PAEMRKIE) 1and
P P (B)B)(BYTHC)

himself. estimony Tr. at 163.[*®®7 lsaid that he and ach wanted a 13-
inch o take on inspections and that they each also got “two and a half pound”

ps. Id. at 164. When
TothetTanla s ' paid, “No.” He
then said that| " _|wanted to get thd®™® |because he wanfed “fofry it out . . . and
. (B)(B]),(BHTIHC) T T PR L] (B)(E)L(BYTHE th
lean to use it [alnd sd went along with it.” 1d. at 166, |then acknowledged
that he was| = at the time and said, “I shouldn™t have approved it. ... Bad

judgment,.a mistake. 1 apologize.” 1d. at 169. lsb said that, in retrospect, they
“should have been more frugal ™ Id. at 166.

G.  Lab Staff Made False Statements in Paperwork Submitted to Obtain|” |
Products

The Federal Acquisition Regulation (FAR) sets forth the acquisition process for the
purchase of goods and services by the federal government. See generally FAR, at
https://www.acquisition.gov/far/. Normally under the FAR, government contracts to purchase
goods and services are subject to full and open competition. FAR Subparts 6.1-6.2. In some
circumstances, however, other than full and open competition is authorized. FAR § 6.302. In

WO Restificd that he used thd™ " Japtop on one inspection and also used it to check his personal e-mail, but

that otherwise it sits on his desk “locked up.’ estimony Tr.
lgid that the hard drives “went out™ on the/® " jso thef """ were needed for their stability.
Testimony Tr. at 60. However,mined that he could buy a Tot of hard drives for the price of an
laptop. Id.
2 At one point in his testimony 2° °7)_kaid that”®®" land that as a result the
was more comfortable for him to carry.[*®"  [Festimony 1. at 164, 166. However/2,” ™" fa
never made any request for an accommodation under the Americans with Disabilities Acl

(1 Vi) (U NAVE 3 -
him 1o get a lighter Iaplop.{ estimony Tr. at 166.thcn admitted that
e his knowledge and tha urchased the laptop because he wanted it, rather than beca

{iEXE) BT IC)
(B)(E),B)
ek id. at 167-69.
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those situations, the contracting officer must submit a written justification and approval (J&A) to
procure the items; the J&A must outline the rationale for other than full and open competition
and the reasons for procuring the items. FAR §§ 6.303-1 and 6.303-2. The J&A is then signed

| by the “technical or requirements personnel,” who, in signing, certify that the information in the

J&A is complete and accurate.” FAR § 6.303-2(c).

The OIG found that on August 8, 2010, signed the technical and requirements
certifications on two J&As that he later admitted in testimony contained false statements Both
J&As, which had a combined value of $18,499, were for| "~ products.

1. J&A fo rm aptops
The first J&A sienet n August 8, 2010, was for the foaptOp

13-inch laptops and tw 13-inch Taptops) along
desktops, monitors, and associated protection plans and software applications, at a

total cost of $16,643.2 See(”"" |Laptop Contracting Documen J&A for that purchase

contained the following statement as the reason for obtaining thel " |computer products:

‘It is important for the Cyber Security Research Group within the.
Division’s Office of Market Continuity to develop diverse
knowledge of common IT operating syste d platforms in use
at the Self-Regulatory Organizations.... ' |computers are
becoming more common in the finance field . . . . It is critical that
the Division has industry knowledge of all common computer
platforms to carry out this deliverable. The Cyber Security

(D)(7)(E)

Research Group has seen increased use of computers at
SRO:s.
Id.
(B)(6).(B)THC)
When 3 shown the J& A during his testimony, he admitted that SR we)  ar m‘ not

at he had made “an untruthful statement” in the J&A.
estified that his certification was “maccurate,” that he “made a

b)(THE)
commonly” usm and
. D) ID)[ )C )
Testxmony TeakITL " |

mistz * that he does not know why he used that language, and that he “wan ed to b y the
Id. at 173-74. While| estlﬁed that they were “startmg to see products in
“certain exchanges,” he could Tiot say which exchanges were using them. Jd. at 169.

" |(b)(6),(bX7)(C) . {(B)(6).(B)(THC) . - (b)(6),(bN7)
l(z_:(ﬁ_, Wauomey produced another IZA to the OIG that was signed by

nstead of] " *"""“Flaiming that the one signed byb s a draf} that was initially submitted to the
ng office but returned because some changes were necessary. attomey further stated that

made the reques nges and signed and s mitted the new J&A whnch was the actual J&A that was
submmed to procure th - omputers. See Alterna -l &A, Aug ajtached at Exhibit 22. The

ed with the SEC’s Office of Acqmsxuons that the J&A Slgncd b that was submitted by

attorney was the one However, the revuscd J&A contained the same pertinent

pro
= (0)(6),(b)(T) (b)(6),(b)(7) (B)(6),(B)(7)(C)
nformati the J&A signed b - and igned the revised J& A on-b chalf because
informa © OO g i
() as

(D)(6).(b)(7)(C)
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__[®YE).BX7IC)

(D)7)(E)

at 57. However,[”" ™™ Jacknowledged that out of what he estimated t

(BX7)(E)

estimony Tr.

[FE) @ at 58-59

Other current and former SEC em loyees conﬁrmed in their OIG testimon ny that ROs
and exchanges do not commonly us i roducts. ‘estimony Tr. at 53;
Testimony Tr, at 304¢)  [Testimony Tt. at 49;(:)7)c Festimony Tr. at 46. Former ARP
(®)(6),(6)(7)(C) (BY7NE) .
employce testified tha rodu icls ar not used at SROs because they are
“ex (DEr ive” and “not very widely supported.”|7c) _[lestimony Tr. at 53. Former ARP

7O lalso testified that the e lab purchased were not needed because “thGse are

echnologies that trading systemsaredependent »[DOO0 Tactiman t 30. In
addition, SECw 0 previe orked| " told the OIG

during testimony that SROs use|” "~ [2[2°™7 [Testimony Tr. at 49.

We don’t audit entities that [us¢{” | you let me know when
you find out that any of the SROs are using”""" |as one of their
standard platforms in their environment or moving towards that
direction. Before that I can’t support inverting [sic] meaningful
time and resources from a group perspective.

E-mail exchange between”" ™" |an 4“”&6:’)(”) Fviay 17,2011, attached at Exhibit 23.

(0)(6).(b)(7)(C) (D)6).(b) . s . [B)(E).(B)N7)
ponded to(7c  |e-mail saying simply, “Smart answer . . .©.” Id.

explained in t&shmony that he wrote the e-mail because he was concerned that he lab was
purchasing[”""® | when he was “not seeing] a lot oemg used” at SROs. |7 esumony

tated in hls OIG ttsnmony that he did “not dis pute’s atement that
SROs weré o usm o | he responded to ﬁiigﬁm e-mail with simply “smart
answer” followed by a smiley fac o W)m ! cstimony Tr. at 1

(DY7)E)

2. J&A for

The sccond J&A thaf” " |signed on August 8, 2010, was for the twboth

with®™  |and the associated protection plan, for a total of $1,856.% See

[7](0)

22 b)6),(bN7)(C .
orkcd at the e lfocars before coming to the SEC.

estimony Tr, at6.

testimony, attomey produced another J&A 1o the OIG, which was signed by
which the OIG confirmed was the one the contracting offlice used for the procurement of the
&A, Aug. 19,2010, attached at Exhibit 24. This J&A was also substantally similar to
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Contracting Documents. The J&A stated that th """ |were required because of the need for an
“yltra lightweight computer device” to conduct| Id, The J&A
further stated thaf” "~ |is the lightest computer device that offers the functionalities
needed” and that “Tt]his product is essential in order to simulate trading environments at SROs.”
Id

When shown the”" J&A["""" mmediately acknowledged his signature on the
document and said, “{TJhis was a very bad judgment cail [0 *" Jwanted to get th(" "™ |1
should not have eane along with it. I'm responsible for it, and . . . it was a very bad judgment
call ... ; estimony Tr. at 181. ]%églgg ;rlid not recall who on the staff wrote
th("""® |F&A he signed, but said it could have been| Id. at 184. However,__“’""’"‘b’””c’
admitted that it was “very wrong” of him “to not read [the J&A] in detail” before signing it and

hat he “should have disagreed _wituse there was *“no need for [them] to get the

il T TR

BB BITIC 5 . =

""" Jfurther testified that the J&A he'signed for the”" " |contained a false

wledping that he could not use anle, |for[” because there
to hook up the device : POEINC kaid he

discussed the{”""" purchase with both an( but admitted that ther€ s nothing in

writing showing that//©  |and i approved Tl purchase. Id. at 182-83.

(B)7)NE)

51
=3
2
G
by
R
)
-8
—
= -]
>

(B)(6).(B)THC)

In his OIG testimon said that the original intention behind purfhaaiuz_th.T
(BN7NE) (BATHE) (B)(B).(b)(THC) . H (B)(B).(b)THC)
Wever,
(BHTIE) |
TIHE
i Td. at 62-65.
(BXE).(b) . [®X7NE) (B)THE)
e confirmed that ARP lab staff were not domgl |when -,-

were ordered|c) [Testimony Tr. at 62-63. He stated that the Iab had not done|”"™!
since befo e on board, in October 2009. /d. at 63 -: o stated that he did not
: (BNTHE) do . (BHTIE) (B}7) have®™®
{m‘eme a7 can be onT using an ecause anlg, |does not av

Id. at 64-65.
aid that he remembered hearing about the before they were purchased and
that he “guessed” he gave his approval for them “verbally.” estimony Tr. at 50.
However, : aid he did not know that the justification submitted to procure thstated
that they would be used for| | Id.

(D}(6},(b)
(THC)

In generalid not seem to know much about the PRs that were submitted, and in
an e-mail dated September, 21, 2010510, hsked”” ™™ how many PRs the ARP lab
submitted each year. E-mail from[”®®"® }ol70” [Sept. 21, 2010, attached at Exhibit 25.
estified that he had not known that it was “30 or more” until|”” *"" pave him this
information.’ estimony Tr. at 57; see also E-mail from[”’ Sept. 21, 2010.
e PRs it submitted.

~ aid he did not know whether the ARP lab had a system to tracl

the one signed b ‘b”:l'[bmc’ Furthermore, lcs!imc?ncconﬁmmd tha :""5”:"” a d|§,g=;6}-‘°"” worked together on the
(b)6),(b 1 b6} (b . BB (b -
J&A and that”"™""  fvas the responsible” " lat the time. 2\ " (Testimony Tr. at 181.
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" Ilestimony Tr. at 57. He admitted that when his staff were gathering PRs for the O1G
investigation, they had to go to the “procurement people” because the lab did not keep them.”
Id at 58.

(D)(6),(b)}7) 3 (D)T)NE)
s— © also did not know much about lh warchase. When he was asked why an
- vould be needed for an SRO inspection program, he said, “[ don’t know ‘.vhatl"”‘”‘e’ are

‘ A +3|(@NE)L(B)THC) |\ . o
1ised for in general let alone why they’d be used in an exchange. I estimony Tt at 73.
imzsmxn _

3 bI7)E ) -
rther said he had never heard the term" Id_at 74,

(B)(6).(BNTHT) 3 & o 5 =
| }md(bm @ 1A dmitted to Personal Use of SEC Equipment

(D)(B),(bBMTNC) (B)(6).(B)(7)(C) . (L)7)(E)
l Izm both admitted that they used the hey purchased mostly for
(D)E).BNTHC) |< .. o (D)(6).(B)THC) b)E).B)7)C .
personal purposes. - estimony ‘[T. at 186'Teqnmony Tr. at61. md
; . : JONTHE) = | d look (D)(B).(bX7NC)
he used his o search the web and to look at his personal c~-mail account.

Testimony Tr. at 61 . said he used hlm do ymputer programming books

and otherwise it “‘has not been put to any substanfial use.” lestimony Tr. at 186.

nlso said that he had used hio go to i'Tunes an ownload books, such as

Tolstoy's IWar and Peace, and magazines. Id. at 186-87.

» . B8 BXTIC) B ol
[n addition to finding that["@®7 L sed the[" primarily for personal

purposes, the OIG found that they cach took home an ARP lab laptop. which they kept at home
for personal use. [ | estilied that he took laptop home with him after

using tt on a couple of inspections and kcpt it at his house for “a couple of years, ing |
pum arily for downloading music :md movics from iTunes and surling the web.” '

imony Tr, at 69-72, 139. LSllde that for nine months or morc he kept :m

laptop at his home and uscd Jtfor personal banking and for checking personal e-mail.
UE) (B)(6).(BX7)(C) TOXE)

' I'estimony Tr. at 192-94 also testified that he took the |]aplop with
him on vacations ta'. at 49-50, 8.

(BXE). (b)) s ; . [®E1BRTIC) o ;
(© testified that bie did not g,w;ermlssmn 1o take home 4 laptop and said he

: 5).017)C : : S org ) B)). (N7 :
did not know [!1’1“”( OO Thad an ARP 1ab Tapiop at his home for two vears|q " [Testimon
1 3 )

Tr. at 48-49 [¢ also testified that he did not kno\\i“”‘s"“”m‘c’ had @ laptop at home for two

[
(B)(6).(B)(7HC)

22

**The OIG was unable to obtain the PRs for all the equipment purchised by the ART fab because the lab did not
Keep all of ther, and OFT eould not sepurate the PRs submitied by the ARP lab from at! the other OIT PRs.

™ I addition o submisting false paperwork: for the®7® [Eaptops lm|‘°"7"5’ (XKD Jent an e-myail tofaen® |
October 2009 requesting that his and{2@:® | §EC-Tssued @7E be re pl.lcul \\':{I](DJ(T"E’ I\t ating, “’"”‘E’
l(b’m(E’ and we need 1o understand thy Lecurity[POE

[EX7E Sew F-mand fromf® ) jo <°’<6’~‘°>
et 23, 2009, mteched at Exbibu 26, In testimony, however, shmiited that his statement o280 Fibour

the reason for purchasing the was not rethial; he said that he requested aid®MNE) e

sause he “wanred (o
o . b)(6),(b)}T
use it” for himsel 2O Trogimony 1. at 210, In his reply 0P s el [or ™7 kated thaf®™© O |
srecure the devices, -ml( iE ” ) monted out 1 :l(b)(TKE) d ot been approved ol
I

would need 1o \l‘bll.l a PR e

use on the SEC network and thef®™® 7 fener \’;‘lll‘ll(.-ltlb-. Castly cracked. F-mail lxuml(b)w”bm |uc e | Oet.
23, 2009 (DO hestified that b belreved that OUE rojected tie request fo r|‘°”7’(E’ | 1 “being eacessive | ooHO10)

Tesamony [t at 33,
i {gus),(m(r} luhlu‘\. that he downloaded 200 {Tunes onto the laptop, (BXE).(2X7XC) I'catmony I, a1 69 70
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(b)(6). (D) (7XC) (B)T)E)
years and said he did not ve-erm:ssxon to take a laptop ton vacation.”’

O™ Trestimony Tr. at 72, 152.

IV.  ARP Lab Staff Violated SEC Information Technology Security Policies

The anonymous complaint submitted to the OIG alleged that ARP lab staff, with the
knowledge of management, “flagrantly [did] not follow SEC’s IT security policies such as Rules
of the Road They use unencrypted security lab laptops during inspections. They have
ternet including being able to check their personal online e-mail services

See Anonymous Complaint at 2.

(D)TNE)

®INE
lik

During its investigation, the OIG discovered several areas of concern with regard to
computer zmd network secunty w1thm the ARP lab. The OIG found multiple instances of
iolati SE which could have caused breaches|
The most egregious violation found was use of unencrypted
[aptops during inspections, as discussed in detail below.

(B)THE)

A.  Lab Staff Took Unencrypted Laptops and Laptops Without Virus Protection
on Inspections, Potentially Compromismé“” "

The OIG found during its mvesngatmn that lab staff were usmg laptops that did not hs

encryption or virus protection duri SROs, exchanges, and cleanng agenci
(BX7NE) o th (‘ poncy
The OIG further found tha| "~ y

aresilt™

1. Laptop Computers Purchased by the ARP Lab Were Not Configured by OIT
With Security Devices Otherwise Standard on OIT-Issued Computers

The OIG found that the laptops purchased by the ARP lab did not contain ‘g;hga7 i
security installed by OIT on computers issued to the rest of the SEC staff. SEC]"~ """
testified that, to his knowledge, OIT did not do anything to configure or add security to any of
th ! » L

e computer equxpng;rg)t(i;lrchased by the lab “because it's not standard equipment, -

Testimony Tr. at 42 said that for an “agency lapto e OIT “would put [its] image on it
and make sure it me s] security requirements.” Id.|c elleves that equipment ordered
d

by the ARP lab “would just be delivered to them” w1thou any added security. /d.

1OE® | .
estified that he was not aware of any documented poltcxes that would prohibit an employe: 0
SEC Taptog ®®*1"©) Testimony Tr. [22.®lalso did not think tha
(OXENEXTHE) thal are of particular concern when laptops 1d. at 32
G did not examine any files on any ARP lab laj than through

witness testimony what laptops. As
noted later in this report, OIT has contracted with an outside forensics team to conduct forensic testing on selected

ﬁps to determine whether there is evidence lhal{“””"s’
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Because the laptops pumhascd by the ARP lab were not configured by OIT, it was up to
ers to install and main curity devices such as encryption and virus software.
estlmony Tr. at 79{n  [estimony Tr. at 31. As discussed below, the OIG found
at several of the lab laptops did not have appropriate security installed but were taken on
inspections of SROs, clearing agencies, and exchanges in violation of SEC policy.

SEC OIT policy requires that the local hard drive on all SEC laptop computers be
encrypted using g_ppmvgﬁ SAIE software before thev are issued to end users, See OIT

(84 it g Lils SUAWalD =avay sl wovive Wl
JT

Implementing Instruction 24-04.04.05, Encrypting Data on Portable Media, Dec. 1, 2010,
attached at Exhibit 27. This policy also requires that all sensitive, nonpublic, or PII data on
portable media, including laptops, be encrypted. /d.

SEC OIT policy further prohibits storing nonpublic information or sensitive data on SEC
information technology resources “without proper protection/encryption” and “leav[ing] laptop
computers containing non-public information or sensitive data unprotected.” SEC Rules of the
Road, Rule # 7, at 13, attached at Exhibit 28.

2. Several Laptops Identified as Lacking Encryption and Virus Protection
Were Used During SRO, Exchange, and Clearing Agency Inspections

On October 17, 2011, the OIG requested from the ARP lab, among other things,
-documents showing the identity of all lab_laptops used off-site during the last year and, for those
identified, (1) the date the laptop was last used off-site and the purpose(s) for which it was used;

(2) a screen shot showing the name of any antivirus tool used and its version number; and (3) a
screen shot showing any encryption tool used and its version number. See Document Request,
Oct, 17, 2011, attached at Exhibit 29. In Tesponse, the lab staff produced the requested
information for only 9 of the lab’s 28 laptops See Screen Shot Document, attached at Exhibit
30. The screen shots provided of the 9 laptops showed that 4 of the laptops had no antivirus tool
installed and 5 had no encryption.’® /4. Of those identified as lacking encryption or antivirus
protection, 4 were identified in the Screen Shot Document as having been taken on inspections in
the last year. Id. 2

During testimony, the OIG confirmed that the four laptops identified as unprotected and
used on inspections were in fact unprotected and used on inspections. The OIG also learned that
an additional laptop identified by lab staff as having encryption did not have encryption during
the period when it was taken on inspections. Further, the OIG determined that additional
laptops—ones that lab staff identified as having protection—may not have had protection until
October 2011 and thus would have been taken on inspections unprotected.

; of OIT informed the OIG that the lab had a total of 28 laptops and that OIT took possession of
those faptops when the OIG informed it about the security issues in the lab. It is not currently known how many of

_lhosc Iaptops were taken off site or contained SRO, clearing agency, or exchange data. OIT has contracted w l h an

ney to perform a forensic evaluation of a sclection of those 28 laptops to determine if there was

ou
(bX 7115)

" One of the laptops identified as having no encryption was assigned t an ARP employee who did
not wark in the lab. This laptop was not identified as having been taken to an SRO s0 it is not further described
below.
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The following is a summary of information about the ARP lab’s known unprotected
laptops, by user.

(B)(6).(B)T)C)

a.

Was identified on the screen shot document as the user of three laptops that
lacked security. See Screen Shot Document. One was an|”""“ |laptop that had no encryption, but
it was identified as having only been taken t when he was on vacation twice
during 2011. Id. The other two laptops identified as used by~~~ [were ai"”m‘s’
that did not have virus protection and an[” "~ [that had neither virus protection
nor encryption. Id. Both laptops were used on inspections in 201 13" 4.

that neither had virus protection, and that the”"® id not have encryption.
Testimony Tr. at 174-75; 197-99.7¢*© t protecting his laptops “a mistake” and said
not have encryption on his “for a really Iong time.”
er acknowledged thaf® " [on his unprotected laptops that|"" "

and included”""

ik | 7d. at 199-200. |
based on his professional education, it was the “dumbest mistake” to|""""“
computer that had no virus protection. Jd. at 202.

(b)(6),(bX7)(C) . (BX7)E) .
POC0O b dmitted that thd” " |like any computers, are “very[” and can be
compromised,”

and he agreed that a hacker could hac; easilyasa

(b)(6),(b)7)C)

(D)(6),(b)7)}C) . (DX7)E) (D)(7)E) “y .
- estified that th and the were used on msgecnons,
(b)(6),(b)7)(C)

(B)6),(B)(7)C)

(D)(7)E)

(D)(6),(bX7NC)

tated that ,

computer. Id. at 175-76. further said that he did not have intrusion defection software
so0 he would not know if there was - malware on his computer or if it had been hacked. /4. at 176-
A

b (B)(6),(0)(7)(C) |

6),(b)(7)(C,
as identified on the screen shot document as the user of two laptops that had

encryption but lacked virus protection. See Screen Shot Document. One was a 177E-inc (OXINE)
lai top initially identified as used only for training, and the other was a 13-inch

(B)(7)

-tE)

aptop identified as having been”""" & F il
Testimony Tr. at 86aid e did nof put virus protection on the Iaptops because it “is
hard to find anti-virus” software for Apples.| Testimony Tr. at 82.[”*" Pdmitted

B)6).(b)(7)(C,
M Aoortiias to PXELOXNC) ey

(BI7)(E)

BIE so showed tha (D)(6),(b)(7) (BNT)E)
| C

7 (D)(6).(B)THC) [(BNT) [(BUT)E)
(OX7)E) Ea cyberdefense exercise). (E) R
55 OHE] '
BY7)E) I

i | See Screen Shot Document.
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that he took the 13-incl-4{mm£EJ laptop into exchanges and used it to download SRO data.

Id. at 83, 86.
The screen shot document indicated tha ._ used on
ether the laptop had -

inspection had encryption. However, when the OIG asked
that the encryption was not

encryption when it was taken to the inspection,

turned on when he took the laptop on inspections and that he had turned it on to produce the
screen shot for the OIG. /d. at 87-89.

acknowledged the risk off " if his unprotected laptop had
bccn stolen or ]

t in a taxi. Jd. at 90. He testified that the type of data on his unsecure laptop

b)), ()7 )C) il Id. at 125-26.
' acknowledged that|®"® Id
[ETEnEmeT |
C.
ihbrtsl.lb} (b)(THE)
(7)C) as identified in the screen shot document as having €1l an unencryp

laptop on an inspection m See Screen Shot Document estified that the”""®

identified in the screen shot was the labtop he generally used for inspections “because it was
{bJ( [b}{a) {b} y (DNTHE)

lighter.” estimony Tr. at 32 acknowledged that his”" " | aptop did not have

encryption, saying, “[W]e did not use any encryption tool at he i e.” Id at37. Whe
any ARP lab laptops-had en tlomd he remembe -- ellmg him ths

[b]{GJ fb] (B)(TIE)
(0)(E).(6) - -
came with mcrypnom bumfcn oughtthat the other lab laptops did not have encryption.” [ " " |
said that “there was no instruction to use {encryption] at the time”
id not know it was SEC policy to encrypt all lapmps Id.

(D)(6).(B)(7)(C),(b)

Althou -the'screen shot document indicated that|rie laptop had antivirus
softwarelnc; _testified that he was unsure whether it had virus protection prior to October 2011.
Id. at35 aid he put virus protection on the laptop when he installed Windows 7 after the

to the seventh floor, in October 2011. Jd. at'33 He said that he contacted OIT to get
antivirus software and was told that because the lab & Nas “separate from OIT” he “had to go to
the[™ P to get the antivirus software. d. said that once he downloaded the
antivirus soﬁware he “applied them to all the machines.” Jd.

(BHE).(B)(THC)
d.

(D](BJ.(DJ(?J . " , ¢ (B)7)E)
as identified in the screen shot document as the user of an uncncrypt

Isptop .S'ee Screen Shot Document. Although the screen shot document indicated that he did not
ela fsitelric”_[testified that he took it to an inspection of the[” "~

|§?§:§’1‘°’ Testimony Tr. at 43, 450" " ttestified that he did not

3awiui‘aed that he put encryption on his laptop; however, he said that ke did not consult with any SEC security

icials in doing so and was therefore unsure whether h% complied with OIT pelicy or whether the software he put
(b)(6),

ptop was a full version or a cut-down vers:m estimony Tr. at 97-98, 107.

on
B0 is a secured site from which SEC employees can download a home use version of the SEC*s &

(BN TIE)
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e (D)(7)(E) ] o . . (D}7)(E)

know whether his laptop was encrypted, but he said he did not think that he put

e 3 1d atw

3 ARP Lab Staff Were Recommending
Using It Themselves

|(b)(7)(E) MWhile Not

(B)(6).(B)THC),(R)T)E)

(b)(6),(B)(THC).(L)(7)E)

v . (D)(6).(b)(7) (b)(6),(bX7) |, . . "
4. According to|<'c) anclic) ['hey Were Unaware of Laptop Security

Issues
Y1 BNT) i ) ,
©) testified that he was unaware that lab laptops lacked encryption and virus
. (B)(6),(B)(7) N . oo ' . .
protection. estimony ‘IT. at 120-22. He also said the lab had never received any written
espect o compliance with the security requiremients of the OIT Rules of the

exceptions watli v
Road. /d at ]20..’1id that the SROs and exchanges would “be pretty anery™ if they
7 ,—‘J_|<bn(sn.(b)(7):c>

knew his staff wel'cbh;ienginﬂ unprotected laplops on inspections, /o at 12
(B)THE) |

[laptops”"™ [ 7d at 123.

Wy i , e .. o ke e . . y »
" After his iestimony 27;2(;))( " ubmitted 10 the OIG a list ol inspections to which ARP lab stafl may have taken

vaprotected faptops in the Tast two vears. See List of Inspechions, attached at bBxbebit 310 That list contains more
inspections than were mitally idenniied w the sereen shot docunent
(D)(6).(D)7)C)

(BY6).(0)(7)

C

11-)—| —_— N OGO B)(6).(0 . [®E )

"I a March 2003 c-xz::nll;‘;),( HOX?) |mmrmc\ (7](;” ha l.'w,F KINE) |hmi expressed
2O Rated [POE [rased concecns about®7®

concern aboug 1@ | fy the c-mai
BITNE)

(B)7)E)
(EX7XE) [ieven Tenerypled™ Tomait from [DECKN

(omrorTeT a TR (S e oy wi )
(7)(C) fur. 28, 2008, anached a1 Exlubrt 33, |:C) ! Ihl. ther stutedd, " Tlhese concems or ke concerns seen to be

a tecurting theme ™ 7

iy
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(b)(6).(b)(7)
i \said, “They should not have gone in there without [the laptops] being protected, without
aving these minimal protections. . . . They should certainly have known better.” Id. at 125-26.

(B)(6),(b)(7)
(C)

id not recall ever discussing encryption or antivirus protection with his staff, Id.
7. As noted earlierl2,” """ _|sai t]m‘g’“s’ labout whether the
was protected and that he had told them that it was
encrypted. Id. at 128. [0 lsaid he realizes that there will be “a terrible backlash’ when the
[P | 4d.at130.

~ imilarly acknowledged that he never told his staff to encrypt their laptops.
Li : ﬁ

(BX7)E)

Testimony Tr. at 88- aid that he thinks that["""" very upset to
R on unencrypted laptops. 7d. . '

ﬁn-ther testified that the current plan for the ARP program is to eventually take
maps of SRO trading and business platforms and bring them into the lab for testing. Id. at 99.
He admitted, however, that the lab will “need to tighten things up significantly” first. /d.

5. Faih[g;esc))f ARP Lab Staff to Take Securi i ve Resulted
. (7 )(
ina |

_____Although the OIG is not presently aware of an actual breach[” "
ollected by ARP staff, the OIG found several instances in which the information
could have been unknowingly exposed. In particular, the OIG found that SEC staff failed to

wipe laptops” land connected laptops to unsecure wireless networks.

. ored . on his lab laptop and
that hef”""” so he could “refer to the previous year.”
OO Testimony Tr. at 45-46." " _Jacknowledged that doing so was “not a best

ractice” and said that it “[a]bsolutely” was a bad practice”" '_] Id. at 46, 49.
OO lsaid that lab staff generally did not wipe laptops["7® and thus were
e | /@ at T77.]79"79 hiso said he kept
kil on an unencrypted external h ve in his SEC office.
Id. at 45.

b)(6).(b)(7) # i & P * ‘ »
(mm(a_c( " testified ghat it was “not [their] curremb 6)%:(): ce” to wipe the laptops or reimage them
(D) . . & .
7 [Testimony Tr. at 112-13 estified that wiping data was

“something that wﬁ){ked about,” but that there was “nothing written” and the policy was “still

being ironed out.”|7c) _ Testimony Tr. at 54{20',( P ikewise testified that the lab did not have a
policy to wipe laptops|”"" | saying, “We just didn’t do it.’stimony %

at 92. In addition, he acknowledged that SROs would not be ha | i ff were
ing > potentially exposing|
P Id at92-93. °

(b)(6).(b)(7)(C),(B)N7NE)

In addition to not wiping laptops adengitted that he used his
(b)(6).(b)

unencrypted laptop on public wireless connections in hotel rooms. |7c; [[estimony Tr. at 53. He
said that he and his colleagucs also used their laptops on the guest mrclws[m’m(a I
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(D)(6),(b)

FWE’ | Id. at 53-54.[7© rther said that while he did not know of a situation in
which his laptop was compromised, he would leave it in his hotel room and at the exchanges
when he went for meals or took a lunch break. /d. at 44.

_[®E

e heupwn as| and took lab lapt N =T _ 4
‘ Testimony Tr. at 105-06, 120§7.c Lestimony Tr. at 120. acknowledged that
he che

ed his e-mail from his ) during]”" |
wireless connection to do so]. """ Testxmony T. at 119-20.

ARP lab tified that they regularly attended

(D)(7)E)

co nfermce in Las

B. ARP Lab Staff Abused the Lab’s Unrestricted Internet Access by Going to
rohibited Websites That Could Have Infected Lab Compnters
(D)(7)E)

ith Malware and Viruses

The anonymous complaint submitted to the OIG alleged that ARP lab staff had
“unrestricted access to [the] Internet including being able to check their personal online e-mail
services like{ " » See Anonymous Complaint at 2. During its investigation, the
OIG confirmed this allegation, finding that lab staff could access any website while in the lab,

ﬁ-m nd in doing so could have infected lab laptops with malware and viruses|”""
(
estified that the ARP lab had 2

. adal connection to the Internet that was
completely separate from the SEC network. estimony Tr. at 27. so
into the lab and hooked them up

testified that lab staff broughit lab laptops containing
to the[®™™  |connection. Id.

[P hestified that the lab had unfiltered Internet access through the[”
conneetion, which meant that lab employees could access anything from the lab. Id. at 272.
also said that the lab had no internal rules related to lab employees’ use of the lab’s
nfernet connection. /d. He said in the lab's Intrusion Detection System (IDS) logs
that lab staff wi ing sites likel and going to gaming sites while in the lab.*” Jd.
at 273-74,278,""”" ladmitted that visiting such websites could compromise a browser and
cause malware fo be inje W’e computer and that these types of sites are frequent hosts to

malware. Id. at 275, 278 aid that he had accessed””™ |from the lab but “tries
not to.” /d. at 273. -

Whllesuﬁed that he was not aware of staff accessing any mapp 0 bate websites,

he admxttegxgrzgt such activity cannot be prevented under the “current setting.’ wnmony

Tr.at 105)7c) festified that he was not aware of staff accessing 1{0& D priate websites from
(6).((

the lab but said that he did not believe that any sites were blocked.(7yc) estimony Tr. at 62-63.

7 Acc o OO an IDS “will alert you if somebody’s trying to exploit or come in and attack” your

network estimony Tr. at 18. As part of its investigation, the OIG asked the lab staff for a copy of the IDS
logs to sce which Internet sites lab staff were accessing. The lab staff told the OIG that those logs were missing and
could not be retrieved.
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(D)(6).(D)(7)
C

©) estified that he did not know that the lab had unrestricted Internet access and said

he presumed that the lab had “the same kind of equinment that [the rest of] the SEC has.”
estimony Tr. at 130-31. However, SEdid know about the lab’s
connection and said in his testimony that some blocks and monitoring should be put in place to
prevent staff from viewing inappropriate or harmful wcbsitcs.cstimony Tr. at 16-17,
3.
1. Lab Employees Checked Personal E-mail From the Lab in Vioiation of SEC
OIT Policy

Rule # 2 of the OIT Rules of the Road prohibits the use of any Intemet-based e-mail

" account from SEC computers while at work, at home, or on travel unless such-use has been

authorized by OIT. See Rules of the Road Rule # 2. However, the OIG found that most, if not
all, lab employees accessed their personal e-mail accounts from the lab’s Internet connection
using SEC computers.

PO ltestified that he used the lab’s Intemet connection to check his personal e-mails.

I'estimony Tr. at 92. said he knew that SEC employees were not allowed to
check personal e-mails from SEC equipment because of the potential that viruses could be
downloaded and then executed on the system. /d. Nevertheless,”" """ |admitted that he
opened attachments in personal e-mails he received from his fri e ARP lab network
and acknowledged that the computer he used to do so| Id. at 93-
94. ;

7
estiﬁcd that he too checked his personal e-mail accounts while in the lab even
though he knew it was against SEC policy to do so.&ctimony Tr. at 268-69. He
testified that other employees also checked personal e-mail from the lab and that when he was
monitoring the IDS he could see traffic going t0|(°)(7)‘5) _—138 1d. at 269.

[12’)(6)’””7’ testified that he checked his personal e-mail accounts from the ARP lab.
Testimony Tr. at 99. He testified that he was aware that the rest of the SEC could not access
personal e-mail accounts for “security reasons” and said that doing so could “potentially
contaminate the computer.” Id. at 100[5c," Jfurther 8Ck"°“']°g,i§g) that in the case of the ARP

-(7)(C)

lab, an infected computer could be taken on an inspection. /d also said that he would not
necessarily know whether a computer he used to access his personal e-mail was infected and that
he could not be sure that he never took an infected computer to an inspection. /d. at 100-01.

from the Iab and he admitted to doing it himself “on occasion.”, estimony Tr. at 62
also acknowledged the risk of infecting the SEC laptop that he takes on SRO inspections with
viruses and malware by opening personal e-mails. /d.

cstiﬁed that he believed he had seen ARP lab employees checking personal ¢-mail
* T
(7)(C)

" mem p ) BN
(7)(C) m)[s}(;” that that he used to scc on the IDS that Jab employees were going to
accounts.)i7yc) estimony Tr. at 34-36.
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The OIG found that even some employees who did not work in the ARP lab used the lab
computers to check personal e-mail accounts. ho worked in the ARP inspection program
but not in the lab, testified that he asked for access to the lab to check his personal e-mail account

estimony Tr. at 63-647c” plso said that when he went into the

6).(b)}(7HC D)6,
o (B)(6).(B)7XC) m uter.ET;}C))(b) into the
. . ; 1B)7)
lab he saw Qat OO0 Hiready had his own e-mail account up on the computer screen.

Testimony Tr. at

Similarly|"© "_admitted to checking his personal e-mail account from hisl” " Jab
laptop in the ARP 18b. estimony Tr. at43)c)  said he thought he was allowe

“incidental use” of SEC equipment but acknowledged that he could not check his pe sonal e-mail
from his nonlab SEC computer because he assumed that “OIT blocks that.” Id. at 44|c jsaid
he was familiar with the OIT Rules of the Road and took the Rules of the Road training “every
year like everyone else,” but he said that he did not “explicitly” remember seeing the part about

personal e-mail.”’|c" " [Testimony Tr. at 44.
2. Lab Staff Downloaded Freeware From the Internet to Unprotected Laptops
e kestiﬁed that one of the reasons he accessed his personal e-mail accounts from

ab was to avoid getting spam in his SEC e-mail box when he signed up for “freeware.”
POONY Irestimony Tr. at 269-70. Although downloadinf freeware is specifically prohibited

under the OIT Rules of the Road (rule # 2 and rule # 9)[”” 7 |testified that he downloaded
freeware, such asa free security scanner), to his unprotected lab laptop.** lmm‘c_’—|

Testimony Tr. at 60. He said that he used the freeware to|” |and that
the resul » were stored on his laptops. /d. at 57, 61.

cknowledged that freeware he downloaded might have had license restrictions
prohibiting its use for commercial or government purposes, but he denied that such restrictions
were the reason he used his personal e-mail address to sign up for freeware.* [~
Testimony Tr. at 270-71.

o ™" lsaid he installed “open source” freeware, such as Notepad++, on his uriprotected lab
laptop. [7\c,” [Testimony Tr. at 85-86 : Iso said 'that he did not get permission from anyone
to install the freeware on his lab laptop and did not check the license agreement to see whether
the freeware he downloaded could be used for government purposes, but said he did not use it

that often. Id. at 86[7c Faid that he believed that bothf™ ™ Jand["® """ Jused freeware to

lso acknowledged in testimony that he was aware of the OIT Rules of the Road. took the relevant
traiming, and had not received a waiver or been granted an exception to those rules. estimony Tr. at 196.
(All SEC employees are required to lake annual cybersccurity awareness training that inchudes training on the OIT
Rules of the Road.)

* Rule # 2 of the OIT Rules of the Road includes the following statement: “*DO NOT download or install any
softwarc from the Intemet. This includes freeware, shareware, public domain sofiware, Web plug-in software such
as video players, vidco streaming software, sound recorders/players, MP3 music files or any instant messaging (IM)
software.” Rule # 9 of the OIT Rules of the Road includes the following statement: “Do NOT install or use
::lommcrcial, personally owned, public domain, frecware or shareware software on any SEC computer.”

OIT Rules of the Road Rule # 2 also prohibits the downloading of files that violatc copyright laws.
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B)THE) . T51(6),(B) . 4[BHTHE)
l Id. at 89-90, Sneclﬁcally‘mr_c: Eald freeware was used to run a scan of

BI7TIE) from the lab in March 2012. Id. at 89.

3. The Lab’s Intrusion Detection and Prevention Systems Were Down for
Several Months, Potentially Diminishing Network Security

The ARP lab network is protected by a firewall, an IDS, and (operating in conjunction
with the IDS) an Intrusion Protection System (IPS).*2["®®7° " |Testimony Tr. at ZT;T]

Testimonyw-wen the OIG found that the and the IPS, also referred to by the

brand nam were not in use for several months, but lab staff continued to use the
network.

a— . BXTHE) «
mhﬁed thaas “powered . . . out” when the lab was moved to

seventh floor, but he also admitted that the license had expired some time previously.
A 5 5 12-13, He estimated that the [DS and IPS were actually down for as long as six
months in 2011. """ [restimony Tr. 214./"" """

"~ |said that while the IDS and IPS were
down, lab staff continued to use the lab’s Internet connection. Jd. at 223-24 said that
running the lab with no IDS or IPS was “exposing the lab to major vulnerabilities and

compromises . ..." Id at 224.50 aid f S, he would not have been
alerted to an intrusion that potentially exposed| Id. at 225.
estified that ARP lab staff should have severed the lab’s Internet connection when

the IDS and IPS were not ﬁmctiorﬁnestimony Tr:at 1 9tificd thatina

small environment a firewall might be enough protection, but if “it’s a larger environment where

i (‘b]{?']{a imnossible to keep up with all the firewall logs, you want something more stringent like
or or something like that.™* Jd. at 21.

estified that he did not know the IDS and IPS were down until he received the

(B)(6).(B)(7)

OIG‘t for the lab’s IDS logs and his staff could not retrieve them. | Testimony Tr.
-{?ncz'

at 65. testified that he rernembcredﬁa “1;% painful discussion” with his staff about the
o . (<3A= NL =31 - 2
missing Togs. Jd. at 61 Eacsnmm F&‘d thatwas managing the IDS and IPS system
(C)
es did

_time and thaﬁ‘h“ﬁ"“’“”‘c’ frequently had problems with letting licenses lapse. /d. at 65-66

said that he did not the fact that the IDS logs were missing meant that his employe
“anything nefarious with [the lab’s] systems.™* Id. at 62.

estified that he could not explain how the IDS logs were lost even though he
managed the IDS - estimony Tr. at 214, 218-219. He testified that he “should have

+2[BIE)B) ; . i F § . :
escnbcd the function of an IPS as “more of a prot el 1 echanism” with “certain rules and signatures
-[?J{

z‘ou can pul in there for it to block specific types of atlacks.’ ?;’,“” estimony Tr. at 18-19
alld are brand names for IDS and IPS. The ARP lab as its IDS/IPS
sysiem beginning in ZUTU; estimony Tr. at 29-30,
* Although the IDS logs prior to Oclober 26, 2011, secm to be incxplicably and irretrievably lost, the ARP lab did
turn the IDS back on and gave the OIG logs fi 11, 10 November 18, 2011. OIG staff reviewed those
logs and found that most of the traffic went t:j[b]{?]{a |l:lncl|‘-mmEEJ l The OIG also attempted to get logs
from the laptops themselves but found that the Taptops’ Internet history logs showed no past websites, likely due to
recent reformatting to install|®"®
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comiputer in the lab during business hours and that it topk him “maybe
'Tmtnmony Tr. at 1Oa,ld he did not think thaic) paid for the

‘computer and to do so he had to connect|c) """ Taptop to the lab networ,
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done a better job . . . working with OIT” to make sure that the licenses did not lapse because they
“were completely vulnerable.” /d. at 212.

C.  Lab Staff Brought Personal Computers Into the Lab and Connected
Them to the Lab Network

During its investigation, the OIG learned of occasions when lab employees connected
personal computers to the lab network, resulting in the risk that viruses or other security threats
could be introduced into the network and any computer connected to the network. During a visit
to the ARP lab in the course of this investigation, an OIG staff member asked about a laptop that
was connected to the Jabnetwork and was told that the laptop was the personal lanton of a lab
employee. When the OIG described this incident during testimony to SEC|
“I’m not comfortable with anybody conducting . . . Commission business on their own personal
machine. We have no idea how it’s configured, what weaknesses are in there, what’s been ,
patched, not patched, what they’re introducing to the environment. I wouldn’t—I don’ tthmk it’s

(D)(6),(b)(7)

the right thing to do, period.” |«c) estimony Tr. at 31.

The OIG also discovered that|c, " rought in his personal conﬁputers and had his
subon:hnates perforn L work on them during business hours. The anonymous complaint alleged
thaf”” ™" |gained|” "  favor by performing personal favors forlo " |, such as fixing
(B)(6).(b)(7)(C)

personal computer. Anonymous Complaint at 1. When asked about this allegation,
estified that he did work on|”® " personal computer. Tmumony Tr. at
288. H_oweveri‘”"el DRAS |saxd the computer was “very old” and he “wasn t able to fix it.” Jd.

(D)(6),(b)7)(C)

, o tesuﬁed that he also recalled|c)
lab staff to look a ess hours. |
January 13, 2011,:?8‘"’ ask 52}2‘32 o install
S pers al Taptop in the lab. See E-mail from[o" " to[oc,” Pan. 13, 2011, attached at

Exhibit 34 estified that he remembered installing the software on|c s personal

. 9 [D1E).0)

bnngmg in his personal laptop and asking the
ed

licenses. /d. at 11632," |said he also installed

Id. at 110-11 admitted that he did not know what would have stOppcds personal
computer from infecting the lab network if the computer had had security issues, particularly if
the computer had previously lacked virus protection. /d. at 111.

(0)(6).(b)
Whlldxd not know of any specific mstances of| bringing hls personal
7)c)

computers into the latestlﬁed “The rumor is that| would] bring in his laptop and
have somebody in the Tab staff help him and get it fixed again, . . . try to get it working again.
But I couldn’t tell you that that actually happened, and I don’ t—I’ve never seen it happen.”

esnmony Tr. at 94.

old the OIG that he did not have a policy about bringing personal computers into
the ARP Tab and admitted that he had brought in his old personal lapto p three ¢ four years
earlier for lab personnel “to work on it and find out about the viruses.” estimony Tr. at
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N (GGG 5 — o . ;
134-.1333 d he never got the computer back and that they “still have it™ as far as he

S = [(B)6).(b)T) . ' K, . s &k 3 . . -
Knows. {d al 135.|c satd that he also brought 1n his “PC” and “gave it to them. iy

“[tihey worked on the virnses™ and then “gave it back to [him].” I, at 136. Althougl SRR
admitted to having staft work on his personal computers, he denied knowing anything about

]t's not possible.” /d. at 139. When
shown the January 13, 2011, e-mail from[&” ™ kofexnic) #cqum[iny, installation of softwarc on

(D)(6),(b)(7) B)(6).(D T Fasiar o ¥ .
.s‘ personal laptopfe)” ™ [said, “I'don’ T even know what this is referring to.” Jd. at 141.

B BNTIC) 5 ) = ) .
D. cu( Unenerypted, Nonpublic Data To and From His Personal

E-mail Accounts in Violation of OIT Policy and Risking Exposure of the
Data

3

(b)(6),
(7)(C)

According to the OIT Rules of the Road, “SEC information that must be protected {rom
unauthorized disclosure or access due to ity sensitive nature is considered [nonpublic]
information.” See Rules of the Road, Rule # 7. Nonpublic information “is information
generated by orin the possession of the SEC thal 1s commercially valuable, market sensitive,
proprietary, related to an enforcement or examination matter, subject to privilege, or deemed
[nonpublic] by a division director or office head and not otherwise available to the public.” /4.
Prohibited practices concerning nonpublic information include trangmitting it through the
[nternet or via c-matl unless 1t is encrypted using SEC-approved encryption, and storing or
transmitting it on SEC information technology resources without proper protection and
eneryption. /d.

(D)(B).(B)(7)C).(BYTHE)
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V. ARP Lab Staff Spent an Excessive Amount on Training Without Proper Oversight

The OIG found that the ARP lab staff’s failure to take adequate information technology
security precautions was particularly unwarranted given that the OIG also found that the ARP lab
spent hundreds of thousands of dollars on training for its staff. The anonymous complaint made
the following allegations with respect to training:

Despite not having any formal training plans or schedul
appropriately funneled, for training, v $100,000 to the
secunty lab’s four staff members includingc) pnd $40,000 for
the rest of the Division this past year. The egregious part is that
the security staff spent the money taking classes (sometimes
repeatedly) for knowledge that they should already possess, as they
passed themselves as IT securjty experts. Against SEC rules, the
security staff (including|"c = vere not required to and did not file .
justifications for training nor form SF 182s, which sets out the

~ conditions for training including continuation of service and
reimbursement for the cost of training.

O

Anonymous Complaint at 1.

From the lab’s beginning, in 2006, through 2009, training funds for lab staff were
allocated through OIT, along with the lab’s equipment and software budget, as a line item in the
lab’s Investment Plan submitted to PRB. See Investment Plans. From 2006 through 2009, PRB
approved $346,760 in training for the lab’s four or five employees. Id..'estimony Tr.
at 227. In 2010, the lab staff requested an additional $105,000 in training funds, this time
directly from the Office of Human Resources. The rest of Trading and Markets received only
approximately $40,000 in training funds for 2010.*["®®7° Irestimony Tr. at 235; see also
Memorandum fron o Risinger, Jan. 22, 2010, attached at Exhibit 35.

A. The Lab Staff’s Training Schedule Was Excessive and Affected the
Inspection Schedule

estified that the line item for training listed in the Investment Plans submitted
ARP lab to PRB from 2006 through 2009 shows the actual amounts spent on training.

» 1=
Testimony Tr. at 225. He said that only four or five peoigi u!ﬁeéic ]all of that training
-( )(6),(B)7)

money, wmf}}b averaged more than $20,000 per person per year.® estimony Tr. at
225-2217. aid that most classes lasted one week and that each lab staff member would
take about 5 or 6 classes per year. Jd. at 227-28. However, wheas shown his own

* The OIG could not confirm that the lab actually spent $105,000 on training in 2010. Documents reviewed by the
OIG showed that contracts were set up with SANS and Global Knowledee in 2010 for $30,000 and $25,000
respectively. 'Documents also showed that $7,790 was spent on thconferencc in 2010.

“ In an e-mail to a prospective cr_nploycc,“g’)‘s’ © " Ireferred to the $20,000 per person per year training allotment for
re)%%){g}-t iplovees stating, “You can spend more than $20K on training each year, just on yourself.” E-mail from
©) ) ar. 21, 2008, attached at Exhibit 36. In that same e—maillso told the.prospective
employee that he could “[g]et whatever hardware, software, laptop, PDA, Blackberry, etc. you can desire.” Id.
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development plan for 2008, which listed 10 classes|” " |admitted to taking 9 out of the 10
classes listed. d. at 250; see also|”*"" llnd ividual Development Plan, May 1, 2008
April 30, 2009, attached at Exhibit 37.

OO 1said that the training the staff received was “necessary” because the staff “didn’t
" b)(6).(b(7)}C » .
havc asecunty aCkgound.” (b)(6),(b)(THC) seiman ; g (b)(6),(bN7)C) wid his haliave a

©X7NE) jning the staff received
Id.

(D)(6),(D}7)(C)

it

so testified that it was “very challenging” to balance all the training the staff
was taking with doing inspections. d. at 228. rther admitted that he took the same
training class twice because he “didn’t understand it properly” the first time. /d. at 245. When
asked if he thought that was an effective and appropriate use of taxpayer money,|” "
replied, “Do I think—no.” Jd. at 245-46.

(©)(6).(BXTHC) . : To s
—— testified tha ‘- ecided how much training money to request each year.
| estimony Tr. at 98.[”“®7°  kxplained that a contract would be set up with a vendor
and that Iab staff would look up what class they wanted to take and then would ask the Branch

Chief, eithrfor permission to take the class. /d. at 98-99. When they
ssion, the

received pemu1| ! i would send an e-mail to the contact at the vendor.to sign up for the

class. Zd. at 99.[""""™ aid the staff only needed permission from their Branch Chief to take a
class and did not need permission from|nc  forjcy | Id.

(b)(6).(b)7)(C)

acknowledged that in 2008, he spent over $30,000 on training classes for
himself. /d. at 108-11. When he was asked how many inspections he conducted in 2008,
testiﬁed, “Maybe five or six, maybe, tops,” and admitted that same of his training
probably did affect his inspection schedule. /d. at 110. However, said the lab’s priority
at the time was “to get the lab going and to get the infrastructure moving.” Zd. [~ |further
acknowledged that sometimes all the lab staff would be out on training at the same time and that
nobody was staffing the lab at those times. /d. at 111-12.

In his testimony. explained that the lab would buy contracts with training vendors
such as SANS and Global Knowledge and that the staff would then use a “credit voucher” to
take classes from those vendors.”” [0”®” [Testimony Tr. at 23.[" " [testified that he did not
think it was necessary to have such a large training budget for the Iab. /d at ZZSaid,
“[W]ith that amount of money, you can’t feasibly go on training, have holidays and vacation and .
be gone on inspections and do your normal work. 1 mean there’s not enough weeks in the year.”
I

estified that he did not know exactly how much was spent on training ARP lab
stafﬁ but he sqidbfgabt ?e did not know of any other office at the SEC that had a bigger per person
training budget estimony Tr. at 66-67. In an effort to explain why the lab’s training

f’ Accon_!ing to their websites, SANS is a provider of information sccurity training and Global Knowledge provides
information technology, business, and enterprise lraining.
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budget was so large said that in technology, “things don’t stand still, the technology
changes,” so staff continually needed a large training budget to keep up with new technologies.
Id at71. However also said that sometimes he had difficulty staffing inspections because
lab staff were in training. /d. at 67.

77 |testified that he did not believe that the ARP lab spent $20,000 to $30,000 per
staff member on training each year, although he acknowledged that they were asking for “lots of
money” for traininTestimony Tr. at 94-95. With respect to the “enormous training
expenses” for security [abs, he added, “My personal belief is it’s just—it’s excessive. . ..” /d. at
95.[a" " er testified that he did not believe he gavsz"a""”m‘c’ permission to take nine
classes in a year and said an’t imagine signing off on nine. ... 1 must have been drunk at
the time.” Id. at 104. - aid he thought that two or three classes a year would be

reasonable and anything more “would be excessive.” Id. at 114.

[27°™ Jtestified that he thought the lab’s training budget scemed “extreme,” and he _
described the cost of $25,000 a year per person for SANS training as “outrageous.” -
Testimony Tr. at 63-64. ¢, |said that it appeared to him as if the training the lab staff
received made them well trained for outside employment, but he did not see any specific benefit
to the SEC. /d. at 95-96.

B. Lab Staff Were Not Required to Submit SF-182 Forms for Vendor Training
or to Sign Continued Service Agreements ‘

Paragraph 5.1, Requesting Internal Courses, of SEC Training and Development Policy,
issued June 22, 2007, requires employees to obtain permission from their immediate and second-
level supervisors before they register for an internal course. See Training and Development
Policy, at http://insider.sec.gov/policies_procedures/policies/training-policy.pdf. The policy
defines internal courses as “[a]ll courses provided directly by the SEC or by organizations under

- contract to the SEC.” Id., Paragraph 1.1, Definitions.

The OIG found that ARP lab staff did not obtain approval from their second-level
supervisors prior to registering for classes with SANS and Global Knowledge, which were under
contract to the SEC. The OIG also found that lab staff did not regularly document any
supervisory approval they received and did not fill out SF-182 forms for vendor training. *®

[POPMC Jestified that lab staff did not fill out SF-182 forms for vendor training and that
he had been told that the forms were not needthimony Tr. at 239-40. He
described the process he used to sign up for a vendor training class as follows: “So I first—

obviously, I have to check 'th or the inspection schedule . . . and then if the inspection
schedule permits and|7.c) __|approves it, then I will go to the relevan all the vender, relevant

website.” Id. at243.["° """ kaid that he would sometimes send|”<) hn e-mail and
sometimes would “go and talk to him” about the training classes he wanted to take. /d. at 244.

‘% SF-182, Authorization, Agreement and Certification of Training, is the Office of Personnel Management form for
documenting employee training. Lab staff did fill out SF-182 forms for nonvendor training (e.g., for the|/®™
conference).
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But he admitted that there was no formal process for getting supervisory approval to take a class
and no documentation of the approval process. /d. at 239, 244.

also testified that ARP | id not fill out SF-182 forms for vendor
training. [~ " |Testimony Tr. at 116.|" " |further testified that no mechanism was in
place to prevent employees from taking classes to pad their resume instead of what was needed
to perform their jobs b “generally the spirit of the group has been to . . . fulfill the lab
function.” 7d. at 117. """ |agreed that for ARP lab employees who left the SEC for other
jobs, the training they received prior to leaving was “potentially a factor” in getting their new
jobs. Hd.

(D)(6).(0)(7)

©) testified that lab staff did not use SF-182 fo training because he thou t
. [DKG} fDW) (b)(6),(b)(7

estimony Tr. at 24. [c)

that purchasing the vendor vouchers was adequate approval. |c
‘%’?"6" f“l_} f@?f C after havmg taken almost $50,000 worth of tralmngl“”‘s’ il |
(D7)

in the ARP program.*

a leaning officer with SEC University, testified that SF-182 forms are

manly for tracking and processing funds allocated by SEC University for training.

Testimony Tr. at 26. Therefore, if funds for the vendor training came from a source
outs: deo “S)(gg(y iversity, an SF-182 form might not be needed to track the funding. Jd. at 30.
Howeverjc) acknowledged that another function of SF-182 forms is to track supervisory
approval for training requwted. Id. at 26. The second page of SF-182 forms requues the
signatures of the requestor s “immediate supervisor” and “second-iine supervisor.” See Form

SF-182 at http://www.opm.gov/forms/pdf_fill/SF182.pdf.

The OIG also found that none of the ARP lab staff were required to sign a continued
service agreement and therefore could leave the SEC at any time without having to pay back the
money spent on their training. According to paragraph 11.0 of the SEC Training and
Development Policy, Continued Service Agreement for Training, “the SEC reserves the right to
require an employee to sign a continued service agreement prior to attending a course,” and
provides that employees selected for courses extending more than 60 calendar days or costing
more than $5,000” will execute a written continued service agreement before assignment to the
course. See Training and Development Policy. The executed continued service agreement
would require the employee to continue in government service for a period of one year after
c;x;nopletion of the training or pay the expenses incurred by the government related to the training.
Id

(b)(6).(b)7)HC) (b)(6).(b)(7)(C)
and

’both testified that they took a SANS class in 2008 that cost $5,039
each and did not sign a oon:l(?gegcs)e ice agreement prior to attending the course.
Testimony Tr. at 107-108; " |Testimony Tr. at 246-247. o |confirmed that his staff

“’ The OIG added up the training listed in various documents provided by ARP staff and concluded tha ‘
rccclved $47,392 worth of training from 2007 to 2010.

% An Office of Human Resources representative informed the OIG that the SEC has treated the policy on continued
service agreements as being permissive rather than mendatory. The OIG believes that the policy language is
ambiguous and suggests that the Office of Human Resources consider revising the policy to clarify that continued
service agreements arc mandatory for all courses extending more than 60 calendar days or costing more than $5,000.
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led out continued service agreements for vendor training. est.imom;r6 ;Et;m(%t] 75.
estified that he did not know the rules for continued service agreements.
Testimony Tr. at 108.

(D)(6),(b)7)
(C)

VI. The SEC Has Alrcady Taken Significant Remedial Actions in This Case
____Immediately after taking| & testimony on March 19, 2012, the OIG informed

© " that it had learned that SECs d taken unencrypted laptops on inspections of SROs,
clearing agencies, and exchanges. The OIG also subsequently notified the SEC’s Office of
General Counsel and SEC Chairman Schapiro’s office of this information.

In response, the SEC took several remedial steps to ensure the immediate safety of "~ _|
[ OIT informed the OIG that it had taken possession of 28
ARP Tab Taptops and contracted with an outside forensics team to conduct forensic testing on
several select laptops to determine ifl"’“”‘s) had
occurred.’!

Additionally, several policy changes were hﬁplemented within the ARP lab ;G order to
ensure the security of lab equipment. In-a memorandum dated May 29, 2012, SEClc;” ™"
(D)(B),(bX7) B2 N <« . : 1 (bX7)(EY
© .explained that “all information received

information that has been classified by the Division as non-public

information and should be protected against both unauthorized and accidental disclosure.” See

Memorandum to Office ofMarkuity Staff fromlc, " May 29, 2012, attached at
-(C) ‘

directed staff to, among other things, only use laptops
with approved security configurations that have been inspected by management before f"}g’i‘gf on
(

Exhibit 38. In the memorandum, " i

.

ctions. Id. also mandated that data be wiped from laptops prior to
-, ) B B .

- ad (;N's nt0. aking the changes to lab policy, on May 18, 2012, the SEC placed
i ™ on paid, nonduty status pending the OIG’s investigation into whether they .

were improperly using government-furnished equipment and failed to adequately safeguard
sensitive informatign._On Iuly 23, 2012, the SEC’s Branch Chief for Personnel Security
Operations notified| and|(°"6’ “I of a tentative determination to revoke their eligibility
for access to classifted information and/or occupancy of a sensitive position.| |and

6).(b)(7)(C I - C
(D)(6).(b)(7)C) bsequenuy l‘&‘!gned (b)(6).(b)(7)(C)

Conclusion

The OIG investigation found that ARP lab staff spent significant budget dollars
p_urchasing computer equipment and software with little oversight or planning and that a
significant portion of that equipment and software was unneeded or never used in the inspection

' The SEC’s Officc of Acquisitions informed the OIG that the forensic testing will cost the SEC approximately

D 35 )
b)(6).(b)(7)(C] .
[DERRESS was detailed to the Division of Trading and Markets to supervise the ARP program.
arso mformed the OIG that he issued a new ARP Inspection Procedural Manual on August 10, 2012, and
athietequired all ARP staff attend a training session on the manual.
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(b)(7)E)

equipment were based on

program. The OIG further found that the lab’s purchases o
as a common operating

misrepresentations by lab staff in contracting documents that
system used at SROs and thatcre needed for*"®

The OIG investigation further found that lab staff were taking unencrypted 1
tops without virus protection on i tions”"" ﬂD.KQ.D.S.Bnd_‘

o to those laptops. Although no lab laptop was
lost or stolen and the OIG is not presently aware of any actual breacﬂWLmegd‘
- |the OIG found that the unprotected laptops were left unattended in hotel rooms

ide the SEC, were at times hooked up to public wireless connections, and
taken iference. In addition, the OIG found that the laptops were taken fro
(BN

ithout being wiped|"""" |and were at times connected
to the lab’s unfiltered, unmonitored| ternet connection, which the staff also used to

access personal e-mail and download freeware to the unprotected laptops in violation of SEC
OIT policy. The OIG also found that lab staff brought their own personal computers to the lab
and connected them to the lab network and that a lab employee used his personal e-mail accounts
to transfer”""® |to and from his SEC e-mail account in violation of

SEC OIT poricy.

The OIG found that the multiple violations of SEC OIT security policies occurred despite
the fact that the SEC spent hundreds of thousands of dollars training ARP lab staff. The OIG -
found that the ARP lab spent on average $20,000 per staff member per year on training and that
1ab staff were not required to fill out training forms, such as the SF-182, or sign continued
service agreements.

(b)(6),(b)

The OIG further found t.hatli?m |andl[b>(6) o |exerclsed very little authority or oversight
over the lab and did not take appropriate measures to ensure the security of|”"
[ by lab staff.

Recommendations

Accordingly, the OIG is referring this report to the Director of the Division of Trading
and Markets; the Deputy Chief of Staff, Office of the Chairman; the Director of the Office of
Human Resources; the General Counsel; the Associate General Counsel for Litigation and

* Administrative Practice; and the Ethics Counsel for consideration of appropriate administrative

action with respect to the individuals responsible for the problems and deficiencies identified in
this report who remain employed by the SEC.

In addition, the OIG is making the following recommendations:
¢ OIT should exercise authority over the ARP lab to ensure that lab equipment is

properly secured and accounted for, encryption and virus protection are installed on
all computers, and the lab Intemnet connection is properly filtered and monitored.
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e The ARP iab’s proposed tuture cquipment purchases should be monitored by another
SEC office with sulficient knowledge to determine whether the purchases are
appropriate for the lab’s mission and arc cost-cffeetive.

» ARP lab staff should be required to fill out appropriate forms, such as the SF-132
form, before envolling in any training, including training offered by prepaid vendors,
in order to properly document the approval process for each training class taken by
lab stafl. The OIG further recommends that the SEC clarify its policy on continued
service agreements and consider requiring all SEC employees to sign continued
service agreements prior to enrolling in training that costs more than $5,000.

We are also providing this report to the OIG Office of Audits for consideration of
conducting follow-up audits of the ARP lab and, more broadly, of the purchase of information
technology equipment throughout the SEC, to ensure that proper controls arc in place to prevent
waste and potential data breaches in the future.

A copy of this report s also being provided for informational purposes to Commissioner
Elisse B. Walter, Commissioner Luis A. Aguilar, Commissioner Troyv A. Paredes and
Commissioner Danicl M, Gallagher.

(bX8).(B)7)HC)
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b)(6).(b)(7)(C)
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