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Tire Pressure 
"#$!%&'($)*+,',-.!/00$001$(-!"$*1!2%/"3!*-!/)45(($!

6*-,5(*'!7*+5)*-5).!#*0!8$15(0-)*-$8!-#*-!9)$:,0$'.!

15(,-5),(4!-#$!9)$00&)$!,(!*!-,)$!1*;$0!,-!9500,+'$!-5!8$-$:-!*!

:#*(4$!5<!'$00!-#*(!=!5&(:$0!,(!-#$!>$,4#-!5<!*!9*);$8!15-5)!

?$#,:'$!*(8!,-0!:5(-$(-0@!!"#,0!:*(!+$!&0$8!-5!8$-$:-A!

o 9'*:$1$(-!5<!*!0-,:;.!+51+!

o 9'*:$1$(-!5<!*!0&))$9-,-,5&0!-)*:;,(4!8$?,:$!

o 9'*:$1$(-!5<!*!0&))$9-,-,5&0!$*?$08)599,(4!8$?,:$!

o -#$<-!<)51!-#$!?$#,:'$!

o -*19$),(4!>,-#!-#$!?$#,:'$!

o ,(-)&0,5(!,(-5!-#$!?$#,:'$!

o >#,:#!855)!>*0!59$($8!

o *!9$)05(!'&);,(4!5)!#,8,(4!,(!-#$!?$#,:'$!

!

B?$(!+$--$)!0$(0,-,?,-.!,0!9500,+'$!>,-#!<&)-#$)!>5);@!

!

!

!

!
!

!"#$%&'"(%&)"(*)"++,)"('+-(%&."-(((/(0(#1(2"&34%(&+($55"5(%6(%4"(

*$)7"5('"4&8#"($%(9-:(.&;,%"<(%4";()".6'"5($%(=(.&;,%"-(

!
(

>4&#"(.6;&%6)&;3(%4"(%&)"(*)"++,)"(6;(%4"(?)6;%(5)&'")@+(+&5"(

%&)"<("$84(6?(%4"(A(8$)(566)+($)"(6*";"5<(%4";(8#6+"5(&;(

+"B,";8"-((C4"(.$3;&%,5"($;5(+&3;(6?(%4"(*)"++,)"(84$;3"(

8$;(1"(,+"5(%6(5"%").&;"(24&84(566)(2$+(6*";"5-((DE*";&;3($(

*$++";3")F+&5"(566)(8$,+"+($(;"3$%&'"(*)"++,)"(84$;3"(

1"8$,+"(%4"('"4&8#"(#"$;+(&;(%4"(6**6+&%"(5&)"8%&6;(86.*$)"5(

%6(24";($(5)&'")@+F+&5"(566)(&+(6*";"5-G(

 
 
Magnetic Detection 
C-,:;.!+51+0!5)!0&))$9-,-,5&0!$'$:-)5(,:!-)*:;,(4!8$?,:$0!*)$!

051$-,1$0!9'*:$8!5(!?$#,:'$0!&0,(4!1*4($-0@!!"#$!%/"!#*0!

8$15(0-)*-$8!-#*-!,($D9$(0,?$!1*4($-,:!0$(05)0!:*(!8$-$:-!

-#$!1*4($-0!5(!9*);$8!?$#,:'$0@!

!

!

 
Moving Vehicles 
"#$!1*4($-,:!-$:#(,E&$!0#5&'8!>5);!>$''!5(!15?,(4!?$#,:'$0@!!

2/F!1*4($-,:!<,$'80!*(8!15?$1$(-!>,-#,(!-#$!B*)-#G0!

1*4($-,:!<,$'8!85!(5-!:*&0$!9)5+'$10@3!!!

!

Nuclear Engineering Division 

Sticky Bomb Detection 

“Sticky bombs” are a type of improvised explosive device (IED), 
typically placed on a motor vehicle by a terrorist. 
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"#$!%&'$!('$))*'$!%$+#,&-*$!+.,!(/%$,%&.001!2/'3!/,!4/5&,6!

5$#&+0$)!&7!.,!.++$0$'/4$%$'!.,8!%#$'4.0!4$.)*'$4$,%)!.'$!

*)$8!%/!+/''$+%!7/'!'/.8!5&9'.%&/,:!!"#$!)$,)&%&5&%1;!#/2$5$';!&)!

0&3$01!%/!9$!0$)):!

 
 
VAT Awards 
"#$!<'6/,,$!=*0,$'.9&0&%1!<))$))4$,%!"$.4!#.)!2/,!

,*4$'/*)!.2.'8):!!<!(.'%&.0!0&)%!&,+0*8$)>!
!!

?!!@A!B:C:!(.%$,%)!

?!!DEFF<!G/,/'.'1!FFH!<2.'8!7/'!+/,%'&9*%&/,)!%/!#/4$0.,8!!

!!!!)$+*'&%1;!IAAJ!

?!!K<LK!M$00/2)!N'&O$!7/'!H*%)%.,8&,6!P$)$.'+#;!IAAQ!

?!!K<LK!<+#&$5$4$,%!<2.'8);!IAAR;!IAAQ;!@JJJ!S!@JJT!

?!!U&)%&,6*&)#$8!N$'7/'4.,+$!<2.'8!7'/4!%#$!FV<;!IAAI!

?!!WEX+$00$,+$!&,!N$'7/'4.,+$!Y$.)*'$Z!<2.'8;!<4$'&+.,!!

!!!!!C/+&$%1!7/'!V,8*)%'&.0!C$+*'&%1;!IAAI!

?!!K<LK!U&)%&,6*&)#$8!N$'7/'4.,+$!<2.'8);!IAA@!S!@JJ[!

?!!EX+$00$,+$!&,!"$+#,/0/61!"'.,)7$'!<2.'8);!@JJR!S!@JJI!

?!!PSU!@AA!L.%&/,.0!<2.'8);!@JJI!S!@JJQ!

?!!WD$)%!/7!\#.%])!L$2!<2.'8Z;!N/(*0.'!C+&$,+$;!@JJI!

!

!

!

!

!

!

!

!

!

 
 
About Argonne National Laboratory 
<'6/,,$! L.%&/,.0! K.9/'.%/'1;! %#$! ,.%&/,])! 7&')%! ,.%&/,.0!

0.9/'.%/'1;! &)! /,$! /7! %#$! B:C:! U$(.'%4$,%! /7! E,$'61^)!

0.'6$)%! ,.%&/,.0! 0.9/'.%/'&$)! 7/'! )+&$,+$! .,8! $,6&,$$'&,6!

'$)$.'+#:! ! <'6/,,$! #.)! .(('/X&4.%$01! _;AAA! $4(0/1$$);!

&,+0*8&,6!@;AAA!)+&$,%&)%)!.,8!$,6&,$$');!%#'$$`-*.'%$')!/7!

2#/4!#/08!8/+%/'.0!8$6'$$):!!<'6/,,$^)!.,,*.0!/($'.%&,6!

9*86$%! $X+$$8)! a[_A! 4&00&/,:! ! C&,+$! @JJA;! <'6/,,$! #.)!

2/'3$8!2&%#!4/'$! %#.,![AA! +/4(.,&$);! 7$8$'.0! .6$,+&$);!

.,8!/%#$'!/'6.,&O.%&/,):!!!

!

F*''$,%01;! @[b! /7! <'6/,,$])! 9*86$%! &)! 7/'! &,%$00&6$,+$;!

8$7$,)$;! .,8! #/4$0.,8! )$+*'&%1! ('/c$+%)! d*(! 7'/4! [b!

9$7/'$! C$(%$49$'! @@;! IAA@e:! ! "#$! 0/,6`%$'4! 6/.0! &)! %/!

)&6,&7&+.,%01!&,+'$.)$!%#&)!($'+$,%.6$:!

!

<'6/,,$!&)!4.,.6$8!91!BF#&+.6/;!KKF;!7/'!%#$!B:C:!

U$(.'%4$,%!/7!E,$'61:!
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The Problem 
!

"#$%&'!()(*+,%-+!./01#2-/03!$%&'!%4!5%56!$2&'!2&(!'7(!

1/)/#/80!9#%,8#!:%&/'/%0/03!;+&'($!.9:;6!&/308#&<!!=0#/>(!'7(!

$/#/'8*+!&/308#&?!'7(&(!8*(!0%'!(01*+@'(-!%*!82'7(0'/18'(-?!

80-!A(*(!0()(*!/0'(0-(-!4%*!1*/'/18#!&(12*/'+!8@@#/18'/%0&<!!!

B('!1/)/#/80!9:;!/&!,(/03!2&(-!'78'!A8+C!

!

"&!A(!78)(!-($%0&'*8'(-!/0!'7(!D2#0(*8,/#/'+!"&&(&&$(0'!

E(8$!8'!"*3%00(!F8'/%08#!G8,%*8'%*+?!/'!/&!(8&+!4%*!80!

8-)(*&8*+!'%!3(0(*8'(!48>(!9:;!&/308#&!2&/03!A/-(#+!

8)8/#8,#(!.0%0H(I@%*'!1%0'*%##(-6!9:;!&8'(##/'(!&/308#&<!

!

!

!

!

The Threat of Undetected GPS Spoofing 
!

J/'7!9:;!&@%%4/03!.0%'!K8$$/036?!80!8-)(*&8*+!180L!

• M*8&7!08'/%08#!2'/#/'+?!4/0801/8#?!'(#(1%$$20/18'/%0&!N!

1%$@2'(*!0('A%*>&!'78'!*(#+!%0!9:;!4%*!1*/'/18#!'/$(!

&+017*%0/O8'/%0!

• ;'(8#!18*3%!%*!021#(8*!$8'(*/8#!,(/03!'*81>(-!,+!9:;!

• P0&'8##!48#&(!'/$(!&'8$@&!/0!&(12*/'+!)/-(%&!%*!4/0801/8#!

'*80&81'/%0&!

• ;(0-!($(*3(01+!*(&@%0&(!)(7/1#(&!'%!'7(!A*%03!

#%18'/%0!84'(*!8!'(**%*/&'!8''81>!

• P0'(*4(*(!A/'7!$/#/'8*+!#%3/&'/1&!.5%5!2&(&!1/)/#/80!9:;!

4%*!$%&'!18*3%6!

• P0'(*4(*(!A/'7!,8''#(4/(#-!&%#-/(*&!2&/03!1/)/#/80!9:;!

.838/0&'!5%5!@%#/1+?!,2'!1%$$%06!

• ;@%%4!9:;!80>#(!,*81(#('&!2&(-!,+!1%2*'&!

• ;@%%4!9:;!-8'8!#%33(*&!2&(-!4%*!#8A!(04%*1($(0'!80-!

1%20'(*H/0'(##/3(01(!

!

!

 
 
 
 
 
 
 
 

 
 
The Solution 
!

;/308#&!4*%$!9:;!&8'(##/'(!&/$2#8'%*&!!

78)(!8*'/4/1/8#!178*81'(*/&'/1&!8##%A/03!'7($!

'%!,(!*(1%30/O(-!8&!48>(<!!E7(&(!/01#2-(L!

• A*%03!'/$(!

• &2&@/1/%2&#+!#%A!0%/&(!

• (I1(&&/)(!&/308#!&'*(03'7!

• 8*'/4/1/8#!&@81/03!%4!&/308#&!

• 8##!&8'(##/'(&!78)(!'7(!&8$(!&/308#!&'*(03'7!

• A*%03!%*!0%!'/$(!)8*/8'/%0!/0!&/308#!&'*(03'7!

• *(@%*'(-!811(#(*8'/%0&!-%0Q'!@8&&!8!&80/'+!17(1>!

!

!

!

!

For More Information 
!

R;!J8*0(*!N!S9!R%70&'%0?!!"#$%&'()*+$&,$-#.'(/01$

234/)/50(*0/&)!TU?!VWHTX!.TYYT6<!

!

R;!J8*0(*!N!S9!R%70&'%0?!6&4#+*)3$-#.'(/01$%&'()*+?!!

5(1($,(*!VT?!TYYZ<!

!

!

!

Nuclear Engineering Division 

Detecting GPS Spoofing 

It’s easy to generate fake GPS time and location signals using widely available GPS satellite simulators. 
This spoofing can be detected with $15 of parts. 
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Vulnerability Assessments 
"#$!%&'($)*+,',-.!/00$001$(-!"$*1!2%/"3!*-!/)45(($!

6*-,5(*'!7*+5)*-5).!285)1*''.!*-!750!/'*150!8)51!9::;<;==>3!

#*0!?5(@&?-$@!A&'($)*+,',-.!*00$001$(-0!5(!#&(@)$@0!58!

@,88$)$(-!B#.0,?*'!0$?&),-.!@$A,?$0C!0.0-$10C!*(@!B)54)*10D!!

"#,0!,(?'&@$0!'5?E0C!-*40C!0$*'0C!FGHI0C!JKLC!1,?)5B)5?$005)!

0.0-$10C!?5(-*?-!1$15).!+&--5(0C!$'$?-)5(,?!A5-,(4!

1*?#,($0C!*(@!+,51$-),?0!*(@!5-#$)!*??$00!?5(-)5'!@$A,?$0D!!

"#$!%/"!#*0!@$15(0-)*-$@!#5M!*''!-#$0$!?*(!+$!$*0,'.!

@$8$*-$@!&0,(4!M,@$'.!*A*,'*+'$!-55'0C!1*-$),*'0C!*(@!0&BB',$0C!

+&-!#*0!*'05!@$A,0$@!*(@!@$15(0-)*-$@!0,1B'$!*(@!B)*?-,?*'!

?5&(-$)1$*0&)$0D!

!

H(!*@@,-,5(C!-#$!%/"!#*0!B)5A,@$@!0$?&),-.!?5(0&'-,(4C!-)*,(,(4C!

FNIC!)$A$)0$!$(4,($$),(4C!0B$?,*'-.!8,$'@!-55'0C!*(@!(5A$'!

0$?&),-.!@$A,?$0O0-)*-$4,$0!85)!15)$!-#*(!P=!@,88$)$(-!

?51B*(,$0!*(@!45A$)(1$(-!5)4*(,Q*-,5(0C!,(?'&@,(4!I5IC!

IRSO66L/C!ITLC!UDLD!I$B*)-1$(-!58!L-*-$C!-#$!H(-$)(*-,5(*'!

/-51,?!S($)4.!/4$(?.!2H/S/3C!S&)*-51C!*(@!-#$!,(-$'',4$(?$!

?511&(,-.D!

!

!

Biometrics 
"#$!%/"!#*0!@$A,0$@!*(@!@$15(0-)*-$@!0&??$008&'!*--*?E0!

*(@!?5&(-$)1$*0&)$0!85)!15)$!-#*(!*!@5Q$(!@,88$)$(-!

+,51$-),?!@$A,?$0!*(@!0.0-$10C!,(?'&@,(4!-#50$!+*0$@!5(!

8,(4$)B),(-0C!#*(@!4$51$-).C!*(@!,),0!B*--$)(0D!!"#$!%/"!@,@!

051$!58!-#$!$*)',$0-!)$0$*)?#!5(!,),0!+,51$-),?0D!

!

!

!

!

!

/!1&'-,@,0?,B',(*).!-$*1!58!0?,$(-,0-0C!$(4,($$)0C!

$-#,?*'!#*?E$)0C!*(@!05?,*'!0?,$(-,0-0!

 
 
 
VAT Resources & Capabilities 
• "5B!L$?)$-!0$?&),-.!?'$*)*(?$0!

• /??$00!-5!;!LVHG0!W!*!($M!LVHG!&(@$)!?5(0-)&?-,5(!

• 9XW!.$*)0!58!$YB$),$(?$!M,-#!A&'($)*+,',-.!*00$001$(-0!

• R($<58<*<E,(@!%&'($)*+,',-.!/00$001$(-!7*+5)*-5).!

• 9;==!0Z&*)$!8$$-!58!?'*00,8,$@!%"F!'*+5)*-5).!0B*?$!

• ;===!0Z&*)$!8$$-!58!5-#$)!588,?$!N!'*+5)*-5).!0B*?$!

• U(,Z&$!%/"!1,?)5B)5?$005)!)*B,@!B)5-5-.B,(4!0#5B!

• SYB$),$(?$!M,-#!-#$!0&??$008&'!?51B'$-,5(!58![;\!1,'',5(!

58!?'*00,8,$@!N!&(?'*00,8,$@!B)5]$?-0!0,(?$!9::;!

• /??$00!-5!1&'-,@,0?,B',(*).C!M5)'@<?'*00!0?,$(?$!N!

$(4,($$),(4!$YB$)-,0$!*-!*''!-#$!IRS!(*-,5(*'!'*+5)*-5),$0!!!

Nuclear Engineering Division 

Vulnerability Assessments of Biometrics   
& Other Access Control Devices 

The Vulnerability Assessment Team is probably the most impressive 
physical security research team in the world. 

 
                                                                                     -- Prof. Ross Anderson of Cambridge University,  
                                                                                         author of the classic textbook Security Engineering 
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!

The Problem 
"#$%#!&#'()*+,-+#&!+.-+!/0!(1!+.#!'(*+!2(234-,!3,5)#!

+#*+5)6!%5-4*!-)&!75+*!-,#!#-*8!+(!+-'2#,!95+.:!5);43&5)6!+.(*#!

3*#&!<8!=>?:!=(=:!-)&!*2(,+*!-3+.(,5+5#*@!

!

A.#*#!,#*34+*!-,#!2,#*#)+#&!5)!-!2-2#,!5)!+.#!!"#$%&'(")(*$#+(

,--#.-!B5)!2,#**C@!!A.#!2-2#,!-4*(!;-44*!5)+(!D3#*+5()!+.#!

*#;3,5+8!2,(+(;(4*!;(''()48!3*#&!1(,!3,5)#!&,36!+#*+5)6!<8!

+.#!1#&#,-4!6(%#,)'#)+!-)&!)-+5()-4E5)+#,)-+5()-4!*2(,+*!

-3+.(,5+5#*@!!A.#!2-2#,!9-,)*!+.-+!+.#,#!.-*!<##)!5)*3115;5#)+!

;();#,)!-<(3+!+.#!,5*7!(1!'-45;5(3*!1-4*#!2(*5+5%#!,#*34+*@!

!

!

Better Approaches 
F5%#)!+.-+!&,36!+#*+!,#*34+*!-,#!;,5+5;-4:!-11#;+5)6!)-+5()-4!

*#;3,5+8:!23<45;!*-1#+8:!-)&!+.#!;-,##,*:!45%#45.((&:!-)&!

,#23+-+5()!(1!#'24(8##*!-)&!-+.4#+#*:!'3;.!<#++#,!*#;3,5+8!

9(34&!*##'!9-,,-)+#&@!

!

A.#!G34)#,-<545+8!H**#**'#)+!A#-'!BGHAC!-+!H,6())#!

I-+5()-4!J-<(,-+(,8!.-*!;()*5&#,-<4#!#K2#,+5*#!5)!&#%#4(25)6!

<#++#,!+-'2#,L5)&5;-+5)6!*#-4*!-)&!*#;3,5+8!2,(+(;(4*@!

!

(

!

!

!

!

!

!

!

!

!

(

!

!

 
 

(

!

!

!

!
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About Argonne National Laboratory 
H,6())#! I-+5()-4! J-<(,-+(,8:! +.#! )-+5()$*! 15,*+! )-+5()-4!

4-<(,-+(,8:! 5*! ()#! (1! +.#! M@N@! =#2-,+'#)+! (1! ?)#,68O*!

4-,6#*+! )-+5()-4! 4-<(,-+(,5#*! 1(,! *;5#);#! -)&! #)65)##,5)6!

,#*#-,;.@! ! H,6())#! .-*! -22,(K5'-+#48! 0:PPP! #'24(8##*:!

5);43&5)6!Q:PPP!*;5#)+5*+*!-)&!#)65)##,*:!+.,##LD3-,+#,*!(1!

9.('!.(4&!&(;+(,-4!&#6,##*@!!H,6())#O*!-))3-4!(2#,-+5)6!

<3&6#+! #K;##&*! RS0P! '5445()@! ! N5);#! QTTP:! H,6())#! .-*!

9(,7#&!95+.!'(,#! +.-)!SPP! ;('2-)5#*:! 1#&#,-4! -6#);5#*:!

-)&!(+.#,!(,6-)5U-+5()*@!!!

!

V3,,#)+48:! QSW! (1! H,6())#$*! <3&6#+! 5*! 1(,! 5)+#4456#);#:!

&#1#)*#:! -)&! .('#4-)&! *#;3,5+8! 2,(X#;+*! B32! 1,('! SW!

<#1(,#! N#2+#'<#,! QQ:! /PPQC@! ! A.#! 4()6L+#,'! 6(-4! 5*! +(!

*56)515;-)+48!5);,#-*#!+.5*!2#,;#)+-6#@!

!

H,6())#!5*!'-)-6#&!<8!MV.5;-6(:!JJV:!1(,!+.#!M@N@!

=#2-,+'#)+!(1!?)#,68@!

Nuclear Engineering Division 

Tampering with Drug Tests 

The Argonne Vulnerability Assessment Team: 
Internationally recognized expertise in tags, seals, cargo security, & physical tamper/intrusion detection 
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Tamper-Indicating Seals 
"#$!%&'($)*+,',-.!/00$001$(-!"$*1!2%/"3!*-!/)45(($!

6*-,5(*'!7*+5)*-5).!#*0!8$9,0$8!*(8!8$15(0-)*-$8!$*0.!

8$:$*-0!:5)!#&(8)$80!5:!8,::$)$(-!-*1;$)<,(8,=*-,(4!0$*'0>!

,(='&8,(4!-#50$!&0$8!:5)!#,4#<'$9$'!0$=&),-.!*;;',=*-,5(0!*(8!

(&='$*)!0*:$4&*)80?!!/0!*!)$0&'-!5:!-#,0!@5)A>!-#$!%/"!+$',$9$0!

1&=#!+$--$)!0$*'0!*)$!;500,+'$>!*(8!#*0!8$9$'5;$8!59$)!BC!

($@!A,(80?!!D51$!#*9$!)$=$,9$8!E?D?!;*-$(-0?!

!

!

The Anti-Evidence Approach 
F50-!5:!-#$0$!($@!0$*'0!*)$!+*0$8!5(!-#$!%/"G0!H*(-,<

$9,8$(=$I!*;;)5*=#!-5!-*1;$)!8$-$=-,5(?!!J(!*!=5(9$(-,5(*'!

0$*'>!-#$!:*=-!-#*-!-#$!0$*'!#*0!+$$(!5;$($8!1&0-!+$!0-5)$8!,(!

5)!5(!-#$!0$*'!&(-,'!0&=#!-,1$!*0!,-!=*(!+$!,(0;$=-$8?!!K&-!,-!,0!

&0&*''.!$*0.!:5)!*(!*89$)0*).!-5!)$;'*=$!-#$!5),4,(*'!0$*'!@,-#!

*!=5&(-$):$,->!5)!$'0$!#,8$!5)!$)*0$!-#,0!L*'*)1!=5(8,-,5(G!,(!-#$!

5),4,(*'!0$*'?!

!

M,-#!*(!*(-,<$9,8$(=$!0$*'>!,(!=5(-)*0->!@$!0-5)$!0$=)$-!

,(:5)1*-,5(!2-.;,=*''.!*!+.-$3!,(!5)!5(!-#$!0$*'!,(8,=*-,(4!-#*-!

-*1;$),(4!#*0!(5-!.$-!5==&))$8?!!M#$(!-*1;$),(4!,0!

8$-$=-$8>!-#,0!,(:5)1*-,5(!4$-0!,(0-*(-'.!$)*0$8?!!/0!*!)$0&'->!

=5&(-$):$,-,(4!,0!5:!(5!9*'&$!-5!*(!*89$)0*).!,:!#$!85$0(G-!

A(5@!@#*-!,(:5)1*-,5(!-5!;&-!,(!5)!5(!-#$!0$*'?!

!

!

Advantages 
/89*(-*4$0!5:!-#$!*(-,<$9,8$(=$!*;;)5*=#!,(='&8$!+$--$)!

0$=&),-.>!*0!@$''!*0!0,1;',=,-.!N!'5@!=50->!95'&1$-),=!,(-)&0,5(!

8$-$=-,5(>!(5!($$8!:5)!*!#*0;>!*(8!H*(-,<4&(8$=A,(4I!

:$*-&)$0?!

!

!

!

!

!

!"#$"%&'(")*+),--)./++"#"%&)$*%0"%&/*%'1)2"'12)&3'&)$'%)4"!

25**+".)6."+"'&".7)/%)1"22)&3'%)')(/0"%)'8*9%&)*+)

&/8")4:);)5"#2*%<)=*#>/%()'1*%"<)92/%()*%1:)1*=?)

&"$3)&**12<)8"&3*.2<)'%.)29551/"2@))A3"2"),--)2"'12)/%$19.")

3/(3?&"$3)2"'12)'%.)&3*2")92".)+*#)%9$1"'#)2'+"(9'#.2@)

!

!

!

!

B'#/*92)BCA)'%&/?"0/."%$")2"'1)5#*&*&:5"2!

!

Nuclear Engineering Division 

Better Tamper-Indicating Seals 

Anti-Evidence Seals: 
Fundamentally a better way to do tamper detection. 
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VAT Resources & Capabilities 
• "5;!D$=)$-!0$=&),-.!='$*)*(=$0!

• /==$00!-5!B!DOJP0!Q!*!($@!DOJP!&(8$)!=5(0-)&=-,5(!

• RSQ!.$*)0!5:!$T;$),$(=$!@,-#!9&'($)*+,',-.!*00$001$(-0!

*(8!-*1;$)!8$-$=-,5(!

• U($<5:<*<A,(8!%&'($)*+,',-.!/00$001$(-!7*+5)*-5).!

• RBCC!0V&*)$!:$$-!5:!='*00,:,$8!%"W!'*+5)*-5).!0;*=$!

• BCCC!0V&*)$!:$$-!5:!5-#$)!5::,=$!N!'*+5)*-5).!0;*=$!

• E(,V&$!%/"!1,=)5;)5=$005)!)*;,8!;)5-5-.;,(4!0#5;!

• XT;$),$(=$!@,-#!-#$!0&==$00:&'!=51;'$-,5(!5:!YBZ!1,'',5(!

5:!='*00,:,$8!N!&(='*00,:,$8!;)5[$=-0!0,(=$!R\\B!

• /==$00!-5!1&'-,8,0=,;',(*).>!@5)'8<='*00!0=,$(=$!N!

$(4,($$),(4!$T;$)-,0$!*-!*''!-#$!]UX!(*-,5(*'!'*+5)*-5),$0!!!

!

!

!

VAT Awards 
"#$!/)45(($!%&'($)*+,',-.!/00$001$(-!"$*1!#*0!@5(!

(&1$)5&0!*@*)80?!!/!;*)-,*'!',0-!,(='&8$0 !̂
!!

_!!RC!E?D?!;*-$(-0!

_!!KXOO/!`5(5)*).!OOU!/@*)8!:5)!=5(-),+&-,5(0!-5!#51$'*(8!!

!!!!0$=&),-.>!BCC\!

_!!7/67!P$''5@0!a),b$!:5)!U&-0-*(8,(4!W$0$*)=#>!BCCc!

_!!7/67!/=#,$9$1$(-!/@*)80>!BCCd>!BCCc>!R\\\!N!R\\Z!

_!!],0-,(4&,0#$8!a$):5)1*(=$!/@*)8!:)51!-#$!OJ/>!BCCB!

_!!HXT=$''$(=$!,(!a$):5)1*(=$!F$*0&)$I!/@*)8>!/1$),=*(!!

!!!!!D5=,$-.!:5)!J(8&0-),*'!D$=&),-.>!BCCB!

_!!7/67!],0-,(4&,0#$8!a$):5)1*(=$!/@*)80>!BCCR!N!R\\e!

_!!XT=$''$(=$!,(!"$=#(5'54.!")*(0:$)!/@*)80>!R\\d!N!R\\B!

_!!WN]!RCC!6*-,5(*'!/@*)80>!R\\B!N!R\\c!

_!!HK$0-!5:!M#*-G0!6$@!/@*)8I>!a5;&'*)!D=,$(=$>!R\\B!

!

!

 
About Argonne National Laboratory 
/)45(($! 6*-,5(*'! 7*+5)*-5).>! -#$! (*-,5(G0! :,)0-! (*-,5(*'!

'*+5)*-5).>! ,0! 5($! 5:! -#$! E?D?! ]$;*)-1$(-! 5:! X($)4.f0!

'*)4$0-! (*-,5(*'! '*+5)*-5),$0! :5)! 0=,$(=$! *(8! $(4,($$),(4!

)$0$*)=#?! ! /)45(($! #*0! *;;)5T,1*-$'.! g>CCC! $1;'5.$$0>!

,(='&8,(4!R>CCC!0=,$(-,0-0!*(8!$(4,($$)0>!-#)$$<V&*)-$)0!5:!

@#51!#5'8!85=-5)*'!8$4)$$0?!!/)45(($f0!*((&*'!5;$)*-,(4!

+&84$-! $T=$$80! YegC! 1,'',5(?! ! D,(=$! R\\C>! /)45(($! #*0!

@5)A$8!@,-#!15)$! -#*(!eCC! =51;*(,$0>! :$8$)*'! *4$(=,$0>!

*(8!5-#$)!5)4*(,b*-,5(0?!!!

!

!

O&))$(-'.>! Reh! 5:! /)45(($G0! +&84$-! ,0! :5)! ,(-$'',4$(=$>!

8$:$(0$>! *(8! #51$'*(8! 0$=&),-.! ;)5[$=-0! 2&;! :)51! eh!

+$:5)$! D$;-$1+$)! ! RR>! BCCR3?! ! "#$! '5(4<-$)1! 45*'! ,0! -5!

0,4(,:,=*(-'.!,(=)$*0$!-#,0!;$)=$(-*4$?!

!

/)45(($!,0!1*(*4$8!+.!EO#,=*45>!77O>!:5)!-#$!E?D?!

]$;*)-1$(-!5:!X($)4.?!

!

!

!

!

!

!

!

!

!

!

!

!

!

!

)

)

A/8")A#'5D))'%)'%&/?"0/."%$")&'()E)2"'1@)

)

)

)

)

)

)

)

)

)

)

)

)

)

)

)

)

)

)

)

)

)

)

!#*&*&:5")F3/#5/%()A'()E)G"'1!

!

!



 

  

 
 

 

 

 

!

 

!

Vulnerability Assessments 
"#$!%&'($)*+,',-.!/00$001$(-!"$*1!2%/"3!*-!/)45(($!

6*-,5(*'!7*+5)*-5).!285)1*''.!*-!750!/'*150!8)51!9::;<;==>3!

#*0!?5(@&?-$@!A&'($)*+,',-.!*00$001$(-0!5(!#&(@)$@0!58!

@,88$)$(-!B#.0,?*'!0$?&),-.!@$A,?$0C!0.0-$10C!*(@!B)54)*10D!!

"#,0!,(?'&@$0!'5?E0C!-*40C!0$*'0C!FGHI0C!JKLC!1,?)5B)5?$005)!

0.0-$10C!?5(-*?-!1$15).!+&--5(0C!$'$?-)5(,?!A5-,(4!

1*?#,($0C!*(@!+,51$-),?0!*(@!5-#$)!*??$00!?5(-)5'!@$A,?$0D!!

"#$!%/"!#*0!@$15(0-)*-$@!#5M!*''!-#$0$!?*(!+$!$*0,'.!

@$8$*-$@!&0,(4!M,@$'.!*A*,'*+'$!-55'0C!1*-$),*'0C!*(@!0&BB',$0C!

+&-!#*0!*'05!@$A,0$@!*(@!@$15(0-)*-$@!0,1B'$!*(@!B)*?-,?*'!

?5&(-$)1$*0&)$0D!

!

H(!*@@,-,5(C!-#$!%/"!#*0!B)5A,@$@!0$?&),-.!?5(0&'-,(4C!-)*,(,(4C!

FNIC!)$A$)0$!$(4,($$),(4C!0B$?,*'-.!8,$'@!-55'0C!*(@!(5A$'!

0$?&),-.!@$A,?$0O0-)*-$4,$0!85)!15)$!-#*(!P=!@,88$)$(-!

?51B*(,$0C!6JQ0C!*(@!45A$)(1$(-!5)4*(,R*-,5(0C!,(?'&@,(4!

I5IC!IQSO66L/C!ITLC!UDLD!I$B*)-1$(-!58!L-*-$C!-#$!

H(-$)(*-,5(*'!/-51,?!S($)4.!/4$(?.!2H/S/3C!S&)*-51C!*(@!-#$!

,(-$'',4$(?$!?511&(,-.D!

!

Tamper-Indicating Seals 
"#$!%/"!#*0!@$A,0$@!*(@!@$15(0-)*-$@!0&??$008&'!*--*?E0!

*(@!?5&(-$)1$*0&)$0!85)!#&(@)$@0!58!@,88$)$(-!-*1B$)<

,(@,?*-,(4!0$*'0D!!/0!*!)$0&'-!58!-#,0!M5)EC!-#$!%/"!#*0!

@$A$'5B$@!,1B)5A$@!-)*,(,(4C!0$*'!&0$!B)5-5?5'0C!*(@!(5A$'!

E,(@0!58!0$*'0D!!"#$0$!($M!0$*'0!*)$!+*0$@!5(!-#$!%/"V0!W*(-,<

$A,@$(?$X!*BB)5*?#!-5!-*1B$)!@$-$?-,5(D!!/@A*(-*4$0!,(?'&@$!

+$--$)!0$?&),-.C!0,1B',?,-.!N!'5M!?50-C!A5'&1$-),?!,(-)&0,5(!

@$-$?-,5(C!(5!($$@!85)!*!#*0BC!*(@!W*(-,<4&(@$?E,(4X!

8$*-&)$0D!!

!

L51$!58!-#$0$!($M!0$*'0!*)$Y!!-#$!"*'E,(4!")&?E!Z*)45!L$*'C!

"$1B$)$@!J'*00!L$*'C!",1$!")*BC!",$<I.$!L$*'C!Z#,)B,(4!L$*'C!

I"[G!\*-?#!L$*'C!LE&(E!L$*'C![*4"*4C![*4,?!L'*-$!L$*'C!*(@!

-#$!"),+5'&1,($0?$(?$!L$*'D!

!

"#$%#&'()#!*+!,--!./++#$#&'!0#(10!'2('!%(&!3#!

04**+#.!5.#+#('#.6!/&!1#00!'2(&!(!)/7#&!(8*9&'!*+!

!'/8#!3:!;!4#$0*&<!=*$>/&)!(1*&#<!90/&)!*&1:!1*=?!

'#%2!'**10<!8#'2*.0<!(&.!09441/#0@!!A2#0#!,--!0#(10!/&%19.#!

2/)2?'#%2!0#(10!(&.!'2*0#!90#.!+*$!&9%1#($!0(+#)9($.0@!
!

!
!

Novel Anti-Counterfeiting Approaches 
"#$!%/"!#*0!B)5B50$@!*(@!@$A$'5B$@!*!(&1+$)!58!($M!

-$?#(,]&$0!85)!?5&(-$),(4!B)5@&?-!2*(@!5-#$)!E,(@03!58!

?5&(-$)8$,-,(4C!,(?'&@,(4Y!

!

B/$'9(1!C98#$/%!A*>#&0!DEF!G*2&0'*&<!HI&!I&'/?J*9&'#$+#/'/&)!

K'$('#):!L0/&)!C98#$/%!A*>#&0M<!H(-$)(*-,5(*'!^5&)(*'!58!

K#*)1*?$&-,?*'![$@,?,($!;N<!;OP?;Q;!5,RRS6T!

!

A/8#!A$(4!5(9'2#&'/%/':!U!'(84#$!.#'#%'/*&!=/'2!*&#!.#7/%#6!

!

V/&#!I&'/?A(84#$/&)!(&.!I&'/?J*9&'#$+#/'/&)!W#7/%#!

!

Nuclear Engineering Division 

Countering Tampering & Counterfeiting 

The Argonne Vulnerability Assessment Team: 
Internationally recognized expertise in tags, seals, anti-counterfeiting,  

cargo security, nuclear safeguards, & physical tamper/intrusion detection. 
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!

VAT Resources & Capabilities 
• "5B!L$?)$-!0$?&),-.!?'$*)*(?$0!

• /??$00!-5!;!LZHG0!_!*!($M!LZHG!&(@$)!?5(0-)&?-,5(!

• 9`_!.$*)0!58!$aB$),$(?$!M,-#!A&'($)*+,',-.!*00$001$(-0!

• Q($<58<*<E,(@!%&'($)*+,',-.!/00$001$(-!7*+5)*-5).!

• 9;==!0]&*)$!8$$-!58!?'*00,8,$@!%"F!'*+5)*-5).!0B*?$!

• ;===!0]&*)$!8$$-!58!5-#$)!588,?$!N!'*+5)*-5).!0B*?$!

• U(,]&$!%/"!1,?)5B)5?$005)!)*B,@!B)5-5-.B,(4!0#5B!

• SaB$),$(?$!M,-#!-#$!0&??$008&'!?51B'$-,5(!58!b;c!1,'',5(!

58!?'*00,8,$@!N!&(?'*00,8,$@!B)5d$?-0!0,(?$!9::;!

• /??$00!-5!1&'-,@,0?,B',(*).C!M5)'@<?'*00!0?,$(?$!N!

$(4,($$),(4!$aB$)-,0$!*-!*''!-#$!IQS!(*-,5(*'!'*+5)*-5),$0!!!

!

!

!

!

!

!

!

!

!

A2#!A/8#!A$(4!(&'/?#7/.#&%#!'()!U!0#(1@ 
 
 
 
VAT Awards & Recognition 
"#$!/)45(($!%&'($)*+,',-.!/00$001$(-!"$*1!#*0!M5(!

(&1$)5&0!*M*)@0!*(@!)$?$,A$@!M,@$0B)$*@!)$?54(,-,5(D!!/!

B*)-,*'!',0-!,(?'&@$0Y!
!!

e!!9=!UDLD!B*-$(-0!

e!!H(-$)A,$M$@!+.!-#$!\*''!L-)$$-!^5&)(*'!28)5(-!B*4$3C!6KFC!

ZLQC!FGHI!^5&)(*'C!T51$'*(@!L$?&),-.!/'$)-C!HQ[/!L$?&),-.!

I,)$?-5)V0!F$B5)-C![$?#*(,?*'!S(4,($$),(4C!f&0,($00!")*A$'!

Sa$?&-,A$C!K#*)1*![*(&8*?-&),(4C!$-?D!

e!!fSZZ/!T5(5)*).!ZZQ!/M*)@!85)!?5(-),+&-,5(0!-5!#51$'*(@!!

!!!!0$?&),-.C!;==:!

e!!7/67!G$''5M0!K),R$!85)!Q&-0-*(@,(4!F$0$*)?#C!;==P!

e!!7/67!/?#,$A$1$(-!/M*)@0C!;==>C!;==PC!9:::!N!9::c!

e!!I,0-,(4&,0#$@!K$)85)1*(?$!/M*)@!8)51!-#$!ZH/C!;==;!

e!!WSa?$''$(?$!,(!K$)85)1*(?$![$*0&)$X!/M*)@C!/1$),?*(!!

!!!!!L5?,$-.!85)!H(@&0-),*'!L$?&),-.C!;==;!

e!!7/67!I,0-,(4&,0#$@!K$)85)1*(?$!/M*)@0C!;==9!N!9::g!

e!!Sa?$''$(?$!,(!"$?#(5'54.!")*(08$)!/M*)@0C!9::>!N!9::;!

e!!FNI!9==!6*-,5(*'!/M*)@0C!9::;!N!9::P!

e!!Wf$0-!58!\#*-V0!6$M!/M*)@XC!K5B&'*)!L?,$(?$C!9::;!

!

!
!

!

I!&#=!%(4!/&7#&'#.!3:!'2#!BIA!%(&!.#'#%'!%*9&'#$+#/'!*$!

'(84#$#.!=/&#@!!X:!419))/&)!'2#!%(4!/&'*!(!%*849'#$!

'2$*9)2!(!LKX!%(31#<!(!=/&#!39:#$!*$!(9%'/*&##$!%(&!

%2#%>!/+!'2#!=/&#!/&0/.#!/0!)#&9/&#!(&.!9&./0'9$3#.@!

!

!

 
Sample Publications 
EF!G*2&0'*&<!YJ!Z/%2(9.<!(&.!GK!V($&#$<!HA2#!K#%9$/':!*+!L$/&#!W$9)!

A#0'/&)M<!̂ 5&)(*'!58!I)&4!H00&$0<!5/&!4$#006@!

!

FJ!^5#(0-5(C!W7*.$)$@!L$?&),-.Y!L$'8<I$8$(0$!5)!L$'8<I$'&0,5(hXC!

K#%9$/':!Z(&()#8#&'!2,(!B)$003D!

!

YF!X/'[#$<!"\!J2#&<!(&.!EF!G*2&0'*&<!HK#%9$/':!/&!]$)(&/[('/*&0^!

Y_4(&./&)!'2#!`$*&'/#$0!*+!a&.90'$/(1?]$)(&/[('/*&(1!"0:%2*1*):M<!

H(-$)(*-,5(*'!F$A,$M!58!H(@&0-),*'!*(@!Q)4*(,R*-,5(*'!K0.?#5'54.!,-<!

;P;?;SR!5,RRN6@!

!

FJ!^5#(0-5(C!W"*1B$)<H(@,?*-,(4!L$*'0XC!I8#$/%(&!K%/#&'/0'!:PC!c9c<

c;i!2;==g3D!

!

FJ!^5#(0-5(C!W6$M!F$0$*)?#!5(!"*1B$)<H(@,?*-,(4!L$*'0XC!

H(-$)(*-,5(*'!U-,',-,$0!F$A$(&$!K)5-$?-,5(!/005?,*-,5(!6$M0C!9gC!9><

9`!2;==g3D!

!

FJ!^5#(0-5(!*(@!^L!\*)($)C!W"#$!I)D!\#5!Z5(&(@)&1Y!\#.!K'*?,(4!

"55![&?#!G*,-#!,(!"$?#(5'54.!7$*@0!-5!G*,'&)$XC!K#%9$/':!

Z(&()#8#&'!P:C!99;<9;9!2;==c3D!

!

FJ!^5#(0-5(C!W"#$!j/(-,<SA,@$(?$V!/BB)5*?#!-5!"*1B$)<I$-$?-,5(XC!

"(%>()/&)<!A$(&04*$'<!K'*$()#!U!K#%9$/':!*+!E(./*(%'/7#!Z('#$/(1!

9g2;3C!9ic<9Pi!2;==c3D!

!

^L!\*)($)!*(@!FJ!^5#(0-5(C!W/!L,1B'$!I$15(0-)*-,5(!-#*-!-#$!

J'5+*'!K50,-,5(,(4!L.0-$1!2JKL3!,0!%&'($)*+'$!-5!LB558,(4XC!A2#!

G*9$&(1!*+!K#%9$/':!I.8/&/0'$('/*&!;cC!9:<;`!2;==;3D!

!
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Sample Invited Talks 
kL$?&),-.!/4*,(0-!"#$8-C!"*1B$),(4C!*(@!Z5&(-$)8$,-,(4XC!

J$($)*'!/00$1+'.!58!-#$!K#*)1*?$&-,?*'!L$?&),-.!H(0-,-&-$C!

[?'$*(C!%/C!Q?-5+$)!;`C!;==:D!

!

2l$.(5-$!/@@)$003!W"#$!H1B5)-*(?$!58!65-!f$,(4!S*)($0-XC!

L$?&)$\5)'@!SaB5C!L*(!G)*(?,0?5C!Z/C!L$B-$1+$)!9:<;=C!

;==>D!

!

WK#*)1*?$&-,?*'!L$?&),-.!N!/&-#$(-,?,-.XC!K#*)*1*?$&-,?*'!

L&BB'.!Z#*,(!H(-$4),-.!Z5(8$)$(?$C!f*'-,15)$C![IC!/B),'!;c<

;>C!;==>D!

!

!W%&'($)*+,',-,$0!N!7,1,-*-,5(0!58!FGHI!*(@!Z5(-*?-![$15).!

I$A,?$0XC!H/S/!"$?#(,?*'![$$-,(4!5(!L$*',(4!L.0-$10!*(@!

Z5(-*,(1$(-!%$),8,?*-,5(![$-#5@0C!%,$((*C!/&0-),*C!G$+)&*).!

9;<9gC!;==>D!

!

!WZ5&(-$)1$*0&)$0!-5!\,0#8&'!"#,(E,(4XC!/LHL!H(-$)(*-,5(*'!

[,@@'$!S*0-!L$?&),-.!Z5(8$)$(?$C![*(*1*C!f*#)*,(C!

I$?$1+$)!P<gC!;==gD!

!

%&'($)*+,',-.!/00$001$(-0!5(!"*1B$)<H(@,?*-,(4!L$*'0XC!^5,(-!

UL<F&00,*!"HI!\5)E,(4!J)5&BC![50?5MC!F&00,*C!L$B-$1+$)!

9i<9PC!;==gD!

!

WF$0$*)?#!5(!H1B)5A,(4!Z*)45!L$?&),-.XC!c
-#
!65)-#!/1$),?*(!

Z*)45!L$?&),-.!G5)&1C!\*0#,(4-5(C!IDZDC!L$B-$1+$)!g<>C!

;==gD!

!

!

!

 
 
 

 
 
About Argonne National Laboratory 
/)45(($! 6*-,5(*'! 7*+5)*-5).C! -#$! (*-,5(V0! 8,)0-! (*-,5(*'!

'*+5)*-5).C! ,0! 5($! 58! -#$! UDLD! I$B*)-1$(-! 58! S($)4.m0!

'*)4$0-! (*-,5(*'! '*+5)*-5),$0! 85)! 0?,$(?$! *(@! $(4,($$),(4!

)$0$*)?#D! ! /)45(($! #*0! *BB)5a,1*-$'.! iC===! $1B'5.$$0C!

,(?'&@,(4!9C===!0?,$(-,0-0!*(@!$(4,($$)0C!-#)$$<]&*)-$)0!58!

M#51!#5'@!@5?-5)*'!@$4)$$0D!!/)45(($m0!*((&*'!5B$)*-,(4!

+&@4$-! $a?$$@0! bgi=! 1,'',5(D! ! L,(?$! 9::=C! /)45(($! #*0!

M5)E$@!M,-#!15)$! -#*(!g==! ?51B*(,$0C! 8$@$)*'! *4$(?,$0C!

*(@!5-#$)!5)4*(,R*-,5(0D!!!

!

Z&))$(-'.C! 9gn! 58! /)45(($V0! +&@4$-! ,0! 85)! ,(-$'',4$(?$C!

@$8$(0$C! *(@! #51$'*(@! 0$?&),-.! B)5d$?-0! 2&B! 8)51! gn!

+$85)$! L$B-$1+$)! 99C! ;==93D! ! "#$! '5(4<-$)1! 45*'! ,0! -5!

0,4(,8,?*(-'.!,(?)$*0$!-#,0!B$)?$(-*4$D!

!

/)45(($!,0!1*(*4$@!+.!UZ#,?*45C!77ZC!85)!-#$!UDLD!

I$B*)-1$(-!58!S($)4.D!
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The Weakest Link 
"#$%$&'!()!*+,!(,(-$!.#(.!/*0%!'$10%2./!2'!*)+/!('!-**,!('!.#$!

3$(4$'.!+2)45!!"#2'!6(4$'!'$)'$!7$1(0'$!(,8$%'(%2$'!./921(++/!

(..(14!3#$%$!.#$%$!(%$!9%*7+$6':!)*.!(.!%(),*65!

!

"#0':!3#$)!1*)8$).2*)(+!'$10%2./!7**4'!;*10'!*)!#*3!.*!#(8$!

$;;$1.28$!'$10%2./:!.#$/!*;.$)!*8$%+**4!.#$!;(1.!.#(.!3#(.!/*0!

-$.!%2-#.!(7*0.!'$10%2./!2'!*;.$)!+$''!269*%.().!.#()!3#(.!/*0!

-$.!3%*)-5!

!

!

Security Mistakes 
"#$!<0+)$%(72+2./!=''$''6$).!"$(6!><="?!(.!=%-*))$!

@(.2*)(+!A(7*%(.*%/!>;*%6$%+/!(.!A*'!=+(6*'!;%*6!BCCDEDFFG?!

#('!1*),01.$,!80+)$%(72+2./!(''$''6$).'!*)!#0),%$,'!*;!

,2;;$%$).!'$10%2./!'/'.$6':!,$821$':!(),!9%*-%(6'5!!H$!4$$9!

'$$2)-!.#$!'(6$!42),'!*;!62'.(4$'5!

!

!"#$%&'()**+$*,$-#./0123$45/'(#06!+2'.'!(),!,2'10''$'!*8$%!

B:FFF!'$%2*0'!'$10%2./!62'.(4$'!.#(.!.#$!<="!#('!'$$)!

%$9$(.$,+/5!!

!

"*921!(%$('!2)1+0,$!I$10%2./!I.%(.$-/:!I$10%2./!J0+.0%$!K!

J+26(.$:!L%-()2M(.2*)(+!I$10%2./:!I$10%2./!N()(-$6$).!K!

I09$%82'2*):!J/7$%!I$10%2./:!"#$!O)'2,$%!"#%$(.:!I*12(+!

P)-2)$$%2)-:!Q02+,2)-!I$10%2./:!=11$''!J*).%*+!K!Q2*6$.%21':!

A*14':!I$(+':!"(-':!J(%-*!I$10%2./:!R%*,01.!J*0).$%;$2.2)-:!

J#**'2)-!I$10%2./!R%*,01.':!<0+)$%(72+2./!=''$''6$).':!S2'4!

N()(-$6$).:!@01+$(%!I(;$-0(%,':!I$10%2./!T$821$!K!I/'.$6!

T$'2-):!Q0'2)$''UV2)()12(+!I$10%2./:!(),!R$%'*)(+!I$10%2./5!

!

"#$!7**4!1*)1+0,$'!32.#!(!-+*''(%/!*;!*8$%!WFF!'$10%2./!.$%6'!

.#(.!$8$%/!'$10%2./!9%*;$''2*)(+!'#*0+,!4)*35!

!
!

!

!

!

!

!

!

!

!

!

 
 
 
 
VAT Awards & Recognition 
"#$!=%-*))$!<0+)$%(72+2./!=''$''6$).!"$(6!#('!3*)!

)06$%*0'!(3(%,'!(),!%$1$28$,!32,$'9%$(,!%$1*-)2.2*)5!!!!!!!!!!

=!9(%.2(+!+2'.!2)1+0,$'X!
!!

• BF!Y5I5!9(.$).'!

• L8$%!ZF!2)82.$,!.(+4'!(.!)(.2*)(+!(),!2).$%)(.2*)(+!

1*);$%$)1$':!2)1+0,2)-![$/)*.$!=,,%$''$'!

• O).$%82$3$,!7/!.#$!7&55$-20##2$8*/0'&5!>;%*).!9(-$?:!@RS:!

9-:;$<=>?$8*/0'&5;$%*@#5&'($-#./0123$A5#02;$>:BA$-#./0123$

?10#.2*0C6$<#D*02;$B#."&'1.&5$E'F1'##01'F;$4/61'#66$!0&G#5$

EH#./21G#;$I"&0@&$B&'/,&.2/01'F:!$.15!

• QPJJ=!\*)*%(%/!JJL!=3(%,!;*%!1*).%270.2*)'!.*!

#*6$+(),!'$10%2./:!DFFC!

• A=@A!V$++*3'!R%2M$!;*%!L0.'.(),2)-!S$'$(%1#:!DFF]!

• A=@A!=1#2$8$6$).!=3(%,':!DFFG:!DFF]:!BCCC!K!BCC !̂

• T2'.2)-02'#$,!R$%;*%6()1$!=3(%,!;%*6!.#$!JO=:!DFFD!

• _P`1$++$)1$!2)!R$%;*%6()1$!N$('0%$a!=3(%,:!=6$%21()!!

• I*12$./!;*%!O),0'.%2(+!I$10%2./:!DFFD!

• A=@A!T2'.2)-02'#$,!R$%;*%6()1$!=3(%,':!DFFB!K!BCCZ!

• P`1$++$)1$!2)!"$1#)*+*-/!"%()';$%!=3(%,':!BCCG!K!BCCD!

• SKT!BFF!@(.2*)(+!=3(%,':!BCCD!K!BCC]!

• _Q$'.!*;!H#(.&'!@$3!=3(%,a:!R*90+(%!I12$)1$:!BCCD!

Nuclear Engineering Division 

Handbook of Security Blunders 

By Roger G. Johnston, Ph.D, CPP and Jon S. Warner, Ph.D. 
(the editors of the Journal of Physical Security) 

Available February 2010 
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The Problem 
!

"#$%!&#'()*+,!-.!$,$*/.-%)*!)%/.0()-%!)(!1$/$*/$12!+!($*.$/2!

$,$*/.-%)*!3$'!-4/$%!%$$1(!/-!5$!$.+($16!!7/!)(!1)44)*0,/!/-!1-!

/#)(!80)*3,'!$%-09#!:!.$,)+5,'!;9)<$%!1+/+!.$=+%$%*$>2!

$(&$*)+,,'!4-.!,+.9$!;?@A!5'/$>!3$'(!%$$1$1!4-.!#)9#!($*0.)/'!!

$%*.'&/)-%!:!$80)&=$%/6!

!

!

!

!

 
The Solution 
!

B-./)-%(!-4!/#$!($*.$/!3$'!5-0%*$!+.-0%1!)%!+!=)*.-&.-*$((-.!

*).*0)/!-.!=)*.-&.-*$((-.!C#$$,!)%!+!*-=&,$D2!0%&.$1)*/+5,$!

=+%%$.6!

!

E0+%/0=!%-)($!)(!0($1!;-.!$,($!+!*#+-/)*2!%-%F,)%$+.2!.$*0.()<$!

$80+/)-%>!/-!1).$*/!C#$.$!&-./)-%(!-4!/#$!3$'!9-6!!G$)/#$.!/#$!

*$%/.+,!=)*.-&.-*$((-.!%-.!/#$!1$()9%$.H&.-9.+==$.!3%-C(!

C#$.$!/#$!3$'!4.+9=$%/(!+.$!+/!+%'!9)<$%!/)=$6!

!

I-!.$+(($=5,$!/#$!3$'2!/#$!JBK!)((0$(!+!.$+(($=5,$!

*-==+%1!+%1!C+)/(!4-.!/#$!3$'!&-./)-%(!/-!(#-C!0&!!

.+%1-=,'2!/'&)*+,,'!L6@!($*-%1(!,+/$.!<(6!MM!N!=)*.-($*-%1!/-!

1$(/.-'!/#$!3$'6!

!

O$'!(/-.+9$!)(!1'%+=)*!(-!)%4-.=+/)-%!)(!,-(/!=)1F/.+%(4$.!!

C#$%!$.+(0.$!)(!*+,,$1!4-.6!!I#$!=)*.-&.-*$((-.!+,(-!#+(!+!

%-%F9.+*$40,!(#0/1-C%!5$#+<)-.!-%!&-C$.!,-((6!

!

P+/+!.$=+%$%*$!)(!=0*#!,$((!-4!+!.)(3!C)/#!/#)(!1'%+=)*2!

*#+-/)*!+&&.-+*#6!

!

!

!

!

!

The Vulnerability Assessment Team 
!

I#$!+C+.1FC)%%)%9!Q0,%$.+5),)/'!R(($((=$%/!I$+=!;QRI>!+/!

R.9-%%$!G+/)-%+,!S+5-.+/-.'!;4-.=$.,'!+/!S-(!R,+=-(!4.-=!

NTT?F?LLU>!&.-<)1$(!($*0.)/'!*-%(0,/)%92!/.+)%)%92!<0,%$.+5),)/'!

+(($((=$%/(2!+%1!V:P!/-!+!C)1$!.+%9$!-4!(&-%(-.(6!!WD+=&,$(!

)%*,01$!P-P2!PXWHGGYR2!K6Y6!P$&+./=$%/!-4!Y/+/$2!7RWR2!

W0.+/-=2!)%/$,,)9$%*$!+9$%*)$(2!GZX(2!+%1!&.)<+/$!*-=&+%)$(6!

!

I#$!QRI!.$(-0.*$(!)%*,01$!/-&!($*.$/!($*0.)/'!*,$+.+%*$(2!+!

0%)80$!Q0,%$.+5),)/'!R(($((=$%/!S+5-.+/-.'2![?LL!(80+.$!4$$/!

-4!,+5-.+/-.)$(!+%1!-44)*$!(&+*$!)%*,01)%9!?LLL!(80+.$!4$$/!-4!

QIV!,+5-.+/-.)$(!4-.!*,+(()4)$1!C-.32!+!.+&)1!&.-/-/'&)%9!

=)*.-&.-*$((-.!(#-&2!+%1!+**$((!/-!?!YJ7\(!;C)/#!+!/#).1!-%$!

0%1$.!*-%(/.0*/)-%>6!!!I#$!QRI!#+(!(0**$((40,,'!*-=&,$/$1!]?@!

=),,)-%!-4!*,+(()4)$1!+%1!0%*,+(()4)$1!&.-^$*/(!()%*$!NTT?6!

!

!

!

!

!

!

!

!

Nuclear Engineering Division 

Key Keepaway 

Securing a secret key by keeping its fragments in motion. 
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Conventional Techniques Are Not Secure 
"#$%!&'('!)*!+,--$&!)%!(#$!.)$+&/!*01#!'*!2)(#!345!(6'17$6*!,6!

%01+$'6!*'.$-0'6&*!8,%)(,6)%-!$90):8$%(/!)(!)*!%,(!*'.$!.6,8!

('8:$6)%-!;$1'0*$<!

!!!!=>!!?,%@$%(),%'+!:#A*)1'+B$+$1(6,%)1!('8:$6!'%&!)%(60*),%!

&$($1(),%!($1#%)90$*!'6$!(,,!$'*A!(,!&$.$'(!C'*!*#,2%!;A!(#$!

D6-,%%$!E0+%$6';)+)(A!D**$**8$%(!F$'8!'%&!,(#$6*G>!

!!!!H>!!F#$!$%16A:(),%!,6!&'('!'0(#$%()1'(),%!7$A!1'%%,(!;$!

$6'*$&!90)17+A!$%,0-#/!$@$%!).!)%(60*),%!)*!&$($1($&>!

!!!!I>!F#$!$%16A:(),%!,6!&'('!'0(#$%()1'(),%!7$A!1'%%,(!;$!

$6'*$&!6$+)';+A!$%,0-#/!$@$%!).!)%(60*),%!)*!&$($1($&/!;$1'0*$!

,.!&'('!6$8'%$%1$!:6,;+$8*>!

!!!!J>!!D!*,:#)*()1'($&!'&@$6*'6A!1'%!;6$'7!(#$!1):#$6!$@$%!

2)(#,0(!7%,2)%-!(#$!7$A!;$1'0*$!#$!#'*!7%,2+$&-$!,.!(#$!

'+-,6)(#8!'%&!'++!,6!*,8$!,.!(#$!:+')%($K(>!

!

!

!

OPODS:  A Better Approach 
L4LM5!*('%&*!.,6!NL%$()8$!4'&!,.!M)-)(!50;*()(0(),%*O>!!P(!)*!'!

*(6$'8!1):#$6!;'*$&!,%!(#$!,%+A!0%;6$'7';+$!1):#$6Q(#$!,%$!

()8$!7$A:'&>!

!

D&@'%('-$*!)%1+0&$<!

!

• R01#!;$(($6!*$106)(A!(#'%!1,%@$%(),%'+!1):#$6*!,6!RD?*!!

2#$%!:#A*)1'+!*$106)(A!S!('8:$6!&$($1(),%!)*!:,,6!C'*!)*!!

0*0'++A!(#$!1'*$G>!

!

• M'('!6$1,6&$&!:6),6!(,!(6$*:'**)%-!1'%%,(!;$!8,&).)$&T!

&'('!'.($6!(6$*:'**)%-!)*!%,(!'*!*$106$!;0(!)*!&)..)10+(!(,!

.'7$>!

!

• F#$!&'('!)*!90)($!*$106$!$@$%!).!(#$!(6$*:'**)%-!,6!

('8:$6)%-!-,$*!0%&$($1($&>!

!

!

!

!

!

!

!

!

!

!

!

!

!

• P(U*!'!.'*(!'+-,6)(#8!C%,(!1,8:0('(),%'++A!)%($%*)@$G>!

!

• ?#$':!S!$'*A!(,!)8:+$8$%(!,%!+,2V1,*(!8)16,:6,1$**,6*>!

!

• L%+A!=VH!;A($*!%$$&!(,!;$!90)17+A!'%&!6$+)';+A!$6'*$&!,%1$!

)%(60*),%!)*!&$($1($&/!%,(!HWX!;A($*!,6!8,6$!'*!)*!(#$!1'*$!

2)(#!'!1,%@$%(),%'+!#)-#V*$106)(A!7$A>!

!

• F#$!($1#%)90$!#'*!;$$%!&$8,%*(6'($&!,%!%,($;,,7!

1,8:0($6*!'%&!*8'++!8)16,:6,1$**,6!1)610)(*>!

!

• ",67*!2)(#!'%'+,-!,6!&)-)('+!&'('>!

!

!

Applications 
Y!1,06)$6!;'-*!

Y!*'.$!S!@'0+(!+,-*!

Y!'0&),!6$1,6&)%-*!!

Y!345!&'('!+,--)%-!

Y!('8:$6!&$($1(),%!

Y!%01+$'6!*'.$-0'6&*!

Y!1,0%($6V)%($++)-$%1$!

Y!2$':,%*!0*$!+,--)%-!

Y!.)%'%1)'+!(6'%*'1(),%*!

Y!;),8$(6)1*!S!'11$**!1,%(6,+!&$@)1$*!

!

Nuclear Engineering Division 

Assuring the Veracity of Monitoring Data 

See RG Johnston, MJ Timmons, and JS Warner, Science & Global Security 15, 185-189 (2007). 
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!

Human Factors 
"#$!%$&'!(#)'*+!,*-%.&/!0+!/$-)&0%12!#*/!3$$+!#04*-5$6!

/.'$7#*%!,&.'!0%/!.&080+*9!'$*+0+8:!!;.7*6*1/<!%#$!%$&'!0/!

.,%$+!%*5$+!%.!'$*+!-.'=)%$&!'.6$90+8!.,!#)'*+!%#&$*%/<!

3)%!%#$!%$&'!.&080+*991!$+%*09$6!*!50+6!.,!$&8.+.'0-/<!0:$:<!

)+6$&/%*+60+8!#)'*+!=/1-#.9.81!*+6!.&8*+0>*%0.+*9!

3$#*?0.&!/.!*/!%.!.=%0'0>$!/$-)&0%1:!

!

@+!%#$!A)9+$&*3090%1!B//$//'$+%!"$*'!CAB"D!*%!B&8.++$!

;*%0.+*9!E*3.&*%.&1<!7$!3$90$?$!(#)'*+!,*-%.&/2!0+!%#$!

.&080+*9!'$*+0+8!.,!%#$!%$&'!#*/!3$$+!)+6$&F/%)60$6!*+6!

0+/),,0-0$+%91!$G=9.0%$6:!!H)&!%$-#+0-*9!=$&/.++$9!$+8*8$!0+!

-.99*3.&*%0.+/!70%#!0+6)/%&0*9I.&8*+0>*%0.+*9!=/1-#.9.80/%/!

*+6!.%#$&!/.-0*9!/-0$+%0/%/!%.!%&1!%.!0'=&.?$!%#$!$,,0-*-1!.,!

/$-)&0%1:!

!

!

VAT Human Factors Research Areas 
• J$-)&0%1!K)9%)&$!L!J$-)&0%1!K90'*%$!

• K.)+%$&'$*/)&$/!%.!=$&-$=%)*9!390+6+$//!

• M$6)-0+8!/$-)&0%1!8)*&6!%)&+.?$&!

• "#$!=/1-#.9.81!.,!/$*9!0+/=$-%0.+!

• N)'*+!,*-%.&/!0+!+)-9$*&!/*,$8)*&6/!0+/=$-%0.+/!

• "#$!@+/06$&!"#&$*%!0+!+)-9$*&!/*,$8)*&6/!

• B==910+8!/$-)&0%1!?)9+$&*3090%1!*//$//'$+%!%$-#+0O)$/!%.!

/*,$%1!

• K.&&$9*%0.+/!3$%7$$+!$'=9.1$$!*%%0%)6$/!L!%#$!&*%$!.,!

/$-)&0%1!0+-06$+%/!

• N./%0+8!!"#$%&'()*+$&,$-"./01*+$2#1'(0!.!C%$-#+0-*9!*+6!

/.-0*9!/-0$+-$/D!

!

 
Recent VAT Papers on Human Factors 
PQ!R0%>$&<!ST!K#$+<!*+6!MQ!U.#+/%.+<!(J$-)&0%1!0+!

H&8*+0>*%0.+/V!!PG=*+60+8!%#$!W&.+%0$&/!.,!@+6)/%&0*9F

H&8*+0>*%0.+*9!S/1-#.9.812<!3)!#()*!0&)*+$4#50#6$&,$3)7'/!(0*+$

*)7$8(9*)0:*!0&)*+$-/.1"&+&9.$;<=$>?>@>AB$C;BBDEF$

$

PQ!R0%>$&<!(B+!PG=9.&*%.&1!@+?$/%08*%0.+!.,!H&8*+0>*%0.+*9!

J$-)&0%1!K90'*%$!0+!*!N08#91!M$8)9*%$6!P+?0&.+'$+%2<!S#:X:!

"#$/0/<!K.9.&*6.!J%*%$!Y+0?$&/0%1!CZ[[\D:!

$

PQ!R0%>$&!*+6!B!N.,,'*+<!]S/1-#.9.81!0+!%#$!J%)61!.,!S#1/0-*9!

J$-)&0%1]<!%$-"./01*+$2#1'(0!.$Z<!^F^\!CZ[[_D:!

$

PQ!R0%>$&<!(J%&*%$80$/!,.&!K)%%0+8!")&+.?$&2<!2#1'(0!.$

G*)*9#H#)!$̀ [<!\\Fab!CZ[[cD:!

$

PQ!R0%>$&!*+6!MQ!U.#+/%.+<!(")&+5$1!")&+*&.)+6!J.9)%0.+/V!!

PG=9.0%0+8!%#$!S.7$&,)9!"..9/!.,!@IH!S/1-#.9.812<!E./!B9*'./!

;*%0.+*9!E*3.&*%.&1!M$=.&%!EBYMF[`F^^d[<!CZ[[`D:!

!

Nuclear Engineering Division 

Human Factors in Security 

What’s wrong with this quote from a high-level government official after a major security incident? 
 

(e#09$!/$&0.)/<!%#$!0+-06$+%!0+!O)$/%0.+!7*/!%#$!&$/)9%!.,!#)'*+!$&&.&<!+.%!*!,*09)&$!.,!/$-)&0%1!/1/%$'/:!!e$!#*?$!*!&.3)/%!

/1/%$'!0+!=9*-$!%.!&$=.&%!*+6!0+?$/%08*%$!=.%$+%0*9!?0.9*%0.+/:!!@+!'1!.=0+0.+<!%#0/!0/!*!-0&-)'/%*+-$!7#$&$!%#./$!/1/%$'/!7.&5$6!

7$99:]!



!

!

!

!
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MQ!U.#+/%.+<!UJ!e*&+$&<!BMP!Q*&-0*<!$%!*9:<!];)-9$*&!

J*,$8)*&6/!*+6!J$-)&0%1V!!e$!K*+!X.!R$%%$&]<!S*=$&!^[[a<!

-(&1##70)9/$&,$!"#$>B!"$3)!#()*!0&)*+$I&),#(#)1#$&)$

J)50(&)H#)!*+$4#H#70*!0&)$*)7$4*70&*1!05#$K*/!#$

G*)*9#H#)!<!J$=%$'3$&!bF\<!Z[[`<!Q9*/8.7<!J-.%9*+6:!

!

MQ!U.#+/%.+<!(B6?$&/*&0*9!J*,$%1!B+*91/0/V!!R.&&.70+8!%#$!

f$%#.6/!.,!J$-)&0%1!A)9+$&*3090%1!B//$//'$+%/2<!%&'()*+$&,$

2*,#!.$4#/#*(1"$d`<!Zb`FZb\!CZ[[bD:!

!

PQ!R0%>$&!*+6!MQ!U.#+/%.+<!]B!"*G.+.'1!,.&!J$-)&0%1!

B//08+'$+%/]<!%$2#1'(0!.$L7H0)0/!(*!0&)$Zc<!^F^^!CZ[[dD:!

!

 
 
VAT Awards 
"#$!B&8.++$!A)9+$&*3090%1!B//$//'$+%!"$*'!#*/!7.+!

+)'$&.)/!*7*&6/:!!B!=*&%0*9!90/%!0+-9)6$/V!
!!

g!!^[!Y:J:!=*%$+%/!

g!!RPKKB!N.+.&*&1!KKH!B7*&6!,.&!-.+%&03)%0.+/!%.!#.'$9*+6!!

!!!!/$-)&0%1<!Z[[a!

g!!EB;E!W$99.7/!S&0>$!,.&!H)%/%*+60+8!M$/$*&-#<!Z[[b!

g!!EB;E!B-#0$?$'$+%!B7*&6/<!Z[[_<!Z[[b<!^aaa!L!^aa !̀

g!!X0/%0+8)0/#$6!S$&,.&'*+-$!B7*&6!,&.'!%#$!K@B<!Z[[Z!

g!!(PG-$99$+-$!0+!S$&,.&'*+-$!f$*/)&$2!B7*&6<!B'$&0-*+!!

!!!!!J.-0$%1!,.&!@+6)/%&0*9!J$-)&0%1<!Z[[Z!

g!!EB;E!X0/%0+8)0/#$6!S$&,.&'*+-$!B7*&6/<!Z[[^!L!^aac!

g!!PG-$99$+-$!0+!"$-#+.9.81!"&*+/,$&!B7*&6/<!^aa_!L!^aaZ!

g!!MLX!^[[!;*%0.+*9!B7*&6/<!^aaZ!L!^aab!

g!!(R$/%!.,!e#*%h/!;$7!B7*&62<!S.=)9*&!J-0$+-$<!^aaZ!

!

!

!

!

!

!

!

!

!

About Argonne National Laboratory 
B&8.++$! ;*%0.+*9! E*3.&*%.&1<! %#$! +*%0.+h/! ,0&/%! +*%0.+*9!

9*3.&*%.&1<! 0/! .+$! .,! %#$! Y:J:! X$=*&%'$+%! .,! P+$&81i/!

9*&8$/%! +*%0.+*9! 9*3.&*%.&0$/! ,.&! /-0$+-$! *+6! $+80+$$&0+8!

&$/$*&-#:! ! B&8.++$! #*/! *==&.G0'*%$91! d<[[[! $'=9.1$$/<!

0+-9)60+8!^<[[[!/-0$+%0/%/!*+6!$+80+$$&/<!%#&$$FO)*&%$&/!.,!

7#.'!#.96!6.-%.&*9!6$8&$$/:!!B&8.++$i/!*++)*9!.=$&*%0+8!

3)68$%! $G-$$6/! jcd[! '0990.+:! ! J0+-$! ^aa[<! B&8.++$! #*/!

7.&5$6!70%#!'.&$! %#*+!c[[! -.'=*+0$/<! ,$6$&*9! *8$+-0$/<!

*+6!.%#$&!.&8*+0>*%0.+/:!!!

!

K)&&$+%91<! ^ck! .,! B&8.++$h/! 3)68$%! 0/! ,.&! 0+%$9908$+-$<!

6$,$+/$<! *+6! #.'$9*+6! /$-)&0%1! =&.4$-%/! C)=! ,&.'! ck!

3$,.&$! J$=%$'3$&! ^^<! Z[[^D:! ! "#$! 9.+8F%$&'! 8.*9! 0/! %.!

/08+0,0-*+%91!0+-&$*/$!%#0/!=$&-$+%*8$:!

!

B&8.++$!0/!'*+*8$6!31!YK#0-*8.<!EEK<!,.&!%#$!Y:J:!

X$=*&%'$+%!.,!P+$&81: !



 

  

 
 

 

!
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!

The Problem 
"#$%&!'&(#)&*#(+!#,!-!.&/%*012!)%34(#51%!0&*!#()%*(-)#&(-2!

(132%-*!,-0%+1-*$,6!(&(.*&2#0%*-)#&(6!-($!$#,'-()2%'%()!

'&(#)&*#(+6!71)!4&/!$&!)4%!#(,.%3)&*,!8(&/!)4%!9#$%&!#,!(&)!

7%#(+!0-8%$:%,.%3#-22;!+#9%(!)4-)!.4;,#3-2!-($!%2%3)*&(#3!

)-'.%*!$%)%3)#&(!)&!.*&)%3)!3-'%*-,!#,!(&)!31**%()2;!9%*;!

*%2#-72%<!

!

Local Verify 
=%!1,%!)4%!#()*#(,#3!4#+4>7-($/#$)4!&0!9#$%&!!-($!)4%!0#(#)%!

,.%%$!&0!%2%3)*&(#3!,#+(-2,!)&!,4&/!)4-)!)4%!2#9%!9#$%&!#'-+%,!

&*#+#(-)%!2&3-22;:(&)6!0&*!%?-'.2%6!#(!,&'%!$#,)-()!

@&22;/&&$>2#8%!,)1$#&!$%,#+(%$!)&!0-8%!)4%!9#$%&!#'-+%,A!

!

Live Verify 
=%!1,%!&00>,#)%!9#$%&!-(-2;,#,6!3&'7#(%$!/#)4!&(>,#)%!

#221'#(-)#&(!)%34(#51%,6!34-&)#3!71)!,'&&)42;!9-*;#(+!.*&.,!

B)&;,!C!$#,.2-;,D6!-($!#(,.%3)&*!-($!0-3#2#);!.%*,&((%2!-3)#&(,!

)&!,4&/!)4-)!)4%!9#$%&!#'-+%,!-*%!*%-2>)#'%6!-($!(&)!.*%>

*%3&*$%$A!

 
 
! 
 
 
!! 
 
 
 
 
 
!

 
 
 
 
Advantages 

• E#'.2%!C!2&/>3&,)!

!

• @#+4!2%9%2,!&0!3&(0#$%(3%!#(!)4%!9%*-3#);!&0!)4%!2#9%!

9#$%&A!

!

• F122!)*-(,.-*%(3;G!!H&!3*;.)&+*-.4;!&*!,%3*%),A!

!

• I#(#'#J%,!(%%$!0&*!#(,.%3)&*,!)&!7%!#(,#$%!0-3#2#)#%,A!

!

• F%/!,-0%);!&*!%,.#&(-+%!3&(3%*(,!7;!)4%!#(,.%3)%$!

0-3#2#);!-($!(-)#&(A!

!

!

Nuclear Engineering Division 

Effective Video Monitoring 
for Nuclear Safeguards 

!"#$%&'()*+,-.+,/01/2',0/+213/"+4"#1."(1#56+

E%%!7&1/#&/+8+90",'0+7/&-(1.)!K6!LLM>LNL!BOPPLDA!
!
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Purpose 
!

• "!#$%&'!())&!(*"(!+",!-"./&%!#0).!.",1!'$##%0%,(!2$,'-!)#!!

+),("$,%0-!$,!-%+),'-3!4$(*!5%0)!0%&%"-%!)#!+),(%,(-!

!

• -."&&3!&$6*(74%$6*(3!$,%8/%,-$9%3!%"-1!()!:-%!

!

• 4)02-!4$(*!",1!;"((%017/)4%0%'!*",'!'0$&&!

!

• +",!-"./&%!6"-3!&$<:$'3!)0!#0%%7#&)4$,6!/)4'%0-!

!

• #)0!+),("$,%0-!:/!()!=>?@!4"&&!(*$+2,%--!A!B!"(.!/0%--:0%!

!

!

!

!

Applications 
!

! #$0%#$6*(%0-!

! *"5."(!0%-/),-%!

! +):,(%07(%00)0$-.!

! ,:+&%"0!-"#%6:"0'-!

! +:-().-!$,-/%+($),!

! 4"-(%!.","6%.%,(!

! '0:6!A!%,9$0),.%,("&!0"$'-!

! $,':-(0$"&!/0)+%--!.),$()0$,6!

! 9%0$#1$,6!(*%!+),(%,(-!)#!&";%&%'!+),("$,%0-!

! $'%,($#1$,6!(*%!+),(%,(-!)#!:,&";%&%'!+),("$,%0-!

! 9%,($,63!#&:-*$,63!.),$()0$,63!A!(0",-#%00$,6!&$<:$'-!

! "0+*$9$,6!-"./&%-!/0$)0!()!$,+$,%0"($),!)0!-*$/.%,(!

 

 
 

 
 
 
 
 
 
 
Other Notes 
!

• C)9%0%'!;1!D!E>F>!/"(%,(->!

!

• C:00%,(&1!$,!:-%!;1!E>F>!F/%+$"&!G)0+%-!",'!E>F>!H)0'%0!

C),(0)&>!

!

• C",!;%!."'%!+)9%0(>!

!

• I(!("2%-!J!K?!-%+),'-!()!-"./&%!#0).!"!??76"&&),!'0:.>!

!

• I#!(*%!())&!$-!&%#(!$,!(*%!+),("$,%0!4"&&3!"''$($),"&!

-"./&%-!+",!;%!("2%,!.",1!.),(*-!&"(%0>!

!

!

!

!

Nuclear Engineering Division 

Rapid Sampling Tools 

Sampling gases, liquids, or flowable powders from inside a container 

without opening the container, or becoming exposed to its contents. 
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The Town Crier Method 
"#$!%"&'(!)*+$*,!-$.#&/!0&*!-&(+.&*+(1!-&2+(1!34*1&!5&*!

6.4.+&(4*7!24894:8$!466$.6;!+(!*$48<.+-$!+6!:46$/!&(!.#$!

0&88&'+(1!3&(3$=.6>!

!

?@!!A2&+/!3&(2$(.+&(48!B<'47C!#+1#<:4(/'+/.#!3&--9(<

+34.+&(6!4(/!6.4.$<&0<#$48.#!3#$3D6@!!"#$6$!4*$!.&&!

3&-=8+34.$/C!$E=$(6+2$C!4(/!+-=*43.+348F!!!$E#+:+.!.&&!-4(7!

298($*4:+8+.+$6F!!!4(/!/*4'!.&&!-93#!4..$(.+&(!.&!.#$!24894:8$!

34*1&@!

!

B@!!G&(,.!6&9(/!4(!484*-!'#$(!+(.*96+&(!+6!/$.$3.$/!4(/!/&(,.!

96$!3&-=8$E!$(3*7=.+&(@!!!"#$!484*-!34(!:$!:8&3D$/!4(/!.#$!

$(3*7=.+&(!1*$4.87!+(3*$46$6!3&-=8$E+.7!'+.#&9.!6+1(+0+34(.87!

+-=*&2+(1!6$39*+.7@!!!

!

H@!!I(6.$4/C!6$(/!4(!&3346+&(48!JA88<KLM!:+.!&*!:7.$C!.#$!3&**$3.!

2489$!&0!$43#!4.!4(7!1+2$(!+(6.4(.!D(&'(!&(87!.&!.#$!1&&/!

1976@!

!

N@!!"#$!4:6$(3$!&0!.#$!JA88<KLM!6+1(48!-$4(6!+(.*96+&(@!

!

O@!!I(.*96+&(!+(.&!.#$!-&(+.&*+(1!676.$-!3496$6!+(6.4(.!

$*469*$!&0!.#$!+(0&*-4.+&(!($$/$/!.&!1$($*4.$!09.9*$!JA88<

KLM!6+1(486@!

!

P@!!"#$!4/2$*64*7!14+(6!(&.#+(1!:7!:8&3D+(1!.#$!6+1(48!4(/!

/&$6(,.!D(&'!#&'!.&!3&9(.$*0$+.!.#$!JA88<KLM!6$Q9$(3$!.&!

#+/$!#+6!+(.*96+&(F!!.#$!($3$664*7!+(0&*-4.+&(!+6!1&($@!

!

!

!

Advantages 
• R+-=8$!S!8&'<3&6.!

!

• K($<'47C!98.*4<8&'!:4(/'+/.#!3&--9(+34.+&(6!5~ 0$'!

:+.6T-+(;!

!

• U$*7!.&8$*4(.!&0!3&--9(+34.+&(!18+.3#$6!

!

!

!

!

!

!

!

!

!

!

!

!

!

!

!

!

• "#&964(/6!&0!3&(.4+($*6!&*!2$#+38$6!34(!96$!.#$!64-$!

3#4(($8!

!

• U$*7!#+1#!8$2$86!&0!6$39*+.7!

!

• R9**$=.+.+&96!*$48<.+-$!34*1&!-&(+.&*+(1!+6!=&66+:8$!

!

• A88&'6!0&*!4(!!"#$%&!JU498.!"7=$!U&89-$M>!!'$!'#$$8!+(!4!

6-488!4-&9(.!&0!#4*/'4*$!&(!4!34*.C!4(/!+(!O!-+(9.$6!'$!

#42$!9(4..$(/$/C!#+1#<6$39*+.7!-&(+.&*+(1!&0!4(7!1+2$(!

2&89-$@!!V6$098!0&*!.$(.6!+(!.#$!0+$8/C!396.&-6!

+(6=$3.+&(6C!$-$*1$(3+$6C!&*!.&!=*&.$3.!4!3&(0$*$(3$!

*&&-!40.$*!4!:91!6'$$=@!

!

• A8*$4/7!/$-&(6.*4.$/!&(!(&.$:&&D!3&-=9.$*6C!-+3*&<

=*&3$66&*6C!4(/!+(!4!0+$8/!/$-&(6.*4.+&(@!

5R$$!'()*+(!),%(!-#.%/+(!-#%0#1!",%!&),2*#3!)*+,!-#

4+!(56%+)#789#77:;7<=#><??<@#!("!

JI-=*&2$/!R$39*+.7!U+4!%"&'(!)*+$*,!W&(+.&*+(1MC!

X*&3$$/+(16!Y46.$!W4(41$-$(.!%ZHC![$:!BH<B\C!BZZHC!

"936&(C!A]@;!

!

!

Nuclear Engineering Division 

Better Real-Time Monitoring of Cargo 

The ‘Town Crier’ Method 
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!

The Problems with Conventional Approaches 
"#$%&!'()!*+(,-(./+('0!1')/+!21-34-(*5!6127!.'8&9!&-'0&9!'()!

1-'0:./;-!;+(/.+1&!&422-1!21+;!;+&.!+1!'00!+2!.<-!2+00+=/(8!

(-8'./,-!'..1/>4.-&?!

!

:!20'@-5!

:!A+=-1!<+8&!

:!A1+(-!.+!/(.-12-1-(*-!

:!&./00!1-0'./,-05!-BA-(&/,-!

:!-'&5!.+!-',-&)1+A!+(!

:!-'&5!.+!C0/2.D!

:!-'&5!.+!.';A-1!=/.<!.<-!1-')-1!

:!-'&5!.+!&A++2!.<-!1-')-1!'.!'!)/&.'(*-!

:!-'&5!.+!*+4(.-12-/.!6-,-(!>5!<+>>5/&.&7!

:!=+1@!A++105!'1+4()!*+1(-1&!

:!=+1@!A++105!/(!+1!(-'1!0/34/)&!E!;-.'0&!

:!.<-1-F&!;/&<:;'&<!+2!/(.-1('./+('0!&.'()'1)&!E!1-840'./+(&!

:!*1-'.-!&'2-.5!E!&-*41/.5!*+(*-1(&!/(!(4*0-'1!2'*/0/./-&!

!

!

An Alternative 
G!%+(F.!4&-!"#$%&!+1!12H!!I&-!&+4()!6+1!40.1':&+4()!2+1!&<+1.-1!!

1'(8-7J!!$.!<'&!2-=!+2!.<-!A1+>0-;&!+2!12J!

!

G!%+(F.!>+.<-1!;+)40'./(8!.<-!&/8('0!+1!&+4()/(8!'(!'0'1;J!

#+1!&/;A0/*/.5!E!0+=:*+&.9!-'*<!.'8K&-'0!L*</1A&F!'.!'!!1'()+;9!

4(A1-)/*.'>0-9!*+(&.'(.05!*<'(8/(8!./;-!6-,-15!;/(4.-!+1!&+!

+(!',-1'8-7!@(+=(!+(05!.+!.<-!8++)!845&J!!

!

G!M<-!*</1A/(8!21+;!'(5!+(-!.'8K&-'0!=/00!*-'&-!/2!.<-!/.-;!/&!!

&.+0-(!+1!<'&!>--(!.';A-1-)!=/.<J!!!M<-!24.41-!A'..-1(!+2!

*</1A&!/&!.<-(!/(&.'(.05!-1'&-)!/(&/)-!.<-!;/*1+A1+*-&&+1J!

!

G!N-!4&-!'!;/*1+A<+(-!'()!/(-BA-(&/,-!%OP!*</A&!.+!'('05Q-!

.<-!*</1A&!E!/8(+1-!>'*@81+4()!(+/&-J!

!

!

!

R!A1+.+.5A-!S</1A/(8!M'8KO-'0J!!M</&!)-,/*-&!4&-&!0-&&!.<'(!TU!

+2!A'1.&!61-.'/0!34'(././-&!+2!V7!.+!A1+,/)-!</8<:0-,-0&!+2!

&-*41/.5!2+1!*1/./*'0!'&&-.&J!!M<-!)-,/*-!*'(!)-.-*.!.';A-1/(8!+1!

.<-2.!/(!1-'0:./;-J!!S</1A/(8!*'(!>-!)-.-*.-)!WXX!2--.!'='5J!

!

!

Advantages of the Chirping Tag/Seal 
• S<-'A9!&/;A0-9!E!&;'00!

!

• Y+=!A+=-1!1-34/1-;-(.&!

!

• N+1@&!=-00!'1+4()!*+1(-1&!'()!/(&/)-!*+(.'/(-1&J!

!

• Z+.!>+.<-1-)!>5!A1+B/;/.5!.+!0/34/)&!+1!;-.'0&J!

!

• ['(5!*</1A/(8!.'8&K&-'0&!*'(!>-!/(!.<-!&';-!,+04;-J!!

6M<-!!*</1A&!'1-!&+!&<+1.!.<'.!.<-5!1'1-05!+,-10'A9!.<+48<!

.<-!+,-10'A&!.<'.!)+!+**41!'1-!@(+=(!/(!'),'(*-!.+!.<-!

8++)!845&J7!

!

Nuclear Engineering Division 

Chirping Tag & Seal 

A better approach than RFIDs! 

 


