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CERTIFICATION AND ACCREDITATION OF VA INFORMATION SYSTEMS
1. PURPOSE

a. The Department of Veterans Affairs (VA) Directive and Handbook 6500, Information Security
Program, provides the highest level of policy to ensure VA information systems adhere to and arein
compliance with established Federal laws and regulations.

b. This handbook provides the next level of policy, while specific procedures necessary to
accomplish Certification and Accreditation (C&A) activities are contained within Appendices C-G of
this document.

c. These policies and procedures are in accordance with Federal Information Security M anagement
Act (FISMA), Office of Management and Budget (OMB) Circular A-130, Appendix 11, and applicable
National Institute of Standards and Technology (NIST) publications.

d. Thishandbook is designed to include a complete overview of the C& A process to educate and
provide specific, consistent policy on standardized C&A activities throughout the VA. Theintent of this
Handbook isto inform readers on C& A processes, specificaly:

(1) Therequirements of the C& A process;

(2) How the C&A process works;

(3) Which individuas are responsible for specific tasks; and

(4) How other Information Technology (IT) security activities relate to and/or interact with the
C&A process.

2. SCOPE/OVERVIEW

a. Thepolicies stated in this document apply to al individuals (VA employees, contractors,
researchers, students, volunteers, representatives of Federal, State, local, or Tribal agencies, and any
others not specifically mentioned in thislist) involved in, or in support of, the C& A process for VA
systems.

b. Therequirementsfor C&A apply to al VA-owned or operated information systems and
applications, aswell as all non VA-owned systems and applications containing VA information
regardless of the physical location of the system but are still included in the information system
accreditation boundary.

3. CERTIFICATION AND ACCREDITATION BACKGROUND
a. Certification and Accreditation
(1) C&A isthe process used to ensure information systems including Major Applications (MA)

and General Support Systems (GSS) have effective security safeguards which have been implemented,
planned for, and documented in a system security plan as commensurate with potential risks to the
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system's information. When possible, minor applications should be included with the major application
or GSSfor C&A purposes as many of the security controls are shared with the major application/GSS.
Minor applications will be required to complete a security plan to ensure compliance with the major
application/GSS security controls. Minor applications that can not be included with a major application
or GSS are required to complete the entire C& A process. The successful completion of the C&A
process provides forma management authority for a system to operate and process information. C&A is
based on the approval of the Authorizing Official (AO) who isthe senior most agency officia assigned
responsibility for IT systems. C&A isrequired by information security legislation and Federal
regulation and provides aframework for auditing the efficiency and effectiveness of security controls.

(2) C&A should not be viewed as an administrative burden. It provides realistic, measurable, and
cost-effective benefits for operating a system and protecting itsinformation. The goal isto minimize
system risk to an acceptable level for processing information. Riskswill always exist; however,
identifying weaknesses and prioritizing corrective actions to mitigate vulnerabilities is the foundation of
the C& A process.

(3) All information systems (GSSs or MAS) containing VA information must be authorized to
operate. Thisauthorization is achieved through VA’s C& A process. At the completion of this process,
the GSS or MA will receive either an Authorization to Operate (ATO), an Interim Authorization to
Operate (IATO) or aDenial of Authorization to Operate. For existing systems already in operation or
production, C&A isrequired whenever a significant change to the system occurs, OR every three years
(known as re-certification and re-accreditation). For systemsin development, C& A must be completed
prior to the system achieving operational or production status.

(4) The C&A process consists of four distinct phases:

(@ Phase1- Initiation;

(b) Phase 2- Certification;

(c) Phase 3- Accreditation; and

(d) Phase 4- Continuous Monitoring.

(5) Each phase consists of aset of well-defined requirements (tasks and steps) to be completed, as
indicated, by the responsible individual(s). These required activities are performed on an information
system at appropriate phases in the system life cycle.

(6) The successful completion of the C&A process provides VA officials with the necessary

confidence that the information system has adequate security controlsin place and functioning as
intended, any vulnerabilities in the system have been considered in the risk-based decision to authorize

processing, and appropriate plans and funds have been identified to plan for and correct al deficiencies
in the information system that can be addressed.
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b. C&A asit Relatesto Other Information Security Activities

(1) Inaccordance with the provisions set forth by FISMA, VA isrequired to have an agency-wide
information security program which is effectively integrated into the Agency’ s business processes and
especialy in the overall system life cycle of every Agency IT system.

(2) For new information systems (or major upgrades to existing information systems), the C& A
tasks begin early as possible in the System Development Life Cycle (SDLC) in the Initiation,
Development, and Acquisition phases and are important in shaping and influencing the security
capabilities of the system. Refer to the following NIST Specia Publications (SP) 800-30, Risk
Management Guide for Information Technology Systems; 37, Guide for the Security Certification and
Accreditation of Federal Information Systems; 39, Managing Risk from Information Systems: An
Organizational Perspective; 64, Security Considerationsin the Information System Development Life
Cycle; 100, Information Security Handbook: A Guide for Managers, as well as VA Handbook 6500 for
additional information on the SDLC. For operational and legacy systems, the C& A tasks will begin
later in the SDLC; however, all C&A activities must be completed to ensure:

(@ Theinformation system has received the necessary attention with respect to security; and

(b) The AO explicitly acceptstherisk to VA operations, VA assets, or individuals based on the
implementation of an agreed-upon set of security controls.

4. RESPONSIBILITIES

The responsibilities listed below are specific responsibilities related to C&A. For overal information
security program responsibilities for these positions, see VA Directive and Handbook 6500.

a. The Secretary of Veterans Affairs has designated the Assistant Secretary for Information
Technology as the senior agency official responsible for the C& A of VA information systems.

b. Assistant Secretary for Information and Technology isthe Chief Information Officer (ClIO)
and isthe Authorizing Official (AO); the AO is the senior management official authorized to assume
the responsibility and accountability for operating an information system at an acceptable level of risk.
The AO isinvolved with al activities associated with the C& A of VA systems and, as such, is
responsible for:

(1) Assuming formal responsibility and accountability for the risks associated with operating an
information system;

(2) Overseeing budget and business operations of the information system within the VA;
(3) Reviewing and approving the System Security Plan (SSP) for the information system;

(4) Determining the acceptability of the residual risk to VA operations or assets based on
information generated during the security certification;

(5) Authorizing operation of an information system which includes either;
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@ ANnATO;
(b) AnlInterim ATO under which certain terms and conditions may exist for operation; or

(c) A Denia of Authorization to Operate. Denying authorization includes the authority to halt
existing operational systems after consulting with the System Owner if unacceptable security risks exist;

(6) Initiating security re-accreditation actions; and

(7) Receiving notification when continuous monitoring results indicate a significant change in
security status for any information system.

c. Deputy Assistant Secretary for Information Protection and Risk Management (IPRM) is
the Authorizing Official Designated Representative (AODR); the DAS for IPRM isresponsible for:

(1) Actingonthe AO’sbehalf in coordinating and performing the necessary activities required for
the C& A process of an information system;

(2) Interacting with the System Owner, Information Security Officer (1SO), Certification Agent
(CA), User Representatives and other interested parties during the C& A process;

(3 Reviewingal final C&A packages and making a decision recommendation to the AO to issue
an IATO, ATO, or Denial of Authorization to operate;;

(4) Providing an IATO extension in the event local management can demonstrate continuous
monitoring and security due diligence are being provided; and

(5) Checking with the AO to determineif the AO will be empowering the AODR to perform the
following:

(@ Making decisions with regard to the planning and resources of the C& A activities;
(b) Accepting SSPs and security controls assessment plans,

(6) Assisting the AO by recommending a systems operational risk determination to VA operations,
VA assets, and individuals; and

(7) Under the CIOs IT Single Authority, maintaining and managing the VA enterprise cyber
security budget.

d. Associate Deputy Assistant Secretary (ADAS) for Cyber Security isthe Chief Information
Security Officer (CISO) for VA and isresponsible for:

(1) Carrying out designated CIO duties and tasks under FISMA;

(2) Possessing professional qualifications, including training and experience, required to
administer the information security program functions;
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(3) Having information security duties as his’her officia primary duty;

(4) Heading an office with the resources and mission to assist in ensuring VA compliance with
FISMA;

(5) Serving asthe primary liaison to the AO, AODR, System Owners, and 1SOs,

(6) Reporting immediately to the Secretary any significant deficiency in compliance and providing
immediate notification to the Secretary of any presumptive data breach; and

(7) Notifying the AO when continuous monitoring results indicate a significant change in security
status for any information system.

e. Associate Deputy Assistant Secretary for Privacy and Records Management is responsible
for:

(1) Establishing VA requirements and providing guidance regarding the development, compl etion,
and updating of Privacy Impact Assessments (PIA);

(2) Assisting system ownersin conducting PIAs as required; and
(3) Coordinating and assisting 1SOs with privacy-related issues/activities associated with C& A
activities.

f. Associate Deputy Assistant Secretary for Risk Management Incident Responseis
responsible for: Developing guidance and assisting in the identification, implementation, and
maintenance of enterprise-wide information identity protection and risk assessment policies and
procedures in coordination with stakeholders.

g. Director, Business Continuity in the Office of Information Protection Risk Management is
responsible for:

(1) Establishing VA requirements and providing procedural guidance for the devel opment of
continuity of business plansfor VA OI&T data processing facilities and VA information systems; and

(2) Assisting system owners and facility directors in preparing business continuity plans for VA
facilities and information systems as required.

h. Deputy Assistant Secretary for Enterprise Operations and Field Development in the
development of any new VA system, isresponsible for:

(1) Assigning aprogram manager to implement security for all field development systemsin the
development phase of a system life cycle;

(2) Ensuring security requirements for the new system are defined and documented in the RA,
SSP, and Contingency Plan;
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(3) Creating, implementing, and documenting a configuration management plan that controls
changes to the system during development, tracks security flaws, requires authorization of changes, and
provides documentation of the plan and its implementation;

(4) Creating, implementing and documenting a security control assessment plan;

(5) Ensuring a Privacy Impact Assessment is performed;

(6) Ensuring aC&A of the information system is completed prior to operational deployment; and

(7) Creating, implementing, and maintaining a process to continuously monitor the security
controls of operational IT systemsin cooperation with IPRM and the Oversight and Compliance

Management Division; and

(8) Coordinating with the DAS for Information Protection and Risk Management to ensure
security incorporated in each phase of SDLC.

i. Deputy Assistant Secretary for Enterprise Development, in Office of Information and
Technology (OI&T), isresponsiblefor:

(1) Assigning aprogram manager to implements security for all system software applicationsin
the development phase of asystem life cycle;

(2) Ensuring security requirements for the new system software applications are defined and
documented in the RA, SSP, and Contingency Plan;

(3) Creating, implementing, and documenting a configuration management plan that controls
changes to the system software applications during devel opment, tracks security flaws, requires
authorization of changes, and provides documentation of the plan and its implementation;

(4) Creating, implementing and documenting a security control assessment plan;

(5) Ensuring aPrivacy Impact Assessment is performed; and;

(6) Ensuring aC&A of the information system software applications are completed prior to
operational deployment; and

(7) Coordinating with the DAS for Information Protection and Risk Management to ensure
security incorporated in each phase of SDLC.

i. Executive Director, Oversight and Compliance Management Division, in Office of
Information and Technology (O1&T), isresponsible for:

(1) Ensuring VA compliance with FISMA and 38 U.S.C. 5721-28 and other related security,
privacy, and record management requirements promulgated by NIST, OMB, and VA information and

10
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information security policies;

(2) Validating the successful remediation of system and security program POA&M items as
identified in the Security Management and Reporting Tool (SMART) database; and

(3) Ensuring VA systems that have undergone a C& A are continuing to monitor and operate at
their accredited level of risk by repeating a selection of security control assessment tests.

J. Certification Agents (CA) should be independent of those individuals responsible for correcting
security deficienciesidentified during the certification. Thisindependence is an important factor in
assessing the credibility of the security assessment results and ensuring the AO receives the most
objective information possible in order to make an informed, risk-based, accreditation decision. The VA
Certification Program Office (CPO) fulfills the role of the CA within VA and as such is responsible for:

(1) Conducting or overseeing security certification testing, a comprehensive assessment of the
management, operational, and technical security controls for an information system, to determineif the
documented controls are implemented correctly, operating as intended, and producing the desired
outcome with respect to meeting the security requirements identified for protecting the system at its
specified level of sensitivity;

(2) Listing or describing the recommended corrective actions to reduce or eliminate vulnerabilities
in the information system;

(3) Completing an independent assessment of the SSP as part of the Security Control Assessment
(SCA) activitiesto determine if the SSP addresses a set of security controls which are consistent with
the Federal Information Processing Standards (FIPS) Security Categorization and Risk Assessments
completed for the information system. In addition, these security controls must be reviewed for
adeguacy and must meet all applicable security requirements;;

(49) Recommending corrective actions regarding SCA findings to reduce or eliminate,
vulnerabilities identified for the information system viaaPlan of Action & Milestones (POA&M); and

(5) Documenting an independent SCA based on testing results and providing a professional,
honest opinion of whether the system security controls are operating as intended to achieve an
acceptable level of risk, taking into consideration system and information sensitivity, and the timely
completion of control deficiency remediation plans as outlined in the POA&M.

k. System Owners(Information System Owners) (Regional Directors) are responsible for:

(1) Theoveral procurement, development, integration, modification, daily operation, and
maintenance of VA information and information systems; including ensuring each system under their
responsibility is assigned a System Owner (local ClOs, System/Network administrators) responsible for
the security of the system;

(2) The development and maintenance of system documentation including the SSP and
contingency plan to ensure the system is deployed and operating according to the agreed-upon security
requirements;

11
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(3) Preparing POA&M itemsin SMART database to reduce or eliminate vulnerabilitiesin the
information system;

(4) Tracking POA&M itemsin SMART database;
(5) Closing POA&M itemsin SMART database

(6) Informing VA key management officials of the need to conduct a C& A of the information
system and ensure appropriate budget and resources are available for the effort;

(7) Providing the necessary system-related security documentation to the CA in acomplete C& A
package as described in this handbook;

(8) Receiving the security assessment results from the CA;

(99 Assembling the final security certification package and submitting the package to the AO for
adjudication;

(10) Ensuring compliance with Federal security regulations and VA security policies;

(11) Coordinating with business owners, local System Administrators (SA), 1SO, and functiona
“end-users’ for nationally deployed systems in regards to contingency planning;

(12) Reviewing and updating the SSP and contingency plans at |east on an annual basis and when a
significant change to the system occurs;

(13) Reviewing, updating, and testing the system contingency plan on an annual basis and when a
significant change to the system occurs, as well as documenting the test results;

(14) Developing, implementing and maintaining the IT System Configuration/ Change M anagement
Plan;

(15) Ensuring system users and support personnel receive required security training;

(16) Assisting local SAsin the identification, implementation, and assessment of common security
controls;

(17) Ensuring risk assessments are periodically performed and at least one formal assessment is
accomplished every three years or when amajor changeis incurred by the system, that risk
determinations are reviewed/updated annually, and mitigation strategies are developed with the
assistance of other VA officials with significant information and information system responsibilities;

(18) Ensuring a C&A of theinformation system is completed prior to operationa deployment and
systems are re-certified/accredited every three years, or whenever a significant change occurs;

(19) Ensuring each decision to utilize compensating controls or enhance the recommended security
controls of the information system is fully documented and approved as a risk-based decision and

12
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included in the ATO package submitted to the Certifying Official;

(20) Assisting other VA officials with significant IT responsibilities to remediate and update the
POA&M identified during the C& A process, and conduct periodic compliance validation reviews and
the FISMA annual assessment to reduce or eliminate system vulnerabilities;

(21) Ensuring continuous monitoring activities are being performed by reviewing regular system
security reports and periodically re-testing a subset of system controls annually;

(22) Conducting Privacy Impact Assessments (PIA) as required; such as with theinitial
development of a system or upon major changes in the functionality; and

(23) Providing notification to the AO and ADAS of Cyber Security, in writing, when continuous
monitoring results indicate a significant change in security status for their information system.

[. Information (Data) Owners (Facility Director s/Program M anager s) are responsible for:

(1) Thedataor information stored within, processed by, or transmitted by an information system.
It should be noted that a single information system may contain data from multiple Information Owners;

(2) Participating in RAs whenever deemed necessary or at a minimum, every three years, or when
thereisamajor change to the system that requires officials to re-evaluate the sensitivity of the system,
its data, the risks, and mitigation strategies;

(3) Providing input to System Owners regarding the data security requirements and the security
controls for the information systems where their data resides,

(4) Providing assistance to the VA CIO regarding security requirements and appropriate level of
security controls for the information system or system(s) where their information is currently created,
collected, processed, disseminated, or subject to disposdl;

(5) Determining which individuals have access to the system(s) containing their information,
include types of privileges and access rights, and ensuring access privileges are reviewed on aregular
basis in accordance with VA poalicy;

(6) Assistingthe VA CIO by providing input for the identification and assessment of common
security controls for systems where information resides; and

(7) Providing assistance to Administration and staff involved in the development of new systems
regarding the appropriate level of security controls for his/her information.

(8) Ensuring respective staff, with defined FISMA security roles, provide the ISO (in atimely
manner, as needed) with the information required to complete C& A activities and quarterly FISMA
reporting to OI& T and OMB; and

(90 Ensuring all POA&M corrective actions are taken by their respective staff, and validating
corrective actions taken by the System Owner with whom their data resides.

13
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m. Local ClOsg/System Administrators/Network Administrators are responsible for day-to-day
system operations. The role of an SA must include security of Local Area Network (LAN) or
application administration and account administration. The System/Network Administrator is
responsible for:

(1) Ensuring system operational compliance with Federal security regulations and VA security
policies;

(2) Assisting in the development and maintenance of SSPs, configuration management plans, and
contingency plansfor all systems under their responsibility;

(3) Participating in RAswhenever they are deemed necessary or when there is amajor change to
the system to re-evaluate sensitivity of the system, risks, and mitigation strategies,

(4) Participatingin FISMA system self-assessments, external and internal audits of system
safeguards and program elements, and in the C& A of the system;

(5) Evaluating proposed technical security controls to assure proper integration with other system
operations;

(6) Identifying requirements for resources needed to effectively implement technical security
controls;

(7) Ensuring the integrity in implementation and operational effectiveness of technical security
controls by periodically conducting and repeating technical control testing and SCAs at the proper levels
of assurance per NIST guidance and over the life cycle of the system;

(8) Developing system administration and operational procedures and manuals as directed by the
System Owner ;

(90 Evaluating and developing procedures that assure proper integration of service continuity with
other system operations;

(10) Acting as arepresentative of the VA user population in identifying mission/operationa
requirements and for complying with the security requirements and security controls described in the
SSP;

(11) Providing information on users and/or the system in support of any reports or documents
necessary for oversight and C&A,;

(12) Understanding which systems, or parts of systems, for which they are directly responsible
(network equipment, servers, LAN, etc.), the sensitivity of the information contained in these systems,
and the appropriate measures to take to protect the information; and

(13) Assisting other VA officials with significant IT responsibilitiesin the remediation and updating

of the POA&Ms identified during the C& A process, periodic compliance validation reviews, and the
FISMA annual assessment reporting to reduce or eliminate system vulnerabilities.

14
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n. All Program Management is responsible for:

(1) Assisting in the development and maintenance of information SSPs, configuration management
plans, and contingency plans for all systems under their responsibility;

(2) Providing assistance to Administrations and Staff Offices involved in the development of new
systems regarding the appropriate level of security controls for information systems and data;

(3) Providing oversight in the form of resource leveling, assignments or responsibility, work flow
efforts, etc.;

(4) Identifying system assets, threats and vulnerabilities for facility risk assessment;

(5) Participating in RAs every three years, review/update annualy, or when thereis amajor
change to the system to re-evaluate sensitivity of the system, risks, and mitigation strategies;

(6) Assisting other VA officials with significant information system responsibilitiesin the
creation, remediation and updating of the POA&M identified during the C& A process, periodic
compliance validation reviews, and the FISMA annual assessment reporting to reduce or eliminate
system vulnerabilities;

(7) Providing assistance to the VA CIO regarding security requirements and appropriate level of
security controls for the information system or system(s) where their information is currently created,
collected, processed, disseminated, or subject to disposal;

(8) Verifying and validating, in conjunction with System Owners and VA Officials with daily
system operating responsibilities, appropriate security measures are implemented and functioning as
intended;

(9) Participating in self-assessments, external and internal audits of system safeguards and
program elements, and in the C&A of the system; and

(10) Acting as arepresentative of the VA user population in identifying mission/operationa
requirements and for complying with the security requirements and security controls described in the
SSP.

(11) Assigning a project manager to implement security for all systems in the development phase of
asystem life cycle.

0. Information Security Officer (1SO); 1SOs are assigned responsibility by OI& T Field Security

Operations to ensure the appropriate operational security posture is maintained for an information
system or program and, as such, are responsible for:

15
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(1) Serving asthe principa staff advisor to the AO, AODR, System Owner , or ADAS of Cyber
Security on al matters (technical and otherwise) involving the security of the information system;

(2) Serving asthe primary POC and coordinator for all C& A activities within the facilities under
his/her area of responsibility;

(3) Assisting the System Owner in developing and reinforcing security policies for information
and the information system;

(4) Assisting the System Owner in managing and controlling changes to the information system,
aswell as, ng the security impacts of those changes,

(5) Ensuring compliance with Federal security regulations and VA security policies;

(6) Managing his’her local information security programs and serving as the principal security
advisor to System Owners regarding security considerations in applications, systems, procurement or
development, implementation, operation and maintenance, and disposal activities (life cycle
management);

(7) Assisting the System Owner in the determination of an appropriate level of security
commensurate with the risk categorization of the system;

(8) Coordinating, advising, and participating, under the guidance of the System Owner, in the
development, maintenance, and uploading of SSPs, configuration management plans, and contingency
plansfor all systems under his'her responsibility;

(9) Ensuring risk assessments are accomplished every three years and reviewed/updated annually;
and when thereis amgjor change to the system to re-eval uate sensitivity of the system, risks, and
mitigation strategies with the assistance of other VA officials with significant information and
information system responsibilities;

(10) Verifying and validating, in conjunction with System Owners and VA Officials with daily
system operating responsibilities, appropriate security measures are implemented and functioning as
intended;

(11) Participating in security self-assessments, external and internal audits of system safeguards and
program elements, and in C&A of the systems supporting the offices and facilities under his/her
responsibility;

(12) Assisting other VA officials, with significant IT responsibilities (system managers, contracting
staff, human resources staff, and police) in:

(& Remediating and updating the POA& Ms identified during the C& A process;

(b) Completing and reviewing the input of the annual FISMA assessment with the system owners,
and
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(13) Acting as arepresentative of the VA user population while working in conjunction with
Business Owners in identifying mission/operational requirements and for complying with the security
requirements and security controls described in the SSP.

5. FUNDAMENTAL REQUIREMENTS

This section provides a global, high level perspective of basic concepts including documentation,
process, and responsibilities associated with, or contained within, the C& A process and throughout the
system life cycle. These requirements are fundamental to the success of the C& A process and,
ultimately, the security of VA information and information systems.

a. Mission Requirements

(1) Thedetermination of VA program-level or agency-level risk generally requires a broader, more
strategic view of the VA than can be obtained from the more technically focused, system-level view of
the information system which results from certification.

(2) AOs are better positioned to make mission risk determinations based on the known
vulnerabilities remaining in the information system after the implementation of an agreed-upon set of
security controls. The ultimate decision on the acceptability of such risk is the responsibility of the AO.
AOs may, when needed, consult other individuals within VA, such asthe ADAS for Cyber Security,
SO, System Owner, or the CA, at any phase in the C& A process to obtain advice on the security of the
information system.

b. Capital Planning

(1) FISMA and other Federal regulations charge agencies with integrating information security
technology, and Capital Planning and Investment Control (CPIC) processes which have been previously
performed independently by security and capital planning practitioners. With increased competition for
limited Federal budgets and resources, agencies must effectively bridge the gap between information
system security technology and capital planning to help ensure available funding is applied to the
highest priority information security and technology investments. Applying funds toward higher
priority security investments supports the objective of maintaining appropriate security controls, both at
the enterprise-wide and system level, commensurate with levels of risk and data sensitivity.

(2) OMB requires VA to prepare budget information for VA-specific investments (including the
information system security technology component) and present them to the OMB on an annual basis
using OMB Circular A-11, Exhibits 53 (Information Technology and E-Government) and 300 (
Planning, Budgeting, Acquisition, and Management of Capital Assets). VA management prepares
budget information for V A-specific investments and contracts incorporating the expenditures necessary
to comply with Federal and VA information security standards and requirements as part of the budget
preparation process, and throughout the expected life cycle of the budget line item. Cost expenditures
include certification and re-certification which occurs every three years or when a significant change to
the system has been made. System Owners may be required to fund certification efforts from the budget
of the operating group in the event of afailureto reach an ATO in theinitial C& A phase.

c. Acquisition
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(1) VA reliesheavily on vendor-provided information system security technology products and
services, as well as cooperative agreements such as Memorandum of Understanding (MOU) and
Memorandum of Agreement (MOA). Federal and VA information system security policies and
requirements to safeguard the information and information systems are critical in the acquisition of VA
products and services and in the awarding of contracts, grants, and cooperative agreements.
Management is required to understand the risk and ramifications of purchasing products and awarding
contracts, grants and cooperative agreements.

(2) VA management works with the VA office responsible for procurement viathe approved VA
IT tracking system. The procurement information contained within the VA IT tracking systemis
reviewed and approved by the VA OI&T Acquisition Team. This group isresponsible for ensuring
support service contracts and grants are flexible enough to ensure additional security requirements are
incorporated quickly and efficiently, as required by law and by VA. Contractor information systems are
subject to al requirements for Federal information systems (including the development and maintenance
of SSPs, contingency plans, and C&A) as outlined in VA Directive and Handbook 6500. Contractors
will require the same of all subcontracts or cooperative agreements.

d. Certification and Accreditation Media Protection and Document Marking

(1) VA considersinformation concerning VA IT systemsto be SENSITIVE information. This
includes, but is not limited to the following documents created for and in support of the C&A of VA
systems, whether in electronic or hard copy:

(@ Systeminventories;

(b) System descriptions,

(c) System configurations for servers, desktops, and networking devices;

(d) Diagrams,

(e) Risk Assessments,

(f)  Security controls;

(9) SSPs;

(h) Contingency Plans;

(i) Privacy Impact Assessment

() POA&MS;

(k) Standard Operating Procedures (SOP);

()  Network monitoring (logs and network/vulnerability scans); and

(m) Penetration Test Reports.
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(2) All SOPs, reports, logs, and records pertaining to C& A security issues are also considered
SENSITIVE information. If the publication of any security related information could diminish or
jeopardize the ability of VA to accomplish its mission, that information is also considered SENSITIVE
information. Documents containing SENSITIV E information must be marked and protected in
accordance with VA Handbook 6500.

(3) All C&A documentation is considered SENSITIVE information regardless of the Security
Categorization (LOW, MODERATE, and HIGH) of the system. All usersinvolved with VA
SENSITIVE C&A information are required to ensureit is secured. All forms of hard copy and
electronically stored media are also subject to the security requirements for SENSITIV E information.
When SENSITIVE information is transmitted, it must be encrypted in accordance with FIPS Publication
140-2, Security Requirements for Cryptographic Modules. SENSITIVE information is not allowed to
reside on non-V A systems or devices unless awaiver has been granted by the VA CIO or the ADAS for
Cyber Security (as the designated representative of the CIO). All of these requirements for securing
SENSITIVE information apply to any remote location(s) used for accessing or handling of that
information.

6. CERTIFICATION AND ACCREDITATION PROCESS
a. Oveview

(1) C&A areimportant activities which support arisk management process and are an integral part
of the VA’ s information security program. Table 1, shown on the following page, presents a high-level
view of the C& A process which is broken down into four phases. Table 1 includes the requirements
(tasks) associated with each phase of the process. Asin many processes, the last phase will eventually
return to the first phase when the requirementsto re-certify and re-accredit a system occur.

(2) Changesinlaw, Directives, policies, or regulations, while not always directly related to the
information system, can potentially affect the security of a system and trigger a reaccredidation action.
VA System Owners must be aware of such changes and perform a C& A accordingly. C&As must be
performed, at least, every three years. The Enterprise Security Change Control Board (ESCCB) will
assist System Ownersin identifying changes resulting in arequirement for re-accreditation. Examples
of significant changes may include but are not limited to:

(@ Instalation of new or upgraded Operating Systems (OS), middleware components, or
applications;

(b) Modification to system ports, protocols, or services; and

(c) Significant changesto the system physical or hardware environment.
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Tablel: C&A Phasesand Associated Requirements

Phase

Requirement

Phase 1- Initiation

Preparation
Notification and Resource identification
SSP Analysis, Update, and Acceptance

Phase 2- Certification

SCA
Certification Documentation

Phase 3- Accreditation

Accreditation Decision
Accreditation Documentation

Phase 4- Continuous Monitoring

Configuration Management & Control
Security Control Monitoring
Status Reporting and Documentation
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(3) For detailed, step-by-step instructions for each phase, see the following Appendices of this
document:

(@ Appendix C: Phase 1- Initiation;

(b) Appendix D: Phase 2- Certification;

(c) Appendix E: Phase 3- Accreditation; and

(d) Appendix F: Phase 4- Continuous Monitoring.

b. Phase 1: Initiation Summary

(1) TheInitiation Phase consists of three tasks:

(@ Task A: Preparation;

(b) Task B: Noatification and Resource Identification; and
(c) Task C: SSP Analysis, Update, and Acceptance.

(2) Theobjective of the Initiation Phaseis to ensure the AO and 1SO are in agreement with the
contents of the SSP, including the documented security requirements and boundaries of the system,
before the CA begins the assessment of the security controls within the information system. The early
involvement of the AO and 1SO, with key participants such as the ADAS for Cyber Security, System
Owner , CA, and User Representatives are paramount to the success of the C&A effort.

(3) Phasel: Initiation of the C& A process contains six €l ements serving as checkpoints to
confirm the SSP and risk assessment have been completed. If a System Owner has not completed arisk
assessment and a SSP, those activities must be completed prior to proceeding with the C& A process.

(4) A significant portion of the information needed to successfully complete the Initiation Phaseis
generated during the initial information system or facility risk assessment; the development of the SSP;
and the results of previously conducted assessments such as, SCA, FISMA Annual Self-Assessment,
Independent Verification and Validation (IV& V), and independent audits.

(5) For new information systems or systems undergoing major upgrades, thisinformation is
produced at the beginning of the system life cycle when system requirements are established.

(6) For systems currently in operation, thisinformation is obtained from the most recent SSP and
risk assessment.

(7) Inmost cases, SSPs have been previously reviewed and approved by the AO; therefore, the

steps listed below in the preparation task should not require additional work on the part of the System
Owner beyond what has aready been accomplished.
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(8) Table 2, shown on the following page, contains the high level tasks which must be satisfied in
order to complete Phase 1, as well asthe individuals responsible for each task. For detailed, step-by-
step instructions, see Appendix C of this document.
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Table2: Phase 1-Initiation High-Level Summary of Required Tasks

Element Task Subtask Description Responsibility References
NIST SP 800-18
NIST SP 800-30
Confirm the information system has NIST SP 800-37
System Preparation | been fully described and documented | System Owner
Description Task A in the SSP. VA Handbook
6500, Appendix D,
CM-8, Information
System Inventory
FIPS Publication
199
NIST SP 800-18
Confirm the Security Categorization NIST SP 800-30
. . of the information system has been NIST SP 800-37
g?;gg?/ization _I?go(a'ro\atlon based upon the risk categorization of System Owner NIST SP 800-59
the data and documented in the SSP. NIST SP 800-60
VA Handbook
6500, Appendix D,
RA-2, Security
Categorization
NIST SP 800-18
Confirm potential threats that could NIST SP 800-30
possibly exploit information system NIST SP 800-37
Threat Preparation | flaws or weaknesses have been aSzg:a;nOOWner
|dentification | Task A documented in the SSP or Risk VA Handbook
Assessment (RA). 6500, Appendix D,
RA-3 Risk
Assessment
NIST SP 800-30
NIST SP 800-37
Confirm flaws or weaknesses in the NIST SP800-40
information system that could be
Vulnerability | Preparation | exploited by potential threat sources zgleénOOwner \6/;(\)(;_' aAndbgr?;x D
|dentification | Task A have been identified and documented PP !

inthe SSP or RA.

RA-5,
Vulnerability
Scanning

23




VA HANDBOOK 6500.3

NOVEMBER 24, 2008

Table2: Phase 1-Initiation High-Level Summary of Required Tasks (Con’t)

Element Task Subtask Description Responsibility References
NIST SP 800-18
NIST SP 800-30
NIST SP 800-37
Confirm security controls (either NIST SP800-53
Security . planned or implemented) have been
Control Preparation identified and documented in the System Owner | VA Handbook
e .- Task A 6500, Appendix D,
| dentification SSP.
CM-6,
Configuration
Settings,
CM-2, Basdline
Configurations
FISMA
Conduct arisk assessment to confirm
Initial Risk . the anticipated risk to VA operations, OMB Circular A-
Deter mination _I?razp;a;atl on assets, or individuals has been System Owner 130, Appendix I11
(anticipated) determined and documented in the
SSP. NIST SP 800-30
NIST SP 800-37
e . Inform the ADAS for Cyber
Notification ,
e . & Resource Security, AQ’ CA, U?er System Owner | OMB Circular A-
Notification . Representatives, and interested :
Identification L . : 130, Appendix I11
officias that the information system
Task B .
requires C& A support.
e Determine the leve of effort and AO, ADAS
Notification : for Cyber
. resources required for the C& A of 4 .
Planningand | & Resource : . . . Security, OMB Circular A-
. the information system including the :
Resour ces Identification o System 130, Appendix 111
organizationsinvolved and the
Task B . . Owner, and
preparation of a plan of execution. CA
Review FIPS Publication 199
Security Categorization described in
SSP the SSP to determine if the assigned I
Security Analysis, impact values, with respect to the AO, ADAS FIPS Publication
. . ; i~ for Cyber 199
Categorization | Update & potential loss of Confidentiality, 4
. : o Security, and | NIST SP 800-37
Review Acceptance | Integrity, or Availability (CIA), are CA NIST SP 800-60
Task C consistent with VA’ s actual mission

requirements.
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Table2: Phase 1-Initiation High-Level Summary of Required Tasks (Con’t)

Element Task Subtask Description Responsibility References
NIST SP 800-18
Analyze the SSP to determine if the NIST SP 800-37
expected vulnerabilitiesin the VA Handbook
SSP information system and the resulting AO. ADAS 6500, Appendix D,
Analysis, risk to VA operations (including for ’Cyber PL-2, System
SSP Analysis | Update & mission, functions, image, or Security, and Security Plan
Acceptance | reputation) or VA assets are actually CA ' CM-1,
Task C what the plan would produce, if Configuration
implemented. M ?nagemdent
Policy an
Procedures
NIST SP 800-18
SSP Update the SSP based on the results NIST SP800-37
Analysis, of the independent analysis and
SSP Update Update & recommendations of the CA, AO and System Owner | VA Handboo(;g
Acceptance | ADASfor Cyber Security. 6500, Appendix D,
Task C PL-3,.System
Security Plan
Update
SSP Review the SSP to determineiif the
Analysis, risk to VA operations (including AOand
As\iseptance Update & mission, functions, image or ADASfor m:g gg 3882(7)
Acceptance | reputation) or VA assetsis Cyber Security
Task C acceptable.
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(90 Phasel: Initiation, aFinal Note: The following questions must be answered by the System
Owner before proceeding to Phase 2:

(@ Doesthe FIPS 199 Security Categorization of the information system described in the SSP
appear to be correct?

(b) Havethe resources required to complete the C& A of the information system been identified
and allocated successfully?

(c) Doestherisk to VA operations (including mission, functions, image, or reputation), VA assets,
or individuals described in the SSP appear to be correct?

(d) Having decided the anticipated risk appears to be correct and documented, would the risk be
acceptable?

c. Phase 2: Certification

(1) Phase?2: Certification consists of two tasks:
(@ TaskA: SCA;and
(b) Task B: Certification Documentation.

(2) The purpose of this phase is to determine the extent to which the security controlsin the
information system are implemented correctly, operating as intended, and producing the desired
outcome with respect to meeting the security requirements for the system. This phase also addresses
specific actions taken or planned, to correct deficiencies in the security controls, and to reduce or
eliminate known vulnerabilities in the information system.

(3 Upon successful completion of this phase, the AO will have the information needed from the
certification process to determine the actual risk to VA operations and VA assets and, thus, will be able
to render an appropriate accreditation decision for the information system.

(4) Table3, shown on the following page, contains the high level tasks which must be satisfied in

order to complete Phase 2, aswell as the individuals responsible for each task. For detailed, step-by-
step instructions, see Appendix D of this document.
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Table 3: Phase 2- Certification High-Level Summary of Required Tasks

Element Task Description Responsibility References
Assemble any documentation and
supporting materials necessary for Documents and
the assessment of the security J——
controlsin the information system mgtpe)ri als?ncl uded
which may include, but are not or referenced in the
: limited to: Previous security control
Documentation di . System Owner | SSP
and Supporting Sgﬁ‘( ey f nents, audits, security if
Materials Task A certitications, security Teviews, seit- | .y o FIPS Publication
assessments, SCA reports, PIA, 140-2. Common
Common Criteriavalidations, and Cri teria
FIPS Publication 140-2 validation
cert number and date (if applicable). NIST SP 800-53A
Review al findings, results and
evidence.
Assemble and review the findings,
results, evidence, and documentation Documents and
Reuse of from previous assessments of the Svsten Owner | supportin
. SCA security controlsin the information 4 pporting
Evaluation . . materials included
Task A system which may include, but are :
Results . - . and CA or referenced in the
not limited to: independent audits, Ssp
security reviews, test and evaluation
reports and self-assessments.
Select, or devel op when needed,
appropriate methods and procedures
';,"ritg‘e%‘tsr l‘d fcaﬁ( A to assess the management, CA NIST SP 800-53A
operational, and technical security
controlsin the information system.
Assess the security controlsin the NIST SP 800-53A
information system using techniques
. and procedures selected or developed VA Handbook
Security SCA . . 6500, Appendix D,
to determine the effectiveness of CA .
Assessment Task A : . CA-4, Security
those controlsin a particular Certification
environment of operation. .
CA-2, Security
Assessments
Security SCA Prepare the final SCA report. See
Assessment Task A Appendix G of this document for a CA NIST SP 800-53A
Report sampl e report format.
- Certification : . NIST SP 800-30
Findings and Documentation Provide the System Owner with the CA

Recommendations

Task B

SCA report.

NIST SP 800-37
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Table 3: Phase 2- Certification High-Level Summary of Required Tasks (Con’t)

Element Task Description Responsibility References
Update the SSP and RA based on the NIST SP800-18
e results of the SCA and any
Certlflcatlon recommendations from the CA, AO | System Owner VA Handbook_
SSP Update Documentation and ADAS for Cyber Security 6500, Appendix D,
Task B ' PL-3, System
Security Plan
Update
OMB
Memorandum 02-
01
Certification | Prepare the POA&M document, NIST SP800-30
g?eggr I;/:ion Documentation based on the results of the SCA. System Owner NIST SP 800-37
Task B
VA Handbook
6500, Appendix D,
CA-5, Plan of
Action and
Milestones
Assembl e the accreditation package OMB Circular
Accreditation Certification and submit to the AO. See Appendix System Owner A-130,
Package Documentation | G of this document for a sample Appendix 111
Assembly Task B Accreditation Package Transmittal
L etter. NIST SP 800-37
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(5) Phase2: Certification aFinal Note:

The following questions must be answered by the System Owner before proceeding to Phase 3:
Accreditation:

(@ Towhat extent are the security controlsin the information system implemented correctly,
operating as intended, and producing the desired outcome with respect to meeting the security
requirements for the system?

(b) What specific actions have been taken, or are planned, to correct deficienciesin the security
controls and to reduce or eliminate known vulnerabilities in the information system?

d. Phase 3: Accreditation

(1) The Accreditation process determines risk to VA based on the Certification results. Phase 3:
Accreditation consists of two tasks:

(@ Task A: Accreditation Decision; and
(b) Task B: Accreditation Documentation.

(2) The purpose of this phase isto ensure therisk to VA operations, VA assets, or individualsis
acceptable to the AO, and the acceptability of that risk forms the basis of the accreditation decision.

(3 Upon successful completion of this phase, the System Owner will have been granted one of
the following:

@ AnATO;

(b) AnIATO; or

(c) Denia of authorization to operate the information system.

(4) Table4, shown on the following page, contains the high level tasks which must be satisfied in

order to complete Phase 3: Accreditation, as well asthe individuals responsible for each task. For
detailed, step-by-step instructions, see Appendix E of this document.
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Element Task Description Responsibility References
Determine the final actual risk to VA
operations, VA assets, or individuals NIST SP800-30
Final Risk | Accreditation | 223d on the vulnerabilitiesin the VA Handbook
L L information system and any planned, or )
Deter mination | Decision . . AO 6500, Appendix
completed, corrective actions to reduce
(Actual) Task A . e D, CA-6—
or eliminate those vulnerabilities- in )
o o Security
accordance with identified system )
SRR - Accreditation
criticality to mission.
OMB Circular
A-130,
Determine if the final actual risk to VA Appendix 111
operations, VA assets, or individualsis
Final Risk Accreditation acceptable and prepare the final NIST SP 800-37
Accentabilit Decision accreditation decision letter. See AO
o Y | Task A Appendix G of this document for a VA Handbook
sample Accreditation Decision Letter. 6500, Appendix
D, CA-6,
Security
Accreditation
Provide copies of the final accreditation
package including the accreditation OMB Circular
decision letter (in either paper or A-130
electronic form), to the System Owner A en' Gix 111
and any other VA officials with aneed to PP
N I know in the security of the information
Accreditation | Accreditation . . ) NIST SP 800-37
Package Documentation system. If provided in electronic form, AO

Transmission

Task B

the documents must be encrypted per
VA 6500. If thedocuments are provided
in paper form, the documents must be
properly marked as SENSITIVE per VA
6500.

VA Handbook
6500, Appendix
D, CA-6,
Security
Accreditation
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Table4: Phase 3 Accreditation-High Level Summary of Required Tasks (Con’t)

Element

Task

Description

Responsibility

References

SSP Update

Accreditation
Documentation
Task B

Update the SSP based on the final
determination of risk to VA operations,
VA assets, or individuals.

System Owner

NIST SP 800-18

VA Handbook
6500, Appendix
D, CA-6,
Security
Accreditation,

PL-3- System
Security Plan
Update
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(5) Phase3: Accreditation A Fina Note: The following questions must be answered [by the AO
and understood by the System Owner ] before proceeding to Phase 4:

(& How do the known vulnerabilitiesin the information system translate into VA agency level
risk, and risk to VA operations, assets or individual s?

(b) What arethe actual risks the AO is authorizing?
(c) Isthe VA agency-level risk acceptable?

e. Phase4: Continuous Monitoring

(1) Continuous Monitoring is routinely conducted on the information system. The SSP is updated
continuously and security controls are reviewed, as needed, to ensure the security controls remain
implemented and operate as intended.

(2) Phase4: Continuous Monitoring consists of three tasks:

(@ Task A: Configuration Management and Control;

(b) Task B: Security Control Monitoring; and

(c) Task C: Status Reporting and Documentation.

(3 The purpose of this phaseisto provide oversight and monitoring of the security controlsfor the
information system on an ongoing basis and to inform the System Owner and the AO when changes
occur impacting the security of the system. The activitiesin this phase are performed continuously
throughout the system life cycle. Re-accreditation may be required due to specific changes made to the

information system or when Federal or VA policies require periodic reauthorization of the information
system.

(4) A Continuous Monitoring program is designed to determine, on an ongoing basis, if the
security controls continue to be effective and provide essential, near real-time security status
information. This enablesthe VA to make ongoing risk determinations and to take dynamic risk
mitigation actionsin order to make credible, risk-based decisions regarding the protection of the data
and the secure operation of the system.

(5) A thorough Continuous Monitoring process provides updates to various system documents
especially SSPs, assessment reports, and POA& Ms, and requires the following:

(@ Configuration Management and control processes;
(b) Security Impact Analysis (SIA) of changes;

(c) Assessment of selected security controls; and

(d) Statusreporting.
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(6) Current RA, results of previous assessments, and operational requirements guide the selection
of the security controlsto be monitored. Security control selection considers the following types of
controls:

(& Highvolatility controls (controls which change frequently);
(b) Security controls previously identified as ineffective or failed (listed in the POA&M);
(c) Basdinethreats; an example of baseline threats can be found at http://www.sans.org. The

SANS basdline threat list is updated annually and referred to as the SANS Top-20 Most Critical Internet
Security Vulnerabilities List; and

(d) Security controls currently being monitored by normal operations.

(7) The ability of the Continuous Monitoring Process to provide frequent updates to the
assessment report becomes a critical aspect of the overall system security program; therefore, it becomes
increasingly important to provide updates on an ongoing basis to three key documents:

(@ SSh,

(b) Assessment Report; and

(c) POA&M.

(8) These documents provide the best indication of the overall security status of the information
system and the ability of the system to protect, to the degree necessary, the VA’s operations, VA’s
assets, individuals, and other organizations.

(9) Table5, shown on the following page, contains the high level tasks which must be satisfied in

order to complete Phase 4, aswell as the individuals responsible for each task. For detailed, step-by-
step instructions, see Appendix F of this document.
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Table5: Phase 4 Continuous Monitoring—High Level Summary of Required Tasks

Element Task Description Responsibility References
Using established VA CM and VA's CM policies
and procedures
control procedures, document
. Configuration proposed or actual changesto the
Documenta'glon Management information system including: System Owner VA Handbook_
of Information . 6500, Appendix
tem Chanaes (CM) and hardware, software, firmware, and | and/or ESCCB D CM-3
Sy 9 Control Task A | surrounding environment. T .
Configuration
Change Control
NIST SP 800-30
Analyze the proposed or actual NIST SP 800-37
changes to the information system
including hardware, software, VA Handbook
Security Impact | CM and Control | firmware, and the surrounding System Owner | 6500, Appendix
Analysis Task A environment to determine the 1SO D, CM-4-
security impact of such changes. Monitoring
Configuration
Changes
. , NIST SP 800-37
Security i?gf%;‘ﬁ;ec”;gncg‘ggls in the NIST SP 800-53
Security Control | Control . =y ) . System Owner
, . monitored on a continuous basis, .
Selection Monitoring . - . OMB Circular A-
Task B as_needed and identified during 130, Appendix I1]
Risk Assessment. '
FISMA
OMB Circular A-
Annually assess an agreed upon 130, Appendix 11
_subset of_ security controlsin 'Fhe NIST SP 800-37
information system to determine
. the extent to which the controls are NIST SP800-42
Security . . NIST SP 800-53A
. implemented correctly, operating
Security Control | Control . . System Owner
. as intended, and producing the
Assessment Monitoring . . VA Handbook
desired outcome with respect to )
Task B . : . 6500, Appendix
meeting the security requirements D CM-4
for the system. Monitoring
Configuration
Changes,
CM-7 —
Continuous
Monitoring
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Table5: Phase 4 Continuous Monitoring—High Level Summary of Required Tasks (Con't.)

Element Task Description Responsibility References
Update the SSP based on the
documented changes to the NIST SP 800-18
Status information system including
Reoorting and hardware, software, firmware, and System Owner VA Handbook
SSP Update Dep gar surrounding environment and the Y 6500, Appendix
ocumentation .
Task C results of the continuous D, PL-3, System
monitoring process. Security Plan
Update
NIST SP 800-37
POA& M Reporting and . . 9 System Owner | Memorandum 02-
. information system and the results
Update Documentation . o 01
of the continuous monitoring
TascC rocess
P ' VA Directive
6500 Appendix D
FISMA
Status
. Report the status of the .
SSP Reporting Reporting and information system to the AO and System Owner | OMB Ci rculqr A-
Documentation . 130, Appendix I11
ADAS for Cyber Security.
Task C
NIST SP 800-37
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(10) Phase4: Continuous Monitoring A Final Note: The following questions must be answered by
the System Owner prior to reinitiating the C& A process for the information system:

(@ Haveany changesto theinformation system affected the security controls within the system, or
introduced new vulnerabilities into the system?

(b) If so, hasthe VA agency leve risk (therisk to VA operations, VA assets, or individuals) been
affected?

(c) Hasaspecified time passed requiring the information system to be reauthorized in accordance
with Federal, NIST or VA policy?
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7. REFERENCES

These requirements comply with established Federal information security laws and regulations,
including:

a. E-Government Act of 2002, Public Law 107-347 § 208, 116 Stat. 2899, 2921 (2002);
b. Freedom of Information Act, 5 U.S.C. 552;

c. Health Insurance Portability and Accountability Act of 1996 (HIPAA), Public Law 104-191 § 264,
110 Stat. 1936, 2003;

d. Privacy Act of 1974, 5 U.S.C. 552a;
e. 38U.S.C.885721-28;

f. Office of Management and Budget (OMB) Circular A -11, Planning, Budgeting, Acquisition of
Capital Assets, Strategic Plans, Performance Plans;

g. Office of Management and Budget (OMB) Circular A -123, Management’ s Responsibility for
Internal Control;

h. Office of Management and Budget (OMB) Circular A-130, Management of Federal Information
Resour ces,

i. Nationad Institute of Standards and Technology (NIST) Federa Information Processing Standards
(FIPS) Documents;

J. NIST’ s Special Publications (SP) SP-800 series; and

k. VA Directive and Handbook 6500, Information Security Program.
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APPENDIX A: TERMSAND DEFINITIONS

1. Accreditation: The official management decision given by a senior agency official to authorize
operation of an information system and to explicitly accept the risk to agency operations (including
mission, functions, image, or reputation), agency assets, or individuals, based on the implementation of an
agreed-upon set of security controls.

2. Accreditation Boundary: All components of an information system to be accredited by an
authorizing official and excludes separately accredited systems, to which the information system is
connected.

3. Accreditation Package: The evidence provided to the authorizing officia to be used in the
security accreditation decision process. Evidence includes, but is not limited to the: (i) system security
plan; (ii) assessment results from the security certification; and (iii) plan of action and milestones.

4. Adequate Security: Security commensurate with the risk and magnitude of harm resulting from
the loss, misuse, or unauthorized access to, or modification of, information.

5. Application: The use of information resources (information and information technology) to satisfy
aspecific set of user requirements.

6. Assessment Method: A focused activity or action employed by an assessor for evaluating a
particular attribute of a security control.

7. Assessment Procedure: A set of activities or actions employed by an assessor to determine the
extent to which a security control isimplemented correctly, operating as intended, and producing the
desired outcome with respect to meeting the security requirements for the system.

8. Authentication: The process by which auser isidentified for authorized accessto VA information
and information systems. Authentication consists of something a user knows (such as a password),
something the user has (such as atoken or smart card), or something the user is (such as afingerprint).

9. Authorizing Official: Officia with the authority to formally assume responsibility for operating
an information system at an acceptable level of risk to agency operations (including mission, functions,
image, or reputation), agency assets, or individuals.

10. Authorizing Official’s Designated Representative (AODR): Individual selected by an
authorizing official to act on their behalf in coordinating and carrying out the necessary activities required
during the security certification and accreditation of an information system.

11. Availability: Ensuring timely and reliable access to and use of information.
12. Certification: A comprehensive assessment of the management, operational and technical security
controlsin an information system, made in support of security accreditation, to determine the extent to

which the controls are implemented correctly, operating as intended, and producing the desired outcome
with respect to meeting the security requirements for the system.
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13. Certification Agent (CA): Theindividual, group, or organization responsible for conducting a
security certification.

14. Chief Information Officer (CIO): Agency officia responsiblefor: (i) Providing advice and other
assistance to the head of the executive agency and other senior management personnel of the agency to
ensure information technology is acquired and information resources are managed in a manner consi stent
with laws, Executive Orders, directives, policies, regulations, and priorities established by the head of the
agency; (i) Developing, maintaining, and facilitating the implementation of a sound and integrated
information technology architecture for the agency; and (iii) Promoting the effective and efficient design
and operation of all major information resources management processes for the agency, including
improvements to work processes of the agency.

15. Common Security Control: Security control that can be applied to one or more agency
information systems and has the following properties. (i) the development, implementation, and
assessment of the control can be assigned to aresponsible official or organizational element (other than the
information system owner); and (ii) the results from the assessment of the control can be used to support
the security certification and accreditation processes of an agency information system where that control
has been applied.

16. Compensating Security Controls. The management, operational, and technical controls (i.e.,
safeguards or countermeasures) employed by an organization in lieu of the recommended controlsin the
low, moderate, or high baselines described in NIST SP 800-53, which provides equivalent or comparable
protection for an information system.

17. Confidentiality: Preserving authorized restrictions on information access and disclosure, including
means for protecting personal privacy and proprietary information.

18. Configuration Control: Process for controlling modifications to hardware, firmware, software,
and documentation to ensure that the information system is protected against improper modifications
before, during, and after system implementation.

19. Countermeasures. Actions, devices, procedures, techniques, or other measures that reduce the
vulnerability of an information system. Synonymous with security controls and safeguards.

20. Encryption: Thetrandation of datainto aform that is unintelligible without a deciphering
mechanism.

21. General Support System (GSS): An interconnected set of information resources under the same
direct management control that shares common functionality. It normally includes hardware, software,
information, data, applications, communications, and people.

22. High Impact System: An information system in which at |east one security objective (i.e.,
confidentiality, integrity, or availability) is assigned a FIPS 199 potential impact value of high. Refer to
the definition provided under Potential Impact for more information.

23. Improper or Inappropriate Usage: Improper or inappropriate usage occurs when an individual
uses VA information or information systems in violation of this Handbook and VA Directive 6001.
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Examples of improper or inappropriate use are: a user providesillegal copies of software to others through
peer-to-peer file sharing services or a person threatens another person through e-mail.

24. Incident: An occurrence that actually or potentially jeopardizes the confidentiality, integrity, or
availability of an information system or the information the system processes, stores, or transmits or that
constitutes aviolation or imminent threat of violation of security policies, security procedures, or
acceptable use policies. The term incident means security incident as defined in 38 U.S.C. 5727(18).

25. Information Owner: Official with statutory or operational authority for specified information and
responsibility for establishing the controls for its generation, collection, processing, dissemination, and
disposal.

26. Information Resources. Information in any medium or form and its related resources, such as
personnel, equipment, funds, and information technology.

27. Information Security: A meansfor protecting information and information systems from
unauthorized access, use, disclosure, disruption, modification, or destruction in order to provide integrity,
confidentiality, and availability.

28. Information Security Officer (1SO): Individual responsible to the senior agency information
security officer, authorizing official, or information system owner for ensuring the appropriate operational
security posture is maintained for an information system or program.

29. Information Security Policy: Aggregate of directives, regulations, rules, and practices
prescribing how an organization manages, protects, and distributes information.

30. Information Security Requirements: Information security requirements promulgated in
accordance with law, or directed by the Secretary of VA, the National Institute of Standards and
Technology, and the Office of Management and Budget, and, as to national security systems, the President.

31. Information Sensitivity: Information sensitivity reflects the relationship between the
characteristics of the information processed (e.g., personnel data subject to protection under the Privacy
Act) and the mission need to ensure the confidentiality, integrity, and availability of the information (e.g.,
legal requirements to protect confidentiality of personal data). Sensitivity may vary from low, to medium,
to high.

32. Information System: A discrete set of information resources organized for the collection,
processing, maintenance, use, sharing, dissemination, or disposition of information, whether automated or
manual.

33. Information System Owner: Official responsible for the overall procurement, development,
integration, modification, or operation and maintenance of an information system. Term is synonymous
with System Owner

34. Information Technology: Any equipment or interconnected system or subsystem of equipment,
used in the automatic acquisition, storage, analysis, evaluation, manipulation, management, movement,
control, display, switching, interchange, transmission, or reception of data or information by the executive
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agency. If the equipment is used by the executive agency directly or is used by a contractor under a
contract with the executive agency that requiresthe use: (i) of that equipment; or (ii) of that equipment to
asignificant extent, in the performance of a service or the furnishing of aproduct. Includes computers,
ancillary equipment (including imaging peripherals, input, output, and storage devices necessary for
security and surveillance), peripheral equipment designed to be controlled by the central processing unit of
acomputer, software, firmware and similar procedures, services (including support services), and related
resources, but does not include any equipment acquired by afederal contractor incidental to afederal
contract.

35. Information Type: A specific category of information, (e.g., privacy, medical, proprietary,
financial, investigative, contractor sensitive, security management), defined by an organization, or in some
instances, by a specific law, Executive Order, directive, policy or regulation.

36. Integrity: Guarding against improper information modification or destruction, and includes
ensuring information non-repudiation and authenticity.

37. Interconnection Security Agreement (ISA): An agreement established between the VA and other
organizations that own and operate connected IT systems to document the technical requirements of the
interconnection. The ISA aso supports a Memorandum of Understanding or Agreement between the
organizations.

38. Low Impact System: Aninformation system in which all three security objectives (i.e.,
confidentiality, integrity, and availability) are assigned a FIPS 199 potential impact value of low. Refer to
the definition provided under Potential Impact.

39. Local Area Network (LAN): Computer network that spans arelatively small area, such asa
single building or group of buildings.

40. Major Application: An application that requires special attention to security due to the risk and
magnitude of harm resulting from the loss, misuse, or unauthorized access to or modification of the
information in the application.

41. Media: Physical devices or writing surfaces including, but not limited to, magnetic tapes, optical
disks; magnetic disks; Large-Scale Integration (LSI) memory chips; and printouts (but not including
display media) onto which information is recorded, stored, or printed within an information system.

42. Memorandum of Agreement/Under standing (M OA/U): A document established between two
or more parties to define their respective responsibilities in accomplishing a particular goal or mission. In
this guide, an MOA defines the responsibilities of two or more organizations in establishing, operating, and
securing a system interconnection.

43. Minor Application: An application, other than a major application, that requires attention to
security due to the risk and magnitude of harm resulting from the loss, misuse, or unauthorized access to or
modification of the information in the application. Minor applications are typically included as part of a
genera support system.
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44. Moder ate Impact System: Aninformation system in which at least one security objective (i.e.,
confidentiality, integrity, or availability) is assigned a FIPS 199 potential impact value of moderate and no
security objective is assigned a FIPS 199 potential impact value of high. Refer to the definition provided
under Potential Impact.

45. Operating Unit: An Operating Unit consists of any, and all, individuals responsible for the
management, operation, maintenance, and security of VA’sinformation and information systems within
their area of responsibility. Examples of individuals who are part of the Operating Unit include, but are
not limited to: Directors, Program Managers, and formation and Technology staff (system managers, SAS,
and 1SOs).

46. Personally Identifiable Information (PI1): See* Sensitive Persona Information” (SPI)

47. Plan of Action and Milestones (POA&M): A documented plan that identifies tasks needing to be
accomplished. It may also be used as a basis for the quarterly reporting requirements of OMB that
includes the following information: (a) A description of the security weakness; (b) The identity of the
office or organization responsible for resolving the weakness; (c) An estimate of resources required to
resolve the weakness by fiscal year; (d) The scheduled completion date; (e€) Key milestones with
estimated completion dates; (f) Any changes to the original key milestone date; (g) The source that
identified the weakness; and (h) The status of efforts to correct the weakness.

48. Potential Impact: Theloss of confidentiality, integrity, or availability could be expected to have:
(i) alimited adverse effect (FIPS 199 low); (ii) aserious adverse effect (FIPS 199 moderate); or (iii) a
severe or catastrophic adverse effect (FIPS 199 high) on organizationa operations, organizational assets, or
individuals.

49. Privacy | mpact Assessment (PIA): Ananalysisof how information is processed: (i) to ensure
handling conforms to applicable legal, regulatory, and policy requirements regarding privacy; (ii) to
determine the risks and effects of collecting, maintaining, and disseminating information in identifiable
form in an electronic information system; and (iii) to examine and evaluate protections and alternative
processes for handling information to mitigate potential privacy risks.

50. Public Key Infrastructure (PK1): PKI isan environment based on the use of digital certificates
and public and private key technology to secure communication of information. A fully deployed PKI
supports encryption, authentication, privacy, and non-repudiation of information.

51. Remote Access: Access by users (or information systems) communicating external to an
information system security perimeter. Remote access uses telecommunications to enable authorized
access to non-public VA computing services that would otherwise be inaccessible from work locations
outside a VA local areanetwork or VA-controlled wide area network computing environment. Remote
Access includes access to non-public VA Information Systems and data that are exposed to the public
Internet (e.g., web access to e ectronic mail by the home user or business traveler) as well as modem - dial-
up and/or Virtual Private Network (VPN) accessto internal VA IT servers and desktop workstations.

52. Remote L ocation: Any location at which the individual is conducting VA business and is not able
to connect his’her computer directly to aV A controlled local area network or VA controlled wide area
network that contains the systems needed for official duties. Thisincludes aworker’shome, atraveler's
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hotel room, or an emergency worker’sfield location. Work from remote locations requires the use of
telecommuni cations capabilities such as dial-up modems, Internet connectivity, or wireless networks to
access VA information systems and information for official duty purposes.

53. Remote User: Any user who requires accessto VA IT systems from aremote location. Users may
include VA federal employees and contractors, employees of other federal agencies who require remote
access to VA systems, and remote researchers processing VA information.

54. Residual Risk: Remaining risk not eliminated by implementation of security controls or
countermeasures.

55. Risk: Thelevel of impact on agency operations (including mission, functions, image, or
reputation), agency assets, or individuals resulting from the operation of an information system given the
potential impact of athreat and the likelihood of that threat occurring.

56. Risk Assessment: Process of identifying risks to agency operations (including mission, functions,
image, or reputation), agency assets, or individuas by determining the probability of occurrence, the
resulting impact, and additional security controls that would mitigate thisimpact. Part of risk
management, synonymous with risk analysis, and incorporates threat and vulnerability analyses.

57. Risk Management: Process of managing risks to agency operations (including mission, functions,
image, or reputation), agency assets, or individuals resulting from the operation of an information system.
It includes risk assessment; cost-benefit analysis; the selection, implementation, and assessment of security
controls; and the formal authorization to operate the system. The process considers effectiveness,
efficiency, and constraints due to laws, directives, policies, or regulations.

58. Safeguards. Protective measures prescribed to meet the security requirements (confidentiaity,
integrity, and availability) specified for an information system. Safeguards may include security features,
management constraints, personnel security, and security of physical structures, areas, and devices
(synonymous with security controls and countermeasures).

59. Sanitization: Processto remove information from media so that information recovery is not
possible. It includes removing al labels, markings and activity logs.

60. Security Category: The characterization of information or an information system based on an
assessment of the potential impact that aloss of confidentiality, integrity, or availability of such
information or information system would have on organizational operations, organizational assets, or
individuals.

61. Security Controls: The management, operational, and technical controls (i.e., safeguards or
countermeasures) prescribed for an information system to protect the confidentiality, integrity, and
availability of the system and its information.

62. Security Controls Assessment (SCA): Process used to examine the effectiveness of IT system
controls with the objective of determining the true risk, or exposure, of the system to certain threats.
Through the conduct of control tests, the Information Security Officer and system owner identify
vulnerabilities that result from improper use of controls, missing controls, inherent system vulnerabilities,
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or mismanagement. Through the application of SCA methods, the certification agent analyzes the current
state of the system by reviewing the system objects and searching for anomalies that might indicate
vulnerabilities that could permit an attack. SCA resultsin development of a plan of actions and milestones
to track corrective actions necessary to mitigate vulnerabilities and reduce risk.

63. Security Control Baseline: The set of minimum security controls defined for alow-impact,
moderate-impact, or high-impact information system.

64. Security Control Enhancements: Statements of security capability to: (i) build in additional, but
related, functionality to a basic control; and/or (ii) increase the strength of a basic control.

65. Security Impact Analysis: The analysis conducted by an agency official, often during the
continuous monitoring phase of the certification and accreditation process, to determine the extent to which
changes to the information system have affected the security posture of the system.

66. Security Requirements. Types and levels of protection necessary for equipment, data,
information, applications, and facilities to meet laws, Executive Orders, directives, policies, or regul ations.

67. Senior Agency Information Security Office: Official responsible for carrying out the Chief
Information Officer (CIO) responsibilities under FISMA and serving as the CIO’s primary liaison to the
agency’ s authorizing officials, system owners and information security officers. The ADAS of Cyber
Security isthe Senior Agency Information Officer within VA.

68. Senior Program Officials: Upper-level managersin charge of line offices who directly report to
the Operating Unit Head. For example, if the Operating Unit Head is an Under Secretary, then the senior
program officials are the assistant secretaries or office directors, as applicable if the Operating Unit Head is
aDirector, then the senior program officias are the associate directors.

69. Sensitive Personal Information (SPI): The term, with respect to an individual, means any
information about the individual maintained by an agency, including the following: (i) education, financial
transactions, medical history, and criminal or employment history; (ii) Information that can be used to
distinguish or trace the individual’ s identity, including name, social security number, date and place of
birth, mother’ s maiden name, or biometric records.

70. Significant Change: A significant (major) change is one that aters the baseline system
configuration through the addition, deletion, or change of a configuration item within the system.
Examples of significant changes to an information system that should be reviewed for possible re-
accreditation include but are not limited to: (i) installation of a new or upgraded operating system,
middleware component, or application; (ii) modifications to system ports, protocols, or services; (iii)
installation of a new or upgraded hardware platform or firmware component; or (iv) modifications to
cryptographic modules or services. Changesin laws, directives, policies, or regulations, while not always
directly related to the information system, can aso potentially affect the security of the system and trigger
are-accreditation action.
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71. Storage Media: Any device or hard copy method for the retention of applications and data so that
they are available for use. Storage mediainclude: paper, hard drives, removable drives (such as Zip disks),
Compact Disc (CD) - Read Only Memory (ROM) or CD-Recordable (CD-R) discs, Digital Versatile Disks
(DVD), flash memory, USB drives, and floppy drives.

72. Subsystem: A major subdivision or component of an information system consisting of
information, information technology, and personnel performing one or more specific functions.

73. System: See Information System.

74. System Inter connection: The direct connection of two or more IT systems for the purpose of
sharing data and other information resources.

75. System Owner: See*Information System Owner”.

76. System Security Plan (SSP): Formal document that provides an overview of the security
requirements for the information system and describes the security controls in place or planned for meeting
those requirements.

77. System-specific Security Control: A security control for an information system that has not been
designated as a common security control.

78. Tailoring: Process by which asecurity control baseline selected in accordance with the FIPS 199
security categorization of the information system is modified based on: (1) the application of scoping
guidance; (2) the specification of compensating security controls, if needed; and (3) the specification of
organization-defined parameters in the security controls, where allowed.

79. Threat: Any circumstance or event with the potential to adversely impact agency operations
(including mission, functions, image, or reputation), agency assets, or individuals through an information
system via unauthorized access, destruction, disclosure, modification of information, and/or denia of
service.

80. Threat Assessment: Formal description and evaluation of threat to an information system.

81. Threat Source: Either: (i) intent and method targeted at the intentional exploitation of a
vulnerability; or (ii) a situation and method that may accidentally trigger a vulnerability.

82. Thumb Drive: A USB Flash Driveis essentially NAND-type flash memory integrated with aUSB
1.1 or 2.0 interface used as asmall, lightweight, removabl e data storage device.

83. Training: A learning experience in which an individual is taught to execute a specific information
security procedure or understand the information security common body of knowledge.

84. Unauthorized Access: Gaining logica or physical accessto VA information or information
systems either without authorization or in excess of previously authorized access.
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85. User Representative: Anindividual that represents the operational interests of the user
community and serves as the liaison for that community throughout the system development life cycle of
the information system.

86. VA Data or Information: Information owned or in the possession of VA or any entity acting for
or on the behalf of VA.

87. VA Information System: Aninformation system used or operated by VA, by a contractor of VA,
or by another entity on behalf of VA.

88. VA National Rules of Behavior: A set of Department rules that describes the responsibilities and
expected behavior of personnel with regard to information system usage.

89. VA Sensitive Data or Information: All Department data, on any storage mediaor in any form or
format, which requires protection due to the risk of harm that could result from inadvertent or deliberate
disclosure, ateration, or destruction of the information. The term includes information whose improper
use or disclosure could adversely affect the ability of an agency to accomplish its mission, proprietary
information, records about individuals requiring protection under various confidentiality provisions such as
the Privacy Act and the HIPAA Privacy Rule, and information that can be withheld under the Freedom of
Information Act. Examples of VA sensitive information include the following: individually-identifiable
medical, benefits, and personnel information; financial, budgetary, research, quality assurance, confidential
commercial, critical infrastructure, investigatory, and law enforcement information; information that is
confidential and privileged in litigation such as information protected by the deliberative process privilege,
attorney work-product privilege, and the attorney-client privilege; and other information which, if released,
could result in violation of law or harm or unfairness to any individual or group, or could adversely affect
the national interest or the conduct of federal programs.

90. Vulnerability: A flaw or weakness in an information system, system security procedures, design,
implementation, or internal controls that could be exercised (accidentally triggered or intentionally
exploited) by athreat source and may result in a security breach or aviolation of the system’s security

policy.

91. Vulnerability Assessment: Formal description and evaluation of the vulnerabilitiesin an
information system.
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APPENDIX B: ABBREVIATIONS/ACRONYMSUSED IN HANDBOOK AND APPENDICES

Abbreviation / Description
Acronym

ADAS Associate Deputy Assistant Secretary

AO Authorizing Officia

AODR Authorizing Official Designated Representative
ATO Authority to Operate

C&A Certification and Accreditation

CA Certification Agent

CCB Change Control Board

CD Compact Disc

CD-ROM Compact Disc Read Only Memory

CIA Confidentiality, Integrity, and Availability
CIO Chief Information Officer

CISO Chief Information Security Officer

CM Configuration Management

CPIC Capital Planning and Investment Control
CPO Certification Program Office

DVD Digital Versatile Disc

FAX Facsimile

FIPS Federal Information Processing Standards
FISMA Federal Information Security Management Act
GSS Genera Support System

HIPAA Health Insurance Portability and Accountability Act
IATO Interim Authority to Operate

IPRM Information Protection and Risk Management
ISA Interconnection Security Agreement

ISO Information Security Officer

IT Information Technology

V&V Independent Verification and Validation

LAN Local Area Network

MA Major Application

MOA Memorandum of Agreement

MOU Memorandum of Understanding

NIST National Institute of Standards and Technology
ODCP Organizationally Defined Control Parameters
Ol&T Office of Information and Technology

OMB Office of Management and Budget

OS Operating System

PIA Privacy Impact Assessment

Pl Personally Identifiable Information

POA&M Plan of Action and Milestones

POC Point of Contact

RA Risk Assessment
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Abbreviation / Description
Acronym
SA System Administrator
SC Security Control
SCA Security Control Assessment
SMART Security Management and Reporting Tool
SDLC System Development Life Cycle
SIA Security Impact Analysis
SOP Standard Operating Procedures
SP Specia Publications
SSP System Security Plan
ST&E Security Testing and Evaluation
USC United States Code
VA Department of Veterans Affairs
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APPENDIX C
PHASE 1: INITIATION

1. PHASE 1: INITIATION

The following steps provide the information necessary to satisfy the requirements of Phase 1- Initiation.
Those requirements are:

a. Preparation;
b. Notification and Resource Identification; and
c. SSP Anaysis, Update, and Acceptance.

2. TASK A: PREPARATION

This task focuses on preparing for C& A by reviewing the SSP to verify the contents of the document are
consistent with theinitial RA.

a. Step 1. Information System Description

(1) The System Owner is responsible for confirming the information system has been fully
described and documented in the SSP. The level of detail in the SSP is commensurate with the FIPS
Publication 199 Security Categorization of the information system (the level of detail in the SSP
increases as the potential impact on VA operations, VA assets, or individuals' increases). Descriptive
information about the information system is either documented in the system identification section of the
SSP, or included as an attachment.

(2) Each system must have a system description listed in the SSP which must include the
following:

(@ Name of the information system;

(b) A uniqueidentifierin SMART database allowing the information system to be tracked for
FISMA reporting requirements;;

(c) Status of the information system with respect to the system life cycle;
(d) Name and location of the organization(s) responsible for the information system;

(e) Contact information for the System Owner or other individual (s) knowledgeable about the
information system;

(f) Contact information for the individual (s) responsible for the security of the information
system;
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(g) Purpose, functions, and capabilities of the information system;

(h) Types of information processed, stored, and transmitted by the information system;
(i) Boundary of the information system for operational authorization (accreditation);
() Functional requirements of the information system;

(k) Applicablelaws, directives, policies, regulations, or standards affecting the security of
information and the information system;

() Individuals using and supporting the information system (including individuals' organizational
affiliations, access rights, privileges, and citizenship, if applicable);

(m) Architecture of the information system;

(n) Hardware and firmware devices (including wireless devices);

(o) System and application software (including mobile code);

(p) Hardware, software, and system interfaces (internal and external);

(@ Information flows (inputs and outputs);

(n  Network topology;

() Network connectivity rules for communicating with information systems external to the
accreditation boundary as documented in Interconnection Security Agreements (ISA) and
Memorandums of Understanding (MOU) (any systems external to VA must also be documented in the
SSP);

(t) Interconnected information systems external to VA boundary and unique identifiers for each of
those systems as documented in Interconnection Security Agreements (I1SA) and Memorandums of
Understanding (M OU);

(u) Encryption technigques used for information processing, transmission, and storage;

(v) Public key infrastructures, certificate authorities, and certificate practice statements,

(w) Physical environment in which the information system operates; and

(x) Web protocols and distributed, collaborative computing environments (processes and
applications).

(3 The System Owner isresponsible for ensuring the information system name, POC information
for the System Owner, Local POC, and Regional Director are listed in the VA Enterprise Wide
Assessment Tool, SMART. For information concerning SMART, including:
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(@ Obtaining access;

(b) Adding/updating a system name/owner;

(o) Instructions on verifying a system is currently located in SMART; and

(d) Instructions on uploading a document into SMART, contact the SMART Help desk:
1. Viatelephone;

2.  Viaemail at vaocssmart@va.gov; or

3.  Visit the Information Protection Portal at http://vaww.infoprotection.va.gov.

b. Step 2: Security Categorization

(1) FIPS Publication 199 establishes three potential impact levels (LOW, MODERATE, and
HIGH) for each of the stated security objectives (confidentiality, integrity, and availability (CIA))
relevant to securing Federal information systems. These impact levels focus on the potential impact and
magnitude of harm the loss of CIA would have on VA operations, VA assets, or individuals.

(2) Aninformation system may contain more than one type of information (for instance, privacy-
protected information, medical information, proprietary information, financial information, contractor
sensitive information, system security information), each of which is subject to Security Categorization.
The Security Categorization of an information system which processes, stores, or transmits multiple
types of information should be the highest impact level determined for each type of information for each
security objective of CIA.

(3) For details on how to determine security categorization, refer to FIPS Publication 199, NIST
SP 800-60, Guide for Mapping Types of Information and Information Systems to Security Categories or
VA Handbook 6500 (Section: Policies and Procedures, Subsection: System Security Categorization);
and VA Handbook 6500, Appendices D and E.

(4) The System Owner isresponsible for confirming the security categorization of the information
system has been determined and documented in the SSP, and the SSP has been uploaded into SMART.
The function of uploading the SSP into SMART has been delegated by the System Owner as an I1ISO
responsibility.

c. Step 3. Threat Identification

(1) The System Owner is responsible for confirming potential threats which could exploit
information, information system flaws, or weaknesses have been identified and documented in the SSP
or as an attachment. It isimportant to consider and document all potential threats which may cause
harm to an information system, ultimately affecting the CIA of the system. Some examples of threats
include:

C-3



VA HANDBOOK 6500.3 NOVEMBER 24, 2008
APPENDIX C

(8 Natural (floods, earthquakes, tornadoes, landslides, avalanches, electrical storms);
(b) Human (events either enabled by or caused by human beings); or
(c) Environmental (long-term power failures, pollution, chemicals, liquid |eakage).

(2) Themost common types of resources available for monitoring cyber threats include, but are
not limited to:

(@ Vendor web sitesand mailing lists;

(b) Third-party web sites; and

(c) Third-party mailing lists and newsgroups.

(3) Threat resourcesin general include, but are not limited to the following:

(@ PreviousRAsS;

(b) Incidents;

(c) Past Threat Assessments,

(d) Current FISMA self-assessment;

(e) Interview with the Information Owner and System Administrator;

(f) Previous Inspector Genera (IG) Report; and

(g) Privacy Issues and past POA&Ms.

(4) Threat information (including capabilities, intentions, and resources of potential adversaries)
for a specific information system is generally nonspecific or incomplete, at best. For an acknowledged
set of baseline threats to all information systems, see the SANS Top-20 Most Critical Internet Security
Vulnerabilities List found at http://www.sans.org. In today's interconnected and interdependent
information systems environment, which encompasses many common platforms and technologies, there

isahigh likelihood of avariety of threats (both intentional and unintentional) acting to compromise the
security of VA information and information systems.

(5) Inaddition to the generalized assumption concerning threats, specific threat information should
be used, if available, during the RA to help guide the selection of security controls for the information
system. Threat identification information should be coordinated with the System Owner, ADAS for
Cyber Security and the AO to facilitate reuse and sharing with other System Owners, enterprise-wide.
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(6) Thelevel of effort applied to the threat identification process should be commensurate with the
Security Categorization of the information system. In other words, the level of effort increases as the
potential impact on agency operations, agency assets, or individualsincreases. Threat identification
information is typically documented in the RA, which is either included in the SSP or as an attachment.

(7) For further information regarding Threat Identification, refer to NIST SP 800-30, and VA
Handbook 6500, Appendix D, RA-3, Risk Assessment.

d. Step4: Vulnerability Identification

(1) The System Owner is responsible for confirming flaws or weaknesses in the information
system, which could be exploited by potential threat sources, have been identified and documented in
the SSP or Risk Assessment. Vulnerability identification may be conducted during any phase of the
system life cycle. The vulnerability focus is dependent upon which stage the system isin, such as:

(@ SystemsUnder Development: Vulnerabilities focus on the organization’s security policies,
planned security procedures, application of security requirements contained in the VA Enterprise
Requirements Repository, system requirement definitions, and devel oper security product analyses.

(b) SystemsBeing Implemented: Vulnerability identification is expanded to include more specific
information, such as the planned security features described in the system design documentation and the
results of the developmental SCA.

(c) Operational Systems. Vulnerability identification includes the analysis of the security controls
employed to protect the system. Vulnerability identification may be accomplished in avariety of ways;
using gquestionnaires, on-site interviews, document reviews, and/or automated scanning tools.
Vulnerability sources include the following:

1. Previous RA documentation,

2. Audit Reports;

3.  System anomaly reports;

4.  Security reviews;

5.  Self assessments;

6. Results of vulnerability scans and penetration tests;

7.  Previous SCA reports;

8.  Vulnerability lists;

9.  Security advisories,
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10. Vendor advisories;

11. Commercia computer incident/emergency response teams and post lists;
12. Information security vulnerability aerts and bulletins; and

13. Hardware, software, or firmware security analyses.

(2) Vulnerahility information is coordinated between the System Owner and AO to facilitate reuse
and sharing with other System Owners, enterprise-wide. Thelevel of effort applied to the vulnerability
identification process should be commensurate with the security controls of the information system.
Threat identification information is documented in the RA, which is either included in the SSP or as an
attachment.

(3) For further information regarding vulnerability identification, refer to NIST SP 800-30, Section
3.3, Vulnerahility Identification, NIST SP 800-40, and VA Handbook 6500 Appendix D, RA-5,
Vulnerability Scanning.

e. Step5: Security Control Identification

(1) The System Owner is responsible for confirming the security controls (either planned or
implemented) for the information system have been identified and documented in the SSP, and/or RA.

(2) Minimum security control baselinesfor LOW, MODERATE, and HIGH risk information
systems are listed in NIST SP 800-53, SP 800-53A, and VA Handbook 6500, Appendix D. These
predefined sets of security controls (targeted toward the risk levels defined in the FIPS Publication 199
Security Categorization) provide abaseline, or starting point, for VA to address the necessary safeguards
and countermeasures required for VA’s information systems.

(3) Per VA Handbook 6500, VA Operating Unitswill perform additional analyses to determine if
adjustments to the baseline set of security controls are necessary. These adjustments to the baseline set
of security controls may take the form of adding supplemental security controls or eliminating certain
security controls based on specific threats and vulnerability information generated during the RA for the
information system and VA’ s determination of an acceptable level of risk.

f. Baseline Tailoring

(1) Tailoring of the baseline, as defined in NIST SP 800-53, is accomplished by applying scoping
guidance, creating compensating controls, and defining organizational parameters. The following
sections provide a basic foundation for tailoring and scoping the baseline.

(2) Essentially, common sense needs to be applied while tailoring security controls asit isan

activity requiring the System Owner to take into consideration all of the potential factors contained with
the scoping guidance. For further details, refer to VA Handbook 6500, Appendix D
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0. Scoping Guidance

(1) Scoping guidance provides organizations with specific terms and conditions on the
applicability and implementation of individual security controlsin the security control baselines. There
are severa considerations, described below, potentially impacting how the baseline security controls are
applied by the organization:

(@ Common Controls: aretypicaly identified and assigned to organizational entities during a
collaborative VA agency-wide process with the involvement of the CIO, ADAS for Cyber Security,
System Owner, AO, and ISO. The organizationa entities are determined based on which VA
organization is the appropriate group to be responsible for the common security controls. Common
controls are then managed by each appropriate organizational entity. All controls must be addressed
either by the organizational entity as a common control or by the System Owner as a system specific
control. The designation as acommon control does not relieve the Information Owner or the ISO from
the responsibility of reviewing the control and providing additional information as necessary. The VA
may assign a hybrid status to security controls in situations where one part of the control is deemed to be
common, while another part of the control is deemed to be system-specific. For example, the VA may
view the IR-1 (Incident Response Policy and Procedures) security control as a hybrid control with the
policy portion of the control deemed to be common and the procedures portion of the control deemed to
be system-specific. Hybrid security controls may also serve as templates for further control refinement.
An organization may choose, for example, to implement the CP-2 (Contingency Planning) security
control as amaster template for a generalized contingency plan for all organizational information
systems with individual System Ownerstailoring the plan, where appropriate, for system-specific issues.

(b) Operational/Environmental Controls: dependent on the operational environment and are
applicable only if the information system isin an environment requiring the controls. For example,
temperature and humidity controls may not be applicable outside of a specific room/location containing
information systems.

(c) Physical Infrastructure Controls. refer to organizational facilities and only apply to those parts
of the facility related to the information system. In other words, the specific room where an information
system islocated may require protection such as a specific type of lock; however, the entire facility may
not require specific locks for al doors.

(d) Public Access Controls: associated with public access systems and may require specid
consideration. In other words, will public users need to supply identification and authentication in order
to access the information system? If yes, then compensating or supplementary controls discussed in
following sections must be considered.

(e) Technology Controls:. refer to specific technologies which apply only where the technology is
used. For example, controls referring to wireless technology only apply where the wireless technology
isbeing used. Also, automated mechanisms are required for MODERATE and HIGH systems where
they are available, feasible, and cost-effective. In situations where the automated mechanisms are not
employed, compensating security controls are required to satisfy the security requirements and are
sufficiently developed to accomplish the same goals.
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(f) Policy and Regulatory Controls: are only required if the use of those controls correspond with
the information and information system types governed by applicable laws, Executive Orders,
directives, policies, standards, or regulations.

(g) Scaability Controls: are scalable and scalability is guided by the FIPS 199 Security
Categorization of the information system being protected. For example, the size and complexity of a
risk assessment for a FIPS 199 HIGH-impact information system may be significantly greater than the
size and complexity of arisk assessment for a FIPS 199 LOW-impact information system. VA
organizations will use discretion in applying the security controls to information systems, giving
consideration to the scalability factorsin particular environments. This approach facilitates a cost-
effective, risk-based approach to security control implementation which expends no more resources than
necessary, yet achieves sufficient risk mitigation and adequate security.

(h)  Security Objectives Controls: uniquely support the individual components of CIA and may be
downgraded (to a corresponding control in alower baseline control), modified, or eliminated. A control
may be considered for downgrading, modification, or elimination if, and only if, it meets the
requirementsin VA Handbook 6500. The applicable condition must be fully documented in the SSP as
part of the justification to downgrading, modifying or eliminating a security control.

h. Compensating Controls

(1) A compensating security control is a management, operational, or technical control employed
by the VA in lieu of arecommended security control in the LOW, MODERATE, or HIGH baselines as
described in VA Handbook 6500, which provides equivaent or comparable protection for an
information system.

(2) Compensating controls may be employed only under the following conditions:

(@ Itisselected from VA Handbook 6500 Appendix D or if oneis not available, a suitable control
is adopted;

(b) A rationaleis supplied explaining why the baseline control could not be used and how the
compensating control provides equivalent protection; and

(c) Therisk of using the compensating control is assessed and the System Owner accepts the risk.

(3 Theuse of compensating controls must be fully documented in the SSP and be approved by the
AO.

i. Organizational Defined Control Parameters

(1) For some controlslisted inthe VA Handbook 6500, Appendix D, adegree of flexibility is
provided by allowing organizations to selectively define input values for certain parameters associated
with the controls. Thisflexibility is achieved through the use of assignment and selection operations
within the main body of the control. Once specified, the organizationally-defined value becomes part of
the control, and the organization is assessed against the completed control statement.
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(2) VA Organizationaly Defined Control Parameters (ODCP), add the flexibility to define
portions of controls and are documented in the SSP. The VA adheres to the ODCP maximum and
minimum values (where specified) unless more restrictive values are required. VA Handbook 6500
Appendix E, Control Configuration Standards, contains the VA’'s ODCPs.

j.  Supplementing the Baseline Security Controls

(1) TheInformation Owner, System Owner, and ISO are responsible for the final determination of
the appropriate set of security controls necessary to establish and maintain adequate security for VA
information systems. Determination of security controlsis afunction of the information system RA and
anaysis. Included in thisanalysisisthe review of controlsto sufficiently mitigate risksto VA.

(2) Using thetailored security control baseline as the foundation, or starting point, in the selection
of adequate security controls for an information system, additional security controls or control
enhancements may be needed to address specific threats and vulnerabilities of an information system.
Security controls or control enhancements may also be selected to satisfy the requirements of applicable
laws, policies, or regulations. The RA of each system provides important inputs to determine the
sufficiency of the security controlsin the tailored baseline.

(3) The security control catalog in VA Handbook 6500, Appendix D, contains security controls
and control enhancements found only in HIGH-impact baselines, or are not included in any of the
standard baselines. The VA will make maximum use of the security control catalog to facilitate the
process of enhancing security controls or adding controlsto the tailored baseline before creating new
security controls or enhancements.

(4) If the System Owner, Information Owner or Operating Unit discovers sufficient security
controls cannot be applied within an information system to adequately reduce or mitigate mission risk,
an alternative strategy considering those risks must be applied. Restrictions on the use of information
systems provide such an alternative method to reduce or mitigate risk. For example when:

(@ Security controls cannot be implemented within technology and resource constraints; or

(b) Security controls lack the reasonable expectation of effectiveness against identified threat
SOurces.

(5) Whenitisnot practical to enable mission accomplishments through tailoring or supplementing
security controls, restrictions to the VA information system may be necessary. The decision to utilize
restrictions is determined by the System Owner. Examples of how to apply restrictions include:

(@ Limiting the information an information system can process, store, or transmit;

(b) Limiting the manner in which amission (or task) is automated;

(c) Prohibiting external information system accessto critical organizationa information by

removing selected system components from the network (air gapping). In other words, disconnecting
system inner-connectivity resulting in a stand alone system; or
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(d) Prohibiting MODERATE or HIGH impact information on an information system component to
which the public has access, unless an explicit determination is made authorizing such access.

(6) Itisessentia for the System Owner to document in the SSP the following items regarding
supplementary controls:

(@ Decisions made during the security control selection process;
(b) Sound rationale for those decisions,

(c) Agreed-upon set of security controls; and

(d) Any restrictions on the use of the information system.

(7) Adjustmentsto the baseline set of security controls should be reasonable, appropriate, and fully
documented in the SSP along with supporting rationale. Upon completion of the security control
identification process, the agreed upon set of controls should satisfy the specified security requirements
and adequately protect the CIA of the system and itsinformation. Security control information is
typically documented in the Controls sections (management, operational, and technical) of the SSP. The
degree of rigor and formality applied to the security control selection process should be commensurate
with the FIPS 199 Security Categorization of the information system.

k. Step6: Initia Risk Determination

(1) The System Owner confirms the anticipated risk to VA operations, VA assets, or individuals
has been determined and documented in the SSP and RA.

(2) FISMA and OMB Circular A-130, Appendix |11, Security of Federal Automated Information
Resour ces, require an assessment of risk as part of arisk-based approach to determining adequate, cost-
effective security for an information system. The methods used to assess risk should include
consideration of the major factorsin risk management including:

(8 Threatsto and vulnerabilitiesin the information system;

(b) Potential impact and magnitude of harm to VA operations, VA assets, or individuals which
may result from the unauthorized access, use, disclosure, disruption, modification, or destruction of
information and/or the information system; and

(c) Theeffectiveness of current or proposed security controls.

(3 Inmost cases, it isimpractical to plan for, or implement, security controls which address all

potential vulnerabilities. Expected vulnerabilities are those vulnerabilities expected to remain in the
information system after the employment of the planned or implemented security controls.
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Vulnerabilities resulting from the absence of security controls or the ineffectiveness of controls (controls
not implemented correctly, operating as intended, or producing the desired outcome with respect to
meeting system security requirements) provide the basis for determining the agency-level risk posed by
the operation of the information system.

(4) Thedegree of rigor and formality applied to the RA should be commensurate with the FIPS
199 Security Categorization of the information system. In other words, the level of effort increases as
the potential impact on VA operations, VA assets, or individuals increases.

(5) Assessingrisk isan ongoing activity ensuring new threats and vulnerabilities are identified and
appropriate security controls are implemented. VA agency-level risk will be documented in the RA
which is either included in the SSP or as an attachment.

(6) VA will provideaVA approved risk assessment tool.

3. TASK B: NOTIFICATION AND RESOURCE IDENTIFICATION

a. Theobjectives of thistask areto:

(1) Provide notification to all concerned agency officias as to theimpending C&A of the
information system;

(2) Determine the resources needed to carry out the effort; and

(3) Prepare aplan of execution for C&A activities reflecting the proposed schedule and key
milestones.

b. Step 1. Notification

(1) The System Owner isresponsible for informing key VA officials such asthe ADAS for Cyber
Security, 1SO, AO, CA, User Representatives, as well asthose VA officials with avalid need-to-know
of the system requiring C& A support.

(2) Theinitia notification- in writing- of key VA officialsis an important activity establishing the
C&A process as an integral part of the system life cycle. This notification also serves as an early
warning to help prepare potential participants for the upcoming tasks necessary to plan, organize, and
conduct the C&A.

(3 Supplemental Guidance for LOW Impact Systems. A simplified notification procedure (verbal

or in writing) isrecommended. The System Owner notifies the AO and CA that a self-assessment of the
information system’ s security controlsis planned and provides an estimated completion date.
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c. Step 2: Planning and Resources

(1) TheAO, ADASfor Cyber Security, System Owner and CA are responsible for determining the
level of effort and resources required for the C& A of the information system (including the
organization(s) involved) and for preparing a plan of execution.

(2) Thelevel of effort required for security certification is dependent upon three factors:

(@ Thesizeand complexity of the information system;

(b) The FIPS 199 Security Categorization of the system; and

(c) The security controls employed to protect the system.

(3) Identifying appropriate resources (supporting organizations, funding, and individuals with
critical skills) needed for the C& A effort is an essentia aspect of theinitial Preparation activitiesand is
typically integrated within the system life cycle, capital planning, and budgeting processes.

(4) OnceaCA isselected (or certification services procured), an execution plan for conducting the
C&A is prepared by the CA and approved by the System Owner , AO, and ADAS for Cyber Security.
An execution plan contains specific tasks, milestones, and delivery schedule. Thisinformation can be
reflected in a system development/change plan for the information system.

(5) Supplemental Guidance for LOW Impact Systems: For LOW impact systems, asimplified
planning procedure is recommended. The System Owner estimates the level of effort required for a self-
assessment (See NIST SP 800-53A) of the information system’s security controls. The AO, ADAS for
Cyber Security, and CA are not required to participate in the process.

4. TASK C: SYSTEM SECURITY PLAN ANALYSIS, UPDATE, AND ACCEPTANCE

a. Theobjectives of thistask are to:

(1) Perform anindependent review of the FIPS 199 Security Categorization;

(2) Obtain an independent analysis of the SSP;

(3 Update the SSP, as needed, based on the results of the independent analysis; and

(4) Obtain acceptance of the SSP by the AO and ADAS for Cyber Security prior to conducting an
assessment of the security controlsin the information system.

b. The completion of thistask concludes the Initiation Phase of the C& A process.

c. Stepl: Security Categorization Review
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(1) The System Owner , CA, AO, and ADAS for Cyber Security are responsible for reviewing the
FIPS 199 Security Categorization described in the SSP to determine if the assigned impact values, with
respect to the potential loss of CIA, are consistent with VA's actual mission requirements.

(2) FIPSPublication 199 isused as a fundamental part of the VA's risk management program.
Properly identifying the sensitivity of the data and that of the system used to store and processit is
essential when determining appropriate security controls to apply in each information system and to
ensure the controls are adequatel y assessed to determine the extent to which the controls are
implemented correctly, operating as intended, and producing the desired outcome with respect to
meeting the system’ s security requirements.

(3) Thereview of the Security Categorization ensures the System Owner has adequately reflected
upon the importance (including criticality and sensitivity) of the information and the systemin
supporting VA operations and assets. An independent review of the Security Categorization by the CA,
AO, and ADAS for Cyber Security is performed, as needed, to ensure appropriate categorization.

(4) Supplemental Guidance for Low Impact Systems. An independent CA is not required to
participate in the process.

(5) For further information, refer to VA Handbook 6500 Appendix D, RA-2 Security
Categorization.

d. Step2: System Security Plan Analysis

(1) TheAO, ADASfor Cyber Security, and CA are responsible for analyzing the SSP to determine
if the vulnerabilities in the information system and the resulting risk to VA operations, VA assets, or
individuals are actually what the plan would produce, if implemented.

(2) The SSP provides an overview of the requirements for the protection of the information and
information system and describes the security controlsin place, or planned, for meeting those
requirements. The independent review of the SSP by the CA, AO, and ADAS for Cyber Security during
any phase of the system life cycle determinesif the plan is complete and consistent with the
reguirements document for the information system. The review can also determineif the expected
remaining vulnerabilities and resulting residual risks appear to be correct and reasonable. Based on the
results of the review and analysis, the CA, AO, and ADAS for Cyber Security may recommend changes
to the SSP. If these changes are able to be implemented, the System Owner then updates the appropriate
section of the SSP, RA, or attachments accordingly.

e. Step 3: System Security Plan Update

(1) The SSPisupdated based on the results of the independent analysis and recommendations of
the CA, AO, and ADAS for Cyber Security.

(2) The System Owner isresponsible for reviewing the changes recommended by the CA, AO,

and ADAS for Cyber Security and consults with other VA representatives (I1SO, Information Owner or
User Representatives), prior to making any final modifications to the SSP.
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(3) Modifications to the SSP may include any of the areas described in Task A (adjusting security
controls, changing vulnerabilities, or modifying the agency-level risk).

(4) All SSPsshould be reviewed annually and must be updated whenever system changes are
made (see PL-3 for additional information).

(5 Supplemental Guidance for LOW Impact Systems: An independent CA isnot required to
participate in the process.

f. Step 4. System Security Plan Acceptance

(1) The SSPisreviewed to determineif therisk to VA operations, VA assetsor individualsis
acceptable. The VA agency-level risk described in the SSP, RA, or an attachment to the SSP is deemed
one of the following:

(@ Unacceptable: The AO and ADAS for Cyber Security are responsible for returning the plan to
the System Owner for appropriate action; or

(b) Acceptable: The AO and ADAS for Cyber Security are responsible for accepting the plan.

(2) Acceptance of the SSP represents an important milestone in the C& A of the information
system. The AO and ADAS for Cyber Security, by accepting the SSP, are agreeing to the set of security
controls proposed to meet the security requirements for the information system. This VA agency-level
agreement allows the C& A process to advance to the next phase (the actual assessment of the security
controls).

(3) Acceptance of the SSP also approves the level of effort and resources required to complete the
associated C& A activities.

(4) Supplemental Guidance for LOW Impact Systems: For LOW impact systems, asimplified

review process is recommended. The AO and ADAS for Cyber Security conduct a cursory review of
the SSP to determine the acceptability of VA agency-level risk. Minimal analysisis required.
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APPENDIX D
PHASE 2: CERTIFICATION

1. PHASE 2. CERTIFICATION
a. Theobjectives of Phase 2: Certification are:
(1) SCA;and
(2) Certification Documentation.

b. The purpose of this phase isto determine the extent to which the security controlsin the
information system are implemented correctly, operating as intended, and producing the desired
outcome with respect to meeting the security requirements for the system. This phase also addresses
specific actions taken, or planned, to correct security control deficiencies and to reduce or eliminate
known vulnerabilities in the information system.

c. Upon successful completion of this phase the:

(1) CA will be ableto determine the extent to which the security controlsin the information
system are implemented correctly, operating as intended, and producing the desired outcome with
respect to meeting the security requirements for the information system;

(2) CA will bein aposition to make recommendations on corrective actions for security control
deficiencies and to offer advice to the System Owner and AO on how the known vulnerabilitiesin the
system may trandlate into agency-level risk.

(3) AO will have the information needed from the certification and CA recommendations to
determine therisk to VA operations, VA assets, or individuals and, thus, will be able to render an
appropriate accreditation decision for the information system.

d. TheVA isrequired to conduct an assessment of the security controls in the information system
to determine the extent to which the controls are implemented correctly, operating as intended, and
producing the desired outcome with respect to meeting the security requirements for the system. In
other words, the VA will assess all security controlsin an information system during the initial security
accreditation. Subsequent to the initial accreditation, and in accordance with OMB policy, the VA will
assess a subset of the controls annually during continuous monitoring. The VA may use the current year
assessment results obtained during certification to meet the annual FISMA assessment requirement.

2. TASK A: SECURITY CONTROL ASSESSMENT
a. Theobjectives of the SCA task areto:
(1) Prepare for the assessment of the security controlsin the information system;

(2) Conduct the assessment of the security controls; and
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(3 Document and evaluate the results of the assessment.

b. Preparation for an assessment involves:

(1) Gathering appropriate planning and supporting materias,

(2) Gathering system requirements and design documentation;

(3) Gathering security control implementation evidence;

(4) Gathering results from previous assessments, security reviews, or audits; and

(5) Developing specific methods and procedures to assess the security controls in the information
system.

c. Atthecompletion of thistask, the CA will be ableto:

(1) Determine the extent to which the security controls in the information system are implemented
correctly, operating as intended, and producing the desired outcome with respect to meeting the security
requirements for the information system;

(2) Makerecommendations on corrective actions for security control deficiencies which the
System Owner uses to develop the POA&M; and

(3) Offer advice to the System Owner and AO on how the known vulnerabilities in the system may
tranglate into organizational and/or agency-level risk.

d. TheVA isrequired to conduct an assessment of the security controls in the information system at
least annually to determine the extent to which the controls are implemented correctly, operating as
intended, and producing the desired outcome with respect to meeting the security requirements for the
system. A security control assessment is intended to support the FISMA requirement stating the
controls in each information system are assessed with a frequency dependent on risk, but no less than
annualy. While OMB does not require an annual assessment of all security controlsinthe VA, itis
expected that the VA will assess al of the security controls during the three-year accreditation cycle.

e. Existing security assessment results may be reused to the extent they are still valid and are
supplemented with additional assessments, as needed. Reuse of assessment information iscritical in
achieving a broad-based, cost-effective, and fully integrated security program capable of producing the
evidence necessary to determine the actual security status of the information system. The VA may use
the current year assessment results obtained during certification to meet the annual FISMA assessment
requirement.

3. STEP1. DOCUMENTATION AND SUPPORTING MATERIALS
a. Assemble any documentation and supporting materials necessary for the evaluation of security

controlsin the information system.
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b. The System Owner isresponsible for assisting the CA in gathering all relevant documents and
supporting materials from the VA which will be required during the assessment of the security controls.
Descriptive information about the information system is documented in the system identification section
of the SSP or as an attachment to the plan. Other supporting materials providing evidence of security
control implementation are collected including, but not limited to, the following:

(1) Policiesand Procedures;

(2) Reports;
(3 Logs, and
(49 Records.

c. Supplemental Guidance for LOW Impact Systems: For LOW impact systems, the information
system owner will employ the services of the SO or other designated individuals (including contractors)
to assist in the assembly of documentation and supporting materials necessary for a self-assessment of
the information system’ s security controls and the review of findings, results, and evidence from
previous assessments of the security controls. An independent CA is recommended but not required to
participate in the process.

4. STEP2: REUSE OF ASSESSMENT RESULTS

a. Assessing the security controlsin an information system can be a costly and time-consuming
process. In order to make the C&A process as timely and cost-effective as possible, the CA is
responsible for maximizing the use of previous assessment results, when reasonabl e and appropriate, to
determine the extent to which the security controls are implemented correctly, operating as intended, and
producing the desired outcome with respect to meeting the security requirements for the system. Other
sources of assessment results may include, but are not limited to, the following:

(1) Important information about the effectiveness of the security controls produced during a recent
audit of an information system;

(2) Programstesting and evaluating the security features of commercia information technology
products,

(3) Previous assessment results from the system developer; and

(4) Previous assessments of the security controlsin the information system.

b. Supplementa Guidance for LOW Impact Systems: For LOW impact systems, the System
Owner will employ the services of the ISO, or other designated individuals (including contractors), to
assist in the assembly and review of findings, results, evidence, and documentation from previous

assessments of the information system’s security controls. An independent CA is recommended, but not
required to participate in the process.
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5. STEP3: METHODS AND PROCEDURES

a. The CA isresponsible for selecting, or devel oping when needed, appropriate methods and
procedures to assess or test the security controlsin the information system.

b. Inlieu of developing unique or specialized methods and procedures to eval uate the security
controlsin the information system, the CA should consult VA Handbook 6500, Appendix D.

c. TheCA, if so directed by the System Owner, AO, or ADAS for Cyber Security, can supplement
these assessment methods and procedures. Assessment methods and procedures may need to be:

(1) Created for those security controls not contained in NIST SP 800-53 but employed by the VA;
and/or

(2) Tailored for specific system implementations.

d. Supplemental Guidance for LOW Impact Systems. For LOW impact systems, the System
Owner will employ the services of the 1SO, or other designated individuals (including contractors), to
select or develop, when needed, the appropriate methods and procedures necessary to conduct a self-
assessment of the information system’s security controls. An independent CA is recommended, but not
required to participate in the process.

6. STEP4: SECURITY ASSESSMENT

a. The CA isresponsible for assessing the security controls in the information system using
methods and procedures selected or developed.

b. An SCA determines the extent to which the security controls are implemented correctly,
operating as intended, and producing the desired outcome with respect to meeting the security
requirements for the system. The results of the assessment, including recommendations for correcting
any security control deficiencies, are documented in the assessment report.

c. Supplemental Guidance for LOW Impact Systems: For LOW impact systems, the System
Owner may employ the services of the ISO or other designated individuals (including contractors) to
conduct a self-assessment of the information system’s security controls. An independent CA is
recommended, but not required to participate in the process.

7. SECURITY ASSESSMENT REPORT

a. The CA isresponsible for preparing the final SCA report and ensuring the following items are
included:

(1) Theresults and findings of the assessment- the determination of the extent to which the
security controls are implemented correctly, operating as intended, and producing the desired outcome
with respect to meeting the security requirements for the system; and
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(2) Recommendations for correcting security control deficiencies and reducing, or eliminating,
identified vulnerabilities.

b. The assessment report is part of the final accreditation package, along with the updated SSP and
POA&M. The assessment report isthe CA's statement regarding the security status of the information
system (refer to Appendix G of this document for a sample Security Control Assessment Report).

c. Supplemental Guidance for LOW Impact Systems. For LOW impact systems, the System
Owner may employ the services of the SO, or other designated individuals (including contractors), to
prepare the assessment report containing the results of the self-assessment of the information system’s
security controls. The assessment report may be a short, concise document synopsizing the self-
assessment results and highlighting areas needing further attention. An independent CA is not required
to participate in the process.

8. TASK B: CERTIFICATION DOCUMENTATION

a. Theobjectives of the Certification Documentation task are to:

(1) Providethe findings of the certification and recommendations to the System Owner ;

(2) Update the SSP as needed,;

(3) Preparethe POA&M; and

(4) Assemble the accreditation package.

b. By implementing the corrective actions recommended by the CA, the System Owner has an
opportunity to reduce, mitigate, or eliminate vulnerabilities in the information system prior to the
assembly and compilation of the accreditation package and submission to the AO. The CA assesses any
security controls modified, enhanced, or added during this process.

c. The Certification Documentation task contains three steps, which are listed on the following
page(s). The Certification Phase is considered complete once all steps within Task B have been
accomplished.

9. STEP1: FINDINGSAND RECOMMENDATIONS

a. The CA isresponsible for providing the System Owner with the SCA report. The System Owner
relies on the security expertise and the technical judgment of the CA to:

(1) Assessthe effectiveness of the security controls in the information system; and

(2) Provide specific recommendations regarding how to correct security control deficiencies and to
reduce or eliminate vulnerabilities in the information system.

b. If there are specific opportunities to correct security control deficiencies and to reduce or
eliminate vulnerabilities, the System Owner may choose to act on selected recommendations of the CA
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prior to the accreditation package becoming finalized. To ensure effective alocation of resources
agency-wide, any actions taken by the information System Owner prior to the final accreditation
decision are coordinated with the AO and the ADAS for Cyber Security. Any changes made to security
controlsin response to corrective actions by the System Owner must be assessed by the CA and the SCA
report updated.

c. Supplemental Guidance for LOW Impact Systems: For LOW impact systems, the ISO or his/her
designee (including contractors) provides the System Owner with the assessment report containing the
summarized results of the self-assessment of the information system security controls. An independent
CA isnot required to participate in the process.

10. STEP2: SYSTEM SECURITY PLAN UPDATE

a. The System Owner is responsible for updating the SSP and RA according to the SCA results and
any modifications made to the security controlsin the information system. The SSP is updated to
contain:

(1) A reflection of the actual state of the security controls after the security assessment;

(2) Any modifications by the System Owner in addressing the recommendations for corrective
actions from the CA; and

(3 An accurate list and description of the security controlsimplemented and alist of identified
vulnerabilities such as controls not implemented- this may also require updating the RA.

b. Inaddition, the security control, PL-3, System Security Plan Update, requires the VA to update
the SSP on an ongoing basis so that it reflects the current state of security, both actual and planned.
NIST SP 800-18 provides guidance on SSP updates.

c. Supplemental Guidance for LOW Impact Systems. An independent CA is not required to
participate in the process.

11. STEP3: PLAN OF ACTION AND MILESTONES PREPARATION

a. The System Owner isresponsible for preparing the POA&M, in atimely and cost-effective
fashion, based on the results of the SCA report and depending on the severity and significance of the
deficiency that has been detected. It isimportant to prioritize POA& Ms and determine exactly what a
“timely” responseis. POA&Ms can be generated at any time a deficiency is noticed in addition to the
“en-masse”’ generation of POA& Ms after the SCA phase of aC&A. The security control CA-5, Plan of
Action and Milestones, requires VA Operating Unitsto develop a POA&M and update it quarterly.

b. The POA&M document is a key document in the accreditation package, asit is developed for the
AO and subject to Federal reporting requirements established by OMB. It describes actions taken, or
planned, by the System Owner to correct security control deficiencies and to address remaining
vulnerabilities in the information system (reduce, eliminate, or accept the vulnerabilities).
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c. The POA&M document is based on findings of SCA reports, Security Impact Analysis and
continuous monitoring activities and identifies:

(1) Tasks needing to be accomplished,

(2) Resourcesrequired to accomplish the elements of the plan;

(3 Any milestones in meeting the tasks; and

(4) Scheduled completion dates for the milestones.

d. The Office of Management and Budget (OMB) issued memorandums provide specific guidance
on preparing and submitting the POA& M, and NIST SP 800-30, Risk Management Guide for
Infor mation Technology Systems provides guidance on risk mitigation.
12. STEP 4. ACCREDITATION PACKAGE ASSEMBLY

a. The System Owner is responsible for the compilation and assembly of the final accreditation
package, including inputs from the ISO and the CA, and must submit the package electronically to the
SMART in order for the AO to receiveit. For information on SMART, contact the SMART Help desk:

(1) Viatelephone,

(2) Viaemall at vaocssmart@va.gov; or

(3) Visit the Information Protection Portal at http://vaww.infoprotection.va.gov.

b. The System Owner isresponsible for ensuring the contents of the accreditation package are
protected as SENSITIVE in accordance with VA policy. At aminimum, it must contain a SENSITIVE
document cover sheet and markings (refer to VA Certification and Accreditation Handbook, section
titled “ Certification and Accreditation Media Protection and Document Marking”). For further
information regarding SENSITIVE information, refer to VA Handbook 6500, Subsection titled “VA
Sensitive Data/Information”, and subsection titled “Information Concerns”).

c. A Transmittal Letter accompanies the accreditation package. Refer to Appendix G of this
document for a sample Transmittal letter. The accreditation package contains the following:

(1) The assessment report from the CA providing the results of the independent assessment of
security controls, including any residual risks, and recommendations for corrective actions,

(2) ThePOA&M from the System Owner indicating actions taken or planned, to correct security
control deficiencies and to reduce or eliminate vulnerabilities in the information system; and

(3) Theupdated SSP with the latest copy of the Risk Assessment and Contingency Plan;

(4) Configuration Management Plan;

D-7



VA HANDBOOK 6500.3 NOVEMBER 24, 2008
APPENDIX D

(5 Security Configuration Checklist; and
(6) Privacy Impact Assessment (PIA).

d. The CA input to the final accreditation package provides an unbiased and independent view of
the extent to which the security controls in the information system are implemented correctly, operating
as intended, and producing the desired outcome with respect to meeting the security requirements for the
system.

e. The System Owner may consult with other key VA participants, prior to submitting the final
accreditation package. The AO will use thisinformation during the Accreditation phase to determine
therisk to VA operations, VA assets, or individuals.

f. Refer to OMB Circular A-130, Appendix 11, for additional information.

0. Supplemental Guidance for LOW Impact Systems: For LOW impact systems, the accreditation

package consists of: The updated SSP including the latest copy of the RA, an abbreviated assessment
report (abrief summary of the self-assessment results), and the POA&M.
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APPENDIX E
PHASE 3: ACCREDITATION

1. PHASE 3: ACCREDITATION

a. The Accreditation Phase consists of two tasks:

(1) Task A: Accreditation Decision; and

(2) Task B: Accreditation Documentation.

b. The purpose of this phaseisto determineif therisk to VA operations, VA assets, or individuals
is acceptable to the AO - the acceptability of that risk forms the basis of the accreditation decision.
Upon successful completion of this phase, the System Owner will have one of the following:

(1) Full ATO theinformation system;

(2) AnIATO theinformation system under specific terms and conditions; or

(3) Denia of Authorization to Operate the information system.

c. Security accreditation requires the VA to accredit the information system for processing before
operations and to update the authorization at least every three years or when there is a significant change
to the system. The AO signs and approves the security accreditation.

d. OMB Circular A-130, Appendix I11, establishes policy for the security accreditation of Federal
information systems. The organization assesses the security controls employed within the information
system before, and in support of, the security accreditation. To reduce the burden of the three-year
reaccreditation process, the AO uses the results of the ongoing continuous monitoring process to the
maximum extent possible.

2. TASK A: ACCREDITATION DECISION

a. The objectives of the accreditation decision task are to:

(1) Determinetherisk to VA operations, VA assets, or individuals; and

(2) Determineif the VA agency-level risk is acceptable.

b. The AO, working with information produced during Phase 2 now has the SCA Report (an
independent confirmation of the identified vulnerabilities in the information system), the POA&M (alist
of planned or completed corrective actions to reduce, mitigate, or eliminate known vulnerabilities), and

the SSP. These documents, provided by the System Owner, SO, and CA are used to determine the fina
risk to VA, and the acceptability of that risk.
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3. STEP1: FINAL RISK DETERMINATION

a. Determinetherisk to VA operations, VA assets, or individuals based on the vulnerabilities in the
information system and any planned, or completed, corrective actions to reduce or eliminate those
vulnerabilities.

b. The AO isresponsible for the following:
(1) Receiving and reviewing the final accreditation package from the System Owner ;

(2) Assessing the vulnerabilitiesin the information system confirmed by the CA and determining
how those vulnerabilities trandate into risk to the VA;

(3) Judging which vulnerabilities are of greatest concern to the VA and evaluating if the
vulnerabilities can be tolerated without creating unreasonable risk;

(4) Considering the POA&M in determining therisk to the VA; and

(5) Consulting with the System Owner, CA, or other VA officia(s) having a need-to-know of the
security of the information system before making the final risk determination, if needed.

c. Supplemental Guidance for LOW Impact Systems. For LOW impact systems, asimplified
process for risk determination is recommended. The AO’slevel of effort in determining the risk and
potential impact on VA operations, assets, and/or individual s should be commensurate with the
previously determined LOW Security Categorization. An independent CA is recommended but not
required to participate in the process.

4. STEP2: RISK ACCEPTABILITY

a. Determineif therisk to VA operations, VA assets, or individuals is acceptable and prepare the
final accreditation decision letter.

b. The AO considers many factors when deciding if the risk to VA operations, VA assets, or
individualsis acceptable; balances security considerations with mission and operationa needs; reviews
all of the relevant information and, where appropriate, consults with key VA official(s) having a need-
to-know of the security of the information system. The AO then renders an accreditation decision for
the information system, which takes one of the three following forms (refer to Appendix G of this
document for samples of each letter):

(1) ATO - if the AO deems the agency-level risk fully acceptable, an ATO isissued and the
information system is accredited without any restrictions or limitations on its operation.

(2) [IATO - if, after assessing the results of the security certification, the AO deems the agency-
level risk unacceptable, but there is an important mission-related need to place the information system
into operation or to continue its operation, an IATO may beissued. AnIATO may be considered when
the identified vulnerabilities in the system resulting from deficiencies in the planned or implemented
security controls are significant, but can be addressed in atimely manner. The IATO isalimited
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authorization to operate under specific terms and conditions including corrective actions to be taken by
the System Owner. An IATO requires a specific timeframe for the completion of those remediation or
corrective actions. A detailed POA&M must be submitted by the System Owner and approved by the
AOQ prior to the IATO taking effect. Theinformation system is not accredited during the period of
limited authorization to operate. The System Owner is responsible for completing the corrective actions
identified in the POA&M and resubmitting an updated accreditation package upon completion of those
actions. When the security rel ated deficiencies have been adequately addressed and an updated C& A
package is submitted, the IATO may be lifted and the information system authorized to operate.

(@ [IATOs granted from VA will extend, at most, to six months.

(b) If aninformation system is not granted an ATO within this six-month time frame, an IATO
extension request for an additional six months may be submitted through the AODR or the AO.
Requests must be accompanied by an updated POA&M which contains milestones, thus enabling the
information system to reach accreditation within six months.

(3) Denia of Authorization to Operate - if, after assessing the results of the security certification,
the AO deems the agency-leve risk unacceptable, the information system is not authorized for operation
and, thus, is not accredited. If the systemis currently in operation, all activity must cease.

c. Failureto receive an ATO usualy indicates the presence of major security control deficienciesin
the system. The AO works with the System Owner to review the POA& M to ensure proactive measures
are taken to correct the security control deficiencies.

d. The AO preparesthefinal security accreditation decision letter (refer to Appendix G of this
document for a sample letter). The accreditation decision letter includes the following:

(1) Accreditation decision (ATO, IATO, or Denia of Authorization to Operate);
(2) Supporting rationale justifying the AO’s decision;

(3) Termsand conditions for the operation of the information system including a description of
any limitations or restrictions placed on the operating system which must be adhered to by the System
Owner ; and

(4) Any required corrective actions.

e. The contents of the accreditation package shall be protected as SENSITIVE in accordance with
VA policy. For further information regarding protecting SENSITIV E documents, see VA Handbook
6500, Sectionstitled, “VA Sensitive Data/Information, and Information Concerns,” aswell asthe Media
Protection and Document Marking section of this document.

f. Supplemental Guidance for LOW Impact Systems: For LOW impact systems, asimplified
process for the determination of risk acceptability isrecommended. The AO’slevel of effort in
determining risk acceptability should be minimal given that the potential impact on VA operations, VA
assets, and/or individuals has previously been determined to be LOW.
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5 TASK B: ACCREDITATION DOCUMENTATION
a. Theobjectives of thistask are to:

(1) Transmit thefinal accreditation package to the appropriate VA individual (s) and
organization(s); and

(2) Update the SSP with the latest information from the accreditation decision.

b. Thistask contains two steps which are listed below. The completion of thistask concludes
Phase 2. Accreditation of the C& A process.

6. STEP1. ACCREDITATION PACKAGE TRANSMISSION

a. The accreditation package, including the accreditation decision letter, is returned to the System
Owner and any other VA official(s) having a need-to-know of the security of the information system.
Upon receipt of the accreditation package, the System Owner signs the decision letter thereby
acknowledging receipt and accepting the terms and conditions of the authorization.

b. Thefollowing steps are taken in this process:

(1) TheAO returnsthe accreditation package including the dated accreditation decision letter to
the System Owner ;

(2) The System Owner accepts the terms and conditions of the authorization;
(3) Theoriginal accreditation package is kept on file by the System Owner;

(4) TheAO and ADASfor Cyber Security also retain copies of the accreditation decision letter
and package; and

(5) The accreditation package contains VA SENSITIVE information and must be safeguarded
(both electronic and hard copy) and stored centrally so asto be readily available upon request. For
further information regarding safeguarding VA SENSITIVE information, refer to VA Handbook 6500.

7. STEP2: SYSTEM SECURITY PLAN UPDATE

a. The System Owner is responsible for updating the SSP to reflect any changes made to the
information system resulting from the Accreditation Phase. Any terms or conditions set forth in the
accreditation decision are also documented in the SSP. It is expected that changesto the SSP in this
phase of the C& A process will be minimal.

b. The VA requires an update to the SSP on an annual basis so that it reflects the current state of
security, both actual and planned.
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APPENDIX F
PHASE 4: CONTINUOUSMONITORING

1. PHASE 4. CONTINUOUSMONITORING
a. The Continuous Monitoring Phase consists of three tasks:
(1) Task A: Configuration Management (CM) and control;
(2) Task B: Security Control monitoring; and
(3) Task C: Status reporting and documentation.

b. The purpose of this phase isto provide oversight and monitoring of the security controlsin the
information system on an ongoing basis and to inform the AO when changes occur which may impact
the security of the system. Such changes to the information system may require reaccreditation. Federal
and VA policy aso requires periodic reaccreditation of the information system. Continuous Monitoring
is performed throughout the life cycle of the information system and ensures the integrity of the SSP and
security controls.

c. C&A documentation, such asthe SSP, is not treated as shelf-ware; instead, it isaliving
document which is continuously updated as changes occur throughout each week, month, and year as

appropriate.
2. TASK A: CONFIGURATION MANAGEMENT AND CONTROL
a. Theobjectives of thistask are to:
(1) Document the proposed or actual changes to the information system; and
(2) Determinethe impact of those proposed or actual changes on the security of the system.

b. Typicaly, information systems are in a constant state of change due to upgrades to hardware,
software, or firmware, and modifications to the system environment. In order to maintain the status of a
security accreditation, it is essential to document system changes in the SSP and assess the potential
impact on the security of the system. This process must be performed on an ongoing basis.

c. Thepurpose of CM isto manage the effects of changes or configuration differencesin an
information system or network. CM assists in streamlining change management processes and prevents
changes which could detrimentally affect the security posture of a system before they occur. By
providing a repeatable mechanism for affecting system modifications in a controlled environment, the
CM process reduces the risk that changes made to a system may result in a compromise to the system or
loss of data CIA.

d. The change control processis the responsibility of the Change Control Manager and the CCB
which involves:
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(1) Identifying change;

(2) Evaluating change requests (are they viable, correct, feasible, what do they affect, what are the
associated costs);

(3) Making an implementation decision (approving, denying, deferring); and
(4) Implementing approved changes.

e. Configuration change control involves the systematic proposal, justification, implementation,
test/evaluation, review, and disposition of changes to the information system, including upgrades and
modifications. It aso includes changes to the configuration settings of information technology products
(operating systems, firewalls, routers). Any activities associated with configuration changes to the
information system must be audited.

f. Changes resulting from the remediation of flaws via patch management must be visible to the
configuration change control process. The patch management processis also an integral part of the
continuous monitoring process.

g. Configuration Change Control requires the VA to authorize, document, and control changes to
the information system when the Security Categorizationis MODERATE or HIGH. The information
system change control board monitors changes to the system and ensures impact anal yses are completed
and changes are documented with the system configuration management plan which is part of the
information system security plan documentation.

h. Inaddition, the VA isrequired to monitor changes to the information system and to conduct
System Impact Analysis to determine the effects of the changes.

3. STEP1. DOCUMENTATION OF INFORMATION CHANGES
a. The System Owner is responsible for using established VA CM and control procedures;
documenting proposed or actual changes to the information or the information system (including

hardware, software, firmware, and surrounding environment).

b. Managing, controlling, and documenting change(s) to an information system is critical to the
continuous assessment of the security controls protecting the system.

c. Any relevant information about proposed changes to hardware, firmware, or software must be
documented. Thisincludes but is not limited to:

(1) Version or release numbers,

(2) New or modified features or capabilities;

(3) Security implementation guidance; and

(4) Changesto the physical environment in which the system resides.
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d. The System Owner and 1SO use this information in assessing the potential security impact of the
proposed or actual changesto the information system. Significant changes to the system should not be
undertaken prior to assessing the security impact of such changes.

e. VA SSPs should be augmented with a Change Log documenting relevant system or
environmental changes, as well as steps taken to eliminate/mitigate any risks introduced by the plan.
See Appendix G of this document for a sample Change Log. The Change Log should be summarized as
part of the yearly SSP Status Report provided to the AO.

4. STEP2SECURITY IMPACT ANALYSIS

a. The System Owner is responsible for analyzing the proposed or actual changes to the
information system (including hardware, software, firmware, and the surrounding environment) to
determine the security impact of such changes.

b. Theinformation collected in the previous step (Documentation of Information System Changes)
is used by the System Owner and the 1SO to assess the potential impact of the proposed or actual
changes to the information system. Information system changes may produce new vulnerabilities,
change the way current security controls operate, or even generate a need for new security controls.
When an SIA indicates the proposed or actual changes to the information system will affect, or have
affected security requirements, corrective action isrequired and the POA& M must be revised in atimely
fashion.

c. Prior to implementing any security-related changes, it may be necessary to consult with other
VA officias. If an SIA reveals asignificant change in security posture, the AO isimmediately notified
so adecision can be made regarding whether or not reaccredidation is necessary. Conducting an SIA is
part of the ongoing assessment of risk within the VA.

d. Thedegree of rigor and formality applied to the SIA should be commensurate with the FIPS
Publication 199 Security Categorization. In other words, the level of effort increases as the potential
impact on VA operations, VA assets, or individuasincreases).

5. TASK B: SECURITY CONTROL MONITORING
a. Theobjectives of the security control monitoring task are to:

(1) Select an appropriate set of security controls currently existing within the information system
to be monitored; and

(2) Assessthe designated controls using methods and procedures selected by the System Owner.
b. The continuous monitoring of security controls helps to identify potential security-related

problems in the information system not identified during the SIA conducted as part of the CM and
control process.
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c. TheVA isrequired to monitor the security controls in the information system on an ongoing
basis and to document the process. Subsequent to the initial accreditation, the VA will assess a subset of
the controls. The selection of an appropriate subset of security controlsis based on:

(1) The FIPS Publication 199 Security Categorization of the information system;

(2) Specific security controls selected and employed by the organization to protect the information
system; and

(3) Theleve of assurance (grounds for confidence) the organization must have in determining the
effectiveness of the security controlsin the information system.

d. An effective continuous monitoring program results in ongoing updates to the SSP, SCA report,
and POA&M which are the three principle documents in the accreditation package. A rigorous and
well-executed continuous monitoring process significantly reduces the level of effort required for the

reaccreditation of the information system. The reduced level of effort can be achieved through re-use of
security control testing information or work accomplished during the FISMA self assessment phase.

6. STEP1. SECURITY CONTROL SELECTION

a. The System Owner isresponsible for selecting the security controlsin the information system to
be monitored on a continuous basis.

b. The criteria established by the System Owner for selecting which security controls will be
continuously monitored should reflect the following:

(1) VA’spriorities and the importance of the information system to the VA; for example, certain
security controls may be considered more critical than other controls because of the potential impact on
the information system, should the controls be subverted or found to be ineffective;

(2) Importance of the control in maintaining the system’s security;

(3) Volatility of the control environment;

(4) History of thereliability of the control (consider POA&M items); and

(5) Cost of performing the monitoring activities (consider controls requiring monitoring as a part
of normal operations).

c. The AO and System Owner agree upon a subset of security controls to be monitored, aswell as
the frequency of the monitoring activities. The System Owner recommends a prioritized list of security
controlsto the responsible Cl1O and the ADAS for Cyber Security for approval.

d. Thelevel of effort applied to the security control selection process must be commensurate with
the FIPS Publication 199 Security Categorization of the information system.
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e. A well-designed and well-managed continuous monitoring program can effectively transform an
otherwise static SCA and risk determination into a dynamic process which provides essential, near real-
time security status-related information to appropriate organizational officials. Thisinformation allows
officials to take appropriate risk mitigation actions and to make credible, risk-based authorization
decisions regarding the operation of the information system.

7. STEP2: SECURITY CONTROL ASSESSMENT

a. The System Owner isresponsible for assessing an agreed upon set of security controls within
the information system to determine the extent to which the controls are implemented correctly,
operating as intended, and producing the desired outcome in regards to meeting the security
requirements of the system.

b. Itisat the discretion of the System Owner to choose from avariety of methods and procedures
used to assess security controls which may include, but are not limited to:

(1) Reviews,

(2) Self-assessments,

(3) SCAs,

(4) Audits;

(5) Network monitoring; and

(6) Log management and analysis.

c. System Owners should first consult VA Handbook 6500 for standardized methods and
procedures for assessing security controls prior to considering devel oping unique or specialized
methods. The monitoring process must be documented and available for review by the AO or ADAS for
Cyber Security, upon request.

d. Corrective actions and updates to the POA&M are required whenever the results of continuous
monitoring indicate the effectiveness of a control has been reduced and is detrimentally affecting the
security of the system. An update to the POA&M may also be required if anew vulnerability is

discovered during the continuous monitoring process.

e. Thelevel of effort applied to the assessment of security controls must be commensurate with the
FIPS Publication 199 Security Categorization of the information system.
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8. TASK C: STATUSREPORTING AND DOCUMENTATION
a. Theobjectives of thistask are to:

(1) Update the SSP to reflect the most recent proposed or actual changes to the information
system, aswell as any identified or potential security impacts,

(2) Update the POA&M based on the activities carried out during Phase 4: Continuous
Monitoring; and

(3 Report proposed or actual changes, aswell asidentified or potential security impacts, to the
AO.

b. Theinformation in the security status reports (typically conveyed through the updated POA& M)
should be used to determine the need for security reaccreditation and to satisfy FISMA reporting
requirements.

9. STEP1: SYSTEM SECURITY PLAN UPDATE

a. The System Owner is responsible for updating the SSP based on the documented changes to the
information system (including hardware, software, firmware, and the surrounding environment) and the
results of the continuous monitoring process.

b. The SSP must contain up-to-date information about the information system and changes to the
information system must be reflected in the SSP. While the frequency of updatesis at the discretion of
the System Owner, updates occur at appropriate intervals to capture significant changes to the
information system, but not so frequently as to generate unnecessary paperwork.

c. TheClO, ADASfor Cyber Security, AO, System Owner, 1SO, and CA will use the SSP to guide
future C& A activities, when required.

d. Security control PL-3 requiresthe VA to revise the SSP to address system/organizational
changes or problems identified during SCAs. It also requires the SSP to be updated on an ongoing basis
which results in the plan always reflecting the current state of security, both actual and planned. For
additional information refer to NIST SP 800-18 which provides guidance on SSP updates.

10. STEP 2: PLAN OF ACTION AND MILESTONESUPDATE

a. The System Owner isresponsible for updating the POA&M based on the documented changes to
the information system (including hardware, software, firmware, and surrounding environment) and the
results of the continuous monitoring process.

b. The AO usesthe POA&M to monitor progressin correcting deficiencies. The POA&M should:

(1) Report progress made on current, outstanding items listed in the plan;
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(2) Addressvulnerabilitiesin the information system discovered during the SIA or security control
monitoring; and

(3) Describe how the System Owner intends to address those vulnerabilities (reduce, mitigate,
eliminate, or accept the identified vulnerabilities).

c. The POA&M update frequency is at the discretion of the System Owner; however, the updates
should occur frequently enough to capture significant changes to the information system, but not so
often as to generate unnecessary paperwork. The following VA officials will also be utilizing the
POA&M to guide future C& A activities:

(1) CIo;

(2) ADASfor Cyber Security;

(3) AOG;

(4) System Owner ;

(5) ISO; ad

(6) CA.

11. STEP3: STATUSREPORTING

a. The System Owner is responsible for reporting on the security status of the information system.
The security status report is provided to the AO and ADAS for Cyber Security.

b. Continuous monitoring activities contained in the security status report must describe and
address the following:

(1) Vulnerabilitiesin the information system discovered during the security certification;
(2) SIA;
(3) Security control monitoring; and

(4) How the System Owner intends to address (by reducing, mitigating, eliminating, or accepting)
the vulnerabilities.

c. Thefreguency of the security status report is at the discretion of the VA. The status reports will
occur at appropriate intervals to transmit significant security-related information about the system, but
not so frequently as to generate unnecessary paperwork.

d. A decision to reaccredit the information system:

(1) Ismadeby the AO and the ADAS for Cyber Security;
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(2) Should use the security status reports to determine necessity;

(3) Should begin, asin the original accreditation, with the C&A Initiation Phase (Phase 1); and

(4) Requiresthe AO to notify the System Owner.

e. Depending upon the magnitude of changesto the information system and the extent of the
security controls affected, the extent of the resources required for the re-accreditation may be

substantially less than the original accreditation.

f. The security status report must be updated, and properly marked as SENSITIVE and handled in
accordance with VA policy.

12. CONCLUSION

The C&A processis used to ensure information systems have effective security safeguards which have
been implemented, or planned for, commensurate with the potentia risks to the system's information.
This process is applicable throughout the system life cycle of al information systems and is only one of
several information technology security activities working together to ensure the security of all of VA's
information systems.
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COVER SHEET FOR SENSITIVE DOCUMENTS
Department of
Veterans Affairs

SENSITIVE DOCUMENT
COVER

To safeguard the attached sensitive document you must
consider:

Storage: Lock in desk, file cabinet or storage
container.

Access: Release only to persons with an official
“Need to Know”.

Reproduction: Keep copies to a minimum.

Mailing: Use two envelopes. Mark inner
envelope “SENSITIVE INFORMATION”.

Transmission: Do not facsimile (FAX), Do not transmit
on electric mail carts. Do hand-carry.

Destruction: Shred

SENSITIVE INFORMATION

Department of Veterans
Affairs
Washington, D.C. 20420
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SAMPLE HEADER FOR MARKING “SENSITIVE” DOCUMENTS

VA SENSITIVE I nformation.
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SAMPLE SECURITY CONTROL ASSESSMENT REPORT

[DATE]
Security Assessment Report

[SYSTEM NAME]

Subject: Security Certification for [SYSTEM NAME]

Purpose: This security evaluation report isto ensure that, in accordance with NIST 800-37,
Guidelines for Computer Security Certification and Accreditation, a security assessment has been
performed.

References:

[SYSTEM NAME] Final Risk Assessment Report, [month/year]

[SYSTEM NAME] Security Test and Evaluation Report (ST& E), [month/year]

[SYSTEM NAME] System Security Plan (SSP), [month/year]

Background: The certification determination is based on the Final Risk Assessment & ST& E
Report. It has been established that the [SY STEM NAME] complies with applicable Federal
policies, regulations, and standards for information security; satisfies the documented and
approved security specifications determined by the sensitivity of the [SYSTEM NAME] and the
results of testing demonstrate that the installed security safeguards are adequate for the application.
Findings: The risk assessment summarizes the significant findings and presents reasonable
recommendations. Overall, the criticality of the [SYSTEM NAME] to the agency mission is [high,
moderate, or low], and the impact level of the system is[high, moderate, or low]. As such, the
[SYSTEM NAME] system is hereby certified with the clarifications, restrictions, and conditions of
certification noted below.

Recommendation: Operational implementation of [SY STEM NAME] is recommended under the
following "Conditions of Certification”.

Conditions of Certification: Restrictions and recommendations for this certification regarding
technical controls are summarized below and are identified as restrictions or recommended
corrective actions. A detailed explanation of each finding is available in the [SY STEM NAME]
ST&E report. Restrictions and recommendations for this certification regarding management and
operational controls can be found in the risk assessment. A Plan of Action and Milestones
(POA&M) will be developed and approved within 30 days from the date of certification to address
each finding.

The risk assessment summarizes the significant findings and presents reasonable
recommendations. Based on this risk assessment and other customer-supplied documentation, the
[SYSTEM NAME] is hereby certified for a period not to exceed 36 months with the clarifications,
restrictions, and conditions of certification noted below.

Operationa implementation of [SY STEM NAME] is recommended under the following
"Conditions of Certification".

Restrictions: [List/none]

Recommended Corrective Actions: The following actions are recommended for implementation to
further reduce the risk associated with [SY STEM NAME]:

High

[List HIGH RISK items here]
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Medium

[List MEDIUM RISK items here]

Low

[List low risk items here]

Note: Any changesto the system without prior approval of the Authorizing Official will nullify
this certification.

Preparer:

Certifier Name and Title Date
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SAMPLE ACCREDITATION PACKAGE TRANSMITTAL LETTER

From: Information System Owner

Date: [DATE]

Through: Senior Agency Information Security Officer
To: Authorizing Officid

Subject:  Security Accreditation Package for [INFORMATION SY STEM]

A security certification of the INFORMATION SY STEM] and its constituent subordinate
system-level components (if applicable) located at [LOCATION] has been conducted in
accordance with Office of Management and Budget Circular A-130, Appendix I11, Security of
Federal Automated Information Resources, NIST Special Publication 800-37, Guide for the
Security Certification and Accreditation of Federal Information Systems, and the [AGENCY ]
policy on security accreditation. The attached security accreditation package contains: (i)
current system security plan, (ii) security assessment report, and (iii) plan of action and
milestones.

The security controls listed in the system security plan have been assessed by
[CERTIFICATION AGENT] using the assessment methods and procedures described in the
security assessment report to determine the extent to which the controls are implemented
correctly, operating as intended, and producing the desired outcome with respect to meeting
the security requirements for the system. The plan of action and milestones describes the
corrective measures that have been implemented or are planned to address any deficienciesin
the security controls for the information system and to reduce or eliminate known
vulnerabilities.

[Signature]

[Title]
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SAMPLE ACCREDITATION DECISION LETTER (AUTHORITY TO OPERATE)

From: Authorizing Officia

Date: [DATE]

Thru: Senior Agency Information Security Officer
To: Information System Owner

Subject: Security Accreditation Decision for [INFORMATION SY STEM]

After reviewing the results of the security certification of the [INFORMATION SY STEM]
and its constituent system-level components (if applicable) located at [LOCATION] and the
supporting evidence provided in the associated security accreditation package (including the
current system security plan, the security assessment report, and the plan of action and
milestones), | have determined that the risk to agency operations, agency assets, or
individuals resulting from the operation of the information system is acceptable. Accordingly,
| am issuing an authorization to operate the information system in its existing operating
environment. The information system is accredited without any significant restrictions or
limitations. This security accreditation is my formal declaration that adequate security
controls have been implemented in the information system and that a satisfactory level of
security is present in the system.

The security accreditation of the information system will remain in effect aslong as: (i) the
required security status reports for the system are submitted to this office every [TIME
PERIODYJ; (ii) the vulnerabilities reported during the continuous monitoring process do not
result in additional agency-level risk which is deemed unacceptable; and (iii) the system has
not exceeded the maximum allowabl e time period between security accreditationsin
accordance with federal or agency policy.

A copy of this letter with al supporting security certification and accreditation documentation
should be retained in accordance with the agency's record retention schedule.

[Signature]

[Title]

Enclosures:
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SAMPLE ACCREDITATION DECISION LETTER (INTERIM AUTHORITY TO OPERATE)

From: Authorizing Officia

Date: [DATE]

Thru: Senior Agency Information Security Officer
To: Information System Owner

Subject: Security Accreditation Decision for [INFORMATION SY STEM]

After reviewing the results of the security certification of the [INFORMATION SY STEM]
and its constituent system-level components (if applicable) located at [LOCATION] and the
supporting evidence provided in the associated security accreditation package (including the
current system security plan, the security assessment report, and the plan of action and
milestones), | have determined that the risk to agency operations, agency assets, or
individuals resulting from the operation of the information system is not acceptable.

However, | have aso determined that there is an overarching need to place the information
system into operation or continue its operation due to mission necessity. Accordingly, | am
issuing an interim authority to operate the information system in its existing operating
environment. An interim authority is alimited authorization to operate the information system
under specific terms and conditions and acknowledges greater agency-level risk for alimited
period of time. The information system is not considered accredited during the period of
limited authorization to operate. The terms and conditions of this limited authorization are
described in Attachment A.

A process must be established immediately to monitor the effectiveness of the security
controlsin the information system during the period of limited authorization. Monitoring
activities should focus on the specific areas of concern identified during the security
certification. Significant changes in the security state of the information system during the
period of limited authorization should be reported immediately.

This interim authority to operate the information system isvalid for [TIME PERIOD]. The
limited authorization will remain in effect during that time period aslong as: (i) the required
security status reports for the system are submitted to this office every [TIME PERIOD]; (ii)
the vulnerabilities reported during the continuous monitoring process do not result in
additional agency-level risk which is deemed unacceptable; and (iii) continued progressis
being made in reducing or eliminating vulnerabilities in the information system in accordance
with the plan of action and milestones. At the end of the period of limited authorization, the
information system must be either authorized to operate or the authorization for further
operation will be denied. Renewals or extensions to this interim authority to operate will be
granted only under the most extenuating of circumstances. This office will monitor the plan
of action and milestones submitted with the accreditation package during the period of limited
authorization.

A copy of thisletter with al supporting security certification and accreditation documentation
should be retained in accordance with the agency's record retention schedule.

[Signature]

[Title]

Enclosures:
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SAMPLE ACCREDITATION DECISION LETTER (DENIAL OF AUTHORIZATION TO

OPERATE)
From: Authorizing Officia
Date: [DATE]
Thru: Senior Agency Information Security Officer
To: Information System Owner

Subject: Security Accreditation Decision for [INFORMATION SY STEM]

After reviewing the results of the security certification of the [INFORMATION SY STEM]
and its constituent system-level components (if applicable) located at [LOCATION] and the
supporting evidence provided in the associated security accreditation package (including the
current system security plan, the security assessment report, and the plan of action and
milestones), | have determined that the risk to agency operations, agency assets, or
individuals resulting from the operation of the information system is unacceptable.
Accordingly, | amissuing adenial of authorization to operate the information system in its
existing operating environment. The information system is not accredited and [MAY NOT
BE PLACED INTO OPERATION or ALL CURRENT OPERATIONS MUST BE
HALTED]. Failure to receive an authorization to operate the information system indicates
that there are major deficiencies in the security controls in the system and that a satisfactory
level of security is not present in the system at thistime.

The plan of action and milestones should be revised immediately to ensure that proactive
measures are taken to correct the security deficiencies in the information system. The security
certification should be repeated at the earliest opportunity to determine the effectiveness of
the security controls in the information system after the reduction or elimination of identified
vulnerabilities.

A copy of this letter with al supporting security certification and accreditation documentation
should be retained in accordance with the agency's record retention schedule.

[Signature]

[Title]

Enclosures:
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SAMPLE CHANGE LOG

Record of Changes

Approved | Approval

Version Reason for Change Author By Date
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