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Today Everything’s Connected – Like an Ecosystem 

When this Other System gets subverted 
through an un-patched vulnerability, a 
mis-configuration, or an application 
weakness� 

Your System is 
attackable� 



Security Measurement Resources 

Practical Measurement 
Framework for 
Software Assurance 
and  
Information Security 
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The HS SEDI FFRDC is managed and operated by The MITRE Corporation for DHS. 

Buffer Overflow 
(CWE-120) 

Exploit 
(CAPEC-123) 

SQL Injection 
(CWE-89) 

Exploit 
(CAPEC-66) 

Security 
Feature 

Exploitable Software Weaknesses are sources for 
future Zero-Day Attacks 



Security is a Requisite Quality Attribute:          
Vulnerable Software Enables Exploitation 

�� Rather than attempt to break or defeat 
network or system security, hackers are 
opting to target application software to 
circumvent security controls. 

 

�� 75% of hacks occurred at application 
level  

–� “90% of software attacks were aimed at 
application layer” (Gartner & Symantec, June 2006)  

�� most exploitable software vulnerabilities 
are attributable to non-secure coding 
practices (and not identified in testing). 

�� Functional correctness must be exhibited 
even when software is subjected to 
abnormal and hostile conditions  

Software 
applications 
with exploitable 
vulnerabilities 
& weaknesses 

Software 
applications 
with exploitable 
vulnerabilities 
& weaknesses 

 
SECURITY  

In an era riddled with asymmetric cyber attacks, claims about system reliability, 
integrity & safety must include provisions for built-in security of the enabling software. 



Defects 

Intentional 
Vulnerabilities 

Unintentional 
Vulnerabilities 

Software Assurance Addresses Exploitable Software:   
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EXPLOITABLE SOFTWARE 

Exploitation potential of vulnerability is independent of “intent” 

*Intentional 
vulnerabilities:  
spyware & malicious 
logic deliberately 
imbedded (might not 
be considered 
defects) 

Malware 

‘High quality’ can 
reduce security 
flaws attributable to 
defects; yet 
traditional S/W 
quality assurance 
does not address 
intentional 
malicious behavior 
in software 

Software Assurance (SwA) is the level of confidence that software functions as 
intended and is free of vulnerabilities, either intentionally or unintentionally designed 
or inserted as part of the software throughout the life cycle.* 

From CNSS Instruction 4009 “National Information Assurance Glossary” (26APR2010)  
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•� Many people responsible for protecting  

most critical infrastructure facilities have 
felt comfortable about  security of their 
systems.  
–� Facilities rely on industrial control 

systems (ICS) -- custom-built suites 
of systems that control essential 
mechanical functions of power grids, 
processing plants, etc -- usually not 
connected to the Internet, also 
known as "air-gapped."  

–� Many industry owners, operators 
and regulators believed that this 
security model provided an infallible, 
invulnerable barrier to malicious 
cyber attacks from criminals and 
advanced persistent threat (APT) 
adversaries.  

•� National Defense Authorization 
Act (NDAA) -- which included a 
focus on software security (in 
Section 932, Strategy on 
Computer Software Assurance) 
-- serves as first cybersecurity 
law of 2011 and requires the 
U.S. Dept of Defense to 
develop a strategy for ensuring 
the security of software 
applications.  

 

•� Software Security Assurance, a 
set of practices for ensuring 
proactive application security, 
is key to making  applications 
compliant with this new law. 

“How Stuxnet Demonstrates That Software Assurance Equals Mission Assurance:   
The rules of the game have changed,” by Rob Roy, Federal CTO of Fortify, an HP Company 
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“In the digital age, sovereignty is 
demarcated not by territorial frontiers 
but by supply chains.”  

– Dan Geer, CISO In-Q-Tel 

Enterprise Risk Management 
and Governance are security 
motivators 
 

Acquisition could be considered 
the beginning of the lifecycle; 
more than development 

Software Assurance provides a focus for:  
-- Secure Software Components,  
-- Security in the Software Life Cycle, 
-- Software Security in Services, and   
-- Software Supply Chain Risk Management 

IT/software security risk landscape is a convergence 
between “defense in depth” and “defense in breadth” 



Acquisition 
Program 

Supplier 

“Supply chain introduces risks to American society 
that relies on Federal Government for essential 
information and services.” 

30 Sep 2005 changes to Federal Acquisition 
Regulation (FAR) focus on IT Security 

Focuses on the role of contractors in security as  
Federal agencies outsource various IT functions. 

“Scope of Supplier Expansion and Foreign Involvement” graphic in DACS www.softwaretechnews.com Secure 
Software Engineering, July 2005 article “Software Development Security: A Risk Management Perspective” synopsis 
of May 2004 GAO-04-678 report “Defense Acquisition: Knowledge of Software Suppliers Needed to Manage Risks”    

*



Risk Management (Enterprise <=> Project): 
Shared Processes & Practices      Different Focuses 

� Enterprise-Level: 
�� Regulatory compliance 
�� Changing threat environment 
�� Business Case 

� Program/Project-Level:  
�� Cost 
�� Schedule 
�� Performance 

Software Supply Chain Risk Management 
traverses enterprise and program/project interests 

1.� Insert and enforce software assurance requirements in contracts.  

2.� Review IT security policies to ensure that all users of organizational networks and data 
comply with the strictest security policies possible with respect to the mission.  

3.� Determine how much risk the organization can afford and who is accountable for that risk.  



Source:  Maximizing Benefits and Mitigating Risks of Open Source Components in 
Application Development, by Sonatype  

Thousands of downloads from open 
libraries with documented vulnerabilities 



Who makes risk 
decisions? 
 

Who inherits the 
residual risk?   
 

Who ‘owns’ the 
residual risk  
attributable to 
exploitable software?  Source:  Maximizing Benefits and Mitigating Risks of Open 

Source Components in Application Development, by Sonatype  

Even after vulnerabilities 
are discovered and 
patches made available, 
many developers use the 
flawed, non-patched 
version of reused 
components 



Challenges in Mitigating Risks Attributable to 
Exploitable Software and Supply Chains (cont.) 

Enterprises seek comprehensive capabilities to: 
� Avoid accepting software with MALWARE pre-installed. 

� Determine that no publicly reported VULNERABILITIES 
remain in code prior to operational acceptance, and that 
future discoveries of common vulnerabilities and exposures 
can be quickly patched. 

� Determine that exploitable software WEAKNESSES that 
put the users most at risk are mitigated prior to operational 
acceptance or after put into use (and not previously 
evaluated for exploit potential). 

MAEC 
CVE 

CWE 



Comprehensive Program Protection 
5/1/2012 | Page 15  Distribution Statement A – Cleared for public release by OSR on 4/25/2012, SR Case # 12-S-1841 applies. 

Program Protection Plan Outline and 
Guidance as “Expected Business 

Practice” 

http://www.acq.osd.mil/se/pg/index.html#PPP 

Signed by Principal 
Deputy, USD(AT&L) on 

July 18, 2011 

What’s in the DoD Policy Memo? 

–� “Every acquisition program shall submit a PPP 
for Milestone Decision Authority review and 

approval at Milestone A and shall update the 

PPP at each subsequent milestone and the Full-
Rate Production decision.” 

–� Expected business practice, effective 
immediately, and reflected in upcoming DoDI 
5000.02 and DAG updates 

 

The PPP is the Single Focal Point for All 
Security Activities on the Program 



Program Protection Process 
5/1/12 Page 16  Distribution Statement A – Cleared for public release by OSR on 4/25/2012, SR Case # 12-S-1842 applies. 

Software Assurance Methods 

Additional Guidance in PPP Outline and Guidance 

Development Process 
Apply assurance activities to the 
procedures and structure imposed on 
software development 
 
 
 
 
 
 

Operational System 
Implement countermeasures to the 
design and acquisition of end-item 
software products and their interfaces 
 
 

Development Environment 
Apply assurance activities to the 
environment and tools for developing, 
testing, and integrating software code 
and interfaces 

 

Counter-
measure 
Selection 
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Making Security Measurable (MSM) 

 

“You Are Here”   

Deploy 

Design 

Build 

Test 

Design 

Test 

Deploy 

Assess 

Vulnerabilities 

Exploits 

Attacks 

Malware 

Software Assurance Enterprise Security Management Threat Management 

CWE, CAPEC, CWSS, CWRAF CPE, CCE, OVAL, OCIL,  
XCCDF, AssetId, ARF 

CVE, CWE, CAPEC, MAEC,  
CybOX, IODEF, RID, RID-T, 
CYBEX 



© 2012 MITRE 



© 2012 MITRE 



© 2012 MITRE 



© 2012 MITRE 



© 2012 MITRE 



© 2012 MITRE 



© 2012 MITRE 



© 2012 MITRE 



© 2012 MITRE 

CVE 1999 to 2000 to 2012 
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Vulnerability Type Trends: 
A Look at the CVE List (2001 - 2007) 
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Removing and Preventing the Vulnerabilities 
Requires More Specific Definitions�CWEs 

Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting’) (79) 
•� Improper Neutralization of Script-Related HTML Tags in a Web Page (Basic XSS)  (80) 
•� Improper Neutralization of Script in an Error Message Web Page (81) 
•� Improper Neutralization of Script in Attributes of IMG Tags in a Web Page (82) 
•� Improper Neutralization of Script in Attributes in a Web Page (83) 
•� Improper Neutralization of Encoded URI Schemes in a Web Page (84) 
•� Doubled Character XSS Manipulations (85) 
•� Improper Neutralization of Invalid Characters in Identifiers in Web Pages (86) 
•� Improper Neutralization of Alternate XSS Syntax (87) 

Improper Restriction of Operations within the Bounds of a Memory Buffer (119) 
•� Buffer Copy without Checking Size of Input ('Classic Buffer Overflow’) (120) 
•� Write-what-where Condition (123) 
•� Out-of-bounds Read (125) 
•� Improper Handling of Length Parameter Inconsistency (130) 
•� Improper Validation of Array Index (129)  
•� Return of Pointer Value Outside of Expected Range (466) 
•� Access of Memory Location Before Start of Buffer (786)  
•� Access of Memory Location After End of Buffer (788) 
•� Buffer Access with Incorrect Length Value 805 
•� Untrusted Pointer Dereference (822) 
•� Use of Out-of-range Pointer Offset (823) 
•� Access of Uninitialized Pointer (824) 
•� Expired Pointer Dereference (825) 

 
  

Path Traversal (22) 
•�  Relative Path Traversal (23) 
•� Path Traversal: '../filedir' (24) 
•� Path Traversal: '/../filedir' (25) 
•� <------------8 more here --------------> 
•� Path Traversal: '....//' (34) 
•� Path Traversal: '.../...//' (35) 

•� Absolute Path Traversal (36) 
•� Path Traversal: '/absolute/pathname/here’ (37) 
•� Path Traversal: '\absolute\pathname\here’ (38) 
•� Path Traversal: 'C:dirname’ (39) 
•� Path Traversal: '\\UNC\share\name\' (Windows UNC Share) (40) 
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14 

 
19 
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What is wrong with this picture? Wouldn’t it be nice 
if the weaknesses 
in software were as 
easy to spot and 
their impact as 
easy to understand 
as a screen door in 
a submarine� 
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16 July 2010 
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Industry 
Uptake 

CWE 
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Control Systems  
Vulnerabilities 
– DOE & DHS 

41 
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DOE/INL  
Common  
Vulnerabilities� 

DHS ICS  
Common  
Vulnerabilities� 

Described using CWE� 
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CWE web site visitors by City 
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CWE Compatibility & Effectiveness Program 

33 
60 

cwe.mitre.org/compatible/ 

( launched Feb 2007) 
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Korean 
 
 
     Japanese 
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CWE Coverage – 
Implemented� 

CWE IDs mapped to Klocwork Java issue
types
From current

CWE IDs mapped to Klocwork Java issue types

See also Detected Java Issues.

CWE ID Klocwork Checker Code and Description
20 (http://cwe.mitre.org
/data/definitions/20.html)

SV.TAINT Tainted data
SV.TAINT_NATIVE Tainted data goes to native code

73 (http://cwe.mitre.org
/data/definitions/73.html)

SV.TMPFILE Temporary file path tampering
SV.PATH Path and file name injection
SV.PATH.INJ File injection

77 (http://cwe.mitre.org
/data/definitions/77.html)

SV.EXEC Process Injection
SV.EXEC.DIR Process Injection. Working Directory

79 (http://cwe.mitre.org
/data/definitions/79.html)

SV.XSS.DB Cross Site Scripting (Stored XSS)
SV.DATA.DB Data injection
SV.XSS.REF Cross Site Scripting (Reflected XSS)

80 (http://cwe.mitre.org
/data/definitions/80.html)

SV.XSS.DB Cross Site Scripting (Stored XSS)
SV.XSS.REF Cross Site Scripting (Reflected XSS)

89 (http://cwe.mitre.org
/data/definitions/89.html)

SV.SQL Sql Injection
SV.SQL.DBSOURCE Unchecked information from the
database is used in SQL statements
SV.DATA.DB Data injection

103 (http://cwe.mitre.org
/data/definitions/103.html) SV.STRUTS.VALIDMET Struts Forms: validate method

105 (http://cwe.mitre.org
/data/definitions/105.html) SV.STRUTS.NOTVALID Struts Forms: inconsistent validate

113 (http://cwe.mitre.org
/data/definitions/113.html) SV.HTTP_SPLIT HTTP Response Splitting

117 (http://cwe.mitre.org
/data/definitions/117.html) SV.LOG_FORGING Log Forging

129 (http://cwe.mitre.org
/data/definitions/129.html) SV.DOS.ARRINDEX Tainted index used for array access

CWE IDs mapped to Klocwork Java issue types - current http://www.klocwork.com/products/documentation/curren...

1 of 4 2/26/11 10:35 AM
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Cenzic Product Suite is CWE Compatible  

 
Cenzic Hailstorm Enterprise ARC, Cenzic Hailstorm Professional and Cenzic ClickToSecure are 
compatible with the CWE standard or Common Weakness Enumeration as maintained by Mitre 
Corporation.  Web security assessment results from the Hailstorm product suite are mapped to 
the relevant CWE ID's providing users with additional information to classify and describe 
common weaknesses found in Web applications.   
 
For additional details on CWE, please visit: http://cwe.mitre.org/index.html 
 
The following is a mapping between Cenzic’s SmartAttacks and CWE ID's:   
  

 
Cenzic 

SmartAttack 
Name 

CWE ID/s 
 

1 Application 
Exception CWE-388: Error Handling 

2 Application 
Exception (WS) CWE-388: Error Handling 

3 Application Path 
Disclosure CWE-200: Information Leak (rough match) 

4 Authentication 
Bypass 

CWE-89: Failure to Sanitize Data into SQL Queries (aka 
'SQL Injection') (rough match) 

5 Authorization 
Boundary 

CWE-285: Missing or Inconsistent Access Control, CWE-425: 
Direct Request ('Forced Browsing') 

6 Blind SQL 
Injection 

CWE-89: Failure to Sanitize Data into SQL Queries (aka 
'SQL Injection') 

7 Blind SQL 
Injection (WS) 

CWE-89: Failure to Sanitize Data into SQL Queries (aka 
'SQL Injection') 

8 Browse HTTP 
from HTTPS List 

CWE-200: Information Leak 
 

9 Brute Force Login CWE-521: Weak Password Requirements 
10 Buffer Overflow CWE-120: Unbounded Transfer ('Classic Buffer Overflow') 

11 Buffer Overflow 
(WS) CWE-120: Unbounded Transfer ('Classic Buffer Overflow') 

12 Check Basic Auth 
over HTTP 

CWE-200: Information Leak 
 

13 Check HTTP 
Methods 

CWE-650: Trusting HTTP Permission Methods on the Server 
Side  
 

CWE IDs mapped to Klocwork C and C++
issue types/ja
From current

< CWE IDs mapped to Klocwork C and C++ issue types

CWE IDs mapped to Klocwork C and C++ issue types/ja

	�?�;� Detected C and C++ Issues.

CWE ID ��

20

(http://cwe.mitre.org

/data/definitions

/20.html)

ABV.TAINTED @�E<8��"�$� �.".$,.
SV.TAINTED.GENERIC @�EAH9 .��=D
SV.TAINTED.ALLOC_SIZE &'*4�1
���@�E�G>�
=D
SV.TAINTED.CALL.INDEX_ACCESS =I>5�0����@�E
G>�:9�- �����
�=D

22

(http://cwe.mitre.org

/data/definitions

/22.html)

SV.CUDS.MISSING_ABSOLUTE_PATH $��+�,.!��7�
#��/=D

73

(http://cwe.mitre.org

/data/definitions

/73.html)

SV.CUDS.MISSING_ABSOLUTE_PATH $��+�,.!��7�
#��/=D

74

(http://cwe.mitre.org

/data/definitions

/74.html)

SV.TAINTED.INJECTION �%-! �-����)-

77

(http://cwe.mitre.org

/data/definitions

/77.html)

SV.CODE_INJECTION.SHELL_EXEC ��+�B���%-! �-
����)-

78

(http://cwe.mitre.org

/data/definitions

/78.html)

NNTS.TAINTED @�E(.�<8�FC�"�$� �.".$,.
- 3 NULL 62AH9
SV.TAINTED.INJECTION �%-! �-����)-

88

(http://cwe.mitre.org

SV.TAINTED.INJECTION �%-! �-����)-
NNTS.TAINTED @�E(.�<8�FC�"�$� �.".$,.

CWE IDs mapped to Klocwork C and C++ issue types/ja -... http://www.klocwork.com/products/documentation/curren...

1 of 7 2/26/11 10:34 AM
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Risky Resource 
Management 

Porous Defenses 

Insecure Interaction Between Components 
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End – Part 1 



Joe Jarzombek, DHS Director of SwA 
Robert Martin, MITRE CWE Project Lead 

 
August 21, 2012 

Measuring Software Security 
 

Moving Towards Software Assurance Automation 
 

Part 2 



But you also needed to deal with the people that are 
out there trying to take advantage of vulnerabilities 
and weaknesses in your technologies, processes, or 
practices� 
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Cross-site Scripting 
(XSS) Attack (CAPEC-86) 
 
Improper Neutralization 
of Input During Web Page 
Generation  (CWE-79)     

Security 
Feature 

SQL Injection Attack (CAPEC-66) 
 
Improper Neutralization of 
Special Elements used in  
an SQL Command  (CWE-89)    

64 
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What are the Attacks that would be Effective Against Your Weaknesses? 

65 
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Software, Network Traffic, Physical, Social 
Engineering, and Supply Chain Attack Patterns 
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SQL Injection Attack Execution Flow 

MS SQL 
Database       1.  Web Form with ‘ in all fields 

      2.  One SQL error message 

3. Web Form with ‘ in ITEM_CATEGORY field 

      4. SQL error message 

5. Web Form with: ' exec master..xp_cmdshell 'dir' -- 

6. a listing of all directories 

User 

SELECT ITEM,PRICE FROM 
PRODUCT WHERE 
ITEM_CATEGORY='$user_input' 
ORDER BY PRICE 
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Simple test case for SQL Injection 
Test Case 1: Single quote SQL injection of registration page web form fields 
 
Test Case Goal: Ensure SQL syntax single quote character entered in registration 
page web form fields does not cause abnormal SQL behavior 
Context:  

•� This test case is part of a broader SQL injection syntax exploration suite of tests 
to probe various potential injection points for susceptibility to SQL injection. If 
this test case fails, it should be followed-up with test cases from the SQL 
injection experimentation test suite. 

Preconditions: 
•� Access to system registration page exists 
•� Registration page web form field content are used by system in SQL queries of 

the system database upon page submission 
•� User has the ability to enter free-form text into                          

registration page web form fields 
Test Data: 

•� ASCII single quote character 
Action Steps: 

•� Enter single quote character into each web form                
field on the registration page 

•� Submit the contents of the registration page 
Postconditions: 

•� Test case fails if SQL error is thrown 
•� Test case passes if page submission succeeds without 
    any SQL errors 
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Web 
Browser 

Web 
Browser 

Web 
Browser 

Web 
Browser 

Web 
Browser 

Web 
Browser 

Web 
Browser 

Archetypes:   
•� Web Browser User Interface 
•� Web Servers 
•� Application Servers 
•� Database Systems 
•� Desktop Systems 
•� SSL 

Scoring Weaknesses Based on Context 
Vignettes:   
1.� Web-based Retail Provider 
2.� Intranet resident health 

records management 
system of hospital 

1 2 
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“Scope of Supplier Expansion and Foreign Involvement” graphic in DACS www.softwaretechnews.com Secure Software 
Engineering, July 2005 article “Software Development Security: A Risk Management Perspective” synopsis of May 2004 
GAO-04-678 report “Defense Acquisition: Knowledge of Software Suppliers Needed to Manage Risks”    

*

*

The Software Supply Chain 

? 

? 
? 

? 

? 
? 

? 

? 

? 

? 

? 

Program 
Office 

Prime 
Contractor 

Foreign 
Developers 

Contractor 

Contractor 

Supplier 

Supplier 

Supplier 

Reuse 

Outsource 

Acquire Develop 
In-house 

Foreign 
Location 

Other 
Programs 

Legacy 
Software 

US 

Global 

Foreign 

Off-shore 

US 

Software 
COTS 

Reuse 
Acquire 

Develop 
In-house 

Outsource 
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Recreation Use 

Power Use 

Agricultural Use 

Home Use 

Industrial Use 

Recreation Use 

Agricultural Use 
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Technical Impacts – Common Consequences 
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1.� Modify data 
2. � Read data 
3. � DoS: unreliable execution 
4. � DoS: resource consumption 
5. � Execute unauthorized code or commands 
6. � Gain privileges / assume identity 
7. � Bypass protection mechanism 
8. � Hide activities 

Technical Impacts –  
Common Weakness Risk Analysis Framework (CWRAF) 
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Scoring Weaknesses Discovered in Code using CWSS 
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CWRAF/CWSS in a Nutshell 

W 
Wd 

CWSS  
Score CWE 

 

97 CWE-79 
95 CWE-78 
94 CWE-22 
94 CWE-434 
94 CWE-798 
93 CWE-120 
93 CWE-250 
92 CWE-770 
91 CWE-829 
91 CWE-190 
91 CWE-494 
90 CWE-134 
90 CWE-772 
90 CWE-476 
90 CWE-131 

� 
 

User-defined 
cutoff 

CWSS 
Scoring 
Engine 

Most 
Important 

Weaknesses 

“Vignette” 

W is all possible weaknesses; Wd is all known weaknesses (CWE) 
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Which static analysis tools and Pen Testing 
services find the CWE’s I care about? 

CWE Coverage Claims 

Most 
Important 

Weaknesses 
(CWE’s) 

Tool A 

Tool B 

Pen 
Testing 
Service 

Set of CWE’s a capability claims to 
cover 
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CWSS for a Technology Group 
Web Vignette 1 � TI(1), TI(2), TI(3),� 
Web Vignette 2 � TI(1), TI(2), TI(3),� 
Web Vignette 3 � TI(1), TI(2), TI(3),� 
Web Vignette 4 � TI(1), TI(2), TI(3),� 
Web Vignette 5 � TI(1), TI(2), TI(3),� 
Web Vignette 6 � TI(1), TI(2), TI(3),� 

Top N List 1 

Top N List 2 

Top N List 3 

Top N List 4 

Top N List 5 

Top N List 6 

Web Application Technology Group  Top 10 List 

50% 

10% 

10% 

10% 

15% 

15% 

CWE Top 10 List for Web Applications can be used to: 
•� Identify skill and training needs for your web team 
•� Include in T’s & C’s for contracting for web development 
•� Identify tool capability needs to support web assessment 



© 2012 MITRE 



© 2012 MITRE Common Weakness Risk Assessment Framework uses Vignettes with Archetypes to identify top CWEs in respective Domain/Technology Groups 

Vignettes – Technology Groups & Business/Mission Domains 
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ISO/IEC JTC 1/SC 27/WG 3, NWP 
Refining Software Vulnerability Analysis Under ISO/IEC 15049 
and ISO/IEC 18045  
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    Weakness 

    Weakness 

   Weakness 

    Weakness 

Asset 

Attack 

Impact 

Item 

Item 

Item 

Attack 

Attack 

Function 

Asset 

Impact 

Impact 

Known 
Threat 
Actors 

Attack 
Patterns 

(CAPECs) 

Weaknesses 
(CWEs) 

Controls* Technical 
Impacts 

Operational 
Impacts 

*  Controls include architecture choices, design choices, added security 
functions, activities & processes, physical decomposition choices, code 
assessments, design reviews, dynamic testing, and pen testing 

System & 
System Security 

Engineering 
Trades 

What Are the System Security Risks?  
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New  
“SwA On-Ramp” 
In the  
CWE Community 
section of the 
web site 

Introduces DoD’s 
Program Protection 
Plan (PPP) 
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Process, People, 
documentation 
Evidence 

Software System / Architecture Evaluation 
�� Many integrated & highly automated tools to assist evaluators 
�� Claims and Evidence in Formal vocabulary 
�� Combination of tools and ISO/OMG standards 
�� Standardized SW System Representation In KDM 
�� Large scope capable (system of systems) 
�� Iterative extraction and analysis for rules 

Executable  
Specifications 

Formalized 
Specifications 

Software  
system 
Technical 
 Evidence 

Software System Artifacts 

Requirements/Design Docs & Artifacts 

Hardware Environment 

Process Docs & Artifacts 

Process, People & Documentation  
Evaluation Environment 
�� Some point tools to assist evaluators but mainly manual work 
�� Claims in Formal SBVR vocabulary 
�� Evidence in Formal SBVR vocabulary 
�� Large scope requires large effort 

IA Controls 
Protection Profiles 

CWE-CAPEC 

Claims, Arguments and  
Evidence Repository 

  

SACM  
(Structured Assurance Case 

Metamodel) - Formalized in SBVR vocabulary 
- Automated verification of 
claims against evidence 

- Highly automated and 
sophisticated risk assessments 
using transitive inter-evidence 
point relationships 

Software Assurance Ecosystem:  The Formal Framework 
The value of formalization extends beyond software systems to include related software system process, people and 
documentation 

Reports 
Risk Analysis, etc) 

98 

KDM 
Analytic
s 
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Summary� 

�� An adversary's methods of attack and the system’s 
susceptibility to the attacks that endanger the mission 
are those to focus mitigations/security capabilities 
against. 

�� Clear articulation of the threat actors attacks, the 
weaknesses they can exploit, the mission impacts, 
and their mitigations through all of the SSE and SE 
methods, needs to be iteratively worked as a 
community from the point of system concept through 
sustainment 

9

CAPEC – CWE – CWRAF/CWSS  
Assurance Case – Structured Assurance Case Metamodel 
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What Should an App “have” to be in a DoD App Store 
�� Statement of the SDK used, the libraries, and the 

compilation options selected/used 
•� Evidence to support the statement 

�� Statement of the permissions/capabilities/intents needed 
by the app 

•� Evidence to support the statement 
�� Statements about the PPP-related facts: 

–� What CVEs – discuss the commercial and open source 
usage in the app and what is being done to manage 
vulnerabilities in those items 

•� Evidence to support the statement 
–� What CWEs – discuss the weaknesses that were the 

focus of static and manual assessments and the tools 
used 

•� Evidence to support the statement 
–� What CAPECs – discuss the attack patterns used to 

review the design and architecture of the app and 
describe the attack patterns used to derive test cases for 
assessing the app 

•� Evidence to support the statement 
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Architecting Security with Information 
Standards for COIs 

 
Asset 

Management 

 
System 

Development 

 
Vulnerability 
Management 

 
Configuration 
Management 

 
Threat 

Management 

 
System 

Certification 
 

Intrusion 
Detection 

 
Incident 

Management 

 
Change 

Management 
 

Identity 
Management 

 
Trust 

Management 
 

Central 
Reporting 



 
Asset 

Management 

 
System 

Development 

 
Vulnerability 
Management 

 
Configuration 
Management 

 
Threat 

Management 

 
System 

Certification 
 

Intrusion 
Detection 

 
Incident 

Management 

 
Change 

Management 
 

Identity 
Management 

 
Trust 

Management 
 

Central 
Reporting 



Operational Enterprise Networks

Development &  
Sustainment 
Security  
Management 
Processes 

Enterprise IT Asset Management 

Operations Security Management Processes 

Centralized Reporting 
Enterprise IT 

Change Management 

Assessment  
of System 

Development, 
Integration, & 
Sustainment   

Activities 
and 

Certification & 
Accreditation 

Asset 
Inventory 

Configuration 
Guidance 
Analysis 

Vulnerability 
Analysis 

Threat 
Analysis 

Intrusion 
Detection 

Incident 
Management 

Identity 
Management 

Trust 
Management 



Enterprise IT Asset Management 

Asset 

Inventory 

Configuration 

Guidance 

Analysis 

Vulnerability 

Analysis 

Threat 

Analysis 
Intrusion 

Detection 

Incident 

Management 

Operational Enterprise Networks

Centralized Reporting 

Development &  
Sustainment 
Security  
Management 
Processes 

Assessment  

of System 

Development, 

Integration, & 

Sustainment   

Activities 

and 

Certification & 

Accreditation 

Operations Security Management Processes 

CVE/CWE/ 
CVSS/CCE/ 
CCSS/OVAL/

XCCDF/OCIL/ 
CPE/CAPEC/ 

MAEC/CWSS/ 
CEE/ARF/ 
SWID/CybOX 

CVE/CWE/CVSS/CCE/CCSS/OVAL/OCIL/
XCCDF/CPE/CAPEC/MAEC/CWSS/CEE/
ARF/SWID/CybOX 

CCE/ 
OVAL/OCIL/ 
XCCDF/
CPE/SWID/
CCSS/ARF 

CVE/CWE/ 
CVSS/CCE/ 
OVAL/OCIL/
XCCDF/CPE/ 
CWSS/SWID 

CVE/CWE/ 
CVSS/CCE/ 
OVAL/OCIL/
XCCDF/CPE/
CAPEC/MAEC/
CybOX/SWID 

CVE/CWE/ 
CVSS/CCE/ 
OVAL/OCIL/ARF/
XCCDF/CPE/
CAPEC/MAEC/
CEE/CybOX/SWID 

CPE/ 
SWID/ 
OVAL/ 
ARF 

CWE/CAPEC/
CWSS/MAEC/
OVAL/OCIL/

XCCDF/CCE/
CPE/ARF/

SWID/SAFES/
SACM 

Centralized Reporting 
Enterprise IT 

Change Management 

Identity 

Management 

Trust 

Management 
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Standardization Efforts leveraged by the 
Security Content Automation Protocol (SCAP) 
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Standardization Efforts focused on mitigating 
risks and enabling faster incident response 
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