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PROBLEM STATEMENT 
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Three Mutually-Supportive Concepts 

• Real-time Network Forensics 

−Discover and reconstruct event history in seconds 

− Implement an informed remedy before damage escalates 

• Malware Analytics at Stream Rate 

−Detect that you have been had (or, maybe just targeted         ) sooner 

−Focus analyst attention on the biggest threat             to the enterprise 

• Give Analysts Productivity and Skill-Enhancing Tools 

−Open Source to reduce acquisition delays and budget pressures 

−Rapid, guided search through historical data caches 
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• A worrisome event is detected. What does the SOC team do? 

• Yesterday’s Answer: Observe adversary actions over weeks to 

map attack scope and ConOps. And sustain added damage.  

 

 

 

 

 

 

 

• The Network Forensics Answer: Scroll back in time to reconstruct 

event history. In seconds!!  Then act. Fast and decisively.  

Real-time Network Forensics 
Dramatically Compressing the Analytic Timeline 
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Stream Analytics As Precursor to Code Analysis   

• Code analysis is slow and expensive, but essential for new attacks 
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•  Stream Analytics is fast – actionable analytics for routine attacks in seconds! 
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NIDAR-FX 
Real-time, open source network forensics 

• Broad structural anomaly detection 
−Analyzes every byte of every packet 

−Scales to 10Gps in multi-CPU card 

• Real-time analytics 
−PEs, e-mail, web sessions… 

−Malware classification w/o unpacking 

• Scalable repository with real-time query 

via SplunkTM data mining engine 

− Intuitive, extensible GUI 

• Operationally-validated 

• Key tools migrating to open source      

via SuricataTM IDS (2012) 
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TM Suricata is a trademark of the Open 

Information Security Foundation (OISF) 
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• USG adaptation of OS is 
significant …and growing 

• Supportive policies beginning 
to emerge 

• Why Suricata? 

– A next-gen, multi-threaded IDS. 
Ideal for large pipes/data flows 

– Maintained by Open Information 
Security Foundation (OISF) 

– Sponsored by DHS/DS&T 
Homeland Open Security 
Technology (HOST) 

– Funding from DHS and SPAWAR 

– GPL license 

Why Open Source?  Why Suricata? 
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Source: Market Connections and Lockheed Martin survey 

“The Intersection of Open Source and Cloud” May 2011 



 

Validation at Operational Scale 

• Free-range testing: Ops “in the wild” 

on BAE’s 50K node network 

• Seeded testing: Artifacts from 

Malware lab injected into flow 

• Real-time or batch testing 

• Quick-look console 

9 

NIDAR-FX and Suricata In BAE’s Leading Edge NOSC Environment (LENE) 
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LOOKING UNDER THE HOOD:  
 
 REAL-TIME FORENSICS 
 STREAM ANALYTICS 
 ANALYSTS’ DASHBOARD 

  10 



NIDAR-FX Architecture 
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Real-time Analytics Modules Do the Hard Work 

The PEAnalytics Classifier Steals the Glory  

Decode protocols 

(~ 200 attributes) 

Without unpacking, 

classifies PEs:  

Good-Unknown-Bad 

Decodes web 

sessions 

Extracts URLs, 

PEs from email 

Analyze PEs (~50 

anomalies+imports) 

17 Dashboards 
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• NIDAR-FX collects 3 attribute 
types: 
o Structural – # of sections, privileges… 

o Numerical – Load point, offsets….  

o Imports – libraries, function calls… 

• Example: Structural anomalies        
in ~ 80% of malware (and       
some goodware) 

Executable sections with write 
privileges…  

• 763K malware samples 6000 
unique anomaly patterns 

PE Attributes Separate Malware from 
Goodware 

August 2012 

Anomaly Severity (PEScore) 

Separates Malware From “Goodware” 
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LOOKING UNDER THE HOOD:  
 
  
 REAL-TIME FORENSICS 
 STREAM ANALYTICS 
 ANALYSTS’ DASHBOARD 
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Extracting Executables from Packet Flow 

Windows Portable Executables (PEs): 

Microsoft PE 8.x format, but            take liberties  

 Header exposes meta-data and structural anomalies 

 Obfuscation is common 

 Session “fragments” can be intentional 

Out-of-order packets          

 Interlaced with other messages  

 Transmission errors 
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• Attribute classes – structural, numerical, imports – 

define available features  

• Classifiers need “right-sized” attribute set: 

o Too few: loss of separability 

o Too many: over-training 

o Too precise: countermeasures 

o Too hard: encryption/unpacking 

• Without unpacking, PEAnalytics classifies PEs        

as:  

     Benign   Malicious–known type   Unknown–high risk 

 Alternative classifiers (Naïve Bayes, random forest…) 

Extracting Attributes from Executables 
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Which Attributes Really Matter? 

• 227 attributes (anomalies and DLLs) 

• PCA suggests 22 (90%) to 53 (98%) 

independent (composite) variables 

• But, malware families exhibit clusters 

of DLLs and anomalies: 

     22 PCs 135 “core” attributes 

     53 PCs 210 “core” attributes 

• So, how many attributes do we need? 
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Principal Component (PC) # 

90% 95% 98% 

Principal Component Analysis 

(PCA) of 50K malware samples 
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Population drift analysis is major 

factor in answering “how few” 



Population Drift Impact on Classifiers 
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Current experiments are measuring classifier decay rate 



Automating Attribute Selection and Training 
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LOOKING UNDER THE HOOD:  
 
 REAL-TIME FORENSICS 
 STREAM ANALYTICS 
 ANALYSTS’ DASHBOARD 
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• Built on SplunkTM data mining engine 

• 18 standard screens, with drill-down 

• Composable queries 

• Toolkit for new screens 



 

HTTP Error Summary Dashboard 
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Error Status Timelines 

Top Reply Codes Top Status Timelines 

Top URLs Requested 
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Top Content Types 

User Agent Timelines Server Type Timelines 
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Malware Analytics Dashboard 
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Metadata Drill-down 
Supporting evidence for the Tier-3 analyst 
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E-mail Threat Summary Dashboard 
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A GOOD DAY IN THE LIFE ON AN ANALYST 
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NIDAR-FX Example:  
Spearphishing Forensics 
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The reported attack was 

blocked at the BAE Systems 

gateway, but: 

Who was targeted? Why? 

Were we penetrated by an 

earlier/later phase? 

If so, were we compromised? 

Was any sensitive info at 

risk?  

A fine July morning.  The IT staff is kicking back 

August 2012 

At noon, a .gov 

customer informs   

us of an e-mail hoax 

under his letterhead.  

The hoax is directive 

in nature, and 

contains malicious 

links. 



First hr: Scrolling Back in Time To Discover “What” 
NIDAR-FX Real-time Forensics 
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By 2 PM, our analysts had:  

1.Found 18 suspect emails received 
between 4:20 and 5:53AM 

2.Determined URL’s are inactive 

3.Verified URL’s weren’t visited! 

4.Searched TCP session of 4:20 
email. Found [invalid address]  
error code  

5.Retrieved 4:20 e-mail TXT 

6.Searched error codes from ‘.gov’. 
Found similar e-mails from other 
agencies! 

7.Packaged data for follow-up 

AND, begun deciphering the 
attack 

August 2012 



Understanding “How” and “Why” 
Adding Global Threat Analytics to Event Processing 
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Timeline 

Former employees 

Subsidiaries 

Communications Staff 

Within 48 hrs, our analysts determined we were AOK: 

• E-mail part of broad gov-theme spam campaign 

• Code was credential-stealing botnet  

• Targeted employees don’t work 
customer’s programs 
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SUMMARY 
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•Real-time forensics is real… and dramatically accelerates 
malware analysis. BAE System’s toolset available soon at 

     http://www.openinfosecfoundation.org 

•Accurate, real-time, sustainable classification is feasible.  

    Population drift can be measured and managed 

    Automating the process is doable 

•Classifier design will ultimately matter.                               
But first, we have to understand our data. 

Summary 
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More productive analysts 

Faster Understanding of attacks 

Less sustained damage 

August 2012 



QUESTIONS? 
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