DEPARTMENT OF DEFENSE

CONTRACT SECURITY CLASSIFICATION SPECIFICATION
{(The requirements of the DoD Industrial Security Manual apply

to all security aspects of this effort.}

1. CLEARANCE AND SAFEGUARDING SER. 144-006

2. FACILITY CLEARANCE REQUIRED
SECRET

b, LEVEL OF SAFEGUARDING REQUIRED
SECRET

2. THIS SPECIFICATION IS FOR: (X and complete as applicable)

3. THIS SPECIFICATION IS: (¥ and complste 25 applicable)

a. PRIME CONTRACT NUMBER

K | a ORIGINAL {Complete date in all cases)

DATE (YYYYMMDD)
20061103

b. SUBCONTRACT NUMBER

b. REVISED REVISION NO.
(Supersedes ali

previous specs)

DATE (YYVYADO)

c. SOLICITATION OR OTHER NUMBER
x BAA 67-003

DUE DATE (Y¥YYRINEDD)

. FINAL (Complete tem 5 in alf casos)

DATE (Y'Y YYD

4. IS THIS A FOLLOW-ON CONTRACT? Ives

Classifted material received or generated under

X | NO. If Yes, complete the following:

{Preceding Contract Number) is transferred to this follow-on contract.

5. 1S THIS A FINAL DD FORM 2547

In response to the contractor’s request dated

i YES

x| NO.If Yes, compiete the fallowing:

. retention of the classified material is authorized for the pariod of

6. CONTRACTOR (inciuds Commercial and Government Entity (CAGE) Core)

a. MAME, ADDRESS, AND ZIP CODE . CAGE CODE | c. COGNIZANT SECURITY OFFICE (Name, Address, and 2ip Code)
FOR RFP PURPOSES ONLY, NOT VALID FOR N/A

ACTUAL CONTRACT AWARD

7. SUBCONTRACTOR

a. NAME, AGDRESS, AND ZIP COBE b. CAGE CODE [ . COGMIZANT SECURITY OFFICE (Name, Address, snd Zip Code)

N/A

N/A

8. ACTUAL PERFORMANCE

a. LOCATION

N/A

b CAGE £0DE

N/A

€. COGNIZANT SECURITY GFFICE /Warne, Address, and Zip Code)

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

MOBILE, MODULAR COMMAND AND CONTROL

10. CONTRACTOR WILL REQUIRE ACCESS TO: YES T NG 111, IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES | NO
o comanicanons SecuR constey nommaton | || © VA AR o S TR O R AT Ao X
b. RESTRICTED DATA X | B RECEIVE CLASSIFIED DOCUMENTS Gy &
. CRITIOAL NUGLEAR WEAPON DESIGN INFORMATION s 1 c RECEIVE AND GENEAATE CLASSIFIED MATERIAL %
4 FORMERLY RESTRICTED DATA K| ¢ FASRICATE, MODHY, CK STORE CLASSIFIED HARDWARE x
o INTELUGENGE IORMATION . &
B 1) Sensitive Compartmentsd Infarmation (SCH H 3 EG_{*«%%U}}SED? THEGE %
i (2} Non-SCi b N n{ﬁw bt Jﬁgﬁ_ﬂih INFORMATION «
F. SPECIAL ACCESS INFORMATION K | b RECRERE A COMSEC ACCOUNT X
B g MATO INFORMATION 1'e b HAVE TEMPEST REGUIREMENTS *4
. FOREIGN GDVERNMENT INFORMATION K 1 HAVE DPERATIONS SECURITY (OPSEC) REQUARENENTS X
L UMITED DISSENENATION INFORMATION x| % BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE P
5 FOR OFEICIAL USE ONLY BNEORMATION ' Lo OTHER {Speciy) X
« OTHER Specity) X FTEM |lg: SUBMIT REQUESTS TO OFFICIAL IN [TEM
16a.

BD FORM 254, DEC 1999

PREVIOUS EDITION IS OBSOLETE.




12. PUBLIC RELEASE. Any information fclassified or uriciassified) pertaining to this contract shiall not be relessed for public dissemnination except &s provided
by the Industrial Securlty Manual or unless it has been approved for pubfic release by appropriate U.S. Government authority. Proposed public releases shall

te submitted for approval prict to release [:j Direct X | Through (Specify)
OFFICE OF NAVAL RESEARCH, ONR 43, ONE LIBERTY CENTER, 875 NORTH RANDOLPH STREET, ARLINGTON, VA
22203-1995

to the Directorate for Freedom of Infermation and Security Review, Office of the Assistant Secretary of Defense (Public Affairs)* for review.
*In the case of non-DoD User Agencies, requests for disclosure shall be submitted to that agency.

13. SECURITY GUIDANCE. The security classifiection guidance needed for this classified effort is identified below. If any difficulty is encountered in applying
this guidance or if any other contributing factor indicates a need for changes in this guidance, the contractor is authorized and encouraged to provide
recommended changes; to chatlenge the guidance or the classification assigned o any information or material furnished or generated undet this contract;
and Lo submit any questions for interpretation of this guidance to the official identified below. Pending final decision, the information involved shafl be
handled and protected at the highest level of classification assigned or recommended.  (Fif in as apprepriate for the classified effort. Attach, or forweard under
Separale correspondence, any documerts/guides/extracts referenced Rerein. Add additional pages s needed to provide complete guidance.,)

L. Contractor will purchase and store controlied hardware, Contractor will access SECRET-level key material under existing
COMSEC accounts at contractor facilities and at Marine Corps Base Hawaii, Kancohe Bay under the cognizance of a Government
COMSEC custadian.

2. Ta obtain documentation/information, send requests to the official shown in ltem 16a, below.

3. Document preparation and distribution shafl be only as prescribed by the Program Officer.

4. The attached Intelligence Information Sheet and FOUO Information Sheet is hereby made a part of this DD 254

PROGRAM OFFICER:

Office of Naval Research

John Moniz ONR 30

One Liberty Center

875 North Randoiph Street

Arlington, VA 22203-1995

Phone (703} 696-2492; DSN 426-2492

14, ADDITIONAL SECURITY REQUIREMENTS. Requirements, tn addition to [SM requirements, are established for this contract, Yes | X | Mo
(i Yos, identify the pertinent contractual clauses in the conlract document fself, or provide an appropriate statement which identifies the additionat
requirements. Provide a copy of the TRQUITEITIENtS [ the cogrizant secirity office. Use ftem 13 if aditional space is needed 4

15. INSPECTIONS. Elements of this contract are outside the inspection responsibility of the cognizant security office. Yes | X | No
§f Yes, explain and idertify specific areas or elements carved out and the activity responsibie for inspections, Use fem 13 if additional space is needed.)

16. CERTIFICATION AND SIGNATURE. Security requiretnents stated hersin are complete and adequate for safeguarding the classified
information to be released or generated under this classified effort, All questions shall be referred to the official narmed befow,

a. TYPED NAME OF CERTIFYING GFFICIAL 5 TITLE ['c. TELEPHONE finciude Area Cove)
SHELIA NEAL  shelia_neal@onrnavy.mil [CONTRACTING OFFICER FOR SECURITY | {703) 696-8177/DSN 426-8177
|

MATTERS FAX: (703} 696-5126

¢ ADDRESS finciude Zip Coria) 17. REQUIRED DISTRIBUTION
OFFICE OF NAVAL RESEARCH ONR 43 X | o CONTRACTGR
ONE LIBERTY CENTER, 875 N. RANDOLPH 5T, b SUBCONTRACTOR
ARLINGTON, VA 22203-1995 X | o COGNIZANT SECURITY OFFICE FOR PRIME AKD SUBCONTRACTOR

e SIGNATURE i ¢ U5 ACTIVITY RESPONSIBLE TOR OVERSEAS SECURITY ADMINIS TRATION

~7 R ACNANISTRATIVE CONTRACTING OFFICER
"% |t oTheRs as NEcEssaRY  OONR 30 43, 25




ATTACHMENT DD FORM 254 DATED ! 1/03/2006, SOLICITATION # BAA 07-603

INTELLIGENCE INFORMATION SHEET

1. The material does not become the property of the contractor and may be withdrawn at any
time. Upon expiration of the contract, all intelligence released and any material using data from
the intelligence will be returned to the releasing contracting command or activity [Chief of Naval
Research (ONR 43)] for final disposition unless retention is authorized. The contracting
command or activity [Chief of Naval Research (ONR 43)} will provide a copy of the retention
authorization to ONI-5.

2. Contractors will not release the intelligence material to any activity or person of the
contractor’s organization not directly engaged in providing services under the contract or to
another contractor (including sub-contractors), government agency, private individual, or
organization without prior approval of the ori gmator of the material, as outlined in governing
directives, and prior approval and certification of need-to-know by the designated project

manager/contract sponsor [Chief of Naval Rescarch (ONR 43)].

3. Intelligence material will not be released to foreign nationals or immigrant aliens who may
be employed by the contractor, regardless of the level of their security clearance or access
authorization, except with the specific permission of ONI-S requested via the Chief of Naval
Research (ONR 43),

4. Intelligence material will not be reproduced without prior approval of the originator. All
intelligence material shall bear a prohibition agamst reproduction while in the custody of the
contractor.

5. Contractors will maintain records which will permit them to furnish, on demand, the names
of individuals who have access to intelli gence material in their custody.




ATTACHMENT TO DD FORM 254 DATED 11/03/2006, SOLICITATION # BAA 07-003

"FOR OFFICIAL USE ONLY" INFORMATION SHEET

1. Cieneral

a. The "For Official Use Only” (FOUO) marking is assigned to information at the time of its creation by a
DoD Agency. It is not authorized as a substitute for a security classification marking but is used on official
government information that may be withheld from the public under exemptions 2 through 9 of the reedom of
Information Act.

b. Use of the FOUO marking daes not mean that the information cannot be released to the public, only that it
must be reviewed by the Government prior to its release to determine whether 2 significant and legitimate

government purpose 1s served by withholding the information or portions of it.

2. Identification Markings

a. An unclassified document containing FOUQ information will be marked "For Official Use Only" at the
bottom of the front cover (if any), on the first page, on each page containing FOUO information, on the back page,
and on the outside of the back cover {(if any). No portion markings will be shown.

b. Within a ¢lassified document, an individual page that contains both FOUO and classified information will
be marked at the top and bottern with the highest security classification of information appearing on the page. Han
mndividual portion contains FOUO information but no classified information, the portion will be marked "FOUQ"

c. Any "For Offictal Use Only" information released to a contractor by a Dol Agency is required to be
marked with the following statement prior to transfer:

This document contains information EXEMPT FROM MANDATORY DISCLOSURE under the
FOILA. Exemption(s} apply.

d. Removal of the "For Official Use Only” marking can only be accomplished by the originator or other
competent authority. When the "For Official Use Only" status is terminated, all known holders will be notified to the
extent practical.

3. Dissemination. Confraciors may disseminate "For Official Use Only” information to their emplovees and
subcontraciors who have a need for the information in connection with a classified conftract,

4, Storage. During working hours, "For Official Use Only" information shall be placed in an out-of-sight
lecation if the work area is accessible to persons who do not have a need for the information. During nonworking
hours, the information shall be stored to preclude unauthorized access. Filing such material with other unclassified
records in undocked files or desks is adequate when internal building security is provided during nonworking hours.
When such internal security control is not exercised, locked buildings or rooms will provide adequate after-hours
protection or the material can be stored i locked receptackes such as file cabinets, desks, or bookeases,

5. Transmission. "For Official Use Only" information may be sent via first-class mail or parcel post. Bulky
shipments may be sent by fourth-class mail.

6. Bispostien. When no longer needed. FOUQ information may be disposed of by tearing each copy into
pteces to precinde reconstructing, and placing it in a regular trash container or as directed by the Do) Agency.

7. Unauthorized Dhsclosure. Unauthorized disclosure of "For Official Use Only” mnformation does not
constitute a security violation but the releasing agency should be informed of any unauthorized disclosure, The
unauthorized disclosure of FOUO information protected by the Privacy Act may result in criminal sanctions.




