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Implements assignment of privileges to applications

Already applied to many popular COTS products (policies built)
Maturity — in use on daily basis

Non-ByPassable and Hardened against attacks on itself

— Gave Red-Team Administrator privileges & execution of their own code
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Wrapped Execution

e Goal: Safely Execute possibly Malicious Code

e Approach: 7/ Unaltered \

— Mediate potentially harmful opgrations Safe
— Apply Authorization function (Allow/Contain\ Deny, Abort

— Contained operations only affect wrapped process
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» Tight policy generates many false positives
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