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Organization: Symantec Research Labs (SRL)
Lead Investigator: Dr. Matthew C. Elder
Current Team Members:

— Dr. Darrell Kienzle, Technical Director
— Ryan Persaud, Principal Research Engineer
— Rob Walters, Sr. Director, Development

Director of Govt. Research: Robert Stratton



, symantec.

* Current IARPA NICECAP project: EC-CAM

— Enterprise Configuration Compliance Administration Manager
— Improve risk analysis and assurance of configuration compliance data

— Research areas of interest: virtualization, trusted computing,
configuration compliance, risk analysis

* Symantec/SRL research areas of interest:

— Broad range of topics across security and availability spaces

— Quorum reputation-based services

— Data loss prevention

— DeepSight global threat intelligence network — collection & analysis
— Distributed honeynets / malware analysis toolsets
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* SRL’s unique qualifications and capabilities:

Researchers with expertise & industry experience engaged on projects
in many topic areas, with a wide variety of government funding

Successful history of teaming on government-funded research
projects

Numerous facilities for experimentation and evaluation:
* Laboratories for malicious code experimentation
* Access to the other resources of Symantec
— other researchers
— large data sets
— product teams
— malicious code repositories

A history of successful technology transfer from research projects
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» Specific capabilities and/or type of research
group sought by SRL:

— SRLis interested in a broad set of topic areas and approaches, thus is
open to collaboration with partners possessing a wide range of
capabilities

— SRLis interested in teaming with any participant that has novel
technology that can solve real customer problems

— SRL has teamed with both universities and industry on past efforts and
is open to collaboration with all manner of organizations
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* EC-CAM inquiries:
— Dr. Matthew Elder
— Sr. Manager, Development
— Symantec Research Labs, Symantec Corporation
— matthew_elder@symantec.com
— 703-668-8827

* General SRL inquiries:

— Robert Stratton

— Director, Government Research

— Symantec Research Labs, Symantec Corporation
— robert_stratton@symantec.com

— 703-668-8794



