
The US Department of Homeland Security (DHS) Software Assurance Program was established within the 

National Cyber Security Division (NCSD) in response to the 2003 National Strategy to Secure Cyberspace - 

Action/Recommendation 2-14:   “DHS will facilitate a national public-private effort to promulgate best practices 

and methodologies that promote integrity, security, and reliability in software code development, including 

processes and procedures that diminish the possibilities of erroneous code, malicious code, or trap doors that could 

be introduced during development.”  

--------------------------------- 

Through public-private collaboration the DHS SwA Program promotes security and resilience of software 
throughout the lifecycle; focused on reducing exploitable software weaknesses and addressing means to 
improve capabilities that routinely develop, acquire, and deploy resilient software products.  The program 
collaborates in advancing software-relevant rating schemes. 

 Serves as a focal point for interagency public-private collaboration to enhance development and acquisition 
processes and capability benchmarking to address software security needs. 

o Hosts interagency Software Assurance Forums, Working Groups and training to provide public-private 
collaboration in advancing software security and providing publicly available resources. 

o Provides collaboratively developed, peer-reviewed information resources on Software Assurance, via 
journals, guides & on-line resources suitable for use in education, training, and process improvement. 

o Provides input and criteria for leveraging international standards and maturity models used for process 
improvement and capability benchmarking of software suppliers and acquisition organizations. 

 Enables software security automation and measurement capabilities through use of common indexing and 
reporting capabilities for malware, exploitable software weaknesses, and common attacks which target 
software. 

o Collaborates with the National Institute of Standards and Technology, international standards 
organizations, and tool vendors to create standards, metrics and certification mechanisms from which 
tools can be qualified for software security verification. 

o Manages programs for Malware Attribute Enumeration Classification (MAEC), Common Weakness 
Enumeration (CWE), Common Attack Patterns (CAPEC) & Cyber Observables (CybOX). 

o Manages programs for Common Vulnerabilities & Exposures (CVE) and Open Vulnerability & Assessment 
Language (OVAL) that provide information feeds for Security Content Automation Protocol (SCAP), 
vulnerability databases, and security/threat alerts from many organizations. 

--------------------------------- 

DHS Software Assurance (SwA) Program goals promote the security and resilience of software across the 
development, acquisition, and operational life cycle, and the SwA program is scoped to address:  

 Trustworthiness - No exploitable vulnerabilities or malicious logic exist in the software, either intentionally or 
unintentionally inserted,  

 Dependability (Correct and Predictable Execution) - Justifiable confidence that software, when executed, 
functions as intended,  

 Survivability - If compromised, damage to the software will be minimized; it will recover quickly to an 
acceptable level of operating capacity; it’s ‘rugged’; 

 Conformance – Planned, systematic set of multi-disciplinary activities that ensure processes/products 
conform to requirements, standards/procedures. 


