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Leveraging Acquisition:
The New Cyber Acquisition Model

Col Christopher Kinne Col Paul Welch
Director of combined Cyber SPO 688 IOW/CC
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Cyber Threat/Opportunity Space
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Cyber Needs Management Flow

Process Flow Improvements
Document Cyber Needs (CNF) I Rvw current CNFs: ID overlap, refine/rescope
Store Needs Data I Accountforexternal requirements tracking
I Publish Needs Data (SharePoint) I ID collaboration needs; reviseas needed

| Refine/Deconflict/Correlate Needs Data I Tech mgr/team works w/CNF POCs, refines needs

Gap
Analysis

Documenttriage/prioritization ROE, goals &

"I Triage/Prioritize Needs I responsibilities (charter). Hold regular & pop-up
meetings with agendas, minutes, action items

Collect/rvw all-source sol’n COAs; prioritize by
\ | Solicit/Review/Prioritize soI’'n COAs I impact/practicality/timeline; provide AFSPC/A3
' W/CNF & sol’n vectors for non-organic COAs

: : : Document 24 AF/CC-authorized sol’n COAs;
| Authorize Selected COAs, settimelines I provide plan w/milestones & timelines; Pgm

resourcesand/orsubmitunfunded requests

Assess sol’'n COAs Effectiveness | Track COA progress; update DB as sol’'ns fielded
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Cyber Needs to Solution Process Flow

Need Identified

C CNF Submit } CNF Develop/Modify

CNF NO
Validate

> Sol'n COAPropose €

CNF Publish v
\l' Sol’'n COA Evaluate o
o
CNF Triage >
Sol’'n COA %
\ 4 . wn
Validate b

CNF Prioritize

Sol’n COA Prioritize
)
Sol’'n COA Produce

7
(' sonCOAField )—
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Capability Fielded
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688th Ops & Engineering Posture

Integration

Cyberspace Innovation

Operations

. Deliver proven Information Operational
Training Operations, Engineering and Engineering

Infrastructure capabilities
integrated across air, space
and cyberspace domains

Operational

Test/Evaluation

Real-Time Ops
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Responsive Cyber Capability Development /
Acquisition

Key Players

HAF A3/5 / SAF/AQ
AFSPC CTs/ESC SPO(s)
24 AF / 688 IOW / 67 NWW

AFRL / Sister Services
Nat’l Labs / Vendors
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Previous Cyber Organization

ek PEO PEO

| ESC/XR |

Cryptologic
Systems Division

Cyber Integration
Division

l

AFNet

Cyber Cyber
Integration Depot
Branch Branch

ITS/TDC

Branch Branch

Classic Acq

San Antonio
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Responsive Cyber Organization

Key

Classic Acq

San Antonio

i~ Responsive
Cyber Div Chief

V

~iZ Crypto SPM

v

Cryptologic

Systems Division

Deputy Div Chief
Infrastructure

Cyber Solutions
Cell

Multiple Infrastructure Branches
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Deputy Div Chief
Capabilities

OCO, DCO, and C2SA Branches
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Defense Acquisition Framework

Integrated Defense Acquisition, Technology, and Logistics Life Cycle Management System
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«— Materiel Solution Analysle Phase — gy Phase a
= s T S TN T S S R ST L ST e e T e
SRR A \CESpERTesmRRsLIIITREs/ g R

(g azins]

Capabilities [=e=="]

Integration & =3

Development t =l
System

s 5

Products

Logisucs/
Susminment

Defense
Acquisition

@ONUE- eceseesseesens = L e e N g ]




UNCLASSIFIED

Focus Areas for
Responsive Cyber Acquisition

2. Labs
Academia
Industry Cyber
Developments

(tailored DoDI 5000 includes Sec 933 inputs
And reflects Offensive Cyber Production Line)

POC: DARPA, AFRL,
Academia, Industry Labs,
Standards committees

POC: AFSPC/AS/AB, DoD
Progress: CBA, JICD,
UONs, JUONs, Cyber Needs
Form, 1067

Future Needs: Funding/
resources to execute,
CONOPS/CONEMPS,
prioritization of requirements,
more user wargames and

y

7. Industry

improved, CRADAs
Future Needs: Faster
collection, alpha versions of
releases, influence
standards development

simulations for better reqmts,
—

Progress: Still in slow linear
old War process. Little
yber focus. no predictive

AS AR AT T o IR Y g

sS, security at lowest
ssification levels possible

Solution
Development

POC: Cleared Industry
Partners

Progress; Pool being
developed-BAA, Industry test
ranges

Future Needs: Need funding
stream for business model

POC: SPO PK, SAF
Progress: BAA, IDIQs

faster ASP process,

POC: AFSPC/A3 and other

improved but too slow.
JUONs and UONs unfunded
Future Needs: Need
“venture capital”, one color of
money, move money faster
for smaller projects and more
timely responses to JUONs
and UONs

Future Needs: More IDIQs,

competition requirements

ith user

POC: SPO PM

Progress: Small expert
integrated teams, tallored
documentation, work closely

Future Needs; More teams,
less paperwork, decisions at
lowest levels possible

Progress: RAT, integrated
teams, co-locations

Future Needs: More
concurrency, better intel,
automation, more trained
test people. Use high fidelity
modeling and simulation

support

POC: Operator with SPO

Progress: Minimal

Future Needs: Need betier
user requirements and
unding for quick
evolutionary strategy

training, automated training,
imulators, closed ranges
more representative of
targets
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Cyber Production Line

Cyber
Effects

Cyber J-ICD
CNFs

CYBERCOM
Op DIR

1067s
QRCs
JUONSs

Cyber Ops
Acquisitions Capability
Deliveries
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Way Ahead

& Establishing new AF Partnerships to improve
Rapid Cyberspace domain

& Work with AF & OSD to improve Cyber acquisition
policy and processes
— Implement best practices
— Develop flexible funding authorities

— Consistent with Cyber Vision 2025 and
OSD Section 933
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