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Where We Came From 

IBM Selectric 

Web Defacement 

Stuxnet – Nuclear Centrifuge 

We don’t have 100 years…  the future is here now. 

Zenith Z100 

World Wide Web Mainframe 
Enigma 
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Where We Are 

E&I 

Forensics 

Monitoring 

Tactical Comm 

• AFCYBER 

• Defense 

• Offense 

• Exploitation  

 

• 24 AF 

• Advanced Cyber Training 

• Engineering & Installation 

• Rapid Tool Development 

• Network Extension/Tactical Comm 

 

• AFNetOps 

• Forensics 

• Boundary & Gateway Monitoring  

• Metrics 

• Blue/Red Team Assessments 

 
 
 
 

http://upload.wikimedia.org/wikipedia/en/3/3a/2010-05-14-USCYBERCOM_Logo.jpg
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Where We’re Going…The Challenge 

Maximizing Return on Investment 

• Nascent Capability 
• Niche Capacity 
• Emerging ISR Focus/Access 

• OPLAN-Level Support 
• Greater capacity 
• Recon / Counter Recon Nation 

• Manpower-intensive 
• Heterogeneous Network 
• Legacy Structures 
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COMBAT EFFECTIVENESS 
(Type of Sortie) 

Cyberspace Superiority Portfolio 
Steady 

Topline $$  

• Automation  
• Homogeneous/Resilient Networks 
• Config Controlled Architectures 

$$ after 
policy  

changes 

• OPLAN-Niche Targets 
• Recon / Counter Recon AF & DoD 
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Where We’re Going…The Intent 

Mission Statement 

 Extend, operate and defend the Air Force portion of the DoD network 

and provide full spectrum capabilities for the Joint warfighter in 

through and from cyberspace 

 

AFSPC Priorities 

• Supporting the current fight 

• Getting control of the cost of space programs 

• Normalizing and operationalizing cyberspace 

 

24 AF Priorities 

• Normalize mission operations & staff responsibilities/processes 

• Improving the Big C’s:  Capacity, Capability, Collaboration 

• Stabilize and baseline 24 AF and cyber units/resources/structure 

Support the Joint Fight 
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Moving Up the Curve 

Assuring Mission via: 

• Network Architectures 

• “Build to Baseline” 

• Network Awareness 

• Pro-Active Defense 

• Recon 

• Counter-Recon 

Expanding Mission via: 

• Exploiting Adversary Network 

• Leveraging Planning 
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Defining a Paradigm Shift In Defense 
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Expanding Mission: 
Exploiting Adversary Networks 

Apr 21, 2009 

• Pro-active defense informs the offense 
• Turn defensive gaps against adversary 
• Find what the adversary is working on 
       … then build protection from it 
 
 

“Don’t wait for the Zero-day to hit… 
I want to know about it 

while it’s being developed” 
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Expanding Mission: 
Leveraging Planning 

• Oil/Gas Refineries 

 

 

• Electric Power Plants 

 

 

• Rail Yards 

Vulnerability Assessments Advise…  
At Home, With Friends, Against Adversaries 
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Collaboration is Key 

• Why you are so important 
• DoD will never have capacity to keep up with threat 
• Technology in this domain is consumer driven – demands of the 

market 
• Near-term: automation, cloud computing, supply chain purity 
• Long-term: quantum computing/communications, multi-

function devices (next-gen firewalls, deep packet interiors, etc.) 
 

• Rethinking our approach 
• Technology push vs requirements pull 
• Sustainment – let’s date, not marry 

 

• Leveraging partnerships with industry to dominate 
strategic/global opportunities! 
 

 
 

Cyber Dominance = Combat Power 
Global Reach, Power, Presence 



Questions? 
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Moving Up the Curve 

FROM: 

• Tracking network outages (uptime) 

• “Firewall” defense 

• Base level equipment maintenance 

• Clean up response (wipe & reload) 

Defining a Paradigm Shift In Defense 

We still think in these terms… 

• Reporting still geared towards outages 

• Questions are administrative… not mission focused 

• Need to grow “operators” vs “administrators” 
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Assuring Mission: 
Network Architectures 

• Securing data vs. Securing systems 

• Encryption, Sensoring, Analytics, Refresh, 
Configuration Control, Standards 

• Defensible weapons system vs. comm system 

• AFNET + Functional systems (PMO, medical, 
finance, etc) 

 

Mission Assurance vs Network Assurance 
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Pro-Active Defense 
Layered “Defense in Depth” 

Level 

DoD 

AF Gateway 

Base 
Boundary 

Machine 

Malicious Code 

Incident Detection 

Active Sensors 
(10+) 

Sensors 

Active 
Sensors 
(10-20) 

Passive 
Sensors 
(250+) 

Desktop  
Sensors 
(700K+) 

Hunter Msn 

Hunter Msn 

GOALS 

• Prevent known bad from getting into network 

 

• Indications and Warnings 

 

• Remote forensic analysis 

 

• Preserve bandwidth & ‘cleaning time’   

 

• Reduce threat response time   

 

Forensics 

Signatures 

Heuristics 

P 

P 

In Progress 

P 

P 
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Recon (Hunter) Operations: 
Point Defense “Dominance” 

Not your Father’s ‘Blue Team’ 

• Find the threat and neutralize it… “blocking” 

• Persistent/active engagement in AF networks with 
broad authority to act 

• Focus operations where threat is highest 

• Map the network, prioritize “defended asset list” 
 

Partnerships:  -TRANSCOM / TACC 

      -PACAF / AOC 

“In trying to defend everything, he defended nothing.” 
- Frederick the Great, King of Prussia, 1740-1786 
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Assuring Mission: 
Counter Recon 

Responding to malicious events… “tackling” 

• Civilian sector is already doing this  

– Microsoft took down three botnets in 2010 w/court order  

– FBI & Justice Dept got restraining order to  shut down the 
Coreflood botnet in April 2011  

– Justice shut down Megaupload filesharing domain for 
copyright violations in Jan 2012 

• Military constraints, working SROE 

• Collaboration ongoing across Government 


