Contract — Release Copy —
GSA Contract No. GS-23F-8127H




_ . ORDER'FOR'BUPPLIES OR SERVIGES PAGE OF PAGES
“IMRORTANT: Mark all:packages:and papers with contracl.andlororder numbers, 1 &7
% DATEOFORDER |2 CONTRACT NOfirany] o & SHIPTOY
»56/2009 TEDE IGBPMB B1 2.NAME OF CONSIGNEE B
: o K g - .
JER NO, 4-REQUISTTION/REFERENGE NO. Indicated ‘op rall :

5, ISELING OFFIGE (Addrss. carraspandan:a 10} b STREET ADORESS.

Bureay of the:. Public Debt .

Dividion oF Procurernent

TAVERY eyl

200 'Third Strest :

- Httn |6,y U STATE: | 2R CODE,

Parkersbu*g WV 26101

7iT0: ) ) £ SHIPAIA

&:NAME OF CONTRACTOR

K I L.P, e

XPMG L L 8, TYPE OF ORDER s

i COMPANY-NAME s purohAse [ speLtvery -

“-GTREET ADDRESS " 'REFERENGEYOUR:. 1 . .
! Excapt.Jor bling Insicuctions ondhe
' raverss; thls delivary order le-subject

2001 M STREET ‘HW

. o instruciions conisined on thisside
only:of thigomrand:ls jasued

-] Plansa jurnish:ihe-following on the tarms
‘| and conditions spacliied.on hoth sides-of
ached shest; THany,

hle.afd,
nuuu| 1hi

o
3 20 ot

TZP.0oDE
120036-3389 "

“TeSTATE

g GITY
" po

_r:WHSHING,TON‘

g dslivery:as indles

| -atibject o the.terms and.concitians.
1 -of the'above-numberad coniracl.

8. ACCOUNTING AND APPROPRIATION DATA

10/REQUISITIONING OFFICE

Indicated on gall _
1= BUSINESS:CLASSIFICATION {Checkappmpnarehux(es)) . L : 12 E08.POINT”
1 = $iALL ] b 6THER THANSMALL- T} e DISABVANTAGED s SE‘ZVSEEEB Destination
] &, WOMEN-OWRED' Tl scHuszone® [31 EMERGING SMALL VETERAN: | ‘
K = . BUSINESS OWNED .
13, PLACE'OF T44: GOVERNMENT.BIL-NO.: 16, DELIVERTO F.OB-FOINT . | 48; DISCOUNT TERMS
: i ‘ON OR BEFORE(Dafs) ©
2 INSRECTION, b, AGCEPTANCE Indicated 'on oall '
Destination Dest:.natmn i _
) T “17: SCHEDULE (Sus rovarseforRejuctions] * : :
QuUANTITY| “URIT QUANTITY.
ITENNG, . {SUPPLIESOR SERVICES” ORDERED [UNIT BRICE AMOUNT ACCEPTED
{ay & | ) fe): 1 {a}
GSA Contract 4 GS~23F-BL27H Tp o ' '
Blanket Purchadse Agreement (BRE),
* The Burveay of ithe, Pihilie Debt 4% awarding
Jthis Blankef Purchase Agtéement (BPA) For 5
the Chief Financial Ufficers (CFO) Audz.t :
‘lcontinied .. - 3
. |18, sHippING RO 48, GROSE SHIPRING WEIGHT 20; INVOIGENO, ’ ;‘g&‘
N : . * eoni;
: pages)
: 21 MAILINVDICETO. .
 mnavE Ind:.catad on call ' 180,00 4
SEZBLIING : *
Iﬁg‘iﬁm’; by STREET ADDRESS ]
rP.0: Box, ‘ .
{o o8} i
. ..GRAND
i feciry ~[i.STATE | &.2F GODE $0..00 {
_UNITED'STATES:OF 20 NAME: (Typed)..
-AMERICABY (Signalirg) TEMMIE . JOHNSON
i TiTLE: CONTRACTINGIORDERING OFFICER. v
v OFTIONAL FORM 347 (Rev. ArR06):
nn:rbﬂd b(OSNPAR 48 CFR: 53 ll:(n)

AUTHORIZED EOR LOGALREPRODUGTION
‘RREVIOUS EDITION:NOT.UABLE!

e TOTAL e e




B2

ORDER'FOR ‘SUPP'LIES\ OR:SERVICES

SCHEDULE -CONTINUATION

2

“PAGE. NO

IMPORTANT: Mstk all packages:-and papers with coniracl.and/or ordor numbers..

, ‘RATEOR-QRDER |CONTRAGT:NO;
372009 TPDFIGBPAT0000L

ORDERND..

o,

{8}

SUPPLIZS/SERVICES
{b):

QUANTITY|
[ORDERED] .
{d):

{c}

UNIT

UNIT,
PRICE:
- e}

{AMOUNT

i

‘QUANTITY
-ACCEPTED
g}

for the Department: of Homeland Seourity;
Office of Inspector’@enszal.’ This Blanket

“|Purchase Agreement is énteéred. intd In

[202~254-0%)

accordance-with-G8=28r=8127H, under
Schedule 520, Financial and Business
Services (FABS), SIN 520-7 Financial and
Performance Audits and.all applicable
regulatlons, ferms and condltlons as set
forth herein.

" javaxd is subjedt to swardee maintaining

their GSA Schédule..
GSA .Contract Numbezr GS-ZBF—B;Z?H explres
112/31/2012. The Goverhiment will confi e

Calls after 12/32/2012.

Contactor:
KEMG LLP -
POC: Scot Janssen

KPMG, LLP*s hourly rates arg heréby
attached to this BPA in ATTACHMENT :C.

This .BPA does not obligate any. Ffunds.

The Contracting Officer%s Tedhnical
Representatives (COTRs) axe as Lfollows:

{Primary}

{Alternate)

~(Alternatef

The COTR's have heen issued a lgfter:

Continued ..,

that the Contractor's GSA :Contract end date
. |has been extended ‘before placing any BEA

T H0.00

TOTAL CARRIED FORWARD TO 1ST:PAGE (ITEMM7(HY

DRTIDNAL FORM 345 (Rov.212006)

ZAUTHORIZED FOR LOCAL-REPORUCTION
‘PREVIOUS EDITION'NOT USABLE

Proserbod by GEA A {48.CFRYBI2E0(G

PRERAS ST




-
ORDER'FOR' SUPPLIES:OR.SERVICES PAGE NO.
SCHEDULE - CDNTINUAT]ON .3
IMPDRTANT. \Maik.all.packages.and pepers:with coniract-and/or order numbers;
DATEDF ORDER- |CONTRAGT NO. A ORDER NG,
+, *rgyonn9 {TRDRIGBPALO0G0L ) :
T ‘SUPPLIESISERVICES QUANTITY]UNIT] e AMOUNT QUANTITY™
CROERED : PRICE: SAGCEPTED
48] ) - ) {5} ) e} iy g
jspgaci“.ﬁy'ingﬂ ttheir responsibilities fox dhis ;
jorder And the scope and limits of authoxity. .
v ¥ N N ,
_ period pf Performance: 10[29/2009 o
. 10/,28/2014 —_— _
¥ ! :
i B
TOTAL DARRIEDFORWARD TOAST PAGE{TEM 170)] —-$0.00 < )
. QPTIONAL FORM D48 {Rev. 42000]
“Fraseiva by OSNFAR (48 GFR) 53:21300

“AUTHORIZED FOR LOOAL REPGDUGTION. -

PREVIOUSEDITION NOT USABLE!




WY delf J-UUJ- RS PR FARRTICTS FAE N

.Aweumizw SOLICITATIORIMOINEICATION DR cumcrr
T HCDFIGATION N0, % GFFAGTIVE DATE

RedvieR . Sad Blogk 16T . ,
EREERBY] - SoOE |E5D ; TS ATMINIE TEEREL? BV Y by B arn, 0 GLOE [BED
#¥ the Pulilfe pebt | |Burswzi of the Publis Debt
& of Proouramant IDiviadem of ProcRremens -
: | Avexy AF +

|-280° Third Strest
' ‘Pariersbury, WY 2EL0Y, A .

*

o 1 = ARENGHERT OF BALICTATION G,
2 T

8, DATED [HEE /T8 77 ;

. M SREET WY
WASHINGION B¢ 20046-3382. . .

- IO OO B CONTRACT TORDER WO,
x mznz*mam%oom. ®

_, | e
"TEAGILITY.COBE :10/23/‘?&1}3

coos 'aasamao?

4 - e AURE " y e

TIhe ptoven mmummumwmmu mmmmmmmmum Lliswasntied, )il bt oginitied,

e i photiy of Ikl et 10,4198 L A i It mifertion o s aentiod; £ Give Of e Ebowing mathioder () BY: compietey

tom Bt 18 dod petasing. hphes 1 thl et ) By seknpisldgiog reestt o tis amendsnet o wach Copy of th ofec wbmia: 6 (0) By

-mmméawmmﬂbdm:mw socinion i smendmpn ke, FAILURE DR YOURACKNDWLEDGEMENT 7O BERECEIVED AT

THE RLAGE DERIGNATER FOR THE RECEFT OF OFFERE PRIORTOTHE FUR AND.DATR BPROIFIED NAVRESULT INREIECTION DR YOUR OFFERFbY

AimiLE of thin b 1 Yo e 1o Thaes e offer Wty Mftivlinid; mwmummmwmmmmmmmmmrm

s b K mmm«muﬁammwhmmmwmw ) .

A2 AGCOUNTH ANDAPPHGPRMTIUN DRTA (i reiptontd)

See Schaduls
s XTI ITER LY ARSLIES T HODFIGATION OF SORTRACTSIORIZRS TG THE GONTRATTIONIER N mmmﬁmnmm.

. =ﬁ=cr€0’ﬁ_',, iwmsmmlsmuwwwwsmpmm m;cmﬂessssrmmu I ITEN ?4AREMADEINTHEQDM

URDER NG, lNITEHSM
o THE ABQ B CONTRACT/ORDER 16 MOMMED TE REFLECT THE ADWNITTRATIVE DHANGES favel éx 1 e
vawfkufﬁfwrmmm ", Puasumfamﬁmm or-‘rmqanm;, fovely 6 st nmm

QW

Tienel, £z et S dom iy dorinent e ridim
13, GEatTOPTION (R AMENDMENTAMCLIRIGATION [DRADR I Ty VCE SLE0n ARG, INCIARG: ummmmmw e RSO

Gsa Gant \oh. #; BE-EIP-BLZTR

ol gk W The Ineing otee,

EARPORTNTY Geatmator

huEptEe AF Lk mad:,f:.aatlon e te uhange the Secuzihy Clearands dm, Sac:ticm £, A,

-t ragx:aph oy senkenes L0, TO: .zeads - Contrast awdlitors weeking at CBR, in additlon to
having a PLER Saearat Clearangs, mesk Alae. have-a high ‘wimk haukgroind Antregtiigation.
{ﬁleﬁwancﬁ: c:haages Lrom ‘Yop Faeret o duxti Saaras] AL othex .lancmagg 4n.‘dsgtion T4

padtiaivs. Ar e,

4
e

Bisomunt |

‘Parios of -Dezfumanua. 1072972009 Lo 20228/ 2014

‘wzumw Epw— abmmmﬂwwmmmmmammumdmmw i s 10 et L
“M MM‘E mmeEUFCmNQ OFFIQERWPHMW

fmmuamp PTLFQF' BIGNER [Tree el
:.;csz,g R.;,_ BUBSETT

68, uomw\ : :1"5‘&757‘"&'3'@’?@“?@ ED ETATEROFAMERIGS — —
! n”‘m; B'IW . “ 757*3"’0 i =3 o T - ; Z,svyl,afna
i o . i B isrmmnopomsoma\ram)

NERTELGOIER00T0
- Brwriie willilen o \smbk




AVENDMENT OF SLICITATIONMUDIFICATION:OF CONTRAGT i ; ENE

z.manﬁﬁsmmonma/mnn [N 5. EFFEGTIVE DATE 4 RRQUIRITIDMIPURGHAGE REQ, NOY 5. BROJEGT MO, {lf sppleabke)
. poo2 - . |8ce Blosk %8G n/a. y | I
- B lGBUEDRBY . CARE fyoT)- TeAOMINISTERER Y- (If olhorthan llerrd) “fiOnE [BED

Buraals of the Biblic Dbl ’ Bursau of the Rublic Debt .

Divisioh of Erncurement Division: of Procurement

Avary 5F ; ' dvezy §F

200 Third Strest . - -200 mive Skudet

AL | Parkexsbuyy WV 26101

Parkersourg wv 26101 : )

B NAMERNDARDRESS.OF GONTRAUTOR tha, siwel, count; Blaks ait 28 Locle] El;fa&manpmsmoxaouc;rm‘x‘lohlup.- .
KIEMG: ixﬁi::‘?-.'. s ’ [

2003 N ETREET NW
WESIINGTON IC 20036~3388

10A; MODIHG/\TIO GTIDRDER ND..

& TPDE‘IGBPA 1

[

>

o8, BATED {5&5’17% 7]

-in/2s/zong
18 OF SOLTTANGHS

FACILWYCDHE

- TS TR DNV AN EE T AREN

E]‘nxuhmnumw:d sulestaliop be smandel! 85 aHTonl fn Hism 44 The hourend datospuclied Jorricelph 6 Klfers, [Dizestorded, [linsiot exlandsd,
Dfiars musl eekndiudgs Jeediplatyila smendment prive i ing hour and date sptdied I the se¥citollen orpyamended; by enus ihi following melhouss {sy By. complatig
s B E0t:45, 20d reliming ,eoplowsfthe smondmant {5) By uekwiedging ecalpt of (nls.amendmimitt on each sopy of e oNaraubmhiod; eefd By

- zoppmivlelinr o tolegrm whish indudus o Tefereince, b e welililion aind ameadmentnumbers, FAICURE 07 YoUR ACKNOWLENGENENT TO BE HEGEIVED AT
“THE PLACE DESIGNATED FORTHE RECHRY OF OFFERR PRIGR YO THE HOURAND DATE SPECIFIED MAY-RESULT INREIEDTION OF YOUR OFFER, Ity
Yirtue of thls pmonmentye desir ta thenpe an gifernimady submitted, nuch change e b mataly (shogramoristien, pmﬁdud osch Wlepimm grioterinake rnfnmnw
faithu nelritalion&nl Ui Mneﬂumeru. 1nd 18 ronoivad aror (o tha opering hournnd Hejfe sprsificd;

92, ACGUCNTING ANG APPROFUATION OATA (if PAQUAIE0) )

Pee Sthatie L : §
umusmm nummwussm Mummcannn chéR‘mAmaﬁums nmmmssms comcmmunun./\susza:mlasnmna“ 14.

BOUE 052017607

,&ﬁ% A S%lp ggﬂﬁg% %}é?‘{m 1SI850ED Punsumr'm.(apsﬂwumadv) TEEplANEEY Sy FORTINITEN 44 ARE MATE TN THECONTRAGT
4

; AR HOFTRERAD GO BT IORDE I8 MBI b ASF RO THE DM TRATIVE FUANGES [t crangesh porl oo
3, E,,,j‘wymm,gw REFEORTHINITER 44, FURR Bmem ﬁmﬂonnvowaamua(w f MBS IARD P55

.

h’. A

: 52.212-4 com:ract Parms xand cond:.ta.ons - ,comnercial temg {¢) Changes

!5 ﬁll&R(Sﬂmyme ormndlncawnnam eumanq')

ENPORTANT  Contfebiar " Dligngl,  [Elisrequies o tige s domunent and calumy el
R DRECRIPTION OF ANENCMERTTTADIFICA IO {Graamced by TCr a6Eaor Boacings, Iclpaves Sevele Besveam sk sUtfect edar Whete Jeasiol)

£SK Compmnet ¥t GE-23F-BLETH

eoples fa i g alse,

The.puxpose of Fhis mnd.mﬁca.tﬁ.on i
sohddule for the F¥I0 OFC, Audiw, ‘Delivershis la. %o Ma::xah xl’l ” EGJ.D, 1b ‘o March 3:., 2010.

o Bprdl 30y ?U].D, Ba to May 10, 2010} &nd § ’l:l; Hay 29, 2010, i

Thé zevisell REformasce Regubrement Summazy ha-incorporsted.

cqni;;.:meci Jomk
E:a:pmmpmvidcd herel, sl iorps and mditans o he documantrolorcaced i Hem BA0F10A; aix henalatore changed; romslis urichenged s st T4 Fill fooa R affact

15».:‘&;\1.15 ANDTIILERQR SIGNER f1ppe.rpan) 16ANAME: ANRTITLE QF commmma DFFIOER {Type orpving:
%TJ&N:&F(\{ %r-\mzq" LYSH R, GOBEETT . A
_— mmzq"’““"‘érmﬁ'ﬁ S — 1§C&DATESIGNEDW- A |88, DATE. SIGNED:
it e {22010
ferv of paraon i sion) . s R Lt o
' STANDARD FORM SUIRSV, 1003

usmsmomsz-aum‘ - ) ‘Pronsiiltad by BIA,
mstous edii unusua : R kel .
T S S ARWcEmmA we’?-@

A




CONTINUATION SHEET oy rrepERi000UL /0002

PRV TR

it Ly (NSTE

e, W

NAME SF OFFEROR 0Nt GONTRACTOR. }
.K-EMG TeaT e B ] ’ K

TEHNO:
{a)

SUPPLIES/SERVICES
18)

J:UANTITY
| o

uHIT |

fimi

-ﬁNlTPﬂlﬂE:
o)

AMOUNT
(£)

YEST-0F QHANGES: -

‘hensdn for MAdiffeation ¢ (Change Ordar

| Distnnnt Temms: [ F o
‘Dewiod of Pepformance; L0/28/2009 to 4072872011

o
[

L3

TR
o

C A Geemen o e e emne eer

OFTIONALFORM 01410,
;Bpansniint by GBA .
FAR(RFYASIY

R




AMENDRENT OF SULIGIATIONMODIFIGATION OF CONTRACT

[OPETI T 2 W T R UIF VT

LV R Y,

1]

B AMENOMENTIMOBIFIOATION- NOy

3)BFRECTVE DATE

A REQUETIGRITGFARE NEG. G,

|8 FROJEGTNO, fi7 ?pﬁinblﬂ)

0003 Ses Block 160 pla
L, [SEUEDRY

“Burean of the Hubilic Deb*h
Divigion of Progursment
Avery BF ;
300 Thind Street
REkny
"Rarkurshury

CODE BPD

T ADWINIETERGD BY (F atier oo fom 8]

‘Buresu of the Puklic Debit
Div:i;sian of Brocuvanant

;2(}0 T
Ahn:
 Parkexsburg UV 26108-5312

fulciaiy !BPD' Ei ’

:8: NAME AND ADDRERS. oF TQONTRALTUR o, s, cowrdy sy sndZV’ Cuds)

’ ] ru& AHENGMENT OF BOLOITATION Ny

.

a

“168: CONTRAGT DRJORFERGR. E5, DATEBIBNED, mmmramaseo i
Seovlamin, [Goggoge | = |-z 2 )
{5kmalvim ol nerert s Ullidited o len) i ﬂb T BRAHIY el Ronmey GMeny) Z i
" NN Z540-01-152:070. ) R i e srmomnpuamanmev.'lw)
Bravioua neion vpuasbla Froyabertby GSA

WEME YRR PN Y
2001 M 9TRE)'3T "N
HASHINGTON DO 200363380

|8 UATER WEEIT,EM m-

. 1108, MODIFICATION FCONTW\BTI ROER NO,.
= RS eaRL0000E
] » ) n - 1 1DH;’DATE7.;!FEEHE7?I:¥W
HooE (,3.52[,7‘5{,7_ FAGILITY GODE : 1@/29/2009
HRTHIE UEMQNLTHFFUEE A

[3me abnve numbarad aoﬂclmunn lu amanded 13 101 {osth In lem 44; Thahourand daje specfisd for ticalpl ol Ol

Dlisodomed: {17 ] otended;

Offers musl acknowiedge recdpxuf this Rmondment privs o e houssad dala spated 16 thar soliglalionars smandod; bir.eno. of e felkesiing milhedz; {3y By coamlsling

liems'g a8, and setuming

:caples af Ui amendmen; (o] By acknofiedilng resedit ol il smendinnnl ot each capyy &7 s offeraubmetiods orfe) By

‘aapasals taitar b talsntom whlch intidox e mferddes ta the sellciioton nnd ardddment flimters: FAILURE. OF YOURACKNOWLEOGEMENT YO RE RECENEDAT
THS PLAQEDESIENATED FOR THE REDBIPT OF OFEERS PRIORTE THE HOUR AND'DATE SRECIFIED W\Y HESULT M REECTION O YOUR DEFER, Ity ©
{#etun ot thle omondmont you dasire {o changa aunfter lnsdy subriish, suel ehangs may b meds by (ologmm Bt lilles; prvided ooch Isbsprarhoeisltar piakos seference
{6 the solleitalion end tils smandment; arid ke ropbived arer B e np:nlng hauranddule apeeiruﬁ .

12, ACCDUNTING AND APPROERIATION BATA (Y rogsiiree):

Sae Bohadile)

3 THISTTEM ONLY APPLIESTO MUDIFICA‘(!DH oF RON'HMGI'SIDRUERE“ 1T MDMHESTHEWHWWOMERNDAAS DERCRIBED I TVEH M,

CHECRONE
DRGERND. N ITEM 10N,

A.TH!SDHANEEDRDEFEIStBﬁUnUFURGUAN‘TO’MnU}hM!y) ﬂLcmm&saerFum'ﬁmrr‘r.m‘tixRE!MﬂElﬁTHEmmﬂAﬂr B

s THE ARQVE NUNE ob IORDER 18 #ODIFIED TO REFLEGT YHE ADMINISTRATIVE Ol IANGES sua‘mr;nan sefhpajing oflee,
; 5Iﬁ’pafnmaaﬂm,ﬁfnﬁ%ﬁlmumm Do imﬂamwoﬁ%mmm, f T

T " | 1O AUTH! :
52 i212—4 Contract mezms and cOnd:.!::.ans - cammercz.al “Trems (c:) Changes

B BITVER [Spetly P8 6l nodiiGaHoR SnG aUiiont]

.

EIMPORTANT:  Conlreler

THinet

Bsequiediogisa s doctmontandolam A sopletio hatig ol

14 REACRIPTION QﬁAMENDM:NWﬂDiFmAﬂGM fommyiod by HEFroclioninsbgs; muumwxmtabw:anha:;t;ulycctmﬁwvam 2onsiia)

-G8k, Qontract

GE-43F-8127H.

he purpose :pt this modﬂfiaation I8 to :mcc::pmrate 52,2042, Becuxity Glauae Reguirenenhs.

Dizoount ferms: (oLl

| =
pefidl of perforfiance: 10/29/20D9 o 20/28/2014.

Mxcepl e prijidded ey, alftama and oonullhnr:urmcduwmcnlrﬁnrcnoadmnem EMHDA.osnmtv'omdlma!d.mmﬂn*unﬂmmad ed i A forsy and sffesty

A< UANIE AND TTILE OF SIRNER (1Yo WFPI

Besrlanizpd Foidnar

|16 NANE: ANDTITLE OF. TONTAAGTING nFFlﬂERmpa orinl)
Jiirsa R. GOBSETE )

AR OER) 53245

W8




AMENDMENT: OF SOLICITATION/MODIFICATION OF CONTRACT < |- CONTBAGT ID GaDE : PAI;E .o? PABES.
2 _AM:ENDM_ENT_IMODIFICATIQN" NO, - 3;:EfFEGT!VE DATE IS ‘REQUISTTIONIPURCHASE REQLND.. -+ 5. PROJECT:NQ., (/- applicabie}
ano4 " |p4/3072010 ¢
SUEDEY GOBE: [zpD) 7. AGMINISTERED BY {1l alher ian. llem.g). GODE: M

Bureau .of the Publié& Debt

* . upeau of the Public Debif
o Dz.vn.sion of Procurement

‘D:s.v:,s:.on of Procurement

: ~Stre’e.t

‘Parkepsburg WV 26101,

QArAm SOCIOITATIONND

BUNAMEAND-ADDRESS:! E)F'C@NTRAE‘TGR‘{NU;‘JIIMI cmva‘SlnlrnncfZlP‘Gadn)————--

KENG Tk, B,
2001 ¥ STREET NW
PASHENGTON BCG 20036-3389

BB, DATED (SEE ITEM T1)- -

- . Jx 104, MODIFICATION OF CONTRACT/ORDER NG
1% |PEDFIGBER100001 - :

) ) 108: DATED [SEE TEMA3):
| FAGILITY¢GODE . T 11 0/25/20 09
‘ﬂ HIE ]TEM ONLY APPLIES 10 AMENDMENT 5.0F SULIGITATIONS

DOThe bova: numbared soucllallun isemendadiasaat !orlhin Hem 44: “The hour and date specifiad for racalpl-ol Offars | e exlendad, Dls it extended.
-Otfars musl atknowledge racelpl-of this amandmean) ‘priortoths hour and dale'specifisdinther sollullallan or as.amsnded, by ona.of ihe following: maihods:(a) By-complefing

{lemns 820016, and reluming . ples-of the dmatil;; (by Biaicknowlad; Iplofd sndmentl on eagh copyiof. the offer submittad; or {¢) BY
:sgparais-fatier.ardelagram whichncludes a referance do ihe:sailciialion:and amendment numbers; FAILURE OF YOUR ACKNOWLEDGEMENT, TO:BE REGEIVEDAT
THEPLAGE DEBIGNATED FOR THE RECEIRT'OF OFFERS'PRIOR TO THE HOUR.AND DATE. SPEC!FIED MAY'RESULTIN REJECTION ORYOUR OFFER. by
Vit of this-emendment you dasha fo change:an uﬂer alrsady submll(ed. such changs “may F by or| P idadgach yarmorletiermakas: f
fo'lhe solftitation and His:ametdment, and Is facsh yrip:tie-opaning hot pacified.. :
12. ACCOUNTING AND: APPROPR!ATIDNDATA {lrrsqmd) i

See Schedule’ -
) 47, THIS TEMONLY- APPL]ESTO NODIFICATION OF CONTRACTS/ORDERS: IT MODIFIES THE CONTRACTIORDER NO, &S nr—:scxxaan m ITEM 44,

TOPE | 035207807-

M A THIS CHANGE ORDER IS!1S5UED’ PURSUANTTO‘ {Spsclfyaulhamy) THE CHANGES SET FORTH [N ITEM 14:ARE MADEIN THE: GONTRACT
ORDER NO. IN [TEM 104}

i 13 | BaTRE AEOVE NUMBERED CONTRAGT/ORDER 1S MODIFIED TO: REFLECTTH: ADMINISTRATIVE GHANGES {such as cnangssln peylag: ofiize,
spproprialion: dale, ec) SET FORTH-INATEM 14, PURSUANT TO THE- AUTHORITY OF FAR 43:103(h).

..] CCTHIS:QUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT 10 AU THORITY QF:
BT OTHER [Spe5Ty lyps ol motiicelon sha SutoHy).
B :MPORTANT. Coriifasior lZ]lsnnL ['_'j!s raqurrad to sign’ !his dncumsm anth relum . 'c'uulasiu {heissuing nn’ce

14,/ DESCRIPTION.OF AMENDMENTIMOD!FICATION {O;ganlzed by UCFsecilon: haadings, includlug saucuallon/conlracr sub/sctmallar whers feasibie.):

GS5A Contrack 4t BS~23F-Bl27H .

The purpose of this modification is to fo::ward the, 'rev:.sad DD254 to the contz:actor.
LIST OF- CHBNGE E o o

Reason for Modn.fz.ca?tion : Ofher Adminiétrative Action

Disconnt Terms; (o
Period of Performance' 10/29/2009 ko .1.0/28/2014

< ¢

“Eosplas providad heraln;.allderms 27d:condilions of fheddcument raferaridad In-ér §A or 40A;.as hareluforé.chengad, remeis unclianpad and In 0l force-gncéffact:

~~ “TEA;NANE AND TTTLE OF SIGNER{T7p0 ar pritl: [ {BA-NAME ANDTITLE-OF CONTRACTING OFFIGER (Type-0f pin] —
s ; B .

|BERWADBTIE &. KERN" .

755, CONTRACT ORIGFFEROR 16C. DATESIGNED. | 168: UNJJED STATES OF AMERICA : 1ac OATE SIGNED
B - P AP, ,/3:,;{0
¥ " ol {o:3ign) ) N natu of Gonaaling Ollian
A 47640.01-152-8070+ . S : STANDARD FORM 30 {REV.40-B3)
- “Prescribed by BSA

rayious.edliion unueabla, :
e - FAR {48 CRR}E3243




AMENDMENT OF SQLIGITATIONIMADIFIGATION OF SONTRAGY -

| ; 2.
Z AMENGHENTHDOIFIOATION Nor o RFFECTIUR DATE % REQUIETTIONPUROHASK REQ. NO, 8 FROJECT N0 Jf aggieabie)
0pos: __iSes Bloeek 16C n/a .
EisEEDmay TORE. | 3D T 7. ADMINISTERED B {Falhas T Tam 5 “GOUE |BrDI

T Bupeay of the Foblic Debt
| Division of Prociyencnt
. Avar:y 5
L9090 Thizg Bhnsat
’ Attny B. -ATken
NV 26106=5312 Tharkenshurg YV 26101
B, TOAVAR PHD ADDRESE O GONTFUAGTOR i ebesh counl e and 21 Code] 15) e ARENEHENT F GLICTATION HO.

mireat 0F the [boblic Dbk
Dwisian of Erocurement:

KBHG~Tie T By S S o ‘
2001 N BIREED N ‘ 98, DATER SEEITRM 1) .
WASEINGION DC 20D36-3308 . 4 ’
) ODIFOATION OF CONTRAGHORDER NG, —

b BT RRERT D000,

s - ‘ 0B, DATED OEETTEN 73]
BO0E :93520.7.507 : . FAciTroonsT | {voszsr2008
' T T TR LY AFPLIES T3 ARENDRENTS DR SOLICITRTRING .
Dlnxtcndcd. iy ot esdanded,

D) Thasbevanumboted aollelislonls amendod agsat forth In llost 14, Tha houranitafale apasifiedl fer pscdlpt ol Dot '
“Dlfepaiuad eikaordotigh dsolpt of e amandmont oriorto tre hywrsrid dale spasifatila Uys 2elidlatoror s smondatl; by ono:ot 1he felewrng misthodss (5) By eotigleling

Meme B arid 15, id rolummg: 2xpjes o e Sramimanty (o) BY oknoludalng rosalpt of Sl smengmediton et sopy f Lha offar aitbmiiad or{o) By
nnpnmlnlcﬂunrldcqm%u; Inclidus 4 etlicd o the-sanidhaton and Bmondiont nuitbers: FARURE OF YOURACKNOVLEDEEMENT G BE RECEIVERAT
THE PLACE DESIBNATED FUR YHE RECEIPT OK OFFERS PRIOR TO THE HULR AND DATE SREQIIED MAY RESULYIN ABIROTIQN OP YOUR OFFER by
liyo nf thix arendment yot el o changusin &fter Bl aty sbbmitiadsuth hango mey by mada by tekegram.or lolieg, provided eieh iuleommlaﬂsrmkﬂ retamncu
15 tha aoticliation endl this amondment, vrid}s sselved prisk4a e dpsaing teir-ant dala spsduod‘

W AUCOUNTING AND APPROERIATION DATA Il moulme) .

See ‘St‘:hEdlilﬁ )
T ARTHIBITES QNLYARPLIZSTO; MODIF!GJ\TIDH OF CONTMGTSIOBUERH« WMDU)HﬁSTHEGQN‘mAG‘YmRDER NDCAS DESGRIBED 1N ]TEH‘H’.

fﬂﬂéﬁﬁﬂﬂﬂ THIE DHANGE ORDERIS U Spatiy AUl &
A‘u ){gg &‘ﬁﬂﬁﬁm‘% (BURt PURBUANT T fSpoeiy aulses msuﬂmsssaersamﬂmmnumemnsm"mecomm T '

fiK EAED\IE UMBEREDCd OROER I MODIFIERTO FLEG'!'T‘:IEADMINISTRA’IW‘GI-IANGES 8 ch vh
l?pmpdaﬂan’gale, i) 8ET FQ va ITEM 14y PURSW TO%EH::AUTHDHR'Y “OF FAR 43.403(b frugh ¥ snpeslapsylngomco,
h

R GIE aussEﬁEnima@xE&ﬁEﬁi ISENTERER INTQ PURSUANT TO AUTHORITY OFL

21,04, Contwade Sarme and Conditions ~  Conmercis) Thems (c) Changes

mmmmmmw
E.IMAORTANT: cm'mmr Dlbenal,. tgnmqulfemwanuﬂa'uomnmmﬁmm 3, coplesinlnuliniing ofiice.

14, DESCRIPTION m—ms&uuer;rmumo&ﬂoﬂ {Orgonizast hy U seclion husdiags: mdluavngxak:llation’sonmcf-ﬂrb]cctmador%u{n fonzihiy
GBA Conkract §i G85-235-01270
_The pugpose oF - thiy medififoatiton 48 to

1. Incozporate s wéviaed PHS daved 04721/2010. BRS attached

2 ;sﬁbsﬁituta..,!{ey Persomnel (Seabion.h.15 c)l:‘ FUE) Hesumas attached:

XEMG nover J.eti:e:: at{.achatl Propoding chzsmg«esz,r

Bundiny will be. a“bln.ga*ad/dnubl:.gamd Yia md:.v:‘.dual oalls dp o camponent.

.
. »

_ Continued ...
“gxoepleapiovtdad horsln ol fomme widvendilonzof fhedlocaipsnt saforansili 51 lent B4 ar 104y &3 herolafore eherpd; wividiAsineyanbed antin Jall jored nr offoel,.
“15A-NAMEAND TITEE QE-GIGNER O)?carmnv 18R NAME; AND TITLE OF CONTRAQTING OFFIGER: nypurphnv

|PERNADETTE . e "

ks

wminysee) aeker
GONTRAOTD GFFF.ROR et 150 DATE BIGNER — 1us.u¢xsps1‘z\‘rcwuﬁmsmm GG BATE BIGNED
. I A 5 A/ e l©
o e . s
lSlumhlmanumnivlhvﬁmllvavw T | & H -~ 10 ; § {sqmmnfmbnmmr} i : g
NENTB0R1IE20070 - ] . o STANDARD. FOR30 {REV: 10:93)
M Prosoibed by GEA

Frnvlm pallen unsably’ .
' . FAR 48 UFR) 51243




o

o — T REPEAGNOR ND: OF DOQUVENT BEING SONTNUED. “FAGE OF
 CONTINUATION SHEET)ny pvrar 21 00003,/0005. - CRRE
“HAME.OF OFFERUR OR CONTRAGTOR '
KEME T BB

N TEMND 7 . “SUPFLIESERVICES FaUANTITYEONIT UNTRRICE AMOUNT

‘@ () wl o) m | . 1m)
Discount Tawis: _
|Bexiod n:E Parformange: 10/28/2009 to 19/23/20&4
eI 08T, g?“wmﬂmnss(ml
Do
B T =T ihes et ey o e e & e ey eiegtomel o Lot e b s i e et o, IR P boom.w




AMENDMENT OF:SOLIGITATION/MODIFIGATION OF GONTRACT |- GONTRAGTID.CODE ,F"‘i“: ""T PagES
2, AMENDMENT/MODIFICATION :NO, Q{E_FFECTNE DATE 4,REQ JlSleON/_RURCHASE-REQ.‘NO. 15 PROVEGT ND.{if applicable]
: -y .

Birean of the Publie Debt

Bureay of the Pub“l:u: Debit a1
Pivigion of Procurement

Division ¢f Procurement.

6006 . See Block 160 L ] . -
6. 1SSLEDBY - T "GODE | B_Pj_ 7. AOMINISTERED BY:{if-oiher thsn flem ) CODE M

Avery 5P | hvery 5T

200 Third Btrest . : , 1200 Thixd Strest

AR : . . L. B&tEng

‘Parkersburg WV .26101 .Parkersburg WV 26101

B, NAMEAND ADDREBB OF GONTRAG TR {Ma,, sl county, Siaia and 217 Gude) 15 [PAAMENDMENT DF SOLICTTATION NO.

REMG TnL. P, : b . e

1676 INTERNATIONAL DRIVE .- [SB-DATED (SEETTEM 1) ;

‘MCREAN V& 22102~4832 : . y

% J30A. MODIFIGATION QF G NTRAcTIORDER ND,
“|TEDELG GBPALOQO0L,

To—'a:»o'AT'—ED. [SEETTENT —

CODE 035207807 'Facmrv..aoni 1 J16/29/2009
11.memwm7571v Y AFPLIESTO AMENOWENTS DF SOLICITATIONS

DThs ahova nimbérad soliclialion s emended assel forthin ltem 4, "Tha hourand dalexspaclilsd Torcanaipl of-Difere: ) [[)s axtended, T)a.not extendsd,
Olfers must: acknnwlsdgs TacalpLof ki amendment: pnurin the hourand dats speclﬂed itk soficlialion bras emended, by ‘ona.oflhe Iollnwmg msthiddss {2) Bytampla!lng
{tams 8:and 15, and relisaing. -coples.of fhe amendment; {b)-Byracknowladging recelpl:of this amendment on each copy. ofihs:offer submitied; or. (c) By

separa(s fetieror telsgram whish Inciudes.a reference 1 the solighatiof and amsnidment nuibers. FAILURE ‘OF YOUR ACKNOWLEDGEMSNT TO'BE RECEIVED AT

THE PLAGE DESIGNATED:FOR THE RECEIPT:OF OFFERS PRIOR" TOTH HOUR.AND DATE SPECIFIED MAY:RESULT JNREJECTION OFYOUR ©FFER, Ifby
virlue-oF {hisamendmen] you tieeiraio-chenge snofferslreddy: submllted such thange: mey.be mede by telegram rlstier, providad sach telegrant-of ISliéf makes: roférence

tolhe:solididtion-and is-amendment; aht 1 reckived prior to the.opening hourand data specified:.

12, ACGOUNTING AND APFROPRIATION.DATA {fF rquired)
See Schedule

“43: THIS [TEM, ONLY APRLIEETO MODIFIGAT(ON OF, CONTRACTSIORDERE. IT:MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED:IN [TEM M,

g

_EHEGKONE | 4 THIS CHANGE ORDER rs 198UED'PURSUANT TO! {Spatily aulhosly) THE. CHANBESISET. FORTH IN TTEM 44'ARE MADEIN THE CONTRAGT
ognsa iNO.IN: iTEM 10

B. THE ABOVE- NUMEER"D CONTRACTIORDER ISMODIFIED O REFLECT THE-ADMINISTRATIVE: CHANG:S {such as chengss i payfﬂg offiGe,
approprislion dale, ate.) -SET FORTH IN ITEM'14, PURSUANT TO THE AUTHORITY OF FAR43.103(h): .

X
TS SURPLEVENTAL ACREENENTIS ENTEREDINTO PURGUANT TO AUTHORITY OFF
"D. OTHER {Spacify type of medification and authonty).
:E.IMFORTA;NT‘ Contragler: ~ [@isnot; l‘_‘lisraqulratnu‘slgnlhlsdunumsntandfelum’ i:nj‘:las‘«.l&1ha:'lssuing4afﬂnn.

. “14;.DESGRIFTION. OF. AMENDMENT/MODIFICATION {Organized by UCF secllomhaaoiags; icluding solichaflen/coniract subjact raflerivhers-isasible.)

@SA Contxact #: ‘GS~23F-8127H
‘Thé purpose of khis, mod:.fa.cat:.on Is to dccument +he following changes in adm:.nistrat:.cn oF

thig ordex:

After award £hrough- September 30, 2010, any guestions ox issues related to this éracuz:emem;
will be handled by - ‘Administyator who can’be reached af 304~-480- oz
contractadm:m:z.straulon@bpd “treas; gov. “When sendidy an e-—ma:.l +o fhe contxact aczm:m:.stratlon
e~mail box; include the award *number and administrator’s mame in -the subject line of the

»

e-mail,

Tffective -October 1, 2010, “t:he Department O:E Hemeland Security, ‘Office of Inspector

——Qontinied ..
Excopl as'pirovided heteln, ‘all terms-and candilions of the documen(reforenced.n:lism BA or10A, as heralofors: nhanged, remalns inchanged.and i fll forea and afisel !

"{6A: NAME-AND TITLE OF SIGNER {Type Drpnn}')‘ | 16A. NAME. AND. T{T LE.OF CONTRACTING OFFIQER {Iype or print)
' f‘f mm’m:u /5. JOHNSON

58, GONTRAGTORIGFEERGR. J5C, DATEBIGNED nsn.sm'r:s ES OFA imgqi/‘ [0, DATESIGNED
wmie g MBtaoirr 16,06 90y
iignaiura of porsan nuthorizod 10 sign) {Sipnallio ol Goi oOjfcer) . .
hd " «STANDARD FORM 30 (REV; 10-83)

HEN 74D 0i-152-8070. . i T ‘
Previoiis:ediliion unusable . . brasciined by GSA >
" . FARDCFR) 9248

<




REFERENCE NO. OF DOCUMENT:BEING CONTINUED

'CONTINUATION SHEET) 7opn7 6200100001 /0006

PAGE  OF

| 2

NAME OF OFFEROR OR CONTRACTOR
KPMG L.L.P,

ATEMNG.
(&)

SUPPLIES/SERVICES
(B}

“QUANTITY
. {cy

URIT
(D)

‘UNIT PRIGE
{E).

" AMDUNT
{F).

-General, will be responsible for the

|administration for this procurement actien. When. |
4 submitting administrative request, use the

"Eollowingy

Email:, OIG.Acquisitions@dhs.gov
Phone: 202~632-0241

1LIST OF CHANGES:
Reason for Modification : Other Administrative
Action

{Discount Terms: [J& o
1Period :of Performance: 10/28/2009 to 10/28/2014

NSN 7540-01-152-8087

OPTIONAL FORM 336:(4-85)
Sponsored by GSA
FAR {48'CFR} 631110




ATTAGHMENT A

U. S. DEPARTMENT OF HOMELAND SECURITY

OFFICE OF]NSPECTORGENERAL

Performance Work Statement: for the -Audit ofthe
Depattrent-of Homeland Security's.Consolidated. Balance Shest, Statement-of-Clistodial Actzvxty, and
Other Related Audits for FY 2010 with four: optxon years .

As Of,
10/16/2009

DEPARTMENT OF HOMELAND SECURITY




STATEMENT OF.OBJECTIVES

Appendlx

Policies arid Procedures:

'TABLE OF CONTENTS
. Contents L ‘ : Page
PARTY  GENERAL INFORMATION .
1, Purpose 1
2, Background- 1
3. LdborCategories 7
- 4, Seclirity Glearances- _ 10
5, Information Sesurity and Corfitentialityof Data . R
6. Oversightand Project Management 13
7. Workpapers: 4
B. .Quality-Assurance Revisw by the 0IG 6
8. Independence 18
10, - Quality AssurancelPefsonnel Qualifications 16
11: Computer Software 17
12, Technical Information. Sys’cem Requirements 17
18, ‘Elimination of Barriers:in Information Technology: A7
" 4. GovernmeritFurmished Property 17
45 substitution:of Key ContractorPersonnel 18.
16. Subcontratting 18
17 COTR 18
18. Invoices and Payments "8 .
1g.  Audit Siteand Travel | 19"
20" Period of Pefformange 19,
21, Standards 18
22. Typesof-Audifs 20.
23. Breskdown of Hours by Component 20
PART2 - , SCOPE AND OBJECTIVES
. 1v Scope- :
. A Audlt-ofiConsolidated Fmanclal Statements 21
B. Intarnal Contral over Finangial Reparting (ICOFR}.- 22
2, Audit Objectives Integrated Financial Statements &ICOFR 23
PART 3 DELIVERABLES
: 1. Schedule— ntegrated Finangial StatementAudlt &ICOFR 25
T2, Descnptrons-—lntegrated Fmancnal Stafement Audit:& B8
IGOFR: :
Appendix: Nop-Disclosure Agreement N 39
- A - -
,Appendix Independence Declaration:Form 42
43




PART 4 ~GENERAL INFORMATION:

411 Purpose:

Although the Department:of Homeland.Secutity (DHS or Department) Office of Inspector:General (O1G) Is
responsiBle for the DHS Infegrated Financial Statemérit and Internal Contrl over Financidl Reporting (ICOFR) audit
(Iritegrated audit), the: OIG has determiried that.a Contractor shall petform the-audit as-well as stand-alone audits-at
individiial.componerits, Note: The ICOFR.portion:of the Integrated audit will only be done In support-of the

consolidated: audit atthe consolidated level.as well as at components having a stand-alone.audit.

Thépirpose: of this performance work statement fs to-acquire the services of. an indepehdentpiblic accounting (I PA)
firm-to.audit the financial statemerits of the DHS for theyear ended. Septermnber 30,20:100with further audits through
- FY:2014, TheOffice of Management:and Budget-(QNMB) require; audit reports 1o. besubmitied as partof the:Annual
Financidl Report (AFR). The Number and scope of auditby component may change throughbutthe BPA, The DHS |
Integrated auditwlll be completed on: or before the. deadline:established: by OMB. ' s
Number-and types of audits may vary and fluctuate throughout the course: 6 the BPA and will be identiflet at each:
BPA call. ' : : ’

. {2Background. | o - | o
. DHSwas established by the Homeland Securily Ack of 2002:(HSA), Public Law 107-288 dated March 26, 2002, |as an
executive departmerit of the United States government, ‘DHS mission is: 10 lead the national effort fo secure America, -
“This mission includes the.prevention and deterrence of terrorist attacks.and protection against,;and respongeto, - :
threats and hazards fo the-nation, Additionally, DHS' mission is.io ensure-the-safety and security of horders, welcome:
lawful immigrants and. visitors; and promote the freg-flow-of cammerce, .

N Imblementat_io_n ‘ofthe fP'gst-Katrlna;.-Emergany'-Manbage‘me_nﬂt‘ Reform Act.and OtherOrganizational Changes:

Transfers Mandated By the Post-Katfina Emerdency Menagement Reform At . o . e

On Qctober-4, 2008, the Presidenit signed into law the Post-Kaitrina Emergency Management Reform.Act {PKEMRA). -
The Act established new leadership-positions-within the Department, brought additional functions into the Federal
Emergency Managsment Agency-(FEMAY), created arid reallocated functions to other-components: within the
Department, .and-amended the Homeland Security Act, in ways that direclly and.indirectly affect the organization and

funclions:of varidus-antifies within DHS, _
‘Inaddition, pursuant to the Secretary's Authority: under Section 872, Reorganizafion- Authbrity-of the Homeland _
Security:Act (HSA) of 2002; (The Reorganization Autherity under the*HSA)-DHS has'made certain other:organizational '
changes outside of PKEMRA. All.changes as.a result of the PKEMRA and Reorganization Authority:underthe HSA
Were effective;as of March 31,2007, uriless athieiwise noted. i ' :
- As aresult of the PKEMRA:
o EEMAwas expanded toincfude some:programsfrom the Preparetness Direcf:tbraié,..;indlu,dimg_’gheijjéf:fjfce; of
~ Grants.and Training (G&T); the-Radiolngical Emergency: Preparedness: Program: (REPF); and the United

‘States Fire-Administration (USFA).. S o . L
w- A new Office of Emergency ‘Commuriications (OEC) was established and reporis:directly to the Assistant

-Secretary for Cyber Security and Communication Within-the :INational Protection and Programs Directorate

. (NPPD)._ : _ T
P’dr'suag'f‘:to he. Reofganization Authority under the HSA: ‘ ;

The Preparediiess Direciorate was: renamed the National Prdtection and'Programs Direcforate(NPPD). The
néw NPPD inclides fhé following offices:. Office of Under-Secretary, Office.of Infrastructure Protection, Office
of Risk Managemerit-and Analysis, Office of-Gyber'Secuilty and-Commiunications; Office of y

Intergovernmental Programs, and the US-VISIT program,




& The:Offics of Hedlth Affairs (OHA) was established:and s comprised:of the: Office .of the Chiefiedical
Officerand.offices responsible for carrying.out the department’s biedefense responsibilities,

Difing:FY 2007; DHS began réporting the Sport Fish Restoration and Boating Trust Fund (SFRBTF) in the applicable
financial statements and footnotes based on ‘the updated Office of Management and. Budget (OMB) Circular A-136, .
Financial Reporting Requirements, requirements for the reporting of mixed-funds {partially earmatked and partially
non-earmarked). The SFRBTF is.a Treasury managed trust fund. During FY 2008 and. prior, the SFRBTF was.

reported by the Department of Interior,

Office ofthe Under Secretary

Office of Infrastructure Protection will identify: fisks, threats-and vuinerabllities to.crifical iriffastructure, and develop
methods o mitigate them. Theoffice will continue to help strehgthen thefirst line of defense against attacks on-our

Nation's critical infrastructure.and provide robust real-fime moniiofing and response to incidents of national

. significance:,

-Office of Cyber Securit_yran'd'ﬁomn{ unications: (CS&C) cormbines the:Office' of Cyber Security and _ )
“Telecommuriications andt the Office of the Mariager of the National Communications System with the new Office of

Emergency: Communications, CS&C will facus. both-on cybersecurity.and on emergency and irteroperable
.commurnications;identifying eyber vuinerabilities and threats, and helps. protectagainst-and respond to cyber-based

iaftacks, including petforming analysis. on:the potential censequences of a:successiul-attack,

 Office of Risk Management and Analysis, formerly within the Office of Infrastructure Protestion, will directly Teport
" fo'the: Under Secretary:and will expand:its foous:from physical critical infrastructure fo cybersecurity and other risk

-analysis-arenas. This expanded mission will broaden-the Office’s efforts to.address risk issues for the overall:

pratection, prevention;, and ‘m'itigaﬁic;n’;o;f',h‘om:elapd -geourily fisks,

“ -Dffice of Intergovernimental Programs.will provide the 'Depa‘r:tr;\‘:ent'-»ievel‘ focal point forcoordinating related

-commurications and policies with departmental leadership, ant ensuring consistent and coordinated-component level
iriteractions; This office will provide &:¢lear pathway for communications:with departmental leadership.: i
USVISIT wm ‘maintain its current role, but-will be administratively relocated to ’fﬁ_e Natlonal:Proteciion and Prbgram:s
Directorate-(NPPD), : : .

‘©ffice 6P Health Affairs

THe Of'ﬁbé:offlf-ieai’rh Affairs (OHA) will be-ded by the:Chief Medical:Officer, who will. now have the titls of Assistant

Secretary for Health-Affairs and Chief Medical Officer; The Office of Health Affairs will have-thres’ main divisions:

‘YWeapons of Mass Destruction (WMD) and Biodefense will be led by-a DepulyAssistant Secretairy-and wil
leat! the: Hepartment's biodefénse activities, ihcluting the Biashield and BioWatch programs (transferring to

" ‘OHAfrom S&T) and the National Bissurveillancs integration Systeny (fransferfing fo. OHA from Infrastruciure
Protection). : .
Medical Readiness will oversee contingency-planining, readinessiof medical first regponders, WMD incident
management:support, and-medical-preparedness grant coordination. .

2 Component Servicesllprovide-policy, standarcls. requirements.and.mattics-for the.depattment's

TR

“ T department,;

oecupational healthiand safety progiams and provide proteciive and operational' medical services within the, '

" “The following section provides general background on-major:ergariizational-components of DHS:




Customs and Border Protection (CBP}

GBP pofigists primarilyof legacy Customs, the border operations of the legacy Immigration-and Naturalization ,
Satvices:(INS), and paft of theAnimal and Plant Health: Inspsction Serviee (APHIS). CBP is the:single unified border
agency of the United States and'serves, the American public, travelers, and the international frade-comimunity:
Substantially allof the revenues.collected by CBP are remitted to Treasury’s General Fund. Operating.and other
costs-aré funded princlpally through: congressional appropriations; ‘CBP records its-financial transactions through the
Systems Applications-and Products {SAP), which consists of & core financial system (that:supports primary financial
accounting-and reporting processes.and a number. of additional subsystems:for specific-operational and
administrative'-management functions) and interfaces with ancillary systems, The corersystem (general ledger;
accourits: receivable, dishursementsipayable, purchasing, iraval and budgst execution accounts) was fully
implemeritet! in Octeber 2004.and Serves asthe overallaccsunting systemfor dll processes used by CBP. The.
subsystems send‘fransactions.through an interface’to the basic:system, and:these transactions-are:automatically.
entered inito the;geriefalledger. Prior to October 2004, the Asset Information Managemert System (AIMS) was.

- CBP's finantial system.

Immigrationand Customs: En%orc_g‘mer_)f {ICE}
ICE consists primarily of;’fegacy‘.Custom's:and INS enforcement operations and the legacy Federal Protective Service-
(FRS). IGE has respansibility for. programs:dealing-with the-detention and removal of aliens, intelligence gathering,
investigatiens, money laundering,.and:allen smuggling, among others, ICE is'co-located with many Citizenship.and
-Immigration Services.(GIS):operations.

ICE's. core financial reparting system of record is the. Federal Financial Management System (FFMS), a commercial
offthe-shelf financial reporting:system that-was fully: implemented’in FY'2008, FEMS is.the official'system of record
‘and-is bujlt in Oracle 8i Reldfional Database Management System.. It includes the.core.system Used by'accountants,
. FFM& Desktop, which'is used by average users, and a National Finance Center payroll interface, |CE.owns and
* operates FFMS, Historically, [CE: performed:thie financial reporting: function for, ICE, MGT, S&T-:and.some _
preparedness functions using FFMIS per the-shared services.agresment these.agencies-have with ICE: Currently,
C)s-is.in process of moving orhas'moved the-responsibility for accounting operations.and finaricial reporting to C13.
As a result, CIS has added the number of controls-over its:processing of iransactions at IGE. From an-audit stand
point, this means that there are fwo control environmerits at ICE that should be considered during planning and”™
testing —ICE plus the:shared service componerits and the IGE CIS-environmentrespestively. .

Y

FFWS is physically lecated at-the'U.S. Department of Commerce{DOC) facility. in Springfield, VA. Priorio the
implementatiori-6f FEMS, ICE's primary financial §ystem was the Financial Accounting and Control System (FACS),
In'FY 2008, FACS was stillbeing utilized in a limited vapacity. Specifically, transactions related fo-unliguidaied
«obligations that were initially obligated prior-to FY' 2008 are recordedin FACS. Atasummarylevel, thedransactions
recorded-in FACS-are recorded InnFFMS, N '

Transportation:Security Administration:(TSA)

TSAWas establishiedian’November 19, 2001, under the Aliation and Transportation Secufity Act. Its. milssion i o
: provide seeurity forall motes. of ransportation o ensure freedom 6f movementifor people and commerce.
"TSA is-supported by a combination of geperal-funds and user Te.e’é;._ InFY. 2005, TSA ’tféns’iﬁqned fo -‘Coas‘\t’:@ua.rd”'s

(CG's) financial system as its core accounting system (GAS), which provides aecounts payable, accounits receivable,
general ledger, and budgeting finctionality. CAS'is Oracle-based-and is a commercial.off-the~shelf sofiware L

package.

[Federal Emergency ;Manaqemér.;"c;Aqencv»(FEM_-_& _

FENIA'S inlssiofi is o:prepare for; prevent, réspond 16, ahd:recaver from tisasters. FEMA'S primary batance:sheet
asset Is the-disaster relierfund-{DRF), which funds disaster related programs; including disaster housing assistance,
individual family.grarits, public:assistancesgrants; and hazard. mitigation grants,” The level-of activityin the funt-can
vary widely eact yeardepending on'the nimiber:and severity of disastets. FEMA has. consolidated miich of its DRF




i . VA facliity, Financial statement prepargtion ant.ethér

ancotmiing work at:a disaster finance branch:at its Bluemont ;
: pverall'accounting activities-are performed at its'Washington,, D:G. headdquarfets.

National Preparedness-willinclude existing'FEMA programs :and-several legagy Preparedness Directorate
Jrogrars. Itwill fectis-on: policy, contingency planning, exercise.coordination and evaluatien; emergency ;
‘ranagement training and hazard mitigation with respectte:the Chemical Stockpile Emergency Preparedness (CSEP)
-and Radiclogical Emergency Preparedness Program. (REPP). Natiorral Preparetness will overseertwao divisions:

. Readliness, Prevention.and Planning (RPP), and the (NIC), RPP-will bethe central offiee within FEMA handling
preparedness policy and:planing functions. The National Integration Center will maintain the National Incident
" Management.System (NIMS), the National Respanse Plan(NRP); and willgcordinate-activities with'the U.S. Fire

. Administration. ,

“The Officeof Grant Programs The Traiiiing an d.8ystems Support:Divisions-ef-the Office of Grants and Training is
. part.afthe National Integrafion Geriter {NIC). The Office of the:Cltizen Corps:is part of RPP. ’ ;o )

FEMA uges.{FMIS, as its.core financial systerm. The National Emérgency’ Managemerit [rformation Syster (NEMIS),
which is. used o Initiaite the disaster grant process, Isithe primary feedsrsystem toIFMIS. Other systems.that.support: .
financial management:at FEMA are the Nafional Flood Inslirance Program/Actuafial information System/Wirits, Your
Own (NFIPIAISIVY.0), Logistics Information’Managemerit System (LIMS), the Automated Acquisttion Management .
System (AANS), Fire Grants System 1o process Fire.Assistance Grants. Additienally, a second instance of IFMIS
{used previousli-by Office of Justice Programs.and moved to FEMA) is used:as the.coré Tinancial system for the.
"Office of Grants-and Training. In FY 2009 FEMA plans.moving FY'2009.appropriations to-ane instanice: of IFMS, Also,
in FY' 2000 FEMA started using & new systemsat NFIP called Ne);tGen: that:congolidates instirance-.companies’ -

fingncialinformation..

-Coast Guard {CG)

The CG is one of five armed forees in the nation aind: plays.a significant role In homeland security. Because of other
misslons, by law It refains its identity within' DHS: CGhas multiple missions related to marftime safety, mobility, .and
security; nafiong! defense; 'a_nd‘.'the protection of ,n'_atura[ resources; CG has neverreceiveda stand-alone:financlal

statement audt.

-

The GG implemented Oracle Financials as jts:core financial system in FY 2004.  InFY 2005, TSAdransitionedto
CG's financial system as its:core accounting system (GAS), which-provides:accounts payable, accaunts.recelvable, -

" general ledger, arid budgeting functionality. CAS aiS~:Ofacle?basgd and is.a.commergialoff-the—shelfsoftware

package.

Citizenship.and Immigration Services (CISY

ClS s responsible for the administration of immigration and naturalization functions. These functionsnclude '
adjuticatiohs talatet 1o visa, immigration, and Waturalization.petitions and-asylum and refugee applications, €IS has
four service-centers, & records center and many district offices; ' _

L8 nitiates wecounting transadtions and ICE; as the service provider, pro’éééses those tranisactions with C1S
iperformingthe financial repotting furiction in-house, Asioted above, CIS isttaking over more control over the
-acoourting funétions. -Howaver, iEstivuld be nofed fhatneither IGE.or CIS currently have reljable systems tosreadily
determ in?a‘ti.gferredire\!enué; o

Yecret.service

The Sécret:Service has &-dugl mission of protection andinvestigation of financial crimes, By law, It retains:its identity
with DHS, Secret-Service perfotms its owh dccourifing funtions.. Secret Service implemented an Oracle Federal
Financial System Torits finahcial reporting in Octaber 2004, Prior'to October2004,.Secret Service was:using

Financial Matiagement Adcatinting System (FMAS), which wes a mainframe-based:syster.




Federal Law Enforcenent Training. Center (FLETC)

FLETGis:the Jeader in carserlong law.enforcement training and prepares.jaw:enforcement professionals to-fulfill their-
responsibilities.safely .and proficiently, ensuring thaf frainingis. accomplished in-the most cost-effective manner

FLETC serves as an interagency-law enforcement training organization for 81 Federal agencies-and. provides
'services to-state, local-and international law-enfercement agencies.

FLETC Is:headquartered on 1,500 acres at Glynco, Beorgia {near the port ity of Brunswick). FLETC dlso'operates
. facilities in Artésia, New Mexico; Charleston, South Garoling; Cheltenham, Maryland; and the International Law’
EnforcementAcademies (ILEA).at Gaborone, Botswana and supports training atotherd LEAs.in Hungary and
TFhailand. s
Since fts Inception in 1970, thefFl;E‘l‘,C' has invested .heaIviB/* in renovation, iexpansion, acquisition;and new
consiruction to meet the ‘ever-ncreasihg fraining needs of its federal:agencies; :
gust.2008, the: FLETC implemented an 'upggad g0 Its'Momentum financial system. “The.upgrade consisted of

InAug
minor upgrades:ir'the area of security.

H

'DHS Accounting System

‘DHS:continuesto-work towards:the consplidation of its financlal systems o -a'\sin.gle -appraacﬁ‘tha’c-WilI _a_dd}ess he;
needs 6f DHS'22 components, DHS has made several attempts o develop.and implement a new system buteach

. attempt hasbeen unsuccessiul:

Ingarly January 2009, .DHS is_sue'df"é new Request for Proposalinviting poteritial vendors to isubmit.proposals that
would use.existing government or private. sector approaches io. consolidate: DHS" financial systems. ;

DHS reseived.2.7 billion. under the. American Recovery-and Reinvestment Act.of 2008:(Recovery Actor Act), The Act
réquires DHS fo meet transparency requirsments including reporting ‘separately'on the fundsin the financial
statements, KPMG wlll incur additional hours-to'test compliance with Recovery Act requirements, and in.the
sonsolidated audit reporting phase to'test proper segregation and reporting:of Recovery Act funds ini the

Department's Annual Financial Report (AFR). OMB guidance indicates that Recovery, Act funds will need'o be
segregated and separately disclosed inthe:AFR. ‘

The DHS Recovery Aé_t;-pro;;gramsa_an‘:'d'rre_l'étie’cf{kp‘rozqesjses‘-l,did notexit ir Ff_e"bruary'?QOOQ. and therefore were-not:
included in-the OIG's PWS. As & resulf, KPMG will need to perform additienal auditprecedures over the Recovery
Act:funds thatwere ot included in-the scope the: FY 2008 Integrated audit PWS. .

: 'Ifne‘t'followi_ng DHScomponerits-received Recover Act'.fdnding':

Diregtorate for Management (MGT). MET received $200,000,000 fbrth.e:cons‘t‘rﬂcﬁon efithe DHS headduarters at

the current:St. Elizabethis hospital site. )

-+ Customs-and Border Profection{CBP): CBPTeceived a total-of $680,000,000 inRecovery Actfunding. This
funding is furthep:divided injothe foﬂoWing:pr_.qgra‘_m 5 : ) . ‘

$900,000,0007ar 'p_tocurerﬁem'- and - deplayment or znonalnf TUSIVE NSpPECTion SYStems; CBP ~-e>_<p'e‘ct’.s"tc’>d

&
obligate:approximately 88% ofiotal funding in FY 2008,

o $60;000,000 for procuremenit and deployment of tactical communications equipment and radios:

< ‘CBP expects to complete site-lease negaiiations in FY 2008, v

- - $100,000,000 for expediied development and deployment of border security technology an’ . .

t?p‘i;th‘vyes‘ts bofder (SBinet); CBP expects to-procure equipment for Nogales :and.Sonoita Stations in
Y2008, o ) , _

o $420;000,0000 plan, manage, dssign, alter, and tonstruct GBP-owhed land border ports of &

: ritry
"GBP expects:to:dbligate approximately 50% of i total funding in FY-2008. :




Immigration and Customs Enforcemernit (IOE) icE received 320,000,000 for the procurement and deployment of
‘tactical communications.equipmentand fadies. Due to-dmmateriality of the: ‘addifional funding, to be splitbetweeri
2008.and 2010, :no addmonal audit precedures areconsidered nesessary in.2008. X

) ‘ ity Adriinistration (TSA): TSA recelved $1,000,000,000 to procure-and.install.checked”
baggage and:checkpoint explosives detection systems. Thes fundlng will be brokeriinto-approximately
$750,000,000Tn-OTAs. and.§250,000,000. in-property procirement, The OTA roll-ouit will begin towards the end of
FY 2009; however, little s expected to be-obligated during:FY 2009 related'to OTAs. Property. procurementis.
expected to roll-out mid-year-and delivery’ accepted in late FY.2008, Additional audit procedures are:

,,Umted States'Coast'Guard (USCE): USCE receuved $98,000,000 forshore fadiliies and alds-to. navxgate
faciiities;ipriority procurementsdue io matetisls andlabor cost increases; and costs: ‘fo.repaif, renovate, assess,
orimprove vessels, USCE dlsotetelved:-$142,000,000 for the. alteration or removal «of obstructive bfidges.

Additional aUdlt procedures are:

Federat Emerdency Managément Agency (FEMA): FEMA recerved $610,000,000.i0 fundmg for'the foilow:ng

programs: .

© '$150,000,000 for the Public Transpottation-Secrity: Assistance. anl Raliroad Securlty. Assrstance
‘grant program: FEMA.expects fo: cbhgete mostofthe funding:in FY 2008, but dxsbursements Willknot
‘be made until FY 20140,

o §150,000,000:or Port Security Grants: FEMA expects io-obligate mast of the ‘fundmg nFY 2009

but: d;sbursemenfs will not be made uniil FY 2010.

$210,000;000:for Firefighters-Assistance Granfs. for: modn‘ymg‘ upgradmg, or consfructing non-

Federa ﬂre stafions: Awards arsnot plannéd to be made or-obligated by FEMA until FY 2010:
o $100;000,000%orthe Disaster Assistance Dirsct:Loan: Program — Emergency Food and Sheiter

Q

" The.DHSCEO's Resource Management “Transformation Office-(RMTO). 1§ leedmg the new. finansial. systems:
consalidation process.- with ihput from: DHS: componsrits, The Department hopes.to°gward the: fmanclal systems

consolidatior contractin September 2008.

" 4.3, Labor Categories

This: BPA.shall be considered a firm-fixed price-or time and materials with-travel pald in accordance:with Federal
Travel Regulations (FTR). AstheContractor-adds-staff {at-any level),-or promotes staff; @ resume ofeach: individual
- mustbe submitted fo'the: Contracting Officer's Technical.Représentative (COTR) for-approval. Additionally, the staff
. mustbe paid.ator abovethelabor category:inorder o charge the staffto that labor-category. The following -
«categories of labor will be.applicable to-all work.contained in this solicitafion. The requirement.for continuing
education and training in-the past two years as required below relates. to the'two-year period.prior to the release: date
of the:edll. Personnsl in all labor categories below, except for (d) StaffAuditor () 18AT Staff. Audltor and (m) Junier

Com \puter Consultant, are cons:dered key:personngl.

{a) Partner/Principal

-~ The- Partner!Prmcxpal is reqiired to be a-Certified Public Accountant (CPA) and ligensed by the appropriate state
Ixcensmg authority and be in good standing with the AIGPA, State Board, eic. The:minimum-education requlrements
include:-(a) a bachelor's: degree in-accounting or business,-and (b) 80 hours ‘of conlinuing professional education

{CRE)-inthe-pastiwe-years-that-m ee’ts-the-@evemment‘s-CPE—requlrements—wﬁh-a”t-leas’c 24-of the-80-hours-of

continuing education and fraining in subjects directly telated to Government. audltmg, the chemment environment, or

“mtherspecificor unique environment irwhichthe: audited-entity-operatesThe'minimum-experience- requirementsin*—-
ihis: category Include; (a) belng-a.pariner: or prmcipal in‘the Contractor's ‘or subcontractor's organization, and (b}

*"having.a minimum of seven-years general gudit-experience and thres: years Federa] Government financial audit
.exper}ence ‘The partrief/principal is responsnblefor the‘work petformed, i.e., overall prOJect ‘management. and fina)

report review:




By Audit Manager

The AuditManageris. reqmred to-be 2:CPA and licensed by the:appropriate state hcensmg authortty The minimum.
education requirements include: (a) a bachelor's degree in‘accounting or business; and {b) 80.hours of CPE in the
‘past-two years that:meetsthe Governmsnt's.GPE requirements, with at least 24 of the 80 hours-of continuing
educationand fralningin subJects directly related'to Government.auditing, the Government environmetit, or the
specific or unigue:enviranmentin which the-audited: entity operates. The minimum: experience requiremerits include:
(a) having:a minimum of five years general audit experience; and (b) two years Federal'Government financial audit
experience ata:supervisory level: The.responsibilitiesin’ thxs categoryinclude: (1) reviewing audit'documentation,
financial statements and reports;. (2) conductmg discussions with clients about the results:of‘the work performed; 3).
directing:sehiorand.staff. auditors; (4) reviewing and: approving work: plans and programs; (5): ensurmg that
assignments are carried outwithin the budgeted:time and within delivery.commitments; (6) reviewing -audit

. documentafion and financial statements.and related reports for-ascurasy and completeness and (7)following the:
‘progress.of the-engagement.and helping resalveiaccounting, auditing, and; Teporting preblems as: they arise. The e
Audit Manageris: reguiarly asslgned to.other:audit-engagementsin a ‘managerial capacity. '

(@) " Serilor Audtor

“The milrimum -education requ;rements inglude: (a) B bachelor‘s degree in acedunting or’ busrness and {b) 80 ﬁours of
CPE inithe. past two years that meets the: Government's CPE requirements, with.atleast24 of the 80 hours of
contiriuing: educaﬂon antl trdining in stjects:direttly related to government auditing, the Government.environinént, or
the-specificat. urilque enviroriment:in which the audited entity operdtes, Theminimam experxence Teguirements: E
‘include: {g) being a:seniorin the Contractor's orstbconitréctors: organization, {b) havmg a minimim of two years.
generalaudit:axperience,.and {¢) one year.of Federal:Govarnmerit financial audit experience. Theresponsibiliiies in
‘this-category-include: (1)’ mdependently performing a major-segment of an audity(2} directing the work ofstaff © -~ -
auditors;{3) mstrucung them:in thewotk to be performed and (4) reviewing the: work done and directing revisions, if

. nieCessaly. The:Senior Autlitsr makes decigions.on.all but the most unusual accountmg, atiditing, and reporting
matters and.is: regulariy assxgned o others audlt engagements inix the capacity of senior’ audltor

(d) Staff Auditor

“The minimur education requirements include: () a bachelor's degree in accounting or business and (b) 80 hours of
-contintiing -education. and-training in the pastiwo years that meets the Government's GPE requiremerits, with at feast
24 of the:80 hours.of:continuing education. arid training in- subjects directly related'to government auditing, the
:government environment, or-the.specific:or unique environment in which the audited entity operates. The
responSIbllmes in this.categoty.include performing.specific audit steps.under the: supervrsmn of:a-seniorauditor, Ai[

. activities of the staff auditor are supervised..

(e).

ThEimlmmum expenence reqmrements inglude;:-(a) having thorough knowledge and formal fraining in the: requlred
spscific:specialty, (b & high level of experlence in applying the 'specific:spedialty, and () recognized: standmg in‘the
applicablefisld. The responsibilities.in this-category iriclude’ pmvsdmg auditors. with prcfessxonal sxperfisein Sueh
areas as hedlth,safaly, law, mvestxgatlons, actuarial science, mining; enginesring, -appraising, mathematics, stalistics,
SCONOMIS, wntmg, or other specialties:that may:be nesded to plan, develop, and-present technical assistance and
training,: expandea scope audits, economy and efficiency audits, . program results-audits, full scope- audits, financizi
and-compliance audits -indirect cost audits, and other types of audit.services (e.g., audit coprdination, audit .

orientation, pré-award:surveys, pricing réviews, quality control reviews, evaluations, etc.) This category includes. all
spesiiiTspecilties ieeded tocompleteassigned tasks that-arenotcoversd by theotherlaborcategeries i this

-~ ———coniract. The-use of sach.specific:specialty.is-to.be negotiated. with the Gcn’tractmg Officer within: eacb _task order.

) Statlsilcyan - ‘ .

priinimuinm of six-years.of current, sxgnmcant sampling experierice In.a Government.audit.or program-evaluation
enwronment Demonstraied expefience preferably includes the. knowledge and ability to design samples that. meet

This- person miistbe:d. membef in good standmg ofa recogmzed professional statistical assacxatlon a5 wellas have a




. BAQ yeliow book and the GAO/PCIE Financial Audit Manual (FAM) sampling requirements as well as applicable
AICPA sampling:audifing: standards. . - '

(@  Informatioh Svstems/information Technology-(IS/T).skill classifications

The 18/IT audit-ar-evaiuation classifications incllide individuals with:specialized ISAT techriical knowledge; skills; and -
abllities who.may not:be.CPAs; but who have responsibilitiss.and aJevel ofiexperience similar to, and who function at
a level'comparable fo partners, managers; senicr auditors-or staff auditors, Forthe'purposes:of labor-classifications,
IS/T guditors who perform rouine:general application control reviews as well as those who-use computer assisted
audittechniques areé not considered in these classifications, but:rather are'considered in the accounting, -auditing, and
related skills classifications.as:.described above, :

(s}

The minimum-educatior requirements. includé; (a)a bachelor's degree oradvanced degree(s) in:an appropriate:
technical field, and {5)80 hours of CPE in the: pastiwo years that mesfs the-Government's. CPE requitemerts, with at
least 24 of the 80 hours of confinuing education-and fraining In subjects directly related-to. Government auditing, the
Government.environment, or the-specific-or unique environment In which the audited entity operates, The ISIT audlt
partner-must be:a Certlfied Informatioh Systems Audltor (CISA).or be a CPA.with eguivalent experience such-as
performing general contrel evaluations of large systems, network secuiity reviews, and extensive review-of ‘
applications, .and mustalse be actively pursuing the CISA certification. At leasf ten years technical experience is
reguiired, including alf of the following areas: 1) 1S audit process; 2) IT govemancs; 3) systerns @nd infrastructure

* lifecycle management; 4) [T:service delivery.and support; 5) protection of information assets; and 8) business
coriinuily and:disasterrecovery. Employee does:not necessarilyhave & proprietary'interestin the firm. This.person
has final:authofity in the conduct of engagements and full responsibility forthe work petformed.

1SAT Audit Partner {oreguivalent title).

iy - BaT Audif‘-Mﬁger‘(o‘r-:equivéiénfﬁ'tle). '

The minimum education requirements:includs: (a).a bacheler's.degres or atvanced degree(s)in-an appropriats:
techriical field; and.(b) 80 hours of CPE: in the past twoyears that meets tiie Government's CPE requirements, with af |
least 24 of the B0 hours of contiriultig education:and tralning inssubjects directly relatedto:Goverament audifing; the
+ government-environment, or the specific or unigue environmerit in which the audited eritify operates,” The ISAT audit
manager must be a Certified Information Systems.Auditor (CISA), &-Cerlified information System Security
Professional-(CISSP), orbe a CPA-with equivalent experience such as performing (general control evaluations of
large system, network securiy reviews, and extensive review of applications, and must also be:actively pursuing the
CISA certification. At leastfive years technical experience:is required; including all of the following areas: 115 audit
process; 2): 1T governance; 3) systems and irifrastructure lifecyele management;4) IT service telivery and suppert;

5) protection of informiation assets; ahd 6) businéss continuity and disaster recovery, N .

The.IS/IT managst Is responsible Tor complex engagsments;, orthe technical aspects of complex-engagements, -and
"may overses two or-morg engagements.simultansously. He/she has demonstrated ability to assumefull -
résponsibility for directing engagements and special assignments. ‘This individual réviews audit-decumentation.and
relatectreports for accuracy and completeness, and.conductsrdiscussions with dlients.about the: resilts of the work
performed:- directs. alidit'Senlors:and. Staff; reviews.and approves work plens and programs; ensures that
© assignments are carried outwithivthe budgsted time-and within delivery commitrents. The IS/IT manager follows.
+the progress:of the engagementand helps: restive'technical lssues as they arise andisregularly assigned fto-cther
engagements in-a-managerial technical capacity. : ‘

() ISIT AuditSenior (or related title)

The mifimum education requirements; includg; (a):a bachelot's degree in.an-appropriate technical field; and
{b) B0 hours, of CPE jn the past wo years that meefs-the govemment's CPE requirements, with atleast24 of the:
80°hours of continying education-and training In-subjects directly related to-government auditing; the government .
environment, orthe specific or unique:environment in'which the audited entity operates. Also, required s at least two
years:ofexperience I IS/T auditing. The IS/IT auditsenicrperforms most assignments with & minimum of
sipervision; directs the work of staff-auditors, instructing:them in'the work to'be performed; teviews the worlcdone:

: )




and directs revisions, if necessary; :and makes decisions onall but the most.unusual matters. This :;.Jers.on is regularly
assignedto other engagements in the Gapacily. of an IS/IT senior-auditor, o '

%y IS/IT Staff Auditor{or'eguivalent titie)
The:mihimum: education requiremerits.include a bachelor's degree in an approprigte technical field and 80 hours.of
continuing ‘education and training: in*the past two years that mests'the government's CPE:requirements, with at least’
24 of the-80-hours of continuing education.and training, in'subjects-directly related to government:auditing, the
government:environment, ‘or the specific-orunique environment inswhich. the ‘auditéd-entity-operates. There are.no
mirimum -expefience requirements. This person performs specific;procedures under the guidance:of a.senior auditor:

" Allacilvities of the 1S/ T staff:auditor are:sypervised-

Q)7 ISAT SvsteriSoftware Specialist
“The ISIIT System Scitware Specialist must haye:at ledst five years of experience working with systems saftwareina
variety of differsrit.environments, including reviews of or instaliation and implemeritation of systems software.
‘Expetience should include eperating systems and access contro] software,.and the:abillty fo read assémbier;code
and related macros:as part of the:systems software installation-and maintenance function., -Spedialist should have'the
ability to-evaluate installation and implementation of systems software for potential irformation-security-exposures.

(m)  SerilorComputer Consultant

" The:SeniorCaniputer Constiltart must-have: &t leastten years of éxperience ih computer: consulting services,
including such areas as systém.desigh, hardware gnd:software-evaluations, :systems management, @nhd systems

My 4
The Junior Gomipiiter Gonsultént musthave at least five yeers of expetience i -computer consulting services,
including such .areas as systems: desjg‘n__,- hardware and software-evaluations, systems management, and system.

implementation. matheds.

unior‘Computer Consultant

14 ‘Security Clearances

All Contractor personnal mustbe U.S, citizens and aba minimum hold.a DISA security clearance atthe interim secret
level except for'[T:staff, T staff must hold a.DISA top-secret clearance. Thereishall be no exceptions to this. policy.
Additionally, Ceritractorpersonnel performing work.under this order shall be subjectio-security’background oy
investigations as prescribedby the OJG, DHS, or DHS-components. Inaddition; the:0l6 requires all Gontractor. -
personnel assigned'to.the call to.have.a DHS suitability determination, The-suitability determination iakes o
approximately-30 days:to complete once the'DHS Security Offlce has received a complete package and.there gre:no

- complications. The contractoremployees and stibcontractors are not allowed io conditionally work on-this call:support

. unless the-smployee has: been grarited. an EOD-{favorable suitability determination); .

A ) Gt & .

- Al contract:auditors working at Secks .Service must have DISA Top Secret clearances.. Contract auditors: working at

OBP, in addition to-having.a DISA Fep-Secret.cleararics, mustalso-have a high risk background investigation. This'
investigation is:performed by CBP-after'the contractor personnel have received a'favorable DHS sultability |

determination.. All {T:auditors' must-have a Top Secretclearance. - Howsver, IT auditors whe-work solely on the CBF
.audit must instead (1) comply with the security clearance requirements for all contractor personnel stated above..e.g.,

DISA clearance and DRS sUitabIiTy.determmaton, ang (2 Tust comply Wit CBP sectrity sisarance reytirerrents
_ordertoconduct the audit, the Contractormust be prepared-to:supply-appropriately cleared staff fomeet DHS or

T

compoient reguirements.. The Contractor mustalso‘have.a DISA Top. Secret facility clearance..

+All- Contragtor personnslwill be pre-screened :Ey the'OIG .Secmr‘i'ty‘fofﬁce'r,,‘ and/or through other processes.as:

. designated bythe COTR, for level; of clearance-bafore being allowed to-work on this audif: If there are.questions:

concerning the stitabilityof a contréct employee: during the pre-screening process.or‘onceithe background R
investigation.is completed; notification and an opportunity fo respond will-be-provided tothe gortractemploves, If
deried a security clearance, the conitractor (and./ or the contractor employee), mayappeal the.decision for review by

LS . ) - 'IO




the DHS ChiefSecuflty Officer. If-the: contract emplayee s found unsuitable, the. DHS Chief:Security Officer will
notify the'Contractor's Security Officst. The contract.employee shall.be remaved promptly from his/her duties, and a
teplacementwill be requested. Inthe gbsente:of:a writtenwaiver by:contract personnel,.the: provisions of the Piivacy
Act may preclude-tistussion of the-detalls of backgiound investigations(s) and/orthe OlG.action with the Contractor.

4,5  liiformation Security:and Confidentiality

“The Contractorishall comply with all laws, regulations, Tederal guidelines, and intetnal DHS/DHS component policles

regarding the handling, storage, and.safeguarding of DHS information, Including. DHE infermation stored on o
- Centractorcomputers. The:DHS CIO-may require:the contractors to: have-software.used on Contractor compliters 10

be.certified and accredited'in accordance:with DHS giiidance, The: O1G wil| provide.the:Contractor (specifically the:

- engagement Parinerjwith a:wyitten copy. of the laws, regulations; federal guidelines, and internal' DHS policles. with
~whish the Contractor is-expected fo:comply. This information to: be-provided bythe OlG {0 the Confractor Is For
Official Use Orily:(FOU0) and therefore the-engagement Partner must have a security briefing prior to: receiving the
specific DHS securfly policies, The OIG js unableto provide individual DHS: component poiicies; therefore, the
‘conitracfor shall-request and abtain:such; polices, if any; from the components 2t the:beginning:of the audit, 1f DHE'
policy-is:stricter than @ compenent's: policy; DHS"policy shall be followed. if-a component's:policy is stricter, the
compotent's, policy shall be followed, The OIG.and/or the GovernmentiAccountability Office (GAD) reserve the right
fo-conduct.onsitevisits to review the Contractor's documentation-and:in-house procedures for protection:of )

information.

The Contractor-shall maintain the cenfidentiality-of-and protect-all-documents, data, and other information:suppliedto -
it by DHS. The iype of information being handled will determine:the.confidentiality and protective requirements, DHS

~ and ifs. components.are:responsible for identifying -and marking documents, data, ;and other information:that require

" ‘specific: protective misasures. The OIG js:unable to.vouch for the effectiveness of compongrit information security .
pracedures; Therefore, the-confractorshall notify the.oomponents verbally and in writing at the beginning of the-audit
and periodically during.the audit.df their responsiblity-under DHS policy:and this coritract to identify-and-praperly mark,
sensitiveand classified infermation and fo: provide handling instructions for such information priort.its: release o the
Contractor. Such netification may be;do_cum‘en'ted’i,,n'-.ent;:ance'ﬂ-co,n‘fer,en'pe-age‘ndas, and biweekly status reports;

Ifiinformation is not designated as sensitive:or classified, the Tontractor will nonetheless take reasonable precautions
16 maintain the-confidentiality of all decuments, data, and sther irformationsupplied-to-it by DHS, The:Contractor
agrees to take appropriate and reasonable measures fo restrict access to such information, prevent urnauthorized
disclpsire, and share such information with only those Contractor employees-needing such Information te.perform .

assigned work underthisicall,

The ©Ie:will work with: the OIG Security Office to-provide the: Contracter with specific minimum, requirements-for
handling sensitive but unclassified (SBU) and classified information. The OIG alsowilf workwith the’ OIS Security
Dffice-todmplement DHS Management Directive Number. 11053, *Security Education, Training, and Awareness, -
Program Directive;*{o requite ll new contractorand sub-coniractor employees who are new to the engagementin
FY 2010;40 attend.a‘Security Orleritation Trainirig Briefing within the first 30 days of assignment. This:security
briefing will follow:theoutline: of the non-dfsclostre agreement to-include. the responsibllities of handling and
safeguarding Profected Critical Infrastructure Information (PCII), Sensitive Securtty Information (SSI), Sensitive but.

© Unelassified Information:(SBUY, and Glassified Information, /An-annual refresher briefing will also likely'be reguired for
returning contractor and sub-contragtor employees., -7 ’

The Gonfracioracqtiresno possessory‘and fig proprigtary inferests irv information’ DHS provides; ‘The Bontractot
agrees not to:disclose any information concerning the-work:under this:BPA to.any:outside parties, including any
parties-pot-assoeiated-dirsttly-with siaudit-unless-prorwritien-approvalis-ehiained-frorm-the:Contracting-Officers
Teghinical Representative (COTR), incoordjmation with the Genfracting Officer.

. -Additiong] information on speific types’ of informaition follows;

Sensitive-But:Unclassified information (SBU)

The Contractor shall adhers to:-DHS'M anagemen‘t'Directive 110421, “Safeguarding Sensitive But.Unclassifled
Information,™ (this information-will be- provided to the-engagement Partner upon recelving the security br‘_iéﬁng)_g. The




Contracior a!so agreesio take appropfiate-measures to testriclaccess to SBU information tosonly’ those Gentractor
employees needing such information. ’fo perrorm assigned-wark underarcal); Le.on a “need to kncw basis. -

DHS-component’ pohcres may be.more restrictive, and-the Contractor shall-adhers fo4hose ‘policies, as provrded by

) the.components:. As discussed-earlier, the. Gontractor shall request such policies: at the: beginning of the.audit,

Specificélly, the Contractor shall request-each componentin which-auditwork Is: performed to provxde the
‘component's-established policies-and procedures for-handling SBU. irformation and information In:general. In
accordance with DHS policy-and this contract, DHS is résponsible foridentifying any SBU information thét is provided
to the Contracter.. As discussed earller, the:Corntractor:shall nolify the componerits verbally-and in writing atthe.
‘beginning of the-auditand perladically-during the-audit of their responsibility under DHS policy-arid this contract to.
identify-and: proper}y mark SBU information: and: to.provide handling instructions-for such Information prior'toits.
release fo the Contractor, :Such’ nctlfrcahon may be:documerited in etitrance:conference: agendas and biweekly

status: reports

Ifa component’s*poircy fs not fo remove SBU mformatron fram certain locatlons the ‘Contractor shall-ensiire that such

" information is: not.removed, parficularly inadvertently on .2 portable computer. f necessary, ‘the-Contracter may inclr

reasonable reimbursable expenses:forthe purchase of computers'that are required fo be dedicated ot left-on client
premises.due to:securify concerns, subject to by-written notification to and viritten approval from the: OIG:. At
completion; of the-audit, ownership and. control of the computers shall. be returned fo the-OIG under*arrangements

speclfied by the OIG:
The Contractor mustensure that SBU information and documenraﬁon, inciuding Workpapers, ére: kept if & locked,

secure. place when nofin use by Contrastor staff, and mustensurethat Government:property is-keptiocked up after
regular working hours: If apindependence issue-arises; such as lack of control overstorage of workpapers, the:

. Contractorshall nofify the:OIG lmmedrately, whowill assrst in‘making arrangements o accommodate both the
guditee.and guditor,,

According:to DHS’ ‘policy, SBU information -must be: encrypted for fransmission over the internét, unless’ rmpractrcal

The OIG reserves the rxght io designate SBU mformeﬂon and-to-require: encryptlon for-all transmissions.

_:.Ciassrﬂedvlnformafion

The! éontractczr shall adhere 1t DHS Management Directives regarding the handling of classified information, The
0IG will provide the Gontractor with wiitten copies of these Directives. DHS comppnent policies may be more
restrictive, and the Contractor-shell:adhere to those policies, as provided by the componerts. As discussed eatlier, -

the Gontractor shall request stich pohcres atthe begmmng of the:atdi,

Classified inforpiation in. any form {&.g., paper,-electronic), properly identified-as such by DHS shall neverbe
remeved-from DHS premises, and any-communicationof a classified nature must be done-over secured lires orin -
secure:areas, as provided by DHS. . If an independance issue arises, siichr aslack of control over storgge of
workpapers the' Corifrastor-shall:notify:the-D1G rmmedlate!y, whowll] asgist:ii making arrangements to secure the
Contractor's:wotkpapers. If the Contractor recognizes Information as.classified or of a-classifi able nature:but
responsible parties &t the-department: have not marked the: mformatxon -gs-such,fhe Contractor shall immediately

" secure:the information:and nofifyithe OIG.

If necessary, the Contractor may incur+easonable réimbursable expenses:for the purchiase of computers that:are
reqjuired, to be dedicated ofleft on client premises-due o security. concerns, subject to written notification fo-and
written approval from the-OlG. At.completion ofthe audit, ownershrp and.contiol of the computers shaH be returned

te-the-@le-under'arrangements—specrﬂed—by—the -DIG-

Actess:issies:

ﬂ,_Cases will arise where-only. appropriately cleared QIG staff wrll be: allowed to perform.certain audit: ‘procedures; or
DHS may require that these. praceduressbe, performed:-only with appropriately cleared OIG-staff present. The Ol will

noﬁfy the-Contractor 6fthese gireumstances as OIG becomes aware of thiem.and will work:with the Contractor and -
DHS in-such.a way thatthe Contractor may continue the gudit-according to auditing standards. [Fthe Contractor
becomes aware.of such srtuatlans the:Contractorshall notify the-0IG immediately. If the Contracter musthave.
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access to information that the: Confraotor knows or has-baen tald is. ctassn‘led the Contractor shall d:scuss this need
first with the® OtG .

“During the FY 2008 audit, the OIG performed procedures at FEMA. Addxttona!ty, the OIG accompanied the- Contractet
during certein. sensitive Informatior technotogy {IT) testing. Whennecessary, the OIG-has provided and will provite
cleared staff, so:that work-can continue in:an appropfiate and-accéptable. manher. OIG workpapers and staff will-be
available-to.approptiately. cleared Contractor personngl, in accordande-with classified.or. othsr established.sgourity -

procedures. sgithat! the Contractor can rely’'on work petformet by'the DIG,

.Nofxﬁcatron

The Contrasior-agrees 1o Imniediately notify the: COTR inthe. event that hefshe deteimines Grhas reason6.suspect.
2 breash of any-of these requirements ar restrictions-or any improper handiing’ of glassified material, and to provide.
written notification &g soon as possible. For knowingly disclosing information in violation. of the, Privacy.Act,‘the

- Gontracter and Contractor's employees may be: subjectto the: criminal penalties as-set in &' U g.c, Seotlon E52(H(1 ) (o

ihe:same exient.as. employees offhe. department
Conftdenﬂaliz‘y Agreements/Dec!araz‘fon of Ino’epeno'en ce.

Each Contractor employee performtng work-under this order shall be required fo submita non-
disclosure/confidentiality agreement (Appendix A) and=a Declaration. of tndependence Form:{Appendix B) tndlvxduat

componenis.or DHS palicy may requite other Hon-disclosure. agreements

1.6. Overszght ant Préject Managemerit,

ol(c) Proleot Moritors: The: COTR-will desngnate OlG project moriitors fo-oversse pefformance of the: audit and will
. assign these auditors fo-various parts of the.audit. dependtng upon the Contractor's approach-and organizational

" structure.

" _Contactwtth DHS bersorinel: The Contractor shall notify the assigned project monitor, pnor 1o making initial contact
with:DHS personnel, fo start work on-each call. The projett monitor Is to:-be-kept abreast.of the Coniractor’s activities

and interaction'with DHS personns! dunng the course.of audit. The Contractorshall inform the project moniitor of &l
meetmgs with DHS personnel, The pro_tect moniter will atiend those.meetings at his/her discretion.

Staff-schedule: Of amonthlybasisthe Contractor shall provide a schedu le.of staff, and their component
assignments {o the project monitorto assist:Him/tier in monitoring wotk. performed under this contract 1f schedules
changé signifl cantly,, the Contractor shall.provide'the praject monitors with Updeted schedules.

: ‘Biiefings. status reports, and minttes: Briefings shall be-held with the DIG-and.sthers designated by the: COTR With
status: reports prepareddor sach organlzationat 'segment of the: audit, 'such asfor significarit components. The OIG

will designate the segments. andfrequency-of briefings, status reports, and minutes; based on the organization of the
audif. These briefings antl status reports shalt describe-audit progress, reslts to date, and.near-term.planned  « |
activities; provnde updated fimetables; and identify matters that may impactthe timing or outcome. offliture work:or

" the auditopinions:and related reports. “The timing ofthe brigfings, tatus reports, and niinutes will be. Hased onneet,
but shall be'held &t least bi-weekly during fieldwork. At the diseretion of the:COTR -orresponsible projectmonitor, the
biefings may be fricreased fo-weskly, if audit activity-during a period.of fime becomes significant, ormay becheld with
‘smaller groups, such as 1T management, to-facilitate better communication. Status. reports shall'be: ;provided to the
OIG 2t leastene day before-the brigfings, Cortents of status reports-are described inthe defiverables sectton 34,

“Minttes-shouid dooument'mgmﬁnant-d :scdssrons-dectmons*and—oommnm entsmade-by-managem ent-at 1d u e

Coritractorand:shall. be.included irthe Contractor's workpapers
" The'Confractor shall notify the COTR immediately in writing if they become aware:of issugs thait; could Jedpardize the '
. stccessful completion of this audit, such as circumstances: that-could lead te-a-qualified opinion.or dnsclatmer of:
opiniam.

Special [T auditregiirements: The COTR or appropna’ce project maoriitorin coordmatton with RHS will require the
CGontractor to:hold individual entrance and.exit-conferences with I T: management at-each of the relevant: components
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The: COTR will requiire. the Contractor to hold monthly status meetmgs witha representattve from the DHS Office of
the-Chisf Information Officer (OCIO) The COTR will-also require-the Contractor IT Management (Partner/Principal)
to:be on site atthe:components.at least10 conibined hours per month at any DHS. component or.combination,of
compotients and IT Serior Managers/Managers {Ilsad component manager)-shall: be on-site per component for gt 30
hours per monith forthe following cornponents; CBR/ICE/CIS, FEMA, FLETC, USCGITSA. ‘Forthose: locations with
multiple sites the aggregate of the engagementihotrs shall be: consrdered "The objective j js to-ensure mammum

commumcatlon :and minimum misunderstandings | zn 1his sensifive area;
1.0 ¢+ Workpapers

General Reguirements

The Contractor:shall develop. complete and accurate warkpapers fhat dacument all work: perfcrmed SUppott
.conelusiens reached, antl are consistent with.GAO/President’s Council on Iitegrity-and Efficiency (PCIE) Financial
Audit:Manual (FAM)-gdidance; government-auditing standards (GAGAS); and American Institute of Certified Publxc

:Accountants (AICPA) standards, Workpapers hall show clearly the:

‘Objectives, .scope;.andzmethodology used
Procedures performed
Source of information:

_Supervisory review of work performed
.Condmon cause, effect, Critetia, and recommendaﬂons for af findings.

" % e e s

~Workpapers shall. contam suffitient’ mformatfon hic) enable ait expenenced atditor havmg no previous connection 1o
the-assignmentto identify-the support:for the narrative, findirgs, and conclusiens of reports.and- workpapers.. Audit
procedures, Notices of Findirigs and Recommendations (NFRS)' and audit:reports: shall be indexet to the.

i workpapers;and vice versa;

. The®IG, GAQ, and:other Government representatwes only as' authonzad by the: COTR, shallhave: access to-the

- Contractor's workpapers on,.an engoing basisto facilitata (1) an: undersiandmg of the audit, Its.progress ;and quality,
and Its results, :and (2) timely: lssuance:of: reports ‘No other individual oF eniity may have access fo the.Contractor's
workpapers without.the express, written permission of the COTR,. The OIG will sign a release agreement with the
Contractos, as- mutuglly and-separately agreedo’ by'the parties, as the OIG has in the past, and will require GAO and
other Governmentrepresentatives to do the same, if directed: to dosor by Contractor. If Contractor's.workpapers, ’
mcfudmg ¢opies of Contiactors workpapers in'the OIG's possession,.contain information-obtained through the: cail’
thatweuld ssist the OIG or0IG. Contractors.in. other audits, the OIG will notify the Contractor, and the Contractor
shallallowthe OIG or the Q)G's Contractor aceess fo Contractor‘s workpapers, subject to the: conditions: of the

rélease-agreement, which the requestmg pariies must :5igh, xf Confractor:sodirects.

At the request of the COTR or hls/her representatwe, the' Contractorshall provide, within three working days of the
réquest, -a copy.of any wotkpapers, {paper or electronic format), including relevant supporting documentation, If any;
created orobtained during the audit. -Allthe:Contractor's workpapers must'be available for review in aformat
speciiiet! by'the'0IG; The OIG may require.the; Contractor to perform corrective or additional work within the

~@ssighment scope: ‘based upon their review:of the-workpapers. The OIG.anticipates that most of {heir needs.for
workpaper access Wil be safisfied by the delivery sehetiule provided inPart 3,

I Plepse:see end of this section for-an explanation of NFRs, t - _
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“The Contfactor shall maintain'wotkpapers for:a period of at least six years, oracsording 1o law andregulation,
whichever is I6nger, after all recommendatiohs have been resolved and-closed bythe OIG. Typically, the OIG will
close open audit findings if they are-rolled forward into the current'year's audit report. if.an auditrepart's-findings are
appealed githeradmiristrativly or to a Fedsral court, workpapers must beretained for three years after-all appeals
have been filed-arid a final decision has been issiied. The:Contrastor-shall. comply with its internal firm policy with
respect fo document rétention and destruction of workpapers. [fihe Contractor's™firm policy-is-inconsistent with:the
parameters described in this paragraph, the Contrastor shall consult with the OFE on the:appropriate colrse of action.

It is imperative thatthe Contractor protects all workpapers from unauthorized access.andler disclosurs. Only the
COTR, designees of the:'COTR, and Contractor staff assigned to the callshall have access to.audit workpapers, No-
work performed under this order may be released:to. any individual; entity or-outside. parties, including any parties not:
* associated directly with this audit, without tfie express permission of the:GOTR, Fhe-Gontractor shall follow the .
directions-of the OI& and DHSIDHS component,partaining to any:sensitive-or classified documentafion, to include.
storage ofsuch decumentation solely by the OlG. ’ R ‘

At the:conclusioniof the audtt; {t,he'-—Go,h‘trgct’or;s,héllv complete the*following financial ‘,s;tatemén’r;-bhedkﬁs.ts:

L GAG/PCIE FAM Valume I, Sestion 1003, "Financial. Statement Audit Gompletion Cheoklist™, and
.« BAO/PCIE FAM Volume Il, Section 1004 *Financial Report: Chackiist for Reports.Prepared:Under the GFO
Act!, -

2 ]

Any othet checklists relatingto financial staterient audlts"c}f"federal.*enﬁtié‘s teqtilred or recommended by
oversight agencies.

The Contractor:shall include-aworkpaper refarance. for each guestion onthe.checklist. If the écontractori'anéwers
gither “No" or “Not:Applicable”, the Contracter must;provide & justification/explanation. :

NFR Process

1t is importarit to notify the OIG and audites of potertial audit findings as they arise. Dufing the-courseof the-audit,
the Contractorishall use Notice of Findings.and Recommigndations (NFR)to-describe potentialaudit findings and
requestmanagement's wiitten -agreement or disagreement. NFRs shall be.in-writing and contairi all the.elements gfa -
finding: condition, criteria, cause, effect, and recommendations. NFRs should be wellwritten and-clearly )
tommuiiicate the problems thal managemerit miust correct. The fécts idenfified inthe NFR will be:vetted with
‘management priorio the OlG review. . ; ‘

* The OIGwill review:and approve all NFRs before.issuance to-an:auditee:for mahagetnerit's comment., A precess.

. caritrd] record.is fo be-maintained by the Contractor over &l NFRs:isstied and shall describe their disposition.
Additionally, all working papers must be compisted:(including supervisory review,) priof to the OlG's review and
approval. ForaliNFRS developet and ‘préparet atremote-locations (i.e.. Glynico, Georgia-and the USCE Finance
Center in‘Chesapeske, Virgiiig) the workpapars need to.be prepared slectronically or scanned into. a/flle-and
forwarded o the OIG fortimely review.. It is expacted that material weaknesses or sigrifficanit.deficiencies preserited in
the alidit reportshalk be supported by previously issued NFRs, unless:weaknesses become apparent too late’inthe.

audit process foran NFR tobe jssued, : ) e

© Additionally, the O1G fratks open recommendations, -As ‘atesull; itis important when the Gontractor identifies that a

prioryear NFR was hot closed to use the same NFR numberis.used.in the current year as well as using the saffe

wordingin:the recommendations, where applicable.

Special 1T audit requirements: The OIG will reguire 8l IT NFRs-{o be reviewed in draft format by ifie DHS OCIO -

before {ssuance. The DHS'0CIO will provide camments, If any, withinthree busihess days. The Contractormay
formally lssue. IT NFRs on the fourtti business day. Inaddition, all IT NFRs must be presented’to.component T and

~ GFO personnel for-signature.

. El’ectrqrﬁp'Wonkpaberé

“The Contractar may:ghoose fo maintain werkpapers in an elesfronic format. Ifstored slectronically, the Confractor
must provide acsess tothose warkpapers In:similar fastion totraditiorisl work papers. The Contragterwill be: reguired
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. to:maintain-electronic:versions.of any workpapers developed and prepared at remote locations to:support NFRs,
Thesg electronic werkpapefs must be forwarded to the OlGfara timely review. The Confractor shall provide the:0IG
with ‘adequate means-to review-electronicworkpapers, including any necessary software or equipment. The: _
Cantractof shall provide trainingto. the COTR.and his/her representatives, i using the-softwareto:access the work:
papers -and, a6 requested, shall make paper copies of workpapers fromy electronicidata. Please see also section. 1.5,
Anformation Security-and Corifidentiallly, section 1.11; Compuier Software; and section 1.12, Technical.information
System Requirements. '

48 - Quality Assirance Review.by the OIG

The-OIE will review.Contractorworkpapersiin accordance:with applicable:standards and guidance, including the |

~ GeneralAccounting‘Office (BA0)/Coundil.of Inspectors General on Integrity and Efficiency (CIGIE)formally
President's Council on.integtity and-Effisiency (PCGIE) FAM 650:guiidance, CIGIE/PCIE peer review guidance, and
CIGIE/FAM chesklists. ' The O16.will pefform: Its review throughout-the auditand according fo the. deliverable
schedule in Part 3. Ifthe OIG Quality. Assurance Review discioses any case of stb-standard.or unacceptablework
product, the Contractor shall be required to perform corrective astion or additional work within the work order's scope
atthe Coritractor's.expenss,.  ° . ’

1,9 Indepsndence v
During the period of this BPA, the Contractor shall adhere to e independence standards s issted by the GAO and
the AICPA . . T
#Aspaittof the Corftractor's proposal; in &'separaté statement, shall represerit that if s independerit Wifh.:réspergti?fpf the
DHS/DHS components, in-this-separate:statement, the Contrattor:shall briefly describe il work-and knewn futdre
- . wotk, inéluding non-audit services, with. DHE/DHS components inthe pastiwo (2) years. In atidition, this sStatement
i Shallbe made annually as pait of the: proposal. _ X
Throughotit the.audit, the Contractor.shall immediately inform the COTR via e-mall If the Tontractor is-vcpnsideﬁngr"té
propose;or has.already-proposed, on any:contraicts invelving DHS/DHS components. The-Contractor, in-aseparaie
statemeni, shall representthat itwill remain independent with respect‘to DHS/DHS components. The COTR wilithen
evaluate whether award of thess contracts cotild impair the Contractor's independence with respectio the call, The
Contractor shallnotify the' COTR of the type of contract selvices to be. provided; the periods covered; and provide a
_copy of the:applicable statement of work describing the: requirsments. .

[Fthe: COTR belisvesithatan ‘ih‘depend'en‘c,e:impé‘itmenf_'gxisfs“i,;"'the GOTRwill riofify the ©O, who will make the final
determination.as fo-ihether the new order'would impair independence. 1fihe CO determines that-an indeperidence
impairmenit exists; the Gontractor shall either:defer the work or-cease performing work under this order.

The:Contractor shall inmediataly inform the COTR-via email:of any potential or:actual.confiict of interest that the
engagement team pefforming work under the call becemes sware of.. The CO-will determine-what-actions by the

Contractor-will be necessary.to protect'the Govérnment's inferest.
140  Qualify Assurance/Personnsl Qualifications

The Gontractor shall address their internal quality control system to-consider.such-ffems.as dowfn.éﬁfaffcm review
procedures,.and continuing professional educational requirements. In’ addition to completing Appendix C, any other

internal:quality-control policies-and. procedires:sholild be submitted as an aftachment-orreferenced to an-appropriate
URL, Additionally, the Contractor must:submit their latest peerreview report, related letter of comment.or FFC-forms,

+ _and-the.Contractor's:-response:fo-those.comments-or-forms.

Contractor staff'shall-be qualified to perform finaridial stétement aidits, iicluding the .evaluation of information
systems thdt supportfinancial reporting. Quialified specialists shall be available fo assistwith the-auditas needed,
such-as specidlists. in informationtechnology, statistics, and actuarialestimates. Resumes'describing'the

. qualifications.of itie Contractor's key staff(ie., partners; managers, and senlorauditors) and specialists shallbe
sibmitted as part.of the:bid packagesand.on an ohgding basis as new personnsl are assigred to-this-audit. Sufficient
inforration shall be provided to-justify-the billing rates ofstaff and their assignmernts, such as relevant experience,
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 -currentGPE profile.and educational and professianal cerfifications. Subst;tuted staff shall have: sxm;lar or better
-qualifications. as those whom they replace. Please see’ sectzon 1.15, Substitution of Key Coniractor Personnel, for

additional information.

441  Compdter: Software

'Repotts ang workpapers-are to:be: prepared uaing software: compatlble with ©|G-software, which currently is Mlcrosoft
Windows Office Sulte of praducts.(e:g. Word, Excel), In-addition, the-OlGwill require any: soﬁware tools used by the -

‘Contractorfor precessmg of DHS: rnformailon tabe certified-and acoredn&ed

442 ‘I’echmca[’lnformatlan System: Requnrements

TheCoritrattor- agrees to take approprista precaufhons to-ensure thatall electrenicfiles and: medra usedio store-ar
transmit-data to the-DHSand the OIS arefrée:of Computer i vxruses . . .

The Conirastor shall-work with the.relevant: componentlorgamzahon ‘and the DHS GIO'to. obfam telecommuriication or
system links:wihen-needed, i .accordance with component:and DHS policy.. If diffictilties arise, the OIG shall be
notified. immediately-toihslp negotiate solutions. However; the. OIG will not-seek-exceptionsto.established DHS or
compenentinformation technolegy (IT) security policies unless those policies are-unreasonable or-appearto be
obstructing conipletion ofthe audit accordmg to.audit standards. “The: Contracter-and assigned staff shall mest all.
‘DHS/DHS compenent requirements for system access. DHSIDHS cnmponents may: require:Contractor staff to sign

rules of behavior before thisy are granted &ny-access..

Under notircumstances shall the Contractor dttempt o éonnedt to.or entet any DHS or. component network
or system- without DHS’ orthe relevant component’s expresset] written ‘gpproval. Such approval shall be .

:documented and providet to:dhe project monltof if requested

‘Please seealgo.section 1, 5, Information Securiy-and Conrldem‘/ahty and section 2,2, Objectives, for further
mformatlon on'the handling of data and penetratlon ‘testing, ;

443  Efliniination of Barriersin .lnformatlon Technoiogy"

. In 1988.Congress amended the Rehablhtaﬁon Actio requxre Federal agenclesto: make theit electronic:and
information technology-accessible fo: people:with disabilifles. Inaccessible technology interferes with an individual’s
ability fo-obtain:and use information quicklyand easily. Section 508 was enacted to-eliminate ‘barrigts in information
technology, to- make available new-opportunities for pecple:with disabilities, and fo-encouragé development of
tachnologies that will help:achieve these goals. Accordlngly, Section 508 is.fo be complied-with-wheri applicable:.

114  Government: Furmshed Property:

Government-furnished property will be: provided fn DHS: off ices as apphcable and ‘shall belimited fowork.areas, |

de'sks,chairs, and: phones, The Contractor shall communicate;space.needs.to the relevant components:and the

.appropriate;] project moriltors, Typically the semponentswill coordinate access 10 space; byt if-Contractor needs are
. notbeing metdmely bythe:compopents, the Contracter shalf lmmedlately netify the-OIG, which will; assnst in

negofiating space with the:companenis..

— Th E_C.Ojlilia_ctoLSJJaH_pIQ.\LLd_e_alLO’(h.eLequlp ment ant sipilies. Please see_aeaﬂom_iz IecﬂazcaLlnforma&og._______
Systetn Requirements, for communication links;

[y

145  Substitution of Key Contractor:Personnel

Diiring the first 180 Galendar days of performance; the cortractorishalimake no substitutions 6F: key: personnel uniess
the substitution is necessitated by lliness; death, or termination of employment. “The:contractor shall notify the COTR

within’ calendar days afferthe occlifrénce of dny bf these: events After-the’initial 180 calendar days.the Contractor
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.

shall submit awritten regugstio the: GUTR &t least 30.calendar davs rior to-a subgtitution of personnel-assigned. o

* the call, "The Contractor-shall include the Gircumstances.necessitating ‘the proposed replacemerit:cf-the key:
" personnel and shall;provide the hame and resume.of the proposed replacemerit. It can be-assumed that the. COTR

would approve any personnel replacement that possesses equaf:or"beﬁer=experiénca and edusation ofthe persoh
being replaced. Note replacement personnel must mest all the:security requirements and deemed suitdble by DHS
pefore the:personne! being replaced: can roll off the-audit. The: stitabllity process genetally takes: at least 30 days:
once.a complete package is:submitted to:the DHS. The CO:Will resolve disputes regarting the substittition of key

personneél.

148  Subcontracting

I the Gonirector iuses a subcontractor for this project; the Contractor shall.provide:the Gonitracting Officer (CO) and
COTR fhe following hformatioh priorto Hie-subcontractor:starting work; naite.of sibcontractor; qualifications:of the
sibcontractor ard key pérsoninel, indepshderice declarations, stibcontractor's external peer review report,.if available;
desafiption. of work the: stibcaritracter is to perforni, and estimated cost. The:COTRyshall approve the subcantractor
piiorto-the stibcoritrattor starting work under the tesulting task ortets. The.CO'will resélve disputes-tegarding the
use:ofsubcontrattors. ) .

The subcohtractor shall megtthé-same requiltemeritsias the Contradtor in terms:of secutity clearances,-confidentiality
ofinformation, quality-of woik; Independefice, IT secdilty, and other simllarly applicable sections-of this: solicitation,

If & desigriated stibcontractorwill charige.duiting the term of th i‘s_zBF%AB:cr-"r;:eth‘ing taskorder(s), g Coniractorshall
notify the-GO and-the COTR ihwriting as.sooh as reasonably: possiblesand at least 30 days. pridrito making any

" proposed.substifition -oﬁ‘theisﬂbﬁofhtf‘adtéi The:notification shalliiticlude & detdiled explandtion of the circurnstances

‘necessitating the proposed substitution, complete restufmes, for the: proposed stibconiractor personnel/substitutes, and
any-other Information requesteti by.the-COTR, related:io scoperof the work to-be perfermed, qualifications and/or
supervision of subcoritractor personnel, Proposéd substitites shotld have comparable or better qualifications to
‘those of the-subcentractor being replaced: o

Paymeits-undet Time-and-Matefials:calls villlbe n acéordance with FAR 52.232-7 (FEB 2007).

The Principal auditor will provide the: COTR with its,assessment of the subcontraigtor using Appendix C, provide the

fnost recent peer review.results, and validation of the subgontracter's independence.

447 COTR ‘ __
The-GO designates the COTR and any.alternate COTR(s). -Alternate COTR(s)-can:act for the:primary SOTR-in this
documentwhenever the primary GOTR is unavailable.. The responsibilities of the: GOTR(s) Includeadministering
orders.and monitoring perfoimance, The'COTR, deslgnees, or project monitors are-not authorized to direct.any
action that results In-a.change in the scope, price, terms or conditions-of this.contract. The COTR-will accompiish:
hisTher administrativé and oversight responsibilities threugh'the use. of alternate COTR(8} and project monitors;

148  Invoices ant Paymerits ‘
‘Reference. #8.and #10-of the: BPA Terms and Conditions,

Invaddition, contractor will track all costs related 1o the procedures. performed oyer

__the Recovery:Aaf and invoicefor thase procedureson 2 fiked jiice basis separately from otherauditcosts

148  Audif:Site and Travel.

Thie.audit work Will be performet at various DHS sifes:throughoutthe United States. The Contracter(s) shall.be.
reqtired to provide the OIG with & list oftrave! locations gt least 1@ days in advance of thesintended travel date! The
contractor shall submitin the written. requestthe purpose of theirip, names of the personnel traveling, fimeframe.for
travel and breakdown of the estimated costs for the fravelio the COTR forreview.and approval.
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" &l travel reguires the; preapproval of the: COTR before the: Ccntractor is authorized fo travel. Additionally the OIG wil
trave! with the Conitractot(s) to various:site visit locations. OIS personnel | authorized 1 approve travel will be. provxded

to:Contractorsonce award s made.

Additional details:or fravel are referenced in #8 of the Terms.arid: Conditions..

1,20 Period ofPerformance

This. BPA Is. effective. upon'signature: of the:CO and:will expire 5years fromdate-of. agreement The agreement may
“be terminated Unilaterglly-at-any time. by either party and:may betewritten orrevised at the: optionof the CO, Revision
shall be decomplished by modification to- the ‘BPA. Obligation Is only tnourred: when acallis placed for'a specific

service:and amount

1.24 Standards ' {

“Theaudiis must be performed in accordance with the followmg standards-and guitiance, including any subsequent
issuances or revisions: - .

‘Government: Aud;tmg Standards, also known as generally accepted govemment auditing standards {GAGAS)

orthe yellow book, issued by the: Comptroller-General of the United States; .
Generally acceptet! auditing standards (GAAS) as established by'the: American Instifute of Certified Publ!c
Accauntarits:(AICPA) and prom ulgated in'its Statements:on. Auditing Standarts {(SAS);

= Financial Audit Manual (FAND, issued by BAO and the President's'Goungil-oh lntegnty and Efﬂc;ency (PCIE); -
o GAC's Faderal Information Systeny Gontrols AuditManual (FISCAMY;

‘». GAOYs Standards for Internal Coritfol In the Federal Gove{nment {green bask); -

s OMB-Bullstin'07:04, Audit Requirsments for Federal Financial Statements; and:cther related amendments

‘and'memoranda fssuedby- OMB;
QMB M-08:24, Technical Amendments io OMB; Bulletm No. 07-04; Audlt Reqwrements for: Federal Financial

Statemenits;
-+ - OMB Gircular A-136, Financial Reporting:Requirements; and
‘Department of Treasury's Treasury Finaricial Manual, including Agreed-Upen Pmcedures and closing

package ;eqwrements
Staterent of Standards for Attestaixon Engagements No. 48, An Examination of an Enitity’s Infemai Cotitrof

" overFinaneial Repomng “thaf is lntegrated with an.Audit of lfs Fipancial: Stafemem‘s

The cornitractorshall. xdentrfy any standards thet it will foliow thef are beyond the- reqwrements of GAGAS,
‘when the costto DHS of following such standards are:more than incidentsl, orfollowing:such standards

couild be a significant.detriment:to completing the DHS audits.

Laws periinent to the preparation and audit of DHS! financial statements-include,. but are-not limited to:

= The Chief Fmancxai Officers. (CFO} Act of 1990;
« DHSFinantidl Accountability Act of 2004

«+ Reports.ConsolidationAct of 2000;

+ Fedéral Financia/Wanagemerit Jmpwvement [Act (FEMIA) of 1996;
W

Faderal Manager's: Financial Jniegrity Ast (EMFIA).of 1982;
«  The Government Performanoe ant: Results- Act(GF‘RA) 6f 1998..

‘The hierarchy ofaccounting, prmcxples and standards are outfined in OMB Gircular /—\-1 36, F:nanc:el Repamng
Reqtiirements, as follows; .

g. Federal Accounting, Standards Advisory Board {(FASAB). Statemenis.and Interpretations plus AIGPA and
Financial Accounting Standards Board ((FASBY pronouncements: if mede applxceble to:Federal Governmental

entities by a FASAB Statement or interpretation;.
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b. FASAB Techhical Bullétins and the following pronouncements if specifically made applicable-to: Federal
Governmental entities by the:AICPA-and cleared by the FASAB; AICPA Industry Auditand Accounting

Guides arid AIGPA Statements of Positiof;

Accointing.and-Atidifing Policy Committee of the FASAE; and;

d. lmplemantanon guides published: by-the FASAB' staff and practices that are widsly recogmzed and prevalernit -

In"the Federal Government,

1 22 Types: ofAudits
lntegra’ted DHS: Consohdated Financial:Statement and Internal Control :over Financial Reportmg (ICOFR)

«  |ntegrated DHS Consohdated balance-sheet and Statement of Custodial Activities and ICGFR

«  DHS.Consolidated Tull-scope- (all statements)-and ICOFR

Note: the ICOFR porficn-of the Iritegrated-Audit mirrers: scope o Financial Statement porfion ofithe auidit

Stand~-Alone Component | Finan‘cﬂia! 'Sta’tement. Aud it

- AICPA Accounting Standards: Executive:Committee: (ACSEC) Practice Bulletins if specifically:made -
applicable:td Federal Governmental entifies.and cleared by the FASAB. and Techmcal Releases of the

. Stand—alone component balance shest. (stand sajong.at component materlallty)
« -Stand-alone component rull—scope (all-statements)

%  Btand=alone sombinedcivilian componerits balance sheet

x.  Stand-alone combined civilian-cemponents full-scope.(all- statements)

41,23 Bréakdowh cif,Hdurs..bycamponen'tf

.Oomponent' " | 2007 Hours 2008 Hours {includes.cost fo.
. : i © {'complets estimates)
Consohdated 10,664 B 10,440
{ GBP 14,638 14,185
| FLETC © 5,667 © 5936
101G " Included in Consolidated B
] . Hours |
1 OHA “Included in- Ccnsahdated‘ i 164.|
: : Hours
1 Coast Guard 13,729 12,967 |
1 FEMA 18,714 16:839
LIS 1,959 2409
- HICE . 11,218 10157
1 Management 208 3681
USVisit: Included. in Consolidated.| 118
: : : Hours | :
Secret Service 647 470:
TSA ' 10,185 8,863
MGEA. Tneludied in Consolidated 1583
L Hoturs « :
1587 - © 182 190
NPPD. Tncluded In ICE hours 336
Total 811 794 83:570-

For DHS FY2007and FY 2008:and CBP's reports are-available-on: the web at:

:http //www dhs qov/xma/rpts/mqmt/vaar

Both. FLETC. andTSA {balance: sheet only) management ldsnﬂﬂed errors in theirfinandial statemem thatthey
believed-were; material and: requested thatwe:remave their 2007 agdited financial statements.from-.our Web page..
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This has been remoyed from the Department's web page. The FY:2008 reports are-available 6nthe URL identified
above, e

The Departments Annual Financial:Report s located on the:web.at:
httpwwwidhs govixabout 3

PARTZ SCOPEAND.OBJECTIVES:

24 Audit.Scope

2:4.a Auditofthe Department:of Homeland Security’s.Consolidated Financial Statements

The Coritractor:shall serve as the principal auditor of the department's consolidated financial statements. Asthe
nriicipal auditor; the Contractor will perform e audit of the, consolidated financial statements.and perform
proceduires on the supplemental and other-accompanying information included in the Annual Financial Report (AER).
‘a5 of and forthe fiscal year (F¥):ended September 30,2010, and succeeding years, in accordance with Government
Auditing Standards; (GAS) Issusd by the:Contptroller:General-of the Unlted: States, and subsequent revisions,.and -
Office of Management.and Budgst (OMB):M:08-24, Technical Amerdments to:0MB Bulletin No., 07-04, Audit
‘Requirements forFederal Financial Statemants, OMB Bulletin'No, 07-04, Audlt Reguirements for Federal Financial
Statements ant subsequent fssuances. The Conifractor:shall also'follow. the GAG/CIGIE-PCIE Flnanglal Audit
Manual (FAM) and subsequent issuancés;and Governmerit Acgountability Office’s. (GAQ) Federal Information - -
Systam Coritrols-AuditManual {FISGAM) and subsetueritissuances; Stand-alone.compenerit audits will be audited.

at the comnponent fevel of materiality.
For purposes-of the BPA, the-depaftment’s Tinandil statements:are defined a5 follows:

Consolidated Balance Sheet;

Cobsolidated Stetement-of Net Cost.
Consolidated Statemerit 6f.Changes in Net Position;
Combined Statement.of Budgetary Resolrces;
Staternent of Custodial Activities;and

‘Notes to the Financiel Statetnents,

The Department. received a Disclaimer of Gpinion on thebalance shiset and statement of-custodial activityinFY
0008, Not allthe above statements will be audited until DES receives a.qualified opinion in the previols year.on'the
bajancesheetaudit, ' N
For this{BRA; the coritractor must-follow-up on all prior year:DHS.and component NFRs,
_ The DIG Wllideternilhe the scope.of audit work and commiunicate thaf seope through the requestforprice proposal if
{he optien yiéar is.exercised. i .
Other Reauired Related Work:

The: Coritractor:must also: perform the following work related to the: DHS auditas redired by ONIB and Treasuty, in

-agcordance With theirglidance:

-t fgraed-tpon:procedures (AUPs) forintra-governmental-transactions;-and
+  DHS closing package for years required by Treasury.
To-date the OIG fiag not been responsibls for performing the Office of Personinel Managementi(@PM's) AUPs srelated
‘to payroll:singe DHS' payroll'service: providers have. other cogriizant auditors:responsible: for these procedures.
However, thie:Contraciorshall evaluste:whether circumstapces at PHS have.chanhged sugh-that the O1G and its
auditorhave a requirementto petiorm them, if so, the Contractorshall pérform ORM's AUPs, under-a separate price.

;proposal.
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The'0IG isresponsible for testing DIIS’ complianeg with the Recovery Act in FY 2010 throvgh FY 2014, ‘The QIG
requnes the coniractor-select:a separate: sample of Recover Actundelivered orders, contracts, and -disbursements and
o test atteibutes tovensire ¢bligations and outlays arereported fime ely on.the.recovery: BoY" wabsfce Specific
‘progedures will be. discussed:and agreed ypon with the OIG upon contract-awaird and prior to issuance of the
planmng document. ant/orengigement letter, The-contractor will use-a:unique numberséquence;and issueseparate:
Notifications and Findings:and Recommendations Forthe Recovery Actiesting: Deliverable-due dates-are the sanis

as fhe Financial Statement. Audit,

2:1:b ‘Internal Confrols-over Financial:Reporting

The: Department of Homeland:Security Financial.Accountabillty Act (P.L. 108-330)was-established fo amend Title:31
.ot the United Stafes Code, toimprove the-fi nangial accountapilify requirements apphcable to the DHS. Section 4.of
* the Actrequires that the Seeretary: of Homeland Seeurity includean audit opmlon ‘of the Department's internalcontrols
over itsfinancial reporﬁng iri.each performance.and accountabmty reporting begmmng dfter FY.2008. '

" InFY'2007 and FYZOOB due to'the matetial weaknesses the OlG-elected for perform the audit feveraging: the work:
done:by:the Contractor as. pait of thie: financial statement:audit. Please see fittpi/iwww.dhs, gov/xe]g/rptslmgmt for
OIG’s repotts).on DHS's Internal Controls. over Financial Reporfing for.FY 2007-and FY2008. .

Effective: December 15, 2008, professionalguidance for pefforming an audit-of Interrial Ccmtrol Over Financial
Repetiing (ICOFR) changed. “The:guidance now requires: that the IGOFR-&udit'be” mtegrated with the financial
statermnént audit. An mtegrated audit means the Contractorthat perfarms the fineincial staterent audit will alsoibe

required to. petform the: Department’s ICOFR gudit:

The-audit shiall be ‘conducted in accordance with Statémerit on Standards: for Attestation Engagements (SSAE) No
15,/AT Section 501 An Examination.of an Entify’s internal Control OverFmanc:a/ Reporting That is Integrated With an
Audlt of lts Financial Sfatements

‘ “The Contractor shall rot petform atidits of IGOFR at componerits where they are performing stjand'-.‘a‘lonefﬁnanciaf
statemerit audits.

Qffice-of Management and Budget {OMB) Circular A-123, Managements Responsibiiity for.Internal Contrdl, states
“Federal agencies are:subject i numerols legislative'and regulatory requirements. that’ promote and suppcrt effetiive:
dnternglcontrol, Effective.internal control is & key-factor in achieving agéncy missions :and program restilts through

9rmproved accountabmty Identifying internal-control weaknesses and taking related corrective actions ae critically
‘leportant to. creatmg and maintaining & strong internal conitrol Infrastriicturethat supports the achievement of agency

objectives.”

LMB Circular A=123 bunds upon the-internal control framework within: the Standards: for Internal Controlin-the. Fedetal -
Govemnment (Green Book) issuied by: the GovernmentAccoun’rathty Difice:(GAD), which defines internal.conticl as
“an integral :componentof an organization's ‘management that provides: reasonable assurance thatthe-fol Iow'i'ng

abjectives are beingzachieved:

«  Effectiveness’and gfficiency.of opera'tlon\sr
w  Reliability.of financial repotting, and

s Comy nlmme_wﬂh,appjjrablp lawe and rpmﬂaﬂonq

‘Slx Fraterial weaknesses associated with internal controls were” reported inthie Department‘s IndependentAuditor's

Report included in the FY:2008:Annual-Financial Report. The Department has undertaken.an initlative fo-develop and
implement formal corrective action plans to resolve these ‘material weaknesses. Under thisinitiative; the: Department
‘has.issued guidance and has also deployed.aweb-based software application, Electronic Program Management. ”
Office. (ePM), 6 manage the collection and repoiting of management action plans: (MAR) jnformation for the
Departmenf andits components Underhisdnitiative, the Departrient's intentis to develop-effectiveMAPS and’
position ftself to:tnave forward in Its objective of dbtaining an Unqualified audit opirion oriits. consolidated financial
statements as well 88 61 its: internal cantrols overfinancial reporiing. . .
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The format for MAP documentation jn ePMO includes & MAP" Surmmary Report and a MAP Detail Report. Within the
MAP Summary Report there are sections-fora description:f the issue, results §f the root-cause: analysis, key
success factors and performance measures, resources required, an analysis of risks and impediments as.seen by
management and the critical milestories, not only on: those idenified as critical but also those sib-milestones urider &
critical milestone. For each milestone {eyjtical-or sub), the following data is reflected: due date, percentage of
completion, status (e;g., Not started, Work in-Progress and Completed), and the responsible and assigned: parties, -

2.2 Audit ‘Obj‘é’dﬁvesDepa‘rtm ent of: Homelant Security Integrated Financial Statement.and ICOF R-Audit
‘Objectives

The overalt objective: of this-performance work:statement is;an integrated auditof D HS! consolidzts d balance sheet
-and.consolidated statement of custodial activities and.an. IGFQR audit; and perform applicable:stand-alone full.scope

aud its-defined in the'BPA call In accordance with GAGAS.and other relevant guidarice:described in Section 21,
Scope: The following specific objectives.serve to help'communicate: oIG expectations and:regui rererits..

‘Objective1; iﬁ»ién -and conduct consolidated itegrated and stand-glons financizl statement audits, as lisfed i
- Section, as listed In Section.2:1:a - : T

The Integrated audit shall be plarined and performed in accordance with the standatds-and giiidance and-within the
scope described insettion 2.1, Scope; . a

The; Gonteactor shall.submit plansiing documents and auditprograms atpordirig to'the :dei'i\"zeraib]_ezsdt}jedgie; “Pién'n"iﬁg‘
docutrignts shall bé forwarded to the-OIG pritro the:start of the: intérnal coritrol tidit phase. The OIG shall review
and approve thess docuinents, ahd the Contractor ghall fhcorporate OIS comments. and suggestions Into:their
documents-and procedtires. .

" Dhjective2;  Evaltate IT controls in support-of the financial staternent audit

IT controls:must Ee~ evaluatedic adequately:prepare the required reports on Infernal controls:and comp{fancé, 1o
. reduce the-extent of substantive testing for the financial statement audits, if possible, and to meet GAGAS -
requirements, The Confractorshall: ’ '

««  Perform an evaluation of IT controls-in accordance with. GAO's FISGAM, SAS No, 94, The Effect of
Information. Technolbgy-on the Auditor's-Consideration.of Infemnal Gontrol In.& Financial Statement Audit;
NIST Special Puiblication 800+53, Recommended Security Controls. forFederal Information Systems;.and
GCAGAS. . : .

+  Perform-vuinerability: assessnrents andfor.penetration studies at comporients with systems significantto DHS
financial.statements; as appropriste, to-assess access controls. All vulherabllity testing-at the departmental
and.component levelwil be performed'by the principal auditeref the Departments consolidated Tirancial

statements. :

bysignificanteompenent: L -
"» Systems-significantio DHS' financia] statemeits, their rélationstiip to matetil financial staterhent line
items, the T audit strategyfor each, conclusions as-to the-sffectivensss of ITcontrels (the FAM specifies:
thrse lypes: .general, application,-and-user, and:the impact on stbstantivetesting, Diagrams or .
floweharts:-would be particularly halpfalin sumarizing relationships.

Prepare docimentationthat meets GAGASand FAM requirements.and additionally summarizes the-following:

% Summan.memos-documenting:the scope-uHests-and-resulis-ineluding-the-same-fervulnerability

‘assessments/penstiation:studies,

The Ceritractor.shall.btain prior-approvalfrom the OIG, DHS: CI0 and component systern owners, before any work
begins that invalves the ‘Centractor-accessing, manipulating, or *touching”.a DHS system. The COTR or-COTRS.
representative shall review and:approve the Cantractor's IT and viilherabllityassessment/penetratlon testing. audit

plaii and testing procetures-priorto thestarkoffigldwotk, The Contractor:shallihcorperate the recommendations. and

comments ofithe COTR frito th plair.
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Uriless otherwise diracted-by-the COTR, only DHS 016 hardware-and software will be tised forviingrability studies
and penetration testing. The Coniractor shall coordinatewith the OIG in afrangding the:use; of O1G &g uipment. The
Contractor mustgive the OIG 10.:days: notice: before the schedules vilinerability testing. to-ensure that the: laptop:is
available arid-ready-forthe testing. TheQI6 must:approve the: dates of travel to remote lecations. ta ensure that'the
laptop-will be available for the testing.

A Memorandum of Understanding (MOU):shall be. executéd beiween the principal auditor responsible for the-
consolidated financlal statement-audit and DHS, the OIG, and any responsible:component IT:and financial
managethent officials prior to the conduct.of vilnerabillty assessments, penetration testing; or otheraccessing of
DHS systems. ' o ) i
‘fhes MOU shall staterthe “rules:of engagementer "rulgs of _b'e‘havi'or" and will include aclear exp’fanation Foied

> whatvill be dorie during the vulnerability assessmerits/penstrationtesting, to include:the tools and. ~
fechnjguesto.be used; ; e ’ .

plannsd actions, If applicable, Jnterms-of the National Securlty Administration's vulnerability assessment
guldelinesy N . : .

> other rules of behavior that will be:followed wheri accessing DHS systems; and

> e understanding that:only DHS OG- hardware and. DHS OIGrapproved softwars will'only be used for

‘ “vulnerability assessments-and penetration festing..

' Progsduresshiall test, do-the extent necessary, the effectiveness of coritrols to p_:sr.e\__z'en,’c unauthorized acoess to
compiiter resources, and should include tests. of-access tontroksoftwar, dighn procedures, and network,

connectioris;

. The Gonfractor:shall notduplicate IT audit work petformed under cther task orders, ior by the/Ol& or other OIG.
Goritractors without the.approval of the COTR., The-Contractor shall coordinate:and meet ona regularbasis with the
i DHS OIG's FISMA team fo-ensure that the OIGs teamis.aware of the results .9'f the Contractor's IT festing..

{When componerits rely.on third party service providers andthelr information systems, the Contractor shalf coordinate
“to the maximum-extent possible:with the service provider and:the provider's anditorto:avoid duplication of effort, o

thesextent allowed'by BAGAS;, -
“The:Centractor:shall pr,ovi_d'e'-to the OIG the qualifications-ofits IT fau.dit.wspaciélisfsﬁ, who.must be appropﬁate!y.

qualified in terms.of expetience and expertise for thie work to be.pefformed. See secfion 1.3.

Objective.8:  Repoiting
The repariing objectivés forthils task are as follows; - - . -

»  Opinion {or disclaimer &fopinion, 4& appropriate] on the integrated DHS Financidl Statement-and ICOFR
audit, with rélated reports, as regired by GAGAS; (DHSonly) , _

& Qpiriion {ordisclaimer of-opinior], aszppropriate).on the'stand-alone:component financial statements, with

related repoits-as reguired by GAGAS; ' : :

» Report:on AUPs relatedt infra-gevernmiental transastions<(DHS-orily)

+ Opinion (or disclaimer of opiriien, as-appropriate).on the:.clesing pac¢kages (DHS erly);

{]

Reporton.OPM's:/AUPs related to. payroll, if required: (DHS:only)

Mznagement:lefter(s), as appropriate or as requested by the 016, and:which may take the-form of one i
comthined report or several targeted reports, as thé OIG determine is most appropriate, which-will be defined

intheBPAcall; However, ata minimum s DHS consolidated managemerit letter-and for gach-stand-=alone’
ccomponent.audit shall be.issued plus one for NFIP management at FEMA. Special IT Reporting -
Requireménts: “The Contragtorshall provide IT Management Lstters forsach stand slone audit, with
separate managemenit letters for USCE and FEMA, “and.one-overall IT Mariagement Letter for DES-overall.
An T manhagement letter will.be required for CBP, ICE, FEMA,.USCE, and TSA if 'stand along audits are not

féquired.

o




The: Contractor shall obtain OIG-concurrence.on the ‘repotﬁné“fbrmat\r’or-fthef ln’tegnaﬁtéd Independent-Auditor's Repert
“(IAR)..and the stand-alone. (IAR). However, the IAR shall meet:GAGAS.and AICPA.repoiting standards. .

Deliverable requirements; including drafts, are discussed inPart'3, Deliverables.
Objective 4: ""Gonduct‘.Other_»Work.R-eiated' fo-the Finaricial Statement Audit

“The Contractor shall perform. any-agreed-ipon procedures (AUPs) or ther audit-work related to the. alidit oF DHS’
financial statement required by Treasury, OMB, OPM, or GAQ and as specified below. The Contractor shall prepare
areporton AUPs incoriformanoe with the AIGPA's Codification.of Statements ori Auditing. Standards, AU Section.
522, "Engagements:to Apply Agreed-Upon Procedures fo Spedified Elements, Accounts, or ltems.ofa Financia|
Statement” The audit.of DHS"closing package shall be-conducted in accordance with-GABGAS,

ovsrnmental transactiotis (BHS orily)

() AP related fointra:

., _ “The Contractor shall perform the: AUPs required by Treasury;, as typically published in‘the Treasury Financial Manual,
relating fo.the agency's reported infra-governmental activity/balances. Theauditprocedures shall be.performed
according to Treasuryrequiremants, AICPA standards fot AUP engagements, and other relevant glidance from OMB

ot GAQ.

(2) DHSFY closing package (DHS only)

Beginning-in-FY. 2004, agencies were reqired to prepare.a closing:package for the:Governmeri-wide Financial )
Report Systerii. THis process.is desigried 16 link agensies’ audited consolidated financial. statemerits-to the Financial
Report of the Upited States-Government. The Contractor shall perform an-audit of BHS! Special-Purpose-Financial
Statements. (i.2,, closing package) in accordancewith GAGAS, OMB; and Treasury requirements.

i, if required (DHS orilv)

“Todate the OIG has:not been responsible for performing the OPM's AUPSs related to-payroll because DHS' payroll
‘service providers have other.cognizantauditors responsible:for these procedures. However, the Contractor shall
 evalugte whether circumstances at DHS have changed such that the OIG or its auditor have a requirementio perform
. them, Ifso, the'Contractor shall perform OPM's AUPs according to OPM's requirements.

" (4) Resovery At Procedires;
Thee Contractor shall perform agreed tpon procedures:in accordance-with AICPAstandards for AUP engagements ;
_and other relevarit guidance from OMB.or-GAQ and the OIGwill agree upon those procedures: .

PART 8 DELIVERABLES
3.1, Deliverable Schedule— Financial Statemenit: Audit
_: Itis anticipated that DHS will conduct arhard close:as/of.June ;-30,;20’1.0 o facilitate ?th'e’ﬁn"img of‘ih:g::aﬂdft.

The Coritractor is responsible:for ensuring that'the work submiitted is.acteptable fo-the:OIG; whidh reserves the: righit
to refect-or not pay for'any. deliverable that, upon inspection, does hiot conform to-the terms and conditions of {tiis

order. The Contracter shall comply-with all due dates:and number of copies.fisted in-the following table. ‘Deliverables

~——gre'te;berecelved by 8;00:p:m-EDT onthe-duerdate;

“Fhe Gontractor may. substitute fts standard audit deliverables iri-place of GAO: FAN reguired documentation; provided
that the-content.mests the fequirements of the FAN. Thé ContraStor shall provide & crosswalk between their- -

- standard deliverables and the FAM to ensure FAM reguirements.are. met. The Contractor shall provide:the
deliverables torthe COTR or desighés. in person, ot if agreed:to by‘the, COTR or desighee, and &s Specified ifthe
contractaward, Drop-offs dre nol accepted at ©IC offices. h "

25
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“The following schedile must bs read inconjunction with section 3.2, Deliverable Descripfions:

The foliowing: SC};fga'd}eé will serve far the consolidatéd and stand-alone-audits-and rélated tasks.
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Note-on exercising Incentivesidisincentives:
in cases wherte the Contractor identifies apotential issuie.that could negatively: impac;t their ability to- meetthe
standards, the Cantradtor should promptly:and formally. notify the DHS OIG COTR in:writing: with detalls.as tothe
Gircumstances. of the potential delays. The'DHS 016G will:ndt exertise the rélated dlsmcentlve if? the COTR

:acknowletiges-and approves.such poteritial delays:.

tis. recognlzed that the critefla:defining: the quality standards.and noncompliance are: notalways quanhtaﬂveiy defired
+ andthus may. be subject'to interpretation, relylng on ‘the judgment of the svaluator, The:following: pl‘OVISIDnS apply

when DHS isinitiating a disincentive:

Contractor willbe given advance written notice (to the component partner with a-copy to the:consolidated

engagement; partner) of potenitial oractual non-oomphance condition(s) that: may result in financial penalty, or

a delay in;payment of- the Contractor’s:billing forthose services;

The: notlce will state what:the: Contractor mustdoito cure the potential or acttial non—comphance condmon(s)

and -

The notice will be provided:in: suffzc:ent time;'to will allowg reasonzble tlme—peracd for'Contractor o cure’ the
potential or:actual non-compliance. condltmn(s) before a penalty is assessed,”
However; In the case:of unappraved missed, duedates, untimely-submiissions; or severs-and regular quality
.probiems_ the OI@ and CO will provide a-gensral wrxtten warning fo the Contractor that furthier unapproved
misset deadlines; untimely submissions, or-quallly prablems:for any of the above deliverables may resultina
financial penalty based solely on the OIG and CO's slibseguent determination. Before-assessing afinancial
pendlty; ‘the OIG and:COwill 'svaluate subsaqlerit noncomphance onacase by-case basis with congideration
-givefitothe Contragiors:ovesall timsliness ang product guality, the: ‘$ignificance:0f the. delayor guality
problern, the subsequent. timingiof an sceeptable delivery, and the: Contractof’s: generdl.good: faith:sffort to

- ineet the-deliverable:schedule’and quality standards: The purposé.ofihis provision is to prévent the
Gontractor-from circumventing any firancial penalty for overall poor performanice or'lack of goad Taith by
coritinually'requesting'the opportunity to-cure'individual instarices- of non- comphance .

Afinaneial penalty will be assessed witheut:advance wntten notice if-the CO-determines that the Contractor has acted.
in.bad faith (without compelling reason) in msssmg the Noysmber 15 and Treasury reporting submission dates without

prior QIG nofification and approval.

“The BIG does. nowash 1o assess financial penalties. The:OIG wishes'to have:a ﬂex&b!e coliaborative, and
.communlcattve relationship with the Contractor wheraby-both parties:actin good faith, with-the, Contragterproviding
"ifs. best efforts. fo accomplish the‘task ordef's objectives and delivery scheduile to meet'the deadlines sét forth by:OMB
.and Treasury,and the OIG:proyiding its best efforfs to supgert the.Contractorin accomplistiing the task-order's:
Tequirements, with-both parties keeping each other regularly: informed as fo the status of the:audits and.problems-as -

theyarise.

The O1G recognizes‘that: the completion of the: plannmg, infethal control, substantive, and reportmg phases ofthe .
-auditis-tependerit upon DHS' imetable, DHS' ability to-meet the Infermation requests of the:Contractor;-and:
uriforesgen:avdit diffictitiés, or: complex1t|es The 0IG may-amend the delivefableschieduls, but any:changes shall, be.
approved by the COTR and CO.jn. the: foim of a modification. Thé QIG also-expetts to. wotké collaboratively with the
Contractoron written products -soquality standards shouid.net inhibit fhe Contractor fiom shafing:-works still | no

pregress with the 01 in-order-toensure-acceptabile deliverables.

3,9, ‘Dellverabls Descriptions - Firiancial Statement Audif

The: OIG, will. rev?éw'déliVérabl'es and Q|G revisions; if any, shall be incerporated.and re'submltted”to'ti;ne-.Oi‘G

‘The-Gantractorshall mcorporate the-comments-of the COTR or designee into.all fi nal workiproducts;
including NFRs and reports. The OIG, however; anticipates this 1o be a collaborative process as both the.
Contractorand DHS OIG sirive #orensure standards are met.andauditfindings-are; cemmiunicated i the:most
effective manner. ,
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—-————-————and—rf—knewn—desenbe—the-rmpact—en -thefinancial-statements;

Deliverable -—Enfrance conferences

“The Gontractor: shall hold an-entrance.conference with DHS: management and componert-management priorto the

start of fieldwork. The:purpose of the entrance-conferences shall'be o friferm manggement. of audit obijectives, scope
and methodology, to establish points. of.contact for'the audit, and to-coordinate administrative matiers. Entrance’

‘tonference:agendas should describe.overall-audit strategy-and schedules. Minutes:of the. meetings are {o bekeptin
. ‘the Confractor's workpapers to document significant discussions.

Deliverable; 2 Engagement lstter - '
* "The Coniractor shall prepare and provide to the OIG an engagement letter that' commtinicates its responsibllities in

the financial statement audit, mcludrng its responsibilities for testing and reporfing on compliance with laws and
regulatrons interna] control over financial reporting; and olosing package. The Engagement Letter shall comply with
the. requirements specified in GAO. FAM Section 2B0:08, Reaching an Understanding-with-Management and

" ‘Requesters;.and-AICPA Statements: on Auditing Standards, AU Section 810, Establishing-an Understanding with the

Client. Further, the letter shiould cover any-additional testing of compliance and internal control required by Iaws and
regulations or otherwise: requested ,

Deliverable 3 Brlefmgs, status reports, and-minutes.
Status reports shall be provided to'the OIG at least one day before'the status:mestings/brisfings-describing the audlt

progress, results to'date, and nearderm planned activities; provrde updated timetables; and identify matteérs that may
impact'the-timing or outcome of future work'or the audit opinions and related reports, Status reportsshall, ata
minimum, includs;
»  Significant accomplishments for the.reporting period;
‘Significant planned activities. for the nekt reporfting period
Recommended audit adustments.
NFRs issued or In, pracess for the reporting period
‘Signifficant jssues: ideritified to date and any proposed resolution,. mcludrng all-maitters tha% -could impaot

deliverable due dates, audit progress, oticome, eic

¢ oa woa

" Minutes.of; briefings: shall dccument important discussions, dedisions,and commrtments made.by management and

the auditors and be malntained in the Contractor's: work ‘papers.

Deliverable 4 --NFRs

The Coritractor shall use NFRs o describe. potential: audlt findings: and. reques’r management’s written-conecurrence or
. “horecorcurrence. All NFRs shall be- submiitted:to-the OIG for review-and appreval prior fo being issued to'the DHS

unless othenwise agreed o by Ola, Per GAGAS sstandards, NFRs shall contam the following .elements:of.an audrt
finding: .

Critetia—The standards:or goals thatwere used to.determine whethef the auditee's.accounting system.
controls, comphance with laws and regulations, -or other-activities mest expectations.

Condition - The situstion-that exists. :As:determined and documented by the audit, thé condition should
desciibe the confrofweakness, nofi-compliance, popr perfermanoe or other-circumstances that did not megt-

expectdtions-defined by the cr;tena
Cause —The explanation: as to why' the: contmt weakness, non—cemphance, error. poor performance or other

* circumstances occurred,
Effect~Thé measuré dfthe ectual or potentra] consequerices of the condition, Where possrble the effect

shouldbe sxpressed in‘monetaty terms for:the fransactions, assels, oriiabilities descnbed i the condition

K

-

In- addltron tothe four elements.aboye, NFRs should include. background irformation.where: epproprxate references {0,
related-findings issued in prror years, and tecommendations that weuld assist management in correcting the.

’condrtron

';Dehverable 5 and § - Plannmg documents:
The Coritractor shall $ubmit’ detalled aludit. planmng documents thatmest FANTequirements. These include?
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Qet: '
-« Enfily-Profile
General Risk-Analysis

= Cycle Matfix; and
-« AccountRisk-Analysis
Set:2:
- LCycle’ Memorandums
- Specific-Control Evaluation. Worksheets

w Updated Account Risk Analysis Forms
- Audit Programs and Sampimg Rlar

Where the' Contractors plannmg dociments and/or methodology differ in- format with'the FANI B crossswalk from the

' Contractors documents/methodology to EAM's.shall. be stibmitted:and approved by+the.OIG:
The planiing documents ata mmrmum shall-demonstrate thatthe Contractor has:
Obtained an understandmg ofthe entity's operations. '

Performed ;preliniinary :analytical procedures.
Determined planning, design, and test materiality.

Supplementary Stewardship lnformatron

ldenfified significant provisions.of laws @ntl tegulations.
ldentified rélevant budget restrictions. -

Assessed Tisk factors,
Detsrmined likelihaod of effestive iriformation system corifrols,

Developed an.autiitsampling plan, incluting site seélections and sample sizes.

Planned other audit procédures.
. Considered-ocations to visit.

,5' TETtmarie

[dentified significant: cycles, ascolnting apphcat:ons -and financial. management ‘systems.

Identified rélevant operations controls, including information system controls,.to evaluate and test.

. Identified significaft fine ltems, accounts, assertions, Required Supplementary informatron ‘and Required

. Documenis shall provide equivalentconterit as the: specn‘red FAM documents: Note Audit Programs shall include;
ata mimmum the abjectives ofeach program -antt the: specific-Steps that shall be takenfo: accomplish'the objecnves

Deliverable?  --Specific.IT planning documents
Meets requfrements of.section 1.7, Workpaperss :and section:. 2.2, Objectlves Ob}ectlve B

:_l;lel.r,\_f.erable.;& - interim legal repr:esentatrqns letter:and management schediileés
‘Mests' GAGASand AICPA standards: a‘rid- is-consistenit with ONB:guidance.- -

Deliverable Do OPM's AUP-Teport, lf required
Format of report shall.be approved by the. COTR

DeIrverable “40a.--Completicn of rnternal control phase
- ;Bee seclion 1, 7, Warlrpapers and per GAGAS/AICPA standards and consisterit: thh OMB guidance.

_Deliverable-12--Draftmanagement:representationJetter
See-quallty standard, '

.:Dél‘iverable:‘iZZ'ﬁ: Complstion of IT work
. ‘See-quality standard

'Delrverahle 43 Comple’cmn of substartive phase
See section 1.7, Workpapers, and ;per GAGAS/AICPA standards.and consistent with OMEB. gurdance
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Dgliverable: 14 -.Draft integrated: Reports '
Format:shotild, besimilar-tothe DHS: FY 2008 financial Qtatementand ICOFR: reports unless speolﬂed otherwise:by -

the OIG,
Daeliverable 15+ Rese‘rve‘d forfuture “t'ésk

Denverable A46.~--Final legal representations-ietter and management schedules
The.Contractor &hall obtain.and-document:a final legal representations letter and. managsment schedules that mest
the requirements spegified in OMB 071+02; -othér-applicable OMB gtildance; AICPA standards, and DOJ: guldance

Deliverdble 17 - Finaf management representation. latter
The Contractor shall obtain-and dociiment a managemetit representaﬂans letter that meets the feglirerients

‘specified it OMB D704 end AICPA standards..

. De‘ll_v.erable 18— Preliminary Exit conferences
. Agenda shotild summarize auditfindings.

" ‘Déliverable 19— Final-Infegrated Reports’
Format should be similar to the DHS FY 08 financial statement and |ICOFR repcrts uriless specxﬂed otherwise by the

OIG, {Note: Final s19ned opinion will be provided to.0IG when finalized, if the only.opén item is waiting.on
management representatlon lefters. “The OIG will not re!ease the*fmal teporf without the Contractor's approval)

. Defiverable 20--- Bpmlon on DHS Closing Package -

The Contractoer.shalf prepare anaudit opinion as: required by Treasury-ahtt provide the:same.to'the’ OIG irtime 1o
‘meet the deadline:for: the:submission of the epinion. The procedures: performed and opiniorrissued shall follow-OMB-
and Treasury-issued final-closing packages audit guidance, including the auditopinion language specxﬂed in; OMB :

- 06-03, 8§ amended forthe reclassmed statements and notes,

Deliverable 21~ Draft and final AUP reportfor: mtra-governmental transactlons
‘See quality standard. . .

Deliverable 22 - Draft management comment letter
The Contractor shall prepare and-stibmif fo'the OIG far revisw, a. draft: management” let’ter to c:omrnumcate other

deficiercies i in‘internal control that-were notincluded in the:audit-rapori(s), hui that need management atterition. The
management letter shall be prepared in accordance: thh GAAS; GAGAS, AICPA standards, and the OMB guidance.

“Theformat shall be:approved by the COTR.
Dehverable 23 — Fmal management-comment fetter -
The:Contractor shall prepare and submit fo.the OIS a firal management | ietter incorporatmg the. O1G's. comments and
:sliggestions. The format shall be approved by the COTR. )

";Delmerable,z&i —~'Fczrma[ Exjt C.onfel:enpe
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Appendix-A

B.epar.tm ent-of Homeland" Security
‘Conditiorial Access to Sensitive but'Unclassified:nformation
Non-tisclosure Agreement

DEPARTMENT OF HOMELAND. SECURITY
NON-DISCLOSURE AGREEMENT
Protected Critical Irifrastructure: Information (PCH)

DHS.Form 11000:6 (08-04) ‘ S ‘ ‘
& partnet, indivitual officlal, employes; consuiltant, ar

L
subcontragtorof ortp (the: Authorized Entity], intending o be'legally botind, hershy

. -consenis te the'terms+in this Agreement in 'consideration of my being.granted conditional accessito-certain -~
iriformation, specified below, that is:owneéd by, produced by, -orin-the possession fthe Uriited States Government,
(Sigher-will.dcknowledge:the category or categories of informatiori that he-or shesmay have atcess tojand ther
signer'swillingness to comply with the: staridards for-protection by placirig his or her initials:infront.of the. applicable
category ok categories.). : .

Initialss
J-attest that{ am familiar with, and | Wil comiplywith-all requiremenits.of the'PCIl program set.out in the Critical
Infrastiucture Informatian Act:of 2002 (G11 Agt) {Title 11, Sublitle. B, 6f thé Homeland Security Actof 2002, Public Law:
107-296, 198 Stat. 2135, 6.USC 101 et:seq.), as amented, the, implementing fegulations therefo (6:CFR Part.29), as. -
amended, and the applicabis: Pl Procedures Manual, &s amended, and with- any-such-reguirements that may be
oificially commuriicated to me by the PCIl Program Manager or the: RGH Program Manager's.designes. R

+ Sensitive Security: Information: (S81) initials; )

. | aftestthat! am familiar with, and | will comply.with: the standards for access, dissemination, handling, and _
safeguarding of SST information.as cited in.this Agresment.and in-ageordance with 49 GFR Part 1620, "Profection df
‘SensitiveSeourity information;” "Policies and Procedures for Safeguarding ahd:Contral of 8S|,"as-amended, and-any

. supplemeritary guidance:issued by anauthorized official of the Department of:Homgland Security.

Other Sensitive but Unclassifisd (SBU) Initials: ‘

. As used inthis Agreement, sensitive: but Unclassified information is an‘over-arching term fhat-covers any information,
not otherwise-iridicated above, Which theloss of, mistise of, or tnatithofized. access. to-or-miodification.of could
adversely.affect the-national interest orthe conduct 6f Federal prograims,.or the privacyto-which individuals are
erititled under Section 552a of Title 5, as-amendsd, butwhich has notbeerispecifically. authorized under eritefia.

established by an.Executive:Order or:an Adt:of Congress to be. kept secret in the interest of national defense or

foreign policy. This includes information catsgorized by DHE orothef governient agencies: as: For.Official Use Orily

(FOUO);:Officlal Use Only{OUO); Sensitive Homeland Security Informiation (SHSH; Lirilted Official Use-(LOU); Law

Enforcement:Sensitive (LES); Safegugrding Information.(SGI); Unclassified Coritrollét:-Nutlear Information (UCNI);

and.zhy-other identifier used by other government-agenciesita:categorize informatioh as-sensitive bt inclassified.

| attest that:1.am faniitiar-with,and | will Gompljwith the standards for access, disseriination, fiandling, and -

safeguarding of theinformation’toswhich 1 am grantet access as. cited i this: Agreement:anid-in accordance with the.

guidance provided to'me relative to:the specific category of informaition.

1. l;here'by' acknowledge that! have received.a securlly indoctrination concerring the nature-and protection:of

information iomhish:.thaye_‘b;e_empr.ome.d;rzo.nﬂmmal,a.qc.ega,iinciadlag-_ﬂie:plqc_aduga&to.bﬁﬁtoﬂMaim_as.c_gﬂammg,_;;__

BIC ; i been approved foraccess to lt.and

. whetherotherpersens to-whormi 'contemplate disclosing this information.have.
that,| iunderstand these. procedures. | undetstand ard agree to the ollowing terms and conditiens of my access tothe
informationindicated above: | S o _ T
2. By belng granted.conditional aceess to. the: irfformation ihdicated:above; the Urilted States. Goverriment has placed
specidl confidence-and trust in me and | antiobligated to protest this information from unauthorized disclosure, in
accordance with the'terms.of this Agreemient and the laws, regulations; ane-directives applicable to:the specific
categories-of information to-which | amv granted access. | . T )

3. Laftestifiat | understand my respopsibilities and:that! amrfamiliar with and will-comply with the standards for
-protecting such information that [ may have access torin accordance with the terms of this-Agreement.and. the taws,




regulations, and/or.directives. applicable fo the:specific categories of information to which | am-granted actess, |
understand thatthe United States Government:may condudt inspections, at.any time orplace, forthe purpose of
ensuting compliance with the conditions: for access, dissemination, handling.and safeguarding information under this
Agreement. If| violate the terms-and conditions of this Agreement, such violation may restit inthe cancellatiors of.my
conditional access o the informatio covered by this.Agreement. This may serve'as a basis fordenying mg -
conditional acdess fo:other-types of information, fo include classified national:security information. )
-4, willnot disclose-or release any'information provided to me: pursuant to-this Agreement withotit.proper authority.
or-authorization, Should.situations arise that warrarit the disclosure orrelease of such Information  willdo so .

-onily under-approved circumstances and.in accordance with‘thi laws, regulations, .or directives applicable fo’

the. specific categories of information. | will honor:and comply: with any-and all dissemination restrichions gited or

‘vefbally relayed-to me by the properauthority. - ‘ o
mpioyee, consultant, or subcontractor Under .

5, {8).For PCIl --{1) Upon the:completion of my-engagement as.an &
the-contras, or the completion df.my work on the PCII Program, whichever ecours first, 1 will surrender promptly:
t6-the PCIl Program Manager.orhis designee, ot o the:appropriste PCll-officet, PClI 6f any:iype Whatsoever

that js'in my possession. o _ : - ) .

12).if the Authorized Entity is a Uniited States Govérnment:contractor-petforming setvices in support of.the PCH
Program, | will-not request, dbtain, maintain, or use PCII unless.the PCII Program Manager or Program Manager's
designee has first made.in writing, with respect to the contractor, the-certification as provided for in Section 29,8(c) of

‘the:implementing regulations tothe Cll Act, as:amended. ) A _ :

. {b} For SStand SBU - | hereby agree that material which | have in my possession and containing irformation coversd
by this Agreement, will be-handled and safeguarded in.a manner that affords: sufficient protection to prevent the.
unatithoiized disclosure of orinadvertent access to such information, consistent with:the-laws; regulatioris, or

- directives applicable 16 the specific:categories. of information. 1:agree that | shall- return all information towhich | have
had.access arwhich is in my possession 1) upon demand by ar:authorized individugl; and/orZ) upon.the conclusion.

. of my ditfies, assocgiation, or support-fo: DHS;:andfor 3) upon the.determination that my:official dutiesdo not require

* furtheraccess to-such irformation. T L L S
. B | hereby-agree that | will not alter o remove markings, which indicate-a-category.of information. or reguire specific
handling instructions, from :any matstial | may come.in‘contact with, in the case of 8Sl.or SBU, unless stich alteration:
or removal is consistentWith the requirements set forth in'the laws, regulations, or-directives applicable-to thespecific

“category of information or, In the case of PCIL, unless such alteration or removal is.authorized by the. PCll Program -
Manager.orthe PClHl:Program Manager's designee. | agree that If'} use information-from & sensitive document of'

Gther mediufm, I'will carryforward any markings or ottier required restrictions to derivative produéts, and will protect
themiinthe same matter asthe.original, :

7. I hereby-agres that | shall promptly:report to the-appropriate official,- in-accordance with the guiidance issued for
_the applicalilé:category of information,.any loss, theit, misuse, misplacement, unauthorized disclosure, or other
secufity violation, | have knowiedge of-andwhether ormat.| am.personally invelved. | also understand that my
anonymiitywill be kept to the-extent possible When repoiting security violations. -+~ ,
9. (8) With respect to 88! and SBU, [ hereby assign.to the United States-Government all royalties, remunerations, and
:emoluments that have.resulted, will résult, or may resultfromi -any disclosure, publication, or revelation of the
information:not consistent with the terms of this Agreement. . . -
{(b)-With respect to PCII 1.hereby assign to:the enfity owning the PCll.and the: United States Bovernment, all
royalties; remunerations, and emoluments that'have resulted, will result, ormay resultfrom any disclosure,
*puplication, orrevelation of PCIl not-consistent with the terms of this Agreement, . '
“10. This Agieement is. made andintended for the:benefit of the United States Governmenit arid may beenforced by
ithe Uniited States Governmerit orthe. Althorized Entity. By.granting me conditionél access:to informatien inthis
cornitext, the Unitetl States Sovernment:and, with respedt fo FCGII, the.Autharized Enfity, may seek:any remedy
available-to It to.enforce this Agreement ingluding, butnatlimited to, application for a court order-protiibiling.disclosure
.of information in’ breash of this-Agreemient, | understand-that.if | viclate the terms and:conditions of this:Agresment, |

o Ul e SUbjEsted o administrative; dissiplinary; civiorcriminal-action;as apprapiiate; imder the-laws; regulations;

_orirectives applicable-toithe.category.of information:involved.and: nelther the United States Government:northe

. Authorized Entity have waived any statutory: of common law-evidentiary privileges or protections thatthey may assert
'in.any.administrative orcourt proceeding:to protect any sensitive:information to which [ havé beeh glven conditional
-access under the term$ of this Agreemerit.DHS Form 11000-8 (08-04) Page.2 S o
11, Uniless and unifil | &m released. i writing by an authorized representative of the Department of Homeland Secutity
(if permissible for the particular category-of information); | understand that &l conditions and:.obligations.jmposed
Upari me by this: Agresment apply during the fime that | am granted-conditional.access, and at:all imes thereatter..
12, Each provision of this Agreement Js severable. If @ tourt should finid any. provision of thig. Agreement fo: he

40
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iihefiforceable, =l other provisions shall remain in full force.and effect:

2. My exeetition of this Agreemant-shall not nullify-oraffect in-any manner any-other secrecy or non-disclosurs
Agreemeritwhich | have executed or may:exectite with the:United ‘States'Government orany ofits departments or
agericles. e ' _ .

14, These restfictions are:consistent withr and do not supersedls, corflict with, or btherwise-alter the employee
obligations, rights, or Jiabilifles:created by Executive OrderNo. 12058 /a5 amended; Section 7211 of Title:5, United
States Code (governing disclosures to Congress); Section 1034:0f Title 10, United States Code, as amended by the
Military Whistieblower Protection Act (goverriing tisclestire to Congress:by menibers of the military); Section }
2302(bj(8) of Title'5, United States:Code, as amended by the Whistieblowsr Protection Act {goverhing disclosures:of
llegality, waste, fraud, -abuse or public: healthror safety threats); the fntelligence Ideritities Protection Act of 1982 (50 -
USC 427-et seq;) (governing disclosures thatcotild-expose corifidential Govemmeritagents); and the statutes which,
protect:againstdisclosure that may comproirise the national security, including Sections:841, 793, 794, 798, and 952
of Tifle*18, United: States:Code, and Section 4(b) of the ‘Subversivé Activities: Act'of 1950 (50. USC 783(b)). The.

N
oK

definitions, requirements; ‘obligations; fighits, sanctions, and ligbilitiés cregted by:said Executive Orderand listed
statutes:are incorporated- into this agreementand arecoritroling, n o ;
to-an:alitticrized officlal. of an executive agency

415. Signirig this Adréemerit.tdoes not bar disclosurés.to Congress ol ‘

of the:Department 6f Justice:that are essentidl 1o reparting a siibstantial viclation of law.

- 16, | represenitand warrant that | Have the atttority to-efiter: irito thiis Agreement. . o
17; | have read this. Agreement carefully.and my-questions, if any, have beenanswered. | agkndbwiedge that the

‘briefing dfficer has made available:to me any laws, regulations,.or directives referenced in this documerit'so that |
mayread them at thils time, if }: so choose, .
DHS:Form 11000-6. (08-04) ,
DEPARTMENT OF HOMELAND SECURITY’
NON-BISCLOSURE:AGREEMENT

Acknowledgement :
Typed/Printed Name: Government/Department/Agency/Businiess Address Telephene Numbet:

|'make:this-Agreement in‘good falth, without mental reservation or purpose-of evasion.

7 .Signature: ‘ ' ' :
Typed/Printed Namé: Government/Department/Agency/Business Address Telephone Number..
Signaturs;, ) C
‘WITNESS:

“This form. Is: not subject-to

b

the req.uire'm'entsdi‘;P.,L. 10443, “Paperwork:Reduction Act of 1995" 44 USC, Chapter 85

* #




-A'ppendix:B

INDEPENDENGE DECLARATION FORM:

NAME:

Contrattors

POSITION FITLE;

CONTRACT NC.:

AUDIT DATES:

1, f';amj aware of the Standards:df Autiiting Standards, AU-Section 220, on Independence. Sbécifioa]}y, (1)-tobe’
independent the auditor must be.intéllectually honest and (2) o be recognized 2s independent, free from any’
oblfigation to-or-interest in the:dlient and its management. ’

2. -am aware of the Government-Acceuntability Office, GovernmeritAudit Standards, s amended, Saction 3.03-8.06
Independence and Section 3.07 Personal Impairments, Any-future revisionsto GAC GAS would gpply.

3. To the-best of:my--knoWIedge.andf belief, lamT ], amhot] 1freefrom an,.y-'per.sonallEimpairm.en’cif

_ 4 Ifany personal or-external impairmerit arises during the-audit, | will bring;t o the immediate attention.of the
Conitracting Officer Technical Representativé-and/orthe Project Monitor, -

5, If you percelve that'any impaiment could-exist, describe the Tinpairment below.

. Comments:

‘Signature: .

Dater




AppentixC
Policies-and Procedures:

5.1 WWhat zre your-policies and proceduires for-
;ensurin,g'that:'the audtt s adequately planned?

5.2 What-are your policies and. procedures for

ensufirigthata sufficient understanding-of’ the
entity and. its environment; mcludmg its:internal

misstatement;of the financial statements,
whether due'to-error or fraud,-and to design the
riature, fiming,;and extent of further audit
proceduras?

contral, is obtained fo-assess:the risk of material |

5 -8 Wheit aré your policies-and procedures.for
audztor commiunication dunng ptannmg’?

15 4 Wha’c are your poismes and procedures for

evaluating recommendations.from:previous
audits.and attestation engagements?

5:5 ‘Whatare your policies and:procedures for
- determinihg Whether the subject matteris
capableof evaluation against criteriz that:are
suitable-and available:to users?

| 586 What are yourpalices and procedlures for

ensuring that:when planning the engagement,
the auditofs:communicate certain information,
including their-uriderstanding of: the sewices 1o
be: perfcrmed for-gdsh erigagemenit, inwriting to-
«entity management, those charged with

or requestmg the engagement‘?

governance, and to the-individuals contracting for:

56 What are your: pohcnes and: prooedures for
evaluating whether the audited-eniity has taken:

.and tecommendations. from previous
engagements; tht could have & matenal effect

~appropriate corrective.action to address fi ndmga ’

on‘the subject matter?

|-5:8-What.are your pohmes and procedures For

‘planning-examination-level attestation
engagements, such-that.auditors.obtain &
sufficient understanding 6f internal coritrol that | is
materiallto the'subject matter, insorder to plan
the-éngagement.and. desngn procedures o
achieve the objectives. of the attestation.

engaggament?
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5:9 What ate your palicies and procedures-for
ensuring thatin planning examination-level
engagements, the-auditors' design the, .
engagement:{o. provide reasonable: assurahce of
detectmg fraid, legal acts, or viclations.of
provisions of contratts or grant agresments that
-gould have:a materialeffect on the subject -
matter-of the:sttestation engagemeant?

7. 4 What are. your policies:and procedures’ for
-enstring thatsufficlent appropriate. audit
svidences-obtained to provids & reasonable
basis for an-opinion regarding the finarcial
statemisnts under audit?

17.5 What:are yourpolicies.and procedures.for
.deve‘lop‘ing.the;elements.'of‘.a'ﬁndihg?

1 7.8 What are your pohcxes and prccedures 1o
determine whether:sufficient evidence has been -
obtained to provide reasonable basis for the
conclusran thet is. expressed i the repoit?

ATT What are your pohcnes and procedures for
“ensuring thataudit findings include the:four -
required-elements; ctiterla; condition; causs;.and
igffsct or potential gffect?

| 7.8 What are your policies and procedures fer

: -ensufing that: materiality is considered in-an
sattestation erigagement, either individually orin
‘the.aggregats, in terms of the fair presentation of
A subject métter.or.an-asseftior about a sub}ect

: "matter?

. Documentaﬂon s
{743 What are:yourpolicies.and. procedures for
preparing-audit documentation that:énables an
experienced auditor o understand:

4, "The naturs, fining, and exient of audmng
procedures performed fo complyywith. - ,,
‘GAGAS and other applicable standards and
requlrements? : :

——h—Fhe-restltsofthe-audit: preeedures
performed and the-audlt gvidence obitained?

¢ Theconolusians reached -orsighificant
matters?
d. Thatthe accounting records. agree or

reconcile:with the.audited financial
staterherts of bther: auduted information?

& Th‘ei.im pact onl tihe,audl’tz, and the auditor's




conglusions of.a departure from GAGAS .
. teguirements?
1 Polisies.and procedures for safecustedy and
tetention of documentationi? - 4
‘g. Procedures for,providing sther auditors with
documeritation in a timely manner?

h. How the organization deals with requests.by.

‘outside parties to obtain-access to: audlt
documentation?

Attestatlon Engagements

744 What are. your, pollmes and procedures for

ensuring that attest documentation foreach
engagement s:in sufflclentdetaii to: provide a
cleat! understanding of the work performed
{including the:nature; timing, extent, and resuilts
of engagement procedures performed); the: |
svitlence obifained and its'source; andthe-
gonclusions-reached?

-84 Whét ére your pﬁficins and procedures: féf

detecting material misstatements resuliing from
violations of provisions. of contracts orgrant. -
“agreemerits:or:from: dbuse?

| 8.2 What are your policies and procedures for

C - g, Materiality maGAGASﬂnancraI gudit?

~handling the following additional considerations
for GAGAS financial aud!ts
b, Copsideration of fraud anq:fillegalxac‘fs}?;

¢, *Ongolng investigations: and/or legal
procesdings?.

Attestation Engagemerits

.___gnan Lagr.eements_that_couLd_ha._a.amateﬂaJ

8.3 What. are yourpo!lcles and procedures for
ensuring that,in review-level &nd agreed-upon-
- procedures-level engagements, ifduringthe
rourse of the engagement, inférmation.comes fo |
the-auditors® attention mdxca’nng thatfrayd, ilegal
dts, or violations:of provisions of ceritracts or.

effect:on the subject matter may have occurred,

the.auditors will perfarm procedLires as

“necessary to: (1)-determine if fraud, illegai-acts,
of-violations of provisions of coritracts or grant
agreemerits aré.dikely to have occurred anid, if

* 50, (2)determine their effecton the resufts-of the

attestation engagement?
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; 8 4 What-are your policies and procadures for

ensuring that your auditorsavoid interfering with

invesixgaﬁons or legal. proceedings-while
‘pursuing indications of fraud, legal acts, and
-violations of provisions of contracts:or grarit

" agresments; or-abuse?

8.4 What #re your, pollcles and procedures for
communicating Significant Matters im:the Audlt

Report?

‘8.5 . What are your: policies-and procedures for
reporting:on restatemerit of previously.issied
fmanc;lal statements? :

8.6 What: aire your: pollcxes and procadures for
evaluating the:timeliness:of management's
disclosure-and actions o determine-and correct:
misstatements-in‘previously issued financial -

statements?

97 Whatare your pohcles and pmced ures for
repotling on restated financial statements’?

9,8 Whatare your pclxcles and: procedures hiold

repofting direttly to appropriate. officials-wheri the |

auidited entity.does notactin an appropriate
timeframe afternew: information became-
avallable. sffecting the financial statements?.
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9:9 What aréyour policies and procedtres for-
complying with'the-AICPA's four generally
actepted reporting standards? .

a. How do your policies and procsdures-ensure
that the-auditor's report states. that the-
* ‘financlal statements-are presented in

accordance with genetally accspted
accounting principles (GAAP)?
How-do-your policles.and procedures ensure
that the-auditor identifies-in the auditor's
reporfthose circumstances ir-which-such.
principles have: notheen con&stenﬂy
observed in-the current period in: relation to-

. the preceding period?

How-do your policies and procetiures ensure
that:when the auditor determines-that
informatlive disclosures:are not reasonab!y
ad=quate, the auditorstates so inthe

auditor's repor{?’
How -doryour policies and procedures ensure. |

that the audiforeither expreésses.an epinion
regardmg thefiriancial stdtemants, taken-as
4 whole, or states that an-opinion.cannot be
exprassed, in thezauditor's report? When the
auditer cannot express an overall.epinior;
does the-auditor state the reasons thersfore.

I the-auditor's report? In.all cases where.an .

auditorls.name ¢ associated with financial

statémenits; does'the-auditer clearly indicate |

the character of the-auditor's werk, if any,

gnd tfie.degree-of responsibility the auditeris {

taking in the: auditors report?

Whatiare yaur pohcnes and procedures 1o

- ensure that AICPA reporting standards are met? :

811

WHat ae your'policies and procetiufesito

enhsuré that the-auditors-teport the following -

wher fraud, illsgal dcts, viclationis of provisions
" 'of coritracts ‘o¢ grarit. agreements ‘or abuse
DCCH .

a. Fraudandilegal acts: That have an effeston |
. the SUb}EGt matter thatis.more than

inconsegueritial?

I T e

_ Violations of provisians. of contracts or grant T
agreements [hat have a matenal eflecton .

the subject matter?~

Abuseg thatis. materialto the sub)ect matter,
gither: quant;tatnvsly or qualitatively? "

. 9'12
- ensurethatin presenting findings-such-as

Wha’f grerystr: pohmes and procedures 10

deflclenmes in interpal. coritrol, fraud Hlegal gets,
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violations-of provisions.of contracts-or grant

" ggreements, and abuse, auditors: develop the
.slements-of thefindings tothe-exientnecessary
‘to.achieve the engagement objectives?

19.13 z'S/'\i'-h',.'sa‘%:arfej':your'pél’ic’ies'an«":l: precedures.fo

gnsure that auditors:should, as.applicable, relate: |

the findings;identlfied to the population.or'the
mumber of cases examined-and quantify the
resultsin terms-of dollar valug:or ather
measures, asappropriate, and if the results
cantict beprojected, limi their coneluslong
appropriately?
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ATTACHMENT'B

TASK ORDER (CALL)
' REQUEST FOR PROPOSATL

TASK-:ORDER (CALL) RDQUDST FOR PROPOSAL

BPA NUMBER _ |
AUDITSERVICES

Contractor Request for Proposal (RFP):E

Dafer

To: Contractor _ )
Subjest; Reguest for Task: Order (Call). Proposal;
Proposal DueDate. and.Tqme

Fromy, -

Phong Number

Fax Numbet:

Emeul Address psB3@bpd: treas gov*

Thisis 2 Request foria Fask Order (cal: Praposal under the terms anid conditions of BPA;
fniber . Englosed.is-the:applicable scope of werk, The Government

anficipates:award of a fixet-price or timé-and materials task order {caf]) “The paragraphs below
describe-what must be included with yéur proposal and the- evaluaﬂen eiiteria that will be used to-

select the successfu] Offerar: -

Proposals, SIQHEd by-an official: authonze;i/ to bind.the Offeror, shall set forth.full, accurate;.and
complete information as requiired by this. RFF.. Offerors: must: submit proposals in-a format that
addresses each identified factor mdtvxduaﬂy and i the-eXact order asthe factorsiare presented in
this RFP, Offerors:are caitioned that proposals:lacking complete-and feadily identifiable
responses may be removed frem consideration, - Offers must include your point: of .contact (name,
1itle, phone: number Tax number,. and email address): for: proposal clarlﬂcettons or dxsoussmns

Task Order Proposal.Re Lurements

4, Offefors shall sub'm’if.vth'e fellowing infermation;

A Proposed Personnei The Confractor shall descnbe

- ‘The availabllity; quanf ications, and:experience of proposed personne[, and

B Price’ Progosal

s Propoqed_labonmix

- .Spaeifio Jabor calegories and number of hours. for aach labor category

- Pricing perdeliverasie 7 payment scfieduls




ATTACHEMENT B

TASK ORDER (CALL) -
REQUEST FOR PROPOSAL

 EVALUATION CRITERIA

1. Proposed Personnel
o The Offeror will be gvaluated, separate. from the price proposal, the:proposed labor
,cafegﬁry/mjx&jo-d,etermipezth'a:C’pntraqfor‘s:_undersiantd_ihg;of»-*th.e'-escé}pe ofworkand -
Feasibility of its approach, as well as the-availability, qualifications, and expefience for the:
tole identified of ke personnel. ' :
& ‘Reslimes of the-proposed personnel

2. Price

- o Proposed labor categories and rates forthe task order {gall) will be compared with the
Offeror'’s labér categories and rates on the:basic coritract to ensure that rates-have not
bee;n"expeeded; and . ’ . . ) -

o Thenumber of hours to:complete. the daslk.order

& w5 1 i s e )
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Subject: RE; AWARD:for BRA - TPDFIGBPATO0007

- We're delighted with ﬂ‘ns news, and honored to be: selected to continue.on at DHS financial
statement guditors’, It coulidln’thave come at a bettertime thh everyone working Iong houts to

finish the FY 2009 audit. Thank you

" ‘Scot Janssen | Partnef
KPMG LLP {2001 'Strest, N.W.; Washlngten, D.C. 20036-3389,

e e e | —
et I

y,-October 29;.2005:1:02 PM

Subject: AWARD for BPA - TPDEIGBPAL00001

Seot, -

* Gongratulations to KPMG. You have been awarded the Blankst Purchase Agreement
- (BPAY, nuiitber r¢ferenced dbove for the €CFQ audit forthe Depariment of Homeland
. ‘Becurity, Office-of Inspector General. Please find the award: decuments as-attiched. I
have sent these.in 2 separate- attashments as they-were so large. for the-scanner.
Attachment 1 isthe setup and terms: and conditions which is the first parf of the award
- does and attachment 2. (PWS and authi 1ttf) isthe remainder-of the:award. Once.reviewed,
if it agreement, pleasersign the:last page of the terms:and conditions and return this o me
. as‘soon ag possible: Onrbehalf'of DHS=0IG, wethank:you for your business. If3 you have:

any questmns pleade dor’t hegitate o contact me.

-Contl act Specialist

Administrative Resouree Center (ARC)

Burean, of the Public Debt
Department of the Treasury -
Ploourement Sewmes Blanch #3




bé

Tis mtended solely for the-addressée, Access to, this email by anyore:
uriduthorized, TFyouare not the: intended recipient, any disclosure, copymg,

this-email is confidential and may be logally privileged.
glse is

distribution o any actionrtakenor omitied 4o be taken i relisnes oniit, is
prohibited and may be unlawfil, When:addressed fo our-clients.any opinions oz
advice contained inthis email are stibjest to the ferms and conditions
.exyressed in the poveining KPMG clientengagement letter.




