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Question #1

Which of the following vulnerabilities is most likely to be exploited
by an external threat to the infrastructure?

O a. Floods
O b. Software flaws
O c. Insufficient cooling

O d. Disgruntled employees

Question #2

Agnes wants to make sure that she knows which steps to take to
avoid spillage. You advise Agnes to do all of the following except:

O a. Ensure all file names and subject headers identify the
sensitivity of the information.
O b. Properly mark and store all removable media.

O c. Store classified data on her PDA when traveling.

O d. Check all E-mails for possible classified information.

Question #3

Which term refers to a secure systems ability to protect against the
unauthorized modification or destruction of information?
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O a. Availability

O b. Confidentiality

O c. Nonrepudiation

O d. Integrity

Question #4

Darren wants to make sure that he protects his identity. He should
do all of the following except:

O a. Ask how information will be used before giving it out.
O b. Shred unwanted documents that contain his identifying
information.

O c. Carry his social security card in his wallet.

O d. Pay attention to his credit and bank statements.

Question #5

All of the following are examples of our nation's critical
infrastructure except:

O a. Banking and finance

O b. Emergency services

O c. Transportation and border security

O d. Colleges and universities

Question #6
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What is not PII?

O a. Information about or associated with an individual

O b. Gender

O c. Place of birth

O d. Employment History

Question #7

Which of the following will help reduce your risk of identity theft
when engaging in e-commerce?

O a. Confirm the site you are using uses an encrypted link.
O b. Respond to E-mail inquiries only from institutions you do
business with regularly.

O c. Click on links sent to you from trusted providers.

O d. Use e-commerce for all transactions.

Question #8

Both internal and external threats can bring down a system. Which
of the following represents an internal threat?

O a. Terrorist group

O b. Disgruntled user
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O c. Hackers

O d. Protestors

Question #9

Personal digital assistants or PDAs, such as Blackberrys or Palm
Pilots, pose a security threat because:

O a. Their small size and low cost make them easy to obtain and
difficult to control.

O b. Allof these answers are correct.
O c. They have tremendous connectivity and storage
capabilities.

O d. Iltcan be easy for a person to set up a PDA to download
information from your computer.

Question #10

Lauren gets an E-mail with an attachment from the director of her
agency. It has a file attachment with an unfamiliar file extension.
Lauren should do all of the following except:

O a. Be suspicious of this E-mail and attachment.

O b. Call the help-desk for advice on handling this.

O c. Verify that the sender sent the E-mail and attachment.

O d. Open the attachment.

Question #11

Which of the following are an example of a security incident?
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O a. Attempts to send electronic junk mail in the form of
commercial announcements.

O b. Attempts by unidentified or unauthorized people to obtain
sensitive personal or business information.

O c. Loss of a government laptop containing personnel
information.

O d. All of these are security incidents.

Question #12

Walt found a feature in his E-mail that allows him to automatically
download attachments. He thinks this will give him faster access to
the attachments he gets. Using this feature can:

O a. Create peer-to-peer threats.
O b. Activate a virus associated with an attachment without his
knowledge.

O c. Make E-mail management more difficult.

O d. Eliminate viruses from his computer.
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