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FORT KNOX INFORMATION SECURITY PROGRAM 

Summary. This regulation outlines implementing instructions, responsibilities, and guidance to 
implement and enhance management of the Fort Knox Information Security Program. 

Applicability. This regulation applies to all commanders, directors, supervisors, and security 
managers (SMs) of commands/organizations supported by Fort Knox, including those 
organizations with an approved Intm-Service Support Agreement (ISSA) that specifies support 
will be provided for any facet of Army Regulation (AR) 380-5 or 380-10. 

Proponent. The proponent of this regulation is Security Division, Directorate of Plans, 
Training, Mobilization, and Security (DPTMS), Fort Knox, KY. 

Suggested Improvements. Users are invited to send comments and suggested improvements on 
DA Form 2028 (Recommended Changes to Publications and Blank Forms) directly to the 
Security Division, DPTMS (IMSE-KNX-PLS), Fort Knox, KY 40 12 1-572 1. 
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Chapter 1 
General Provisions and Program Management 

Section I 
Introduction 

1-1. Purpose. This regulation establishes internal policy and procedures for inclusion in the 
local management and execution of the Department of the Army (DA) Information Security 
Program, prescribed in AR 380-5, and is to be used in conjunction with AR 380-5. Additionally, 
this regulation provides guidance on the duties and responsibilities of local conamnnders. 
directors, supervisors, and SMs, including those organizations with an approved ISSA that 
specifies support will be provided for any facet of AR 380-5 or 3 80- 10. 

1-2. Definitions. 

a. Commander. The commander, officer in charge (OIC), director, or head of an agency or 
activity, 

b. Command(s). Commands, directorates, agencies, activities, or areas of responsibility 
assigned or attached to Fort Knox, including those organizations with an approved JSSA that 
specifies support will be provided for any facet of security governed by AR 380-5 or 380-1 0. 

c. Department of Defense (DOD) Personnel. Any Active, Resenre, or National Guard 
military personne! or government civilian employee assigned/attached to a local command, 
including any person employed by, assigned to, or acting for a local command, including 
contractors, licensees, certificate holders, grantees, and any person acting at the direction of such 
a command. 

d. DA Retention (and Destruction) Requirements. The disposition instructions applied to a 
file as directed by AR 25-400-2. AR 25-490-2 implements the provisions of the Federal Records 
Act (44 USC, Chapters 2 1 and 23). 

e. Security Manager (SM)/Command SM. The principal advisor on information security in 
the command who is responsible to the commander for management and administration of the 
program. The SM is also the key member of the information security program responsible for 
ensuring the command's security posture is maintained at optimum levels, ensuring our national 
assets are properly protected against subversion, espionage, and pilferage. 

f. Fort Knox-Owned Information. Information concepts, requirements, etc., that is/are 
originally developed, visualized, and controlled by Fort box or a Fort Knox command. 

Section EI 
Responsibilities 

1-3. Commander. Security is a command function. Commanders will effectively manage the 
information security program within their commands. Commanders may delegate the authority 
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to execute the requirements of this regulation, where applicable, but not the responsibility to do 
so. Security, including the safeguarding of classified and sensitive information and the 
appropriate classification and declassificatio~l of information created by command personnel, is 
the responsibility of the commander. The commander will: 

a. Designate a (command) SM, primary and alternate, by written appointment. The SM will 
be of sufficient rank or grade to effectively discharge assigned duties and responsibilities. As a 
general requirement, the SM will be a cornmissianed officer, warrant officer, noncomn~issioned 
ofices (E-7 or above), or government civilian employee (GS-07 or above, in NSPS a GS-07 
equivalent or above). In instances where the command is not sufficiently staffed to meet these 
rank or grade requirements, and a lower rank or grade individual is sufficient to effectively 
discharge assigned responsibilities, the commander must initiate a request for exception to policy 
(see paragraph 1-9), in writing to Chief, Security Division, DPTMS. The SM appointed must 
possess at least a SECRET clearance. 

b. Establish written local information security policies and procedures and an effective 
information security education program. 

c. Initiate and supervise measures or instructions necessary to ensure continuous control of 
classified and sensitive information and materials. 

d. Ensure that persons requiring access to classified information are properly cleared. 

e. Continuously assess the individual trustworthiness of personnel who possess a security 
clearance. 

f. Ensure the SM has direct access to the appointing commander and the Chief, Security 
Division, DPTMS, on matters affecting the information security program. 

g. Ensure the SM is afforded security training consistent with the duties assigned. 

h. Ensure adequate support and resources are available for allowing the SM to managc and 
administer applicable information security program requirements. 

i. Review and inspect the effectiveness of the information security program in subordinate 
commands. 

j. Ensure prompt and appropriate responses arc given or forwarded for higher echelon 
decisions, such as problems, suggestions, requests, appeals, challenges, or complaints arising out 
of the implementation of this regilation. 

k. Ensure prompt and complete reporting of security incidents, violations, and con~promises 
re1 ated to crassi fied and sensitive information. 
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1. Ensure prompt reporting of credible derogatory information on assignedlattached 
personnel, including recommendations for or against continued access (see Fort Knox Pamphlet 
380-67). 

1-4. Security Manager (SM). The SM will: 

a. Advise and represent the commander on matters refated to the classification, 
downgrading, declassification, and safeguarding of national security information. 

b. Establish and implement an effective security awareness and education program that 
continuously encompasses all aspects pertaining to the protection of classified and sensitive 
information. As a part of this program, ensure each major work and break area has a completed 
FK Poster 380-5- 1 and at least one other security poster visible to all personnel. 

c. Establish procedures for ensuring that individuals handling classified material are 
properly cleared. The clearance status of each individua1 must be recorded and accessible for 
verification, 

d. Advise and assist officials on classification problems and development of classification 
guidance, 

e. Ensure classification guides for classified plans, programs, and projects are properly 
prepared, distributed, and maintained. 

f. Conduct a periodic review of classifications assigned within the activity to ensure that 
classification decisions are proper. 

g. Consistent with operational and statutory requirements, review all classified and sensitive 
documents, in coordination with the Security Division, DPTMS, and Directorate of Information 
Management (DOIM), with the goal of continuous reduction by declassification, destruction, or 
retirement of unneeded classified and sensitive material. 

h. Submit Standard Form (SF) 3 1 1 (Agency Information Security Program Data) to Security 
Division, DPTMS, per this regulation (see paragraph 1 - 10). 

i. Supervise or conduct security inspections and spot checks and notify the commander 
regarding compliance with this regulation, AR 380-5, and other security regulations and 
directives. 

j. Assist and advise the commander in matters pertaining to the enforcement of regulations 
governing the access, dissemination, reproduction, transmission, transportation, safeguarding, 
and destruction of classified and sensitive material. 

k. Make recommendations, based on applicable regulations and directives, on requests for 
visits by foreign nationals and provide security and disclosure guidance if the visit is approved. 
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1. Ensure inquiry and reporting of security violations is completed, including compromises 
or other threats to safeguarding of classified and sensitive information, per PLR 380-5. 

rn. Ensure proposed public releases on classified and sensitive progams are forwarded to the 
Chief, Security Division, DPTMS, per AR 380-5, AR 380-1 0, and this regulation. 

n. Establish and maintain visit control procedures in cases where visitors are authorized 
access to classified information. 

o. Issue contingency plans for emergency destruction andior evacuation of classified and 
sensitive information and material, 

p. Be the command's single point of contact to coordinate and resolve classification or 
declassification problems. 

q. Report data, as required by this regulation, AR 380-5, and other applicable regulations 
and directives that apply to the information security program. 

r. Notify the Commander or Security Division, DPTMS, within 8 hours of any incident 
discussed in Chapter 10, AR 380-5, andor thefts involving computer equipment. 

1-5. Supervisor. Supervisory personneI (to include those in command positions) have a key 
role in effective implementation of the command's information security program. Supervisors, 
by example, words, and deeds, set the tone for compIiance by subordinate personnel with the 
requirements to properly safeguard, classify, and declassify information related to national 
security. The supervisor will: 

a. Ensure subordinate personnel who require access to classified information arc properly 
cleared and given access only to that information, including sensitive information, which they 
have a need-to-know. 

b. Ensure subordinate personnel attend training and understand and follow the requirements 
of this regulation and AR 380-5, as well as a11 other local command policies and procedures 
concerning the information security program(s). 

c. Continuously assess the eligibility for access to classified and sensitive information of 
subordinate personnel and report any information that may have a bearing on that eligibility to 
the SM, 

d. Supervise personnel in the execution of procedures necessary for allowing continuous 
safeguarding and control of classitied and sensitive information consistent with established 
information security programs. 

e. Include the management of classified and sensitive information as a critical 
element/itemlobjeetive in personnel performance evaluations, where deemed appropriate, per 
A m y  personnel policy and paragraph 1-5c of AR 380-5. Supervisors should include the 
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protection a€ classified and sensitive information as a performance evaluation factor objective for 
other personnel as the supervisor deems appropriate. 

f. Lead by example. Follow command and Army policy and procedures to properly protect 
classified and sensitive information and to appropriately classify and declassifj infomation as 
stated in AR 380-5. 

1-6. Individual. A11 DOD personnel, regardless of rank, grade, title, or position, have a 
personal, individual, and official responsibility to safeguard information related to national 
security. All DOD personnel will report, to the proper authority, violations by others that cor~td 
lead to unauthorized disclosure of classified and sensitive information. This responsibility 
cannot be waived, delegated, or in any other respect, excused. All DOD personnel will 
safeguard all information and material related to national security, especially classified 
information, which they access and will follow the requirements of this regulation, AR 380-5, 
and other applicable regulations. 

Section 111 
Program ManagementlDirection 

1-7. Applicability. This regulation implements local initiative to enhance the con~mand's 
management and execution of the DA Information Security Program and applies to all DOD 
personnel. This regulation is to be used in conjunction with AR 380-5. Information relating to 
national security will be protected by DOD personnel and employees against unauthorized 
disclosure. 

1-8. Chief, Security Division, DPTMS. As the command SM for USAARMC and Fort Knox 
and US Army Garrison Command, the Chief, Security Division, DPTMS, is delegated 
responsibility for implementation and monitoring functions associated with all information 
security programs and requirements. 

Section IV 
Exceptional Situations 

1-9. Waivers and Exceptions to Policy. 

a. In the event a command cannot comply with the requirements of this regulation or AR 
380-5, a waiver or exception to policy, with full justification, should be requested (example at 
appendix B of this regulation). 

b. There may be unique situations in which a command may need an exception to the 
requirements of this publication or AR 380-5; for example, a waiver might be appropriate for a 
supply or warehouse receiving area that historically received Federal Express (FEDEX) 
shipments of unclassified materials. A waiver in this instance would eliminate the requirement 
to use only cleared personnel to screen packages or store unopened packages in locked 
containers. 
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c. All waivers and exceptions to policy will be processed through appropriate command 
channels to the Chief, Security Division, DPTMS, for determination on local issues and 
forwarding to US Army Training and Doctrine Command (TRADOC) for higher-level issues. 

Section V 
Reports and Inspections 

1-10. Reporting Requirements. 

a. Violations of the provisions contained in AR 380-5 will promptly be reported by 
commanders and/or SMs to the Chief, Security Division, DPTMS, especially those cases 
involving incidents that can put classified information at risk of compromise, unauthorized 
disclosure, or improper classification of information. See Chapter 10, AR 380-5. 

b. Unless otherwise directed, SMs will submit, to the Security Division, DPTMS, a 
consolidated quarterly report, SF 31 1, for all elements under their security responsibility. This 
report should be received no later than the 2nd working day of the new quarter. During 4''' 
quarter of each fiscal year, the report will be submitted no later than the 1" working day of 
September, because this will allow a consolidated USAARMC report to be compiled and 
submitted to TRADOC and ensure the command's compliance with AR 380-5. (Instructions for 
SF 3 1 1 are at appendix F of this regulation.) 

c. By 4 January each year, SMs will report their command's compliance with the annual 
declassification, regrade, and destruction requirements described in Chapter 3 of this regulation. 

1-1 1. Command Security Inspections. 

a. Each commander will establish and maintain a self-inspection progam from their 
command, and if applicable, a program to inspect their subordinate units. 

b. The Security Division, DPTMS, will conduct mandatory information security program 
inspections for the command (see appendix C of this regulation for the inspection checklist). 
These inspections can be announced or unannounced. A tentative announced inspection 
schedule will be published at least 90 days in advance of an inspection. For unannounced 
inspections, Security Division will notify the commander of the organization to be inspected, a 
maximum of 48 hours and a minimum of 8 hours prior to arrival of the inspector(s). 
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Chapter 2 
Local Production of Classified Information and Classification Challenges 

Section I 
US Army Armor Center (USAARMC)-Originated Classified Information 

2-1. General. As the only authorized Original Classification Authority (OCA) in the command, 
the CG, USAARMC, is the only person that can apply original classification to "USAARMC- 
owned information." 

2-2. Producing CIassified C6USAARMC-Owned Information." When the Fort Knox 
command generates "USAARMC-owned information" that is believed to be classified, the 
producer of the information must take the following actions: 

a. Provide protection to subject information that is equal to, or above, the classification 
level of the information (ice., information that is believed to be CONFIDENTIAL must be 
afforded, at a minimum, the same protection as known CONFIDENTIAL information but may 
be protected at the same level as known SECRET information), 

b. Review Chapter 2 of AR 3 80-5. 

c. Determine if the product contain classified or potentially classified information. 

(1) If it does not, eliminate any such information from the product. 

(2) If it does, minimize any such information contained in the product and be able to 
fully justify its necessity to the product. 

d. Have the information reviewed by your SM and immediate supervisor. 

e. Fonvard, through your SM, the product to Chief, Security Division, DPTMS, for review 
and coordination. 

Section I1 
Classification Challenges 

2-3. General. 

a. One of the information security program's functions is to ensure information is not 
improperly or unnecessarily classified. AR 380-5 provides guidance for formal challenges to 
classification; laowever, informal questioning is also possible and should be accomplished to 
resolve any questions prior to submitting a formal challenge. 

b. While AR 380-5 provides guidelines for informal aptd formal challenges of in fomat io~~  
under a command's OCA, challenges may also be generated to derivative or compiled 
information. This factor is one of the major reasons to comply with the requirement of making a 
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Pist of all sources (and if possible, which portion of each source) used to produce these types of 
information. Additionally, producers of these types of information are encouraged ta provide 
each recipient with a copy of the source list. Providing this will reduce the possibility of a 
challenge and facilitate easier declassification review. 

2-4. Receiving or Submitting a Classification ChalIenge. Any USAARRIIC or US A m y  
Garrison Command that received a challenge on information that was locally produced, or 
wishes to submit a challenge, shall ensure the challenge is properly routed through the Chief, 
Security Division, DPTMS. 
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Chapter 3 
Declassification, Regrading, and Destruction 

Section I 
General 

3-1. The Owner (OCA). The owner (OCA) of any information is the only authority that can 
decide whether information meets the criteria for continued classification and/or exemption from 
automatic declassification, 

3-2. Possession of the Information. When a command possesses information that is deemed to 
na longer be necessary for operational, historical, or reference purposes, andlor has completed its 
DA retention requirements CAR 25-400-2), such information shall be destroyed per this 
regulation and AR 3 80-5. 

3-3. Local Command Compliance. To ensure local commands are complying with the 
provisions of this regulation, BA retention and destruction requirements, and Ali 380-5, as 
applied to this chapter, each document, file, etc, containing classified information will be 
reviewed annually for declassification, regrading, andor destruction. This annual review will be 
conducted during the lSt quarter of each fiscal year. Each SM will report compliance with this 
annual review to the Chied; Security Division, no later than 4 January each year. 

Section 11 
Declassification and/or Regrading 

3-4. Declassification or Regrading Actions. Upon receipt of instructions/notification of a 
declassification or regrading action, the SM will ensure the action is completed. If the action 
affects: 

a. An entire document, the markings throughout the document will be changed to reflect the 
new classification level, the cover page will annotated to indicate the source of the change, and 
the instructions/notification will be filed per AR 3 80-5 and AR 25-400-2. 

b. A portion of a document, the affected portions will be re-marked to reflect the change, 
each portion should be annotated to indicate the source of the change, and the 
instructions/notificaZion will be filed per AR 380-5 and AR 25-400-2. 

c. Declassification marking, documents created on or after 22 September 2003, bearing the 
exemption categories XI through X8 are re-marked per Secretary of Defense Memo, 1 May 
2007. subject: Policy Regarding Exemption Categories XI-X8 Declassification Markings. 

3-5. USAARMC-Owned CIassified. I f  the information is "USAARMC Owned," the Chief, 
Security Division, DPTMS, shall be notified and will guide the producing command through the 
appropriate, required procedure. 
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Section 111 
Destruction 

3-6. General. Classified documents and other material will be retained only if they are required 
for effective and efficient operation of the command or if their retention is required by law or 
regulation. Once information has completed it's DA retention requirement or is no longer 
necessary for operational, historical, or reference purposes, the following actions shall be 
completed. 

a. WSAARMC-Owned Classified. If the information is "USAARMC Owned" (the CG, 
USAARMC, is the OCA), contact the Chief, Security Division, DPTMS, for instructions. 

b. US Government Classified. For US Government information that is not "USARMC 
Owned" and non-North AtIantic Treaty Organization (NATO) foreign government infomation, 
destroy per AWI 25-400-2 and AR 380-5. 

c, NATO. For NATO information, destroy per AR 3 80- E 5 .  

3-7. Destruction Methods. 

a. Equipment or Technique. The equipment or technique used to destroy classified 
information varies and is dependent on the material makeup of the item containing the classified 
information. Within this command, the majority of our classified information is stored or 
produced on paper, transparencies, CD ROM, or some type of (computer) magnetic media. The 
approved method of destruction for these and all items is described in AR 380-5. 

b. Shredding. Shredding is the most frequently used method of destruction. However, not 
a11 shredders meet required specifications. Only approved crosscut shredders may be used to 
shred classifiecl documents. Therefore, the SM will ensure every shredder in hisher command is 
clearly marked to indicate the level of information and type of "media" the shredder is approved 
to destroy, If the SM is not 100 percent certain of the approved capabilities of a piece of 
equipment that is going to be used for destruction of classified information, contact the Chief, 
Security Division, DPTMS, for assistance. 

3-8. Destruction Equipment Available for Command-Wide Use. 

a. Security Division. The Security Division, DPTMS, has authorized equipment available, 
by appointment, that is capable of destroying paper and 0 s .  

b. Directorate of Information Management (DOIM). The DOIM has authorized 
equipment available, by appointment, that is capable of destroying hard disk drives. zip drives, 
jazz drives, floppy diskettes, magnetic tape, and videotapes. 

c. Fort Knox. Fort Knox does not use burning as a means of destruction. 
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Chapter 4 
Marking 

4-1. General. DOD personnel who produce classified or controlled unclassified information 
are responsible for ensuring the information and media used to produce, manipulate, or store the 
information is marked per AR 3 80-5. 

4-2. Document Custodians. DOD personnel, particularly classified documents custodians, are 
responsible far reviewing and storing documents in their possession or ensuring the information 
was properly marked by the producer. 

4-3. Security Managers (SMs). The SMs are responsible for the following: 

a. Ensuring all personnel in their command, with a valid clearance, are aware of the 
marking requirements in AR 380-5. 

b. Advising and assisting classified information producers and handlers in complying with 
the proper marking procedures set forth in AR 380-5 and ensuring all users of the SIPRNET are 
properly trained (see appendix C this regulation), 

c. Spot checking information produced, handled, or stored within their command for proper 
marking procedure application. 

d. Reporting to the commander andfor Chief, Security Division, DPTMS, the following: 

(1) ROD personnel within their command who refuse to adhere to the marking 
requirements of AR 380-5. 

(2) Any incident that resulted or may have resulted in the disclosure of improperly 
rnarked information (see Chapter P 0, AR 380-5). 

4-4. Additional Marking Requirements. The following marking requirements shall be 
observed in this command: 

a. Page Marking. Mark or stamp the top and bottom of the back of the last page of a 
classified document with the same markings as the first page. 

b. File Folders. Conspicuously mark or stamp the front and back af file folders containing 
classified material. These markings shall be placed so classification of the contents is readily 
visible when the folder is placed in the security container drawer. 

4-5. Telephones, Facsimile (FAX) Machines, Copiers, Printers, Shredders, and SIPR8ET. 

a. All telephones and FAX machines will have a DD Form 2056 affixed to them. Secure 
telephones and FAX machines will have a modified version, reminding users to always ensure 
sending and receiving systems are in the secure mode prior to transmitting. 
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b. A11 copiers will be clearly marked to indicate the level of information authorized to be 
reproduced on the equipment. If the equipment is authorized to reproduce classified material, 
see Chapter 6, Section 111, of this regulation, for additional markings. 

c .  All shredders will be clearly marked to indicate the level of information authorized for 
destruction. 

d. All SIPRNET equipment (computer, hard drive, and printer) will be labeled in 
accordance with (IAW) published security directives. 
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Chapter 5 
Controlled Unclassified Information 

5-1. Controlled Unclassified Information (CUT) Protection. While not classified, the 
protection of CUI is a must. The CUI is information that does not require the degree of 
protection afforded by the application of a security classification but is so sensitive it warrants 
placing a degree of control over its use and dissemination. Examples include Privacy Act protect 
information (such as social security numbers, dates of birth, and home addresslphone numbers). 
For Official Use Only (FOUO) information and information exempt from release under the 
Freedom of Information Act (FOIA). Of all the different types of information that require 
protection, CUI is the least recognizable and is also a high payoff target for 
individaals/organizations striving to gain unauthorized disclosure. 

5-2, Handling CWI, On a daily basis, we handle a tremendous amount of CUI, particularly 
FOUO, sensitive information (Computer Security Act of 1987), and technical documents. A 
great percentage of CUI handlers are not aware of proper handling and protection requirements. 

5-3. Maintain a Compiled List. Producers of compiled information must maintain a list of all 
sources and provide this list, on demand, to the disclosure officer or the FOIA officer. 

5-4. Authorization to Release CUI. In this command, there are only two offices authorized to 
release CUI to non-DOD entities: 

a. The FOIA Officer, Administrative Services Division, Directorate of Human Resources 
(DHR). 

b. The Disclosure Officer, Security Division, DPTMS. 

5-5. Education. Commanders and SMs must aggressively educate all members of their 
commands on: 

a. What CUI is. 

b. Where it exists in their commands. 
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Chapter 6 
Access, Control, Safeguarding, and Visits 

Section I 
Access 

6-1. Responsibilities, 

a. As a condition of providing access to anyone, the holder of classified informati011 must 
ensure the recipient: 

(1) Has a need-to-know. 

(2) Has clearance authorization (see para 6-7 for contractors, consultants, and visitors). 

(3) Understands the information is classified. 

(4) Knows hew to protect the information, 

( 5 )  Has the ability to protect the information. 

(6) If transporting the information to another location, has the proper credentials. 

b. If any of the conditions above do not exist, access to the information should be delayed, 
and the holder's SM should be notified for guidance. 

6-2. Non-Disclosure Agreement (NDA). The SMs will maintain documentary proof that DOD 
civilians and locally-hired DOD consultants have executed an NDA. Follow the guidelines 
explained in AR 380-5, Chapter 6. The preferred proof is a photocopy of the signed NDA. The 
NDA also has to be entered into the Joint Personnel Security Adjudication System (SPAS). 
Record of execution of the NDA in JPAS will be sufficient. 

Section I1 
Reassignments, Transfers, Retirements, Resignations, Separatians, and Tct-rninations. 

6-3. General. 

a. All DOD personnel and local-hire consultants will outprocess through the SM. 

b. Ail personnel that have been designated, on orders, as a courier will have their orders 
revoked immediately. 

c. All personnel issued a DD Fonn 2501 (Courier Authorization card) must turn the card in 
to their SM. 
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6-4. Reassignments and Transfers. 

a. Military Personnel. The SM will forward the "local" file copy of the individual" NDA 
to the gaining SM. This action can be accomplished either by providing a copy to the Soldier for 
hand carrying or by official mail. If the Soldier is hand carrying. the copy should be placed in an 
envelope and addressed to: S2/SM. 

b. Civilian Personnel. If the SM is maintaining a copy of the NDA, the same procedure 
described in 6-4a of this regulation applies. 

6-5. Retirements, Resignations, Separations, and Terminations. All DOD personnel and 
local-hire co~~sultants will be debriefed by the SM. The debriefing will be conducted, 
documented, and filed per AR 25-400-2, AR 380-5, and AR 380-67. 

Section 111 
Control Measures 

6-6. Emergency Planning. 

a. All c~mmands with classified material shall establish emergency plans that provide for 
protection of classified materia1 in a manner that minimizes the risk of personal injury or loss of 
Life to personnel. In case of fire or natural disaster, this requires immediate placement of 
authorized personnel around the affected area, pre-instructed and trained to prevent removal of 
classified material and reduce casualty risk. 

b, Post emergency plans in a conspicuous place, such as on a wall near the storage 
container(s) or on the container itself. Such plans shall provide for emergency destruction or 
evacuation to preclude capture, compromise, or loss of classified material when detemincd to be 
required, This determination shall be based on an overall common sense evaluation of the 
following factors: 

( I )  Level and sensitivity of classified material held by the activity. 

(2) Sensitivity of operational assignment. 

(3) Potential for aggressive action of a hostile entity. 

c. When preparing emergency plans, consideration shah1 be given to the following: 

( I )  Reduction of the amount of classified material held by your command. 

(2) Transfer of retained classified material to an "other than paper" type of media as 
muck as possible. 

(3) Emphasis on the priorities for destruction/evacuation, designation 01' personnel 
responsible for destructiodevacuation, and designation of places and methods of 
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destructiom'evacuation. Additionally, if any destruction site's particular piece of 
destructiom'evacuation equipment will be used by more than one activity or entity, the order or 
priority for use of the site or equipment must be clearly delineated. 

(4) Identify the individuaI(s) authorized to receiveldisseminate the execution order once 
the Security Division, DPTMS, has determined an emergency destruction/evacuation is to begin. 
Additionally, identify how the order will be disseminated to all subordinate elements (emergency 
plans will clearly identify the position titles of these individuals). 

( 5 )  Authorization for the senior person present to deviate from established plans when 
circumstances warrant. 

(6) Emphasis on the importance of implementing the plan early to preclude 
loss/compromise of material. The effect of premature destruction is considered inconsequential 
when measured against the possibility of compromise. 

d. Classified material holdings shall be prioritized for emergency planning. Priorities 
should be based on the potential effect on national security, should such holdings fall into 
unauthorized hands. The following guidelines are provided: 

( 1 )  Priority One. (TOP SECRET) Exceptionally gave  damage. (Secret Special 
Access Programs (SAPS) should also be labeled as priority one.) 

(2) Priority Two. (SECRET) Serious damage. 

(3) Priority Three. (CONFIDENTIAL) Damage. 

e. In determining the method of destnlction of other than Priority One (TOP SECRET) 
material, any method specified for routine destruction of any means that will ensure positive 
destruction of the material may be used. Ideally, any destruction method shoilld provide for 
early attainment of a point the destruction process is irreversible. If time and circun~stances of 
the emergency permit, the destruction methods specified in paragraph 3-7 above andor AR 380- 
5 slaould be used. 

6-7. Visi tors/Contractors/ConsuItants. 

a. On occasion, personnel from this command visit activities and organizations off the 
installation. Many times, these visits involve classified information/material, creating a need to 
certify individual security clearance information. To facilitate the certification of security 
clearances, SMs will prepare and authenticate FK Form 5060-E, May 2001. The JPAS can also 
be used to pass security clearance and visit request information. 

b. When a command is contacted by or is inviting, hosting, or sponsoring a visit of any 
person or organization, the SM will be notified. 
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c .  The SM will notify Security Division, DPTMS, when a visit involves foreign persorznel. 
Information on visits by foreign personnel/organizations will be handled per AR 380- 10. 

d. Ensure the procedures of Chapter 6, AR 380-5, are adhered to if the pending or proposed 
visit is anticipated to involve access to classified materiaIJinformation. (FK Form 5060-E, May 
2001, may be used to verify clearance/access information.) 

e. Maintain information on all visits to their organization. This information will be retained 
and filed per AR 25-400-2. 

f. Maintain the folfowing for contractors and consultants working in your command w11o 
require access to classified material: 

(1) Confirmation of security clearance and level of clearance. 

(2) Confirmation of execution of NDA. 

(3) Copy of the contracts "statement of work" (to assist in establishing a need-to- 
know). 

(4) Contact information for the contracting officer representative, SM of the US 
Government sponsoring agency, and SM for the contracted organization. 

6-8. Classified Presentations. Holding classified presentations (meetings, conferences, 
classes, lectures, and other presentations) will be held only in facilities approved for classified 
discussion. Command activities that hold or sponsor any type of classified presentation will 
appoint a security representative lto be responsible for overall security at the site of the 
presentation. The security representative will ensure the following requirements are met: 

a. The date, location, and subject of the presentation are furnished to Security Division, 
DPTNS, at least 3 working days prior to commencement. 

b. Conversations or discussions involving classified material are not held in areas where 
they can be overheard by unauthorized personnel. This includes ensuring that public address 
systems are set at a level which precludes classified discussions/presentations from being 
averheard outside of the presentation area. 

c. Individual speakers/presenters will announce the security classification of the subject 
matter at the beginning and end of the presentation. 

d. AT1 slides and material used during the briefing will bear the appropriate security 
~Passification markings. 

e. Access rosters (name, rank, SSN, clearance, and organization) to verify authorized 
attendees are compiled and used at a controlled entrance point. These rosters shall be 
rnaintained/destroyed as EOWO in order to protect the contents from unauthorized access. 
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f. Attendees must be identified by presenting a picture ID (miEEtary/civilian employce ID 
card, passport, driver's license, etc.,) before admittance into tlze presentation area. Support 
personnel (i.e., guards, monitors, etc.,) will verify personal information by comparing the access 
roster and presented ID. If tltere are discrepancies, the attendee must be referred to the security 
representative. Under no circumstances will the attendee be aEIowcd to enter the presentation 
area until the security representative verifies their need-to-know and security clearance. 

g. Doors and windows are closed and covered during the presentation. 

h. Sufficient, appropriately cleared guardlmonitor personnel are pre-positioned at all 
entrances, exits, and adjacent areas to prevent unauthorized access or loitering. 

i. Briefcases, cameras, video recorders, computers, cell phones, beepers, electronic 
recording devices, or any other similar electronic device(s) will not be allowed to enter the 
presentation area. 

j. Care is exercised to reduce the possibility of clandestine slmrveillance listening devices 
being installed in areas where classified information is discussedlpresented. A physical check 
will be made of the area to detect any obvious device that could be used to transmit or record the 
presentation (is. ,  adjacent rooms, hallways, heatindair condition vents or ducts, insideloutside 
of perimeter walls, window ledges, dropped/false ceilings, etc.,). 

k. Only electronic equipment that has been accredited for processing classified information 
may be used to conduct the presentation. 

1. Note taking, unless strictly controlled, is prohibited. If notes are taken, the security 
representative is responsible for ensuring the material is properly marked and protectcd until 
properly secured in an approved container. 

rn. The presentation site is checked immediately following the departure of all attendees to 
ensure no classified material has been inadvertently left in the area. 

6-9. Receipt of Classified Material. All commands will establish a procedure for protecting 
incoming official first class mail, registered mail, and express maillpackages until a 
determination is made on whether classified information is contained therein. As part of these 
procedures, official first class mail recipientsiopeners and registeredlexpress maillpackage 
recipients/openers will be appointed on orders. 

a. Individuals appointed as recipients or openers of official first class mail must possess, at 
a minimum, a CONFIDENTIAL clearance. 

b. Individuals appointed as recipients or openers of registered/express mail/packages must 
possess, at a minimum, a SECRET clearance. 
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Section IV 
Reproduction of Classified Material 

6-10. General. Unnecessary, non-mission essential reproduction of classified material 
increases the possibility for security violations and compromise. 

6-1 1. Approval for Reproduction. 

a. Commanders that feet their commands have a requirement to make mission-essential 
reproductions of classified material will submit a written request to Security Division, DPTMS 
(IMSE-JSNX-PLSS), for authorization to reproduce classified material. This request will: 

(1) Include a justification for reproduction authority. 

(2) List the equipment to be used (make, model, serial number, etc..'). 

(3) Denote the equipment's location. 

(4) Provide the name or position of the individual to be designated as the classified 
material reproduction control officer. 

( 5 )  Include a copy of the internal control procedures to be used. 

(6 )  Provide a time period the request is to cover (may not be more than 12 months). 

b. Approval far the reproduction of TOP SECRET, SAPS, NATO, and other categorized 
material may only be granted by the appropriate installation control officer. However, such 
requests shall be submitted through Security Division, DPTMS, to the proper control officer. 

c. All reproduction equipment will be clearly marked, with the appropriate notice, reflecting 
the highest level of information that may be duplicated on it. 

Section V 
Additional Inspections 

6-12. Entry Exit Inspection Program (EEIP). 

a. The EEIP will be managed and executed at the installation level. The Security 
Division, DPTMS, will randomly conduct EEIP inspections. Prior to conducting an EEIP 
inspection, the SM will be given a minimum of 4 working hours notice. This does not prevent 
commands from conducting EEIP inspections on their own. Instructions and procedures for 
conducting these inspections are at appendix D of this regulation. 

b. The SMs are responsible for EEhP awareness and education. This sl~ould be 
accomplisl-red by inclusion in the command's standing operating procedures (SOP) and annual 
security training. 
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c. The SMs are responsible for ensuring FK Poster 380-5-8 is clearly, and continuously, 
posted at the entrance(s> of their building(s) that house classified material. 

6-13. MI Series (Abrams) Tank Security. Although this is a physical security requirement, 
breaches of the external armor are reportable as a potential compromise under AR 380-5. 
Further infomatian is contained in the installation Force Protection and/or Physical Security 
Plans. 

6-14. Additional Inspections. Requirements and procedures for additional inspections relating 
to the DA Information Security Program will be coordinated, under separate cover, with the 
affected cornmand(s). 
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Chapter 7 
Storage and Physical Security Standards 

7-1, Purchase or Turn in of Equipment. All elements in this command will contact Security 
Division, DPTMS, prior to purchasing or turning in any equipment discussed in Chapter 7, AR 
380-5. This is strictly a cost saving measure, because this office may have information on a 
requirement change or the location of a command that has or desires transferable equipment. 

7-2. Security Managers (SMs) Responsibility. The SMs are responsible for changing 
combinations on security containers storing classified material. Assistance or training for 
changing combinations may be obtained by contacting the Security Division, DPTMS. 

7-3. Locksmiths. Locksmitl~s will not be utilized to assist in routine combination changes. In 
cases where locksmith services arc required, SMs must coordinate with the Security Division, 
DPTMS, prior to initiating the request. 

7-4. Master Container. Commands having more than one security container will designate 
one container as the master container. The master container will contain Part 2 and 2a of SF 700 
for all other security containers. Part 2 and 2a of the master container's SF 700 will be 
maintained in the master container of the next higher command if the command is located on this 
installation; otherwise, they will be maintained in the DWR Classified Files Section, Bldg, No. 
1227. The DHR will be notified upon transfer or turnin of master containers so the SF 700s on 
file can be properly annotated or destroyed. The only authorized exception is for containers 
storing 2-person control material; for these containers, complete only Part 1, SF 700. 
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Chapter 8 
Transmission and Transportation 

Section I 
Methods of Transmission and Transportation 

8-1. SECRET and CONFIDENTIAL Information. 

a. If US Postal Service services cannot meet an urgent requirement, DOD policy authorized 
the use of FEDEX. This service is only authorized for use within CONUS and only between 
DOD commands. FEDEX is not authorized to transmit material to contractors or non-DOD 
agencies. Additionally, classified communications security materia!, sensitive compartmented 
information (SCT), or classified SAP material will not be transmitted using FEDEX. 

b. Material to be shipped will be prepared per Chapter 8, AR 380-5. The sender will ensure 
a proper address is used to ensure the package is received by a cleared person with appropriate 
need-to-know or who will ensure delivery of the package to the person or office with the need- 
to-know. After packaging, classified material must be taken to the Fort Knox Post Office (Bldg. 
No. 1359, Post Locator side) for processing by postal officials. Under no circumstances will a 
classified FEDEX package be dropped off in the FEDEX drop box. 

c. Packages shipped via FEDEX will be shipped Monday through Thursday only. 

d. Customers will retain the receipt given to them by postal officials until notification is 
received that the material has arrived at its final destination. Classified Document 
Accountability Record, DA Form 3964, will be utilized and retained per AR 380-5. 

Section I1 
Transmission of Classified Material to Foreign Governments 

8-2. Release of Classified Information. Prior to release or transniission of classified 
information or material, approval must be obtained from the installation Foreign Disclosure 
Officer. For further information/assistance contact Security Division, DPTMS. 

Section nI 
Escort or Hand Carrying of Classified Material 

8-3. General. 

a. Within the confines of Fort Knox, personnel that hand canyltransport classified material 
outside their immediate work areas (to another building) must have, in their possession, either a 
DD Form 2501 (Courier Authorization) or an original copy of a courier authorization letter or 
memorandum. The individual command's SM is the only issuing authority for either of these 
documents. The following requirements pertain only to classified material transported within the 
confines of Fort Knox: 
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(1) Classified material shall only be transported from one working area or building 
directly to another working area or building and only when absolutely necessary. 

(2) When transporting classified material between working areas or buildings, the 
material must, at a minimum, have the appropriate cover sheet attached (inner wrapping) and be 
enclosed in a sealed opaque envelope or container (outer wrapping). A locked briefcase qua1 i fies 
as an outer wrapping. 

b. Authorization to hand carry classified material off the installation using commercial 
conveyance or outside the continental US is reserved for the Chief, Security Division, DPTMS. 
These authorizations will only be granted when all other authorized means of transmission have 
been evaluated and cannot be utilized to complete a critical mission requirement. For further 
information and procedural guidance, contact Security Division, DPTMS. 

8-4. Courier Authorization. 

a. Security Managers. 

(1) Must, prior to issuance of any courier authorization, verbally brief the individual on 
the duties, responsibilities, and limitations of authorization pertaining to their specific courier 
authorization. An example of what this briefing might contain is located in appendix E of this 
regulation, 

(2) Upon completion of the verbal briefing, the designated courier must sign the 
appropriate statement (appendix E of this regulation) to verify l-~elshe has been briefed and 
understands hishes responsibilities. The SM retains the statement with the individual's FK Form 
1378 (Record of Personnel Security ClearancelAction). 

(3) Are authorized to sign DD Forms 2501 and courier authorization letters or 
memorandums for their command members determined to have a need to hand carry classified 
material within the continental US and are traveling only by government conveyance. All other 
authorizations must be granted by Security Division, DPTMS. 

b. DD Form 2501 is an accountable form and is only available from the Security Division, 
DPTMS. DL) Form 250 1 will: 

( I )  Be used when ground transportation or military air is the mode of travel. 

(2) Not to be used when hand carrying classified material aboard commercial aircraft. 

(3) Be issued for a period not to exceed 2 years. Upon expiration of the fonla or 
reassignment, transfer, retirement, resignation, separation, or termination of an individual issued 
a DD Eom 2501, the card will be returned to the SM for destruction. 

(4) Semi-annually, will be inventoried on a "show" basis, 
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( 5 )  Be limited to personnel that frequently hand carry classified information or 
material. 

c. Written authorization from the SM is acceptable means of courier identification on the 
installation. An example of written authorization is at appendix E of this regulation. 

FOR THE COMMANDER: 

Director, Information Management 

MARK D. NEEDHAM 
COL, AR 
Garrison Commander 

DISTRIBUTION: 
A 
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Appendix A 
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Standard Form 3 1 1, Agency Infom~ation Security Program Data, November 2004. 

Standard Form 3 12, Classified Information Nondisclosure Agreement, January 2000. 
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DD Form 2056, Telephone Monitoring Notification Decal, May 2000. 

DD Form 250 1 , Courier Authorization, March 1998. 
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FK Poster 3 80-5-8, EntryJExit Inspection, October f 989, 

FK Poster 380-5-9, Warning - Reproduction of Classified Material, May 2002. 
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Appendix B 
Example of Exception to PolicyRequest for Reqzrirernent Waiver 

Security Manager's Office Symbol Date 

MEMORANDUM FOR Security Division, DPTMS 

SUBJECT: Request for Requirement Waiver 

1. Request you grant a waiver for the "security manager grade" requirement listed in 
paragraph 1-3a of Fort Knox Reg 380-5. 

2. After reviewing our current staffing level, T have determined that T do not have 
any military or civilian personnel assigned that have either a reasonable amount of 
retainability or the ability to effectively discharge the duties of a security manager 
andlor that meet said grade requirement. 

3. I am aware the Information Security Program is my responsibility, and if granted 
this waiver, I will ensure the appointed security manager receives the h l l  cooperation 
of my organization. 

I. M. A W A E  
Director, Mastermind Development 
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Appendix C 
Inspection Checklist 

INSPECTIOH CHECKLIST 
For use d m 1 5  m, see Fort Knox Pam 2551 

FUHCTIWAL AREA 

tnformatlon Security 

SUBJECT AREA' 

Information Secunty Prupam, AR 380-5 

PROPON EMTIPHONE NO' 

Secunty Divis~on, DPTMS14-1655 

DATE ( M M - D O - W )  OF R M S t M V  

UN K INSPECTED. W E  
( M M - D B W )  

INSPECTOR'S NAMEIPHON E NO' 

YES NO 

FK FORM 331-E, 

NIA 

$. Have individuals wth appropate cl-cts been appointed as omma1 first clms (CONFIDENTIAL) .and 
relpstwedlexpress mail (SECRET) openers? 

c .  Has an official been designated to authorize reproduchon of clmaified matend? 

REMARKS' 

5 

FEB 2008 1 

INSPECTION ITEM 

1. REFEKENCES. 

AR 25-2, Information Assume,  24 October 2007. 

AR 380-5, Depdment ofthc A m y  Infmmdion S m t y  Program, 29 S e p t e m h  2003 
I 

AR 380-10, Foreign Disclwurt and Contacts with F~ore~gn Representatives, 22 June 2005 

AR 380-49, Industrial Security Prog- IS April 19X2 

AR 380-67, Department of the Army Personnel Security Program, 9 September 19X8 

FK F'E 111 on 

AR 381-10, US Army Tntelligence Achwtlm, 3 May 2037 

AR 381-12, Subvemon and Espionage Directed Aganst the U.S Army (SAEDA). IS January 1993. 

AR 525-13, Antiterrorism 4 January 2002 
' 

AR 530-1. Opemtlons Security (OSPEC), 19 April 2P37 

DA Pamphlet 25-16, Seauity Procedures for the Secure Telephone Urut, T h ~ d  G e n e d o n  (STU -III), 1 April 1993 

Fort Knox Replahon 25-70, Procedures for the Entry oflnformation Into the Fort Knox World Wlde Web (W) and 
Army Knode$e Online (AKO) Websites and Use of Fort Knox Commrmicalmn Resources, 7 January 2008 

Fort Knox Regulahon 380-5. Fort Knax Information Security Program, 10 Mar 08 

Fort Knox Pamphlet 380-67, Pernorinel Security Rogram, 2 1 October 1994 

DOD 5220 22-M. Nahonal lndushal Secunty Program Opemhng Manual, 1 February 20[16 

Are the listed refexencar readily available to the Primary and Alternate Security Managers" 

REMARKS: 

2 APWINTMWTS AND AUTHORIZATIONS: 
(AR 380-5, p m ~  1-6 and 6-1 1, Fort Knox R q  380-5, paras 1-4 and 6-9) 

a, Hap r prirnarymd alternate recunty msnqer h e n  tlppoirrted m wnttngq Do those appnted meet the graddrank 
requtremmtr If nok has an exqhon to pol~cy been granted" 
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FUNCTIONAL AREA 

a. Havc c lawi f id  inhorma~ion nondiclwure agrecmcntc (SF f 12) hrrn crcct~trd nn all gcvvemo~rni vnannei  wlrh 
access !o classified ~nfomal~on:' 

(I) Arc SF 312s complctcd as a condttinn afaccms" 

(2) Are SF 3 1 3  properly prrpand and annotated in JPAS9 

(3) Arc SF 3 1% for civ~lian p e ~ n n e l  renr rn CPAC for placcmcnt in the O P f ?  

14) Are SF 312s for militmy ptrsonnct fomrdcd lo PERSCOM m EREC3 

b. Arc individuals dchncfcd? Arc files maintained thW AR 380-5. chap 6-23'' 

c. noes the security rnanngcr havc the rollowing Tor all contmct/consult~ng pcrsanncl warlimg in their command. 

( I )  Conf imt ion  o f  security clcarancc and level uf cfearancc. 

(2) Confirmation of rxccution of nandisclosure agmmcnk. 

(3) Copy o f  the contracts "rrotcment oFwork" (La assi~t  in establishtog the nced-to-know).. 

(4) Contact 1nforrnat1on for the contracting o m c a  rrpmcnrativc. security manager of thc US Government 
cponsonng apncy, and security managcr fnr thc contraclcd organtration. 

d. If thc command ha$ visitors. a n  thc pmedures afchapta 6, AR 380-5. adhered. to irthr vt511 involves accec- to 
clirsrificd mrcnal~informatton" 

e. 1% visitor informat~on retained on all visits to rhc command? 

f. Who[ am your conrrolled measures for personnel authorized TOP SECRET informalron'' 

( 1 ) Arc thcsc tndirrduals rtild-an to SCI, NATO. CbWDt. or SAP? 

(2) Hwe they ~rtcnded the r q u t d  annual SCI updare brief? 

( 3 )  Are they deleted whcn acces rs no longer requid? Arc files appmprlatcly matnta~ned? 

4. SECIIRITY POLICIES AND PROCEDEJRES: (AR 380-5; Fm Knox Rrg 3RO-5, para 1-4) 

a. Have supplcmental security policies and procedures bem developed for this activily? 

b. Do the policies and procedures inclde. 

( 1  ) Guidance nn accrw? 

(2) A sccunty education program (SAEDA, OPSCC. Disclwurc, AflFP.  Informatinn Security, Pcrsonncl liccurrly. 
and !ntelligencc Chcrs~giu)~ 

( 3 )  Information an duplicntrn@cnpying clarr~fird files? 

P a p  2 d 7 
F K W V l W  
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( 5 )  Inrorma~ian on dcstrwction o~classificd/contmlled unclassified information? 

161 Cju~dancc on hand carrying classified information? 

( 3 )  Gu~dancc on sending c lau i f i d  mailtpackages? 

(R) Guidance on receipt o f  ctassificd ma~llpackagcs? 

(9) STF telcphnne use? 

( 10) Conducring classified meetings. conferences. tiriefingc. crcg 

1 1 1 1 Requ~rcd travel brtefings" 

( t 2) Guidance about visitorslcontractorsiconsultants? 

113) Emcrgmcy Aclron Plans for cvacuatlon and destruction oiclas~ificd? 

( 14) Guidance on wlcasc o f  oRiciaI government information 10 contracton and forrign nationals:' 

(: 15) Guidance on SIPRNET use? 

5. SAFEGUARDING: 
hR 380-5. sectton VlI, chapter 6, para 35: Oh h m  25-16; Fort Knex Reg 380-5 chap 4. para 5. wnd chap 6. src 111 

a. Has the activtty conducted self-inspectiadsspot checks to dctennrnc fhe effectiveness nfrhcir secunty pmpmm~m" 

( I )  Arc thcse se1f-lnspzct~onl;rupot ehccks rrcordedv 

(2) Arc these records pmperty maintained? 

b. Does the command havc a wcbritef~~ebpagc.%om~gc~ If so, has thc infmat~on hcen appmprrsrely sta17'cd for 

c. Are pmcedurcs in place to ensure the requrmcnt% 6ir conducting classified meetings. con fmcm.  or bnrlinys 
arc act-ornpli~hcd prnperlyq 

d. Do all tclephoncs (and FAX mnchinm) haw a DD Form 2056 atlixed to them7 

e. Docs the commnnd havc a STE telephone or classifid FAX? 

( 1 )  Do they have a modified version of Dll Form 2056 aftlxcd to them? hddillonslly. FAX machrnm chnuld a k )  
be labeled indicating the level of information autliorizrd to rccciur. 

(2) Am For tem cardr lnvenioricd and conrrolled as r q u ! d !  

(3) Are propcr security pmedmw employod using thc quipmenr" 

f. Arc claspified Nystems a d i t c d  and mntrollcd as rquirrd? 

PSp3.l d 7  

F I  K V t  00 
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INSPECTION CHECKLIST (conttnued) 
FUNCTIONAL AREA 

----- 
6. WCUME5T MARKINGS: 
CAR 380-5, chap 4; Fort b o x  Rcg 380-5, chapr 2 and 3) 

a. A n  class~fied docurncnrs pmperly markd w~th the nvmll clawificallnn Icvcl'l 

h. Arc inlcnor pagcs of clnqsified daoumcnfs propcrly marked" 

c. Arc paragraphs mnrkd i ~ u  t c q u l d  

d. l r  the claksificarian nuthorily properly ~dcntiticd on the classifid by/dcrived fmm Itnc:" 

c. Are downgrading or declas~ifica~ion ~nstmclions propcrly displayed on the documcnt? 

I If  thc command created the document: 

( 1 )  Udcr the UG's OCA authority. dm the document reflect the creating organizatton name, just~fication for 
classificat~on, and date o f  clmrification dmlsinn? 

[Z) Fmm derivative sauna.  d m  the record cnpy have a fist ofall wulres? 

g . Arc working p a p  datM whm cmtcd. safeyarded and dtstmyrd. or finallzed a f l a  I X O  days. 

h. Are SlPRNET documents cmatddownloaded bmught undct thc cantml and marked rs requtred by AR 3XO-S" 

i. Arc file fofders and bind- containing clilsrlfied material mark4  with the ovenll cla~sification level oFthr 
information conrn~nd inside" 

j. Arc c6a~silication challenges made to the proponent when an incmrrctly nr unmarked documcat is rrr-c[c.ed? 

REMARKS* 
--- - .------ 

7. DESTRUCTEON: 
(AR 380-5. chaps 3 and 6; Fort Knox l eg  280-5, chaps 3 end 4) 

a. Are approved rncthab king ut i l~zd Tor the dcsrrurtion orclassrficd millcrial" 

b. Arc all shndden cfearly labeled to reflect the level of ~nfomwrrtm authori~ed for dcscructton in rile quipmen['? 

c. I s  the activity destroying docurnens that arc 5 yeam old, or older, that are not pcmncntly valuable recnrdr of the 
government7 

d. Was the annunl classifid document ctwnaut day been sccomplishd" 

e. Arc dcakuction ccrtitic~tcs ond witnesses used and maintained as iqulrcd"" 

REMARKS: 
-- - 

8. REPRODUCTION: 
(Fon Knox Reg 380-5, section 1V. paras 6-10 and 6-1 1) 

a. Has cgurpment bcen approved to reproduce clwsifi~d infom'lion? 

RIFURM331-€, FEB MDB P-4 d f  
F6F-E V I M  
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lNSPECTlON CHECKLlST (cmlinued) 

FUNCTIONAL AREA SUBJECT AREA 

h. Arc appropr~atc notices and procdutm p ~ t c d  nn nr n 

c. Is a rcpmduction contml sheet wed la log the amount of  clas~ified matcrtal rcpmduced? 

d. 15 wprodvct8on ofclassified rnatcnal limited to only rniaqinn esqcntial slandad:' 

9. SECURm CONTAINER MANAGFMENT: 
(AR 3RO-5. chups 6 and 7; Fon Knox Reg 380-5, chap 6 and 7) 

a. I s  classified infomation properly stored in  GSA-approved securtty contained 

b. Arc SF 700q posted i n  the mechanical drawer of a c h  security conwincr indlcrring ind~vrduals w ~ t h  
knowledge of the combination and thc conrcnt~'~ 

c. ltavc containers used for storage o f  classified information m matmal been dcstgnnted and a nunlher or ~ynrhol 
annntatrd on the SF 700  offixed to the inside ofeach contn~ncr? 

d Am safe combinalrona changed mt Imst anoulrIly and as othcnvisc quircd'' 

c Waq the conrhinatitm changd by tlic security manager:' 

b Arc safe cornhmilttnn~ ma~ntaind in a master =fe7 

g. Arc recads ofcomhinstions assigned a sccurity cln\sification equal 10 the htghmr c a r e g q  o f  classiticd matendl 
authorized to bc stored in the enntainm'! 

h. 1% rhc master contbination a! DOIM? 

I, ts  the SF 702 being filIcd out properly, ind~carlng each time the wcurtly conraincr is opmrd. closed, and checked" 

1. Are md-of-by security checks cmductcd and recorded on SF fnl Y 

k. Is t h m  an Emergency Action Plan (EAP) pasted on each conwlnct? 

S . Arc magnetic signs indicating whcn the cuntaincr is opened, or clmd locorcd on the front olcach container" 

m. Arc security containers. ready for turnin, inspcctcd tor any len avercla~sificd. and arc the cowb~natiun~ reset In 
the factory combination (50-25-50)? Are signed statements amxed to thme containers attesting to thc comhtnat~iln 
setting* and inspection for clasiiied matmal for thc Propeny Book Officcr? 

10. RUlNSMISSlON: 
(AR 380-5. chaps 7 and 8: Fon Knox R e g  M O - 5 ,  chap 8) 

a. Arc Courier Authonwtion curds (DD Form 2501 ] ~ssued only 10 thosc lndtvtduals who curry c l a ~ ~ l t i r d  
~ntormarion an P frequcnt basla" 

h. Are Courier Aunhorizat~on wrds properly contmlled and invcntorinlq Conrrol I o ~ .  current In\*cnfow, 
dcrtructianr;. and our proccsstng7 

=K FORM 33f-E E B  rn Pree 5 of 7 
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INSPECTION CHECKLIST (cantlnued) 

FUNCTIONAL AREA SUBJECT AREA 

Infnmar lor Secwrrty lnfwnnar~on Security Pmgmm h R  380-5 
INSPECTION I E M  

c . Arc c lass~f id  courtcn brlcfed and glvrn a stafcmenz on rhc~r mponcih~ltt lm bcforc bc~ng asrlgnrd a Crluncr 
Authmzatlon cmrd (DD Form 2501) or courier orden'' Are rhe~r s~gned staterncnts hcmng rnainfainnl in their sccurltr 
prnonnel file? 

d. Are i-ud couner cards only valid For 2 ymrs or less, and arc indlvidlwls that need to carry class~ficd k i n g  
mvaluatcd annually7 

c Are all assigned personnel aurare of proper metlaods or trnnspomtion of classified ~nt+ormation~rnatenal:" 
Are proper controls such a s  douhlc wrapping, registered rnnil. and lixrklng brier caws enforced'" 

T. Is a travel security and cspionngc hriefing given l o  couricrs trnveling o f t h e  installation? 

g. Are caunem traveling OCON1IS givcn a courier nuthorimtion 1cttc.r to r w w l  ahmad with c ln~~i f icc l  a b r d  a 
curnrncrc~ai alrcnft7 

REMARKS: 
-- -- -- 

11. SECURlTY EDUCATION AND AWARENESS: (AR 380.5, chap 9; Fan Knex Reg 380.5. chap 6) 

a, T)Re?r [hc command have a security education p m p m  that meets the criteri~objectivcs o f  AR 380-5. chaptcr *' 
(inspector has the option o f  arktng "check on learning' vecurity related qumrions to rncmhcrs nF f i e  command.1 

b. D m  the program pmvide for continual tc-enlorccment o f  security? 

c. Arc there records mfleftlng date. SU~~CFI ,  and a~tmdrus for all rducalion programs xrrrons'.' 

$. Am the sessions tailored to m m  the cducation/awareneit~ n d s  of the individual. as wcll as the activgtrc? 
mission? 

I ( I )  Are initial briefing* king conducted before a c m s  is granted? 

I S )  Are debriefmps k i n g  cnnductad to ertrutc all pelsannel are aware o l w r i t y  procedures and individual 
mpomibi l i t~es rcgadtng bavic necurtty d~rcipltnc-s'? 

1 (1) A n  all y m n n c l  meiving an annual ShEDA briefing' I 
I (4 Arc all pnnnncl  receiving an annual OPSEC briefing? I 

( 5 )  Are at1 p c ~ n n c l  n ~ c i v l n g  an annual Dixtosure briefing? 

(6) Are all personnel receiving an annual Information Sccurlty hricfing? 

f?) A n  all personnel reee~ving nn annual AR 381.10 briefing? 

( 8 )  Are all pemnncl r~cciv ing nn snnurl In fomt ion System S ~ u r i t y  hricfmg? I 
(9) Arc a11 personnel receiving an annuat ATIFP Lcvel 1 bricfing? I 
I: 10) Are rndividuals tnvcling ahroad or PCSing abmad tcceiv~ng a Forcign tnvcf and force pmtrctlnn hnrfing' 

For those w ~ t h  access to SCI, have they mcived an SCI bneP I 
(I I) When an individm1 is authorired to hand carry or escort classrfied material. locally. ~nzide CON1;S and 

OCONUS.' I 
( 12) When an indtvidwl 1s indortrinated Into difFrrrni SCI programs. 1.e.. SAP. N A M ,  CNWDI. rlc.. is there a 

tadnrcd ficcurity education hnefing'' 
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c. Am scetlnty awareness postm rufficicntly displayed throughout thc actntty ro rmi~nd personnel of ihcw 
mponfrb~lrly to afcpuard clasr;tfied marenall 

I: Ir FK &!rr 380-5-1 posted on thc c o m m n d d s  bullttin bards to ~dcnt~ fy  thc command% Sccurtty M n n a ~ r ' !  

----- 
12. VIOLATIONS AND INFRACTIONS: 
(AR 380-5. chap 10. and Fort Knox Reg 3R0-5. chap 11 

a. Arc por;%ihlc and actual Yccunty v lo la t ioo~ being repofled tmrncd~alely rn the Security ManaprfCornmandrr and 
Securtty Dtv~slon. DPTMS" 

h. Are p l i m ~ n a r y  tnquirics conducted pcr policy and ~ u l s l i o n ~ ' '  .?~r a system in place to conduct pmlim~nary 

c. Are cornpitled preliminary inquiries marntaincd on 61c Tor 2 years'' 

- - 

FK PE V1 OC 
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Appendix D 
Entry Exit Inspection Procedures 

D-1. Who is  to be Tnspected. All individuals entering or exiting the building during the 
inspection period, regardlcss of rank or grade, are subject to inspection by designated personnel. 

D-2. The Purpose of the Inspection. Inspections will be conducted for the sole purpose of 
detecting and deterring the unauthorized introduction or removal of classified information. 
Inspections will not be used to target, single out, harass, or otl~erwise treat any individual 
differently than other individuals entering and exiting the activity. 

D-3. What to Look for. Inspector personnel will examine envelopcs, packages, diskettes, 
diskette containers, and other ADP media, tapes, films, mjcrofiche, etc., likely to contain 
classified material. Sealed envelopes and packages are also subject to inspection. If an 
individual refuses to open a sealed envelope or will not allow the inspector to open a sealed 
envelope, he or she will be asked for written courier orders, DD Form 2501, or other proof of 
authorization to hand carry classified material. If the person does not havc such authorization, 
the incident will be recorded, and they will be referred to the Security Division, DFTMS, for 
further action. 

D-4. What is to be Inspected. While inspections are conducted, authorized personnel will 
inspect all briefcases, luggage, athletic bags, packages, shoulderlhandbags, and other similar 
containers camed in to and out of the activity by visitors and employees, Inspectors will not 
open or handle a woman's shoulderhand bag. The woman will be asked to open her bag and 
rearrange or remove all items necessary to allow the inspector to view the contents. Personnel 
conducting the inspections are expected to use discretion in ii~specting any item that could 
reasonably be expected to contain classified information. 

D-5. What Will Not be Inspected. Inspectors will not search items that are obviously personal, 
such as wallets, change purses, clothing, or cosmetic cases. Inspector personnel will not inspect 
the individual's person. 

D-6. Hew to Inspect. Personnel designated to conduct inspections will be polite, professional, 
and courteous at all times. During the designated period, inspectors will inform each person to 
be inspected of the requirement to inspect items brought in to and out of the facility. 

D-7. Methods of Inspection. Either of two methods will be used: random or continuous. Once 
the method is determined by the security official, inspectors will consistently follow that method 
during that particular inspection period (i.e,, if a random inspection of every third person is 
selected, every third person will be inspected). An inspection log will be maintained by the 
inspectors and turned in to the inspection supervisor at the end of the inspection period. This log 
will consist of: 

a. Name of the inspector. 

b. Date, time, and Iocation of inspection. 
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c. Method of inspection (random or continuous). 

d. Sign in and out sheet for all persome1 entering or exiting the activity during the 
inspection period. If random is the method of inspection chosen, inspectors will place an asterisk 
beside the name of individuals inspected. 

D-8. Procedures in the Event Classified Material is Discovered. If classified information is 
discovered, the individual inspected will be asked to produce courier orders, DD Form 2501, or 
other documented proof of authorization to hand carry classified material. If the individual does 
not have such authorization, the incident will be recorded, and they wiIl be referred to the 
Security Division, DPTMS, for further action. 

D-9. Brief Inspector Personnel. Prior to commencement of the inspection, inspector personnel 
will be briefed on these procedures by the SMlofficial. Throughout the inspection period, 
inspector personnel are free to seek additional guidance or assistance from the activity security 
official. 
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Appendix E 
Example of Courier Duties and Responsibilities Briefing 

General Instructions. 

E-1. As a designated courier of classified material, you are authorized to hand carry or escort 
material while traveling between your duty section and (be as specific as possible on area of 
limitations, i.e., Fort KROX, Installation Operations Center, Fort Knox DOIM, HQ TRADOC, 
etc.,). In some situations, you may not have a specific knowledge of the infornlation you are 
carrying. However, when you receive material in a sealed envelope or other container, you 
become the custodian of that information. 

E-2. All government employees (military and civilian) are subject to Title 18, United States 
Code, which deals with unauthorized release of national security information. As a courier, 
you are solely and legally responsible for protection of the material in your possession. This 
responsibility lasts from the time you receive the material until it is properly delivered to the 
station, agency, activity, unit, or individual listed as the official addressee. 

E-3. The intent of this briefing is to help you become familiar with your responsibilities as a 
courier, duties as a custodian of classified material, and the security and administrative 
procedures governing the safeguarding and protection of classified material. You must also 
familiarize yourself with the provisions of AR 380-5, paying special attention to the 
following areas: 

a. Access. You will be given delivery instructions for the material when it is released to 
you. Follow the specific instmctions and seek assistance (from a responsible security 
official) if you are unable to da so. Dissemination of classified material is restricted to those 
individuals who are properly cleared and have an official need of the information (need to 
know). No person has a right or is entitled access to classified information solely by virtue of 
rank or position. To help prevent unauthorized access and possible compromise of the 
material entrusted to you, it must be retained in your personal possession or properly guarded 
at all times. You will NOT read, study, display, or use classified material while in public 
places or conveyances. 

b. Storage. Whenever classified material is not under your personal control, it will be 
guarded or stored in a General Services Administration (GSA)-approved security container. 
You will NOT leave classified material unattended in locked vehicles, car trunks, 
commercial storage lockers, or storage compartments in the passenger section of commercial 
transpartation (plane, bus, or train). You will NOT store the materia! in detachable luggage 
racks or aircraft travel pods. You will NOT pack classified material in regular checked 
bagage.  Retention of classified material in hotel/motel rooms or personal residences is 
pro3ibited. Safety deposit boxes and room safes provided by hotels/motels do not provide 
adequate protection for classified material. Advance arrangements for proper overnight 
storage at a US Government facility or, if in the United States, a cleared contractor facility, is 
required prior to your departure. Arrangements are the responsibility of the activity 
authorizing transmission of the classified material. 
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c. Preparation. Whenever you transport classified information, it must be enclosed in 
two opaquc, sealed wrappings (envelopes, boxes, or containers) without metal bindings. 
While traveling, a briefcase will not be used as the outer wrapping. The inner envelope or 
container sl~all be addressed to an official government activity, stamped with the highest 
classification of the material contained, and placed inside an outer wrapping, envelope, or 
container. If transporting on post, the inner wrapping can be the classified cover sheet, 
indicating the highest level of classified material instead of a sealed wrapping. The second or 
outer wrapping envelope or container will be sealed and addressed to the proper government 
agency. The second, outer wrapping, envelope, or container will NOT be stamped or marked 
with classification markings. Proper preparation is the responsibility of the activity 
authorizing transmission. Do not accept impropetly prepared material for transmission. 
Receipts will be exchanged, when and if required. 

d. Hand Carrying. The authorization statement contained in your orders (courier 
designation) should ordinarily permit you to pass through passenger control points within the 
United States, without the need for subjecting classified material to inspection. Except for 
customs inspections only, airports have established screening points to inspect all ltand 
carried items. If you are hand carrying classified material in envelopes, you should process 
through the ticketing and boarding procedures in the same manner as other passengers. 
When the seaIed envelopes are carried in briefcases, the case may be routinely opened for 
inspection to ensure no weapons are concealed. The sealed envelope may be checked by x- 
ray machine, bending, flexing, and weight. It should not be necessary for the screening 
official to open the envelope. If tlze screening official is not satisfied with your 
identification, authorization statement, or envelope, you will NOT be permitted to board the 
aircraft and are no longer subject to fbrther screening for boarding purposes, If you are 
denied boarding, contact either the activity authorizing transmission, receiving activity, 
nearest Defense Courier Service Office, or nearest US Embassy or Consulate to report your 
situation and request further guidance. UNDER NO CIRCUMSTANCES should you 
permit the screening official to open sealed envelopes or read any portion of the classified 
document as a condition for boarding. 

e, Escorting, 

(1) When escorting classified material that is sealed in a container and too bulky to 
hand carry or is exempt from screening, prior coordination is required with the Federal 
Aviation Authority and the airline involved. You will report to the airline ticket counter prior 
to starting your boarding process. You will be exempt from screening. If satisfied, the 
official will provide an escort to the screening station and exempt the container from physical 
inspection. If the official is not satisfied, you will not be permitted to board and are no 
longer subject to further screening. UNDER NO CIRCUMSTANCES will the official be 
permitted to open or view the contents of the sealed container, 

(2) The actual loading and unloading of bulky material will be under supervision of 
a representative of the airline; however, you or other appropriate cleared individuals shaIE 
accompany the material and keep it under constant surveillance during the loading and 
unIoading process. Appropriately cleared personnel should be available to assist in 
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surveillance at any intermediate stops, when the plane lands, and when the cargo 
compartment is opened. Coordination for assistance is the responsibility of the activity 
authorizing the transmission of the material, but it is your responsibility to ensure this 
coordination has been accomplished. 

(3) Our primary concern is the protection and safeguarding of classified material 
from unauthorized access and possible compromise, Security regulations cannot guarantee 
the protection of cIassified material, nor can they be written to cover all conceivable 
situations, They must be augmented by basic security principles and a common sense 
approach to protection of official national security information. 

(4) You are reminded that any classified instructions you receive must also be 
protected. Do not discuss verbal instructions with anyone after you have delivered the 
material, and do not talk about where you were, what you did, or what you saw. 

f. Preferred Method of transmitting classified information is by utilizing the 
SIPRNET. This will cut down on the possibility of improper disclosure and the less of 
classified information. 

E-4. If you have any questions concerning the security protection of classified or sensitive 
material entrusted to you, contact your security manager, the activity authorizing 
transmission, the receiving activity, the nearest Defense Courier Service Office, or the 
nearest US Embassy or Consulate, 
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UNDERSTANDING OF COURIER DUTIES AND RRTEFING VERTFICATTON 
(Prior to Receiving DD Fom 250 1) 

1, (Printed Name and SSN) have been briefed on and understand the 
following: 

1. My Courier Authorization (DD Form 2501) can only be used when transporting 
classified material by ground transportation or military aircraft. 

2. The packaging requirements for classified material, as outlined in AR 3 80-5. 

3. The custody and storage requirements for classified material, as outlined in AR 
380-5, 

4. I will not discuss or view classified material in public areas or with unauthorized 
persons. 

5. I must use the most direct route to my destination. 

6. My DD Form 250 1 has an expiration date, and upon expiration, it must be turned 
in to my security manager for destruction. 

7. My DD Form 250 1 is only valid while I am assigned to my current position, and 
upon release from my current position, it must be turned in to my security manager 
for destruction. 

8. I must participate in a "show" inventory of the DD Form 250 1 at least semi- 
annually. 

9. If my DD Fotm 2501 is lost or misplaced, I must immediately report this to my 
security manager. 

10. I know who my security manager is and how/where to locate himrher 

1 1. I will immediately report any unusual incident(s) to the local Counter 
Intelligence Officer or my security manager. 

By my signature, I verify the listed items were briefed to me and I understand my 
duties and responsibilities as a courier of classified material. T further verify that: ( I )  
T have thoroughly read Chapter 8 of AR 380-5 and understand my responsibilities 
described. (2) 1 understand the consequences of improper or inappropriate handling 
of classified material while performing my dutics as a courier. 

SIGNATURE DATE 
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UNDERSTANDTNG OF COURIER DUTIES AND BRIEFING VERIFICATION 
(Temporaw MTri tten Authorization) 

I, (Printed Name and SSNl have been briefed on and understand the following: 

1. My written authorization can only be used when transporting classified material 
by ground transportation or military aircraft. 

2. The packaging requirements for classified material, as outlined in AR 380-5. 

3. The custody and storage requirements for classified material, as outlined in AR 
380-5. 

4. I will not discuss or view classified material in public areas or with unauthorized 
persons. 

5. I must use the most direct route to my destination. 

6 .  My written authorization is temporary and has an expiration date, and upon 
expiration, it must be turned in to my security manager for destruction. 

7. My written authorization is only valid while I am assi-gned to my current position, 
and upon release from my current position, it must be turned in to my security 
manager for destn~ction. 

8. If my written authorization is lost or mispIaced, I must immediately report this to 
my security manager. 

9. 1 know who my security manager is and how/whece to locate himher. 

10. 1 will immediately report any unusual incident(s) to the local Counter 
Intelligence Officer or my security manager. 

By my signature, I verify the listed items were briefed to me and I understand my 
duties and responsibilities as a courier of classified material. I hrther verify that: (1) 
I have thoroughly read Chapter 8 of AR 380-5 and understand my responsibilities 
described. (2) I understand the consequences of improper or inappropriate handling 
of classified material while performing my duties as a courier. 

SIGNATURE DATE 
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TEMPORARY COURIER AUTHORIZATION 

Security Manager's Office Symbol Date Authenticated 

MEMORANDUM FOR (Office material is to be picked up from) 

SUBJECT: Authority to Hand Carry Classified Infomation - Courier Designation 

1 .  The following individual is authorized to pick up and transport classified material, 
including for (your organization): 

a. Full Name. 

b. Rank and SSN or ID Number. 

d. Verified Clearance Level. 

e. Pickup point. (i.e., Fort Knox Installation Operations Center, DPTMS, and 
DOIM). 

f. Limits of Authorization Area. In and around the confines of Fort Knox, KY. 

g. Expiration Date (cannot exceed 30 days from authentication date). 

h. Authority. AR 380-5, Chapter 8, and Fort Knox Reg 380-5, Chapter 3.  

2. All security violations are to be immediately reported to one of the following: 

a. Security Division, DPTMS, 4- 1655/6 I 70, 

b. Installation Operation Center, 4-5 15 1 .  

3. Point of contact is the undersigned at (security manager's phone number). 

SECUIUTY MANAGER 
Signature BIock 
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Appendix F 
Instructions for the Completion of Standard Form 31 1 

BLOCK # 

1. Period Covered. (i.e., I " Qtr, FY07). 

2, Your Unit or Directorate. 

3. Security Manager or Freparer's Information. 

4, and 5. NIA. 

6.  This section pertains to documents your unit or directorate created at aI1 levels of 
classification. It includes SAPS and SCI. It does not include any copies made. In order to fully 
understand how to dill this area out, you must understand what ORTCINAL CLASSIFICATION 
and DERIVATIVE CLASSIFICATION is and the difference between them. 

7. This section refers to written requests that your activity review classified information for the 
purpose of declassifying such data. Complete the area under 'hDeclassification Decisions," 
reporting the amount of pages only. Additionally, this area must be broken out into material 
created prior to 1976 and information created from 1976 to present. If fully or partially granted, 
the total should appear in Block #8. 

8. Automatic declassification refers to the program established under section 3.4 or Executive 
Order 12958 and amended by EO 13 142, which requires that all files of permanent historical 
value, that will reach 25 years old by October 2001 be declassified or exempted from automatic 
declassification prior to 17 October 2001. We must report statistics on the amount of rnatcrial 
reviewed, declassified, or exempted from automatic declassification by page couizt. Systematic 
review refers to the program under which classified, permanently valuable records exemptcd 
from automatic declassification are reviewed for declassification. The figures reported should 
indicate the combined total of pages under BOTH the systematic and automatic declassification 
programs. However, in Block #lo, indicate the amount of material that was created after 1 
January 1976. (This figure will be counted under the Systematic Declassification Program.) 

9. The amount of formal inspections, surveys, or program reviews you conducted on yourself or 
on subordinate units. 

10. Include information noted above and any other information you feel is needed to elaborate 
or explain any information provided. 
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Appendix G 
Secret Internet Protocol Router Network (SIPRNET) 

G-1. Requirements. 

Establish a SIPRNET site security SOP. 

Follow the requirements and procedures in AR 25-2, AR 3813-5, and applicable Amly 
and DOD Regulations. 

Maintain an access roster of all authorized users. 

* Ensure all authorized users possess individual accounts (no genericlgroup accounts). 

Use the Knox SIPRNET for official government business only. 

Unauthorized changes to an approved SIPRNET connection may result in the loss of 
network connection. 

Aufhorized users must have the proper security clearance (SECRET) and an authorization 
based on an established need-to-know. 

SIPRNET passwords are considered classified SECRET. 

Use of another's user ID and password is prohibited and will be considered a 
security violation. 

* All information system components must be labeled IAW published security directives. 

All SIPRNET equipment will be protected at the SECRET level EAW Scli 380-5. 

Cell phones should not be allowed in the area when the SIPRNET is operational. 

All data on the SIPWET should be marked. When using information that is not properly 
marked, it is your responsibility to detemiize appropriate classification prior to incorporating 
information in a document you create. You cannot assume it is unclassified just because it is not 
marked. 

Magnetic Media, storage media including removable hard drives. diskettes, zip/jaz disks, and CD 
ROVS (recordable and non-recordable) introduced into SIPRNET systems will be labeled and 
protected as SECRET information. Storage media will be labeled with an SF 707 (SECRET) 
label and will be secured in a GSA-approved storage container. 
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m SFPRNET drop lock boxes will be secured with an approved combination lock. 
Combinations wiII be changed once a year or when an individual no longer has a need to know 
the combination or leaves the organization. Complete an SF 700. Post the SF 700 at each drop 
box. 

* Removable media (e.g. hard drives, diskettes) must be degaussed and destroyed when no 
longer needed. The media will not be introduced into any unclassified system. 

All classification markings must be removed prior to equipment being transferred or 
turned in. 

G 2 .  Users. 

Prior to operating the SIPRNET, ensure everyone in the room is cleared to view 
classified information and has a valid need to know. 

Close all blinds and Iock doors. 

Retrieve the classified laptop or removable hard drive and SIPRNET key from the safe if 
your SIPRNET is not already keyed and in an open storage room. 

When the SIPRNET is keyed or the NSA-approved lock box is unlocked and the 
Esthemet cable is connected to the personal computer, the system is live and classified. 

This is a SECRET system and cannot be left unattended. Locking the office door does 
not meet security standards. A cleared individual must be with the system at a11 times while the 
system is active. 

m Mark the media with the appropriate classification. 

Only create media or documents when it is really necessary to preclude the additional 
administration involved. 

Return the hard drive, laptop, media, SIPRNET key, and documents to tlre GSA- 
approved safe after completion. 

C-3. SIPRNET Incidents. 

* All real or suspected security incidents will be reported to the Information Assurance 
Security Officer, DOIM. Investigation procedures outlined in AR 380-5, Chapter 10, will be 
followed for SIPRNET security incidents. The SIPRNET network connection will be disabled 
during an incident. 
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