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MESSAGE FROM THE DEPUTY
INSPECTOR GENERAL

I am pleased to present to Congress the Office of
Inspector General (OIG) Semiannual Report for the
Department of State (Department) and the Broadcasting
Board of Governors (BBG). This report covers the period
ending September 30, 2012, as required by the Inspector
General Act of 1978, as amended.

[ often tell OIG employees that taxpayers count on us
to be fact finders and truth tellers. Our responsibility
requires that we tell the truth to all of our stakehold-
Deputy Inspector General €IS the Department, BBG, members of Congress, and
Harold W. Geisel the American public. We tell truths to ensure that U.S.
Government funds are treated with the same mindful-
ness that taxpayers use with their own paychecks. We tell truths because we are an
independent oversight entity, and our work must be objective and reliable. We tell
the truth even in the most difficult of times so that we hold ourselves to the same
standards of integrity and accountability that we use to measure others.

During this reporting period, OIG’s findings emphasized the need for strong
leadership and contract management. Assessments of leadership practices in the
Department showed areas of strength and room for improvement. OIG found the
Bureau of Counterterrorism’s leadership to be well respected for their expertise,
teamwork, and policy innovation, and mission leadership at Embassy Islamabad
was exemplary in managing a series of volatile events. However, a previous recom-
mendation issued to the Department to address leadership and management defi-
ciencies at posts and bureaus was not adequately addressed.

OIG also found multiple deficiencies in contract administration and oversight, and
our increased investigative focus on contract fraud resulted in some 20 suspensions
and debarments against Department contractors and grantees during the reporting
period. An audit of global climate change programs found the need for improve-
ment in the administration and monitoring of grants, while a compliance review
of trafficking-in-persons violations determined that an Embassy Riyadh contractor
did not provide adequate information to its employees on its trafficking-in-persons
policy, contracting practices, and labor laws. Inadequate processing to close out
grants was also cited for Embassy Paris and Embassy Caracas.

As security becomes paramount in these times of rapid change, OIG’s oversight
of Department security programs and operations takes on increasing importance.
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An audit of the Department’s Border Security Program found a program structure
that lacked defined roles, and not all funding decisions being made with prioritiza-
tion factors. As the result of a followup review, OIG recommended that Mission
Islamabad review the impact of Pakistani Government harassment of employees
and obstructionism on operations and security and advise the Department on how
the United States should respond. OIG determined that the Department should
include this issue in high-level dialogue with the Government of Pakistan. OIG
will continue to focus on areas of concern as we embark on oversight work to help
rightsize missions in Iraq and Afghanistan.

OIG is driven by the opportunity for improvement, and our bottom line is to
provide the clearest possible picture to those who seek it.

Harold W. Geisel
Deputy Inspector General
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EXECUTIVE SUMMARY

The auditors, inspectors, investigators, and other professionals in OIG promote effec-
tive management, accountability, and positive change in the Department, BBG, and
the foreign affairs community. During this reporting period, OIG issued 65 reports
with recommendations to improve Department and BBG programs and operations,
and identified more than $20 million in cost efficiencies, including funds to be

put to better use, questioned costs, fines, and recoveries. A full list of reports issued
during this period can be found in Appendix 2 of each agency section of this report.
This Semiannual Report to the Congress summarizes work carried out by OIG during
the period April 1 through September 30, 2012. OIG addresses classified issues in
the Classified Annex ro the Semiannual Report.

AUDITS

In an audit of the Department’s administration and oversight of funds dedicated to
address global climate change, OIG reviewed a sample of approximately $214 million
programmed by the Department from FYs 20062010 for global climate change
programs. OIG determined that management needed to provide greater attention to
improving the administration and oversight of climate change programs. Without greater
attention to the comprehensive administration and monitoring of grants and interagency
acquisition agreements, the Department may not always have reasonable assurance that
funds for climate change are being expended in accordance with Department policies;
that the recipient performs program activities as stipulated in the awards or agreements;
and that the program’s indicators, goals, and objectives are being achieved. To improve
the administration and oversight of climate change programs, OIG made 18 recommen-
dations, to include ensuring that $600,000 in Economic Support Funds awarded to the
U.S. Agency for International Development is properly accounted for

OIG conducted an audit to determine to what extent the consular fees collected in
support of the Department’s Border Security Program were used for mission priori-
ties and in accordance with Department guidelines. Overall, OIG found that the
program did not have a centralized program management structure. In addition, the
program-related roles and responsibilities were not clearly defined, funding deci-
sions were not based on prioritization factors, and overall accomplishments were

not being tracked. The lack of sufficient Department guidance on allowable border
security expenditures and limited adherence to guidance increase the likelihood that
improper payments could be made or that waste, fraud, or abuse could occur and not
be detected. OIG made seven recommendations to improve the Department’s Border
Security Program.
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OIG performed a compliance review to assess the Department’s actions to implement
the seven recommendations contained in the OIG report Performance Evaluation

of Department of State Contracts to Assess the Risk of Trafficking in Persons Violations in
Four States in the Cooperation Council for the Arab States of the Gulf (MERO-I-11-006),
and to determine whether those recommendations should be closed or reissued. OIG
determined that the Department had taken sufficient actions to close three of the
seven recommendations. OIG reissued the other four recommendations because
Embassy Abu Dhabi, Embassy Kuwait City, Embassy Muscat, and Embassy Riyadh
collectively had not taken sufficient actions to require contractors to: provide work-
ers with required employment information and Department policies; comply with
local labor laws; and follow contract solicitation protocols. OIG issued a new recom-
mendation for Embassy Riyadh to improve housing conditions for staff at Consulate
General Dhahran, and two new recommendations to the Office of the Procurement
Executive to clarify recently issued policies on monitoring contracts for trafficking in
persons and for prohibiting contractors from retaining workers’” passports.

INSPECTIONS

OIG’s Office of Inspections issued reports on inspections of 7 domestic bureaus, 16
overseas missions, 16 classified annexes, 3 compliance followup reviews, and 5 special
reviews. Recommendations in these reports could result in savings or funds to be put
to better use of approximately $5 million. The Office of Inspections also documented
several innovative practices as a model for other embassies and bureaus to use to
promote efficiency and effectiveness.

OIG inspected the Department’s Bureau of Counterterrorism (CT) as well as the
Bureau of Diplomatic Security, Office of Antiterrorism Assistance (DS/T/ATA).

In January 2012, the Department elevated the Office of the Coordinator for
Counterterrorism to its own bureau to expand the Department’s capabilities in coun-
terterrorism and to allow more effective coordination with other agencies. CT was
doing a commendable job shaping and executing the Department’s counterterror-
ism policy. OIG recommended improvements to assist CT with ongoing challenges
associated with establishing itself as a bureau and implementing a major reorgani-
zation. OIG also recommended measures to enhance cooperation between CT and
DS/T/ATA in managing the global Antiterrorism Assistance Program.

OIG also inspected the Office to Monitor and Combat Trafficking in Persons
(J/TIP). The office led U.S. Government efforts to reduce trafficking worldwide.
J/TIP’s working relations within the Department had improved over the past 2 years,
but fundamental tensions hindered collaboration on anti-trafficking and contributed
to poor resource allocation. In executing its interagency coordination mandate, J/TIP
led efforts to define objectives and to forge collaboration to improve training, aware-
ness, and coordination.
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In 2010, OIG issued a memorandum recommending that the Department devise a
system to regularly assess post and bureau managers and to take appropriate measures
to address leadership and management deficiencies. In 2012, OIG found that the
majority of ambassadors, deputy chiefs of mission (DCM), and principal officers
were doing a good to excellent job, but that shortcomings described in that 2010
memorandum persisted. OIG recommended that the Department institute a system
to assess leadership and develop a Foreign Affairs Handbook on leadership and

management principles.

Overseas, OIG’s followup review at Embassy Islamabad noted that mission leadership
deserved credit for its role in managing the fallout from a series of major events in
2011, including the assault against Osama bin Laden’s compound. Embassy report-
ing clearly assessed realities in Pakistan and provided sober advice to Washington;
however, embassy leadership needed to assess the implications of the changing
relationship between the United States and Pakistan so that decisions could be made
on program and operating budgets, and staffing and construction plans. Official
Pakistani obstructionism and harassment of employees, an endemic problem, was
impairing mission operations and program implementation and impacting security.
The mission struggled to program more than $2 billion in annual funding for devel-
opment and security assistance and to manage staffing increases and housing needs.
The public affairs program had initiated a creative effort to counter violent extrem-
ism, which may serve as a model elsewhere.

At Embassy Nairobi, OIG inspectors found the Ambassador had lost the respect and
confidence of the staff. Of more than 80 chiefs of mission inspected in recent cycles,
he ranked last for interpersonal relations and next to last on managerial skill and
attention to morale. He had damaged the cohesion of the country team, set a tone
that discouraged collaboration, and failed to engage key Kenyan officials. He estab-
lished tasks that consumed considerable staff time but were outside priorities in the
embassy’s annual Mission Resource Request. His initiative to redirect nearly

$550 million in U.S. health assistance, for example, was disruptive to existing
programs. The Ambassador also was reluctant to accept U.S. Government decisions
concerning the safe-havening in Nairobi of families of Department employees and
use of commercial email for official government business. The OIG team’s recom-
mendations addressed the embassy’s leadership, communication, and morale issues.

In France, OIG inspected Mission Paris and the U.S. Missions to the United Nations
Educational, Scientific, Cultural Organization (UNESCO) and the Organization for
Economic Cooperation and Development (OECD). The embassy had close work-
ing relationships with French officials, and there was a new emphasis on increasing
U.S. exports to France, expanding outreach to French youth, and showcasing U.S.
green technology. Reporting was notable for its relevance, timeliness, and scope. OIG
recommended that the embassy conduct a cost-benefit analysis to determine whether
American Presence Posts were still needed, given increased access to the public
through social media and centralization of many consular services.
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The Ambassador of the U.S. Mission to UNESCO had enhanced the mission’s
visibility among UNESCO member states and strengthened U.S. influence despite
the challenges associated with the October 2011 cutoff of U.S. funding in the wake
of Palestinian accession. The inspectors noted weaknesses in internal controls on
travel, spousal employment, and use of U.S. Government vehicles and lack of coor-
dination and information flow between the mission and the Bureau of International
Organization Affairs. OIG recommended removing language designation from three
positions, which was estimated to save $168,000.

Although the tri-mission management section did a good job of supporting Embassy
Paris, USUNESCO, and USOECD, lapses in management controls had resulted

in vulnerabilities in procurement, voucher, and certification processes that required
immediate attention. OIG inspected Embassies Madrid and Lisbon and made recom-
mendations to downsize a consulate, close two consular agencies, and eliminate some
language-designated positions. Implementation of these recommendations could
result in cost savings of mor than $1 million annually.

INVESTIGATIONS

During the reporting period, OIG investigations resulted in more than $8 million
in monetary fines and recoveries, including a $7.5 million fine that was assessed
against a Department security contractor as part of a deferred prosecution agreement
with the United States Attorney’s office. OIG investigations also resulted in a total
of 20 suspension and debarment actions being taken against Department contrac-
tors and grantees. Additionally, the OIG Hotline processed 1,193 complaints from
Department employees, contractors, grantees and members of the general public,
which was an all time record high number for a semiannual reporting period. OIG
also provided 21 fraud awareness presentations to approximately 1,000 Department
and BBG employees during the reporting period.

BROADCASTING BOARD OF GOVERNORS

OIG performed three inspections and one compliance followup review of BBG
operations during this reporting period.

Radio Free Europe/Radio Liberty (RFE/RL) Prague was facing budget challenges,
resource pressures, and organizational restructuring that was adversely affecting
staff morale. RFE/RLs language services had adopted new ways to reach audiences,
including using the Internet, social media, and input from audience members acting
as citizen journalists. Its technology division was creative and a source of cost-saving
innovations. Senior management was appropriately focused on operational issues
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and morale. OIG made recommendations to improve communication, security, and
emergency preparedness.

OIG’s followup review of BBG operations in Thailand found that they were run well,
despite uncertainties about the future of the transmitting station in Udorn. BBG
headquarters was still conducting a strategic review of its operating and distribution
platforms, the results of which would directly affect operations in Thailand.

OIG found no serious management problems at the Voice of America Nairobi News
Bureau. Security at the facility met standards. The BBG Office of Security was
scheduled to visit shortly after the OIG inspection to complete upgrades. OIG made
recommendations to improve administrative support and to strengthen management
controls.

The director of the International Broadcasting Bureau’s (IBB) Regional Office of
Marketing and Program Placement in Prague, Czech Republic (OMPP-Prague)
provided strong organizational direction to a dedicated staff. Located in the head-
quarters of RFE/RL, OMPP-Prague maintained a good relationship with RFE/RL
and worked closely on affiliate lease agreements and with Embassy Prague, from
which it received reliable administrative support. OMPP-Prague had good internal
controls and administrative procedures. OMPP-Prague’s location near the affiliates
allowed the office and its satellite marketing contractors to observe and recognize
emerging consumer and media trends.
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OFFICE OF AUDITS

CONTRACTS AND GRANTS

Audit of Contracting Officers Exceeding Delegated Procurement Authority for
Overseas Contracts (AUD-CG-12-33)

This audit, conducted by an independent public accountant, was to determine the
extent to which contracting officers (CO) were exceeding their delegated procure-
ment authority for the award of overseas contracts. This audit was performed as a
result of a control deficiency identified during the audit of the Department’s FY 2010
financial statements. This report was issued after the March 2012 OIG report Audit
of Contracting Officers Exceeding Delegated Procurement Authority (AUD/CG-12-26),

which focused on domestic contract actions.

Overall, COs issued contracts overseas in compliance with the limits of their dele-
gated warrant authorities. From a sample of 105 overseas contract actions, totaling
approximately $125 million, entered into by the Department for FYs 20082010, the
public accountant found only three actions for which the Department was unable to
provide sufficient evidence to demonstrate that the signing official had the appropri-
ate warrant authority or that an approved waiver had been received. Internal controls
were not in place to identify these unauthorized commitments and to periodically
compare overseas contract actions with the COs’ warranted authority.

The independent public accountant made recommendations that focused on comply-
ing with Federal and Department regulations and authorities governing the limits of
contractor warrant authority and on improving internal controls related to overseas
contract award actions.

Review of Costs Charged to Iraq Democracy-Building Grants Awarded to the
International Republican Institute During FYs 2004-2010 (AUD-CG-12-35)

An independent public accountant determined the eligibility of costs for eight grants,
totaling $130.7 million, awarded by the Department to the International Republican
Institute (IRI) during FYs 2004-2010 to provide democracy-building programs
throughout Iraq.

The public accountant found that direct costs charged to the grants were reasonable
for the purpose of conducting the programs but that indirect costs were overcharged
by $260,648 because excess security costs were included in the overhead base. Also,
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for most of the period stated, the allocation of security contract costs between the
grants was not supported by a method that could be verified. Consequently, four of
the eight grants exceeded their respective award budgets by $4,589,952. However,
IRI, since January 2010, had discontinued the practice that led to the improper
allocation of security costs. Therefore, the public accountant believed IRI had
adopted a consistent basis for allocating security costs to future programs. The public
accountant also identified instances of noncompliance with Federal procurement and
property standards. For example, IRI did not obtain prior approval from the grants
officer for the purchase and disposition of vehicles acquired at a cost of $689,500
under one of IRI’s security contracts.

The public accountant made recommendations to address the weaknesses noted and
requested that the grants officer for the eight IRI grants question as ineligible the
$260,648 in excess security costs.

Audit of Bureau of Oceans and International Environmental and Scientific
Affairs Administration and Oversight of Funds Dedicated To Address Global
Climate Change (AUD-CG-12-40)

OIG found areas that require greater management attention to improve Bureau of
Oceans and International Environmental and Scientific Affairs (OES) administration
and oversight of climate change programs. Specifically, OES did not always follow
guidance on how to execute data quality assessments to ensure the accuracy of data
used to report and support programmatic results and on how to manage and monitor
climate change grants and interagency acquisition agreements.

OIG made recommendations to improve the administration and oversight of climate
change programs, which included a recommendation that $600,000 in Economic
Support Funds transferred to the U.S. Agency for International Development
(USAID) should be properly accounted for.

In addition, OES did not always administer interagency acquisition agreements in
accordance with applicable Federal regulations and Department policy. Specifically,
OIG recommended that the Office of the Procurement Executive develop and issue
standardized Department policies and procedures for the administration, review, and
approval of interagency acquisition agreements and interagency agreements. OIG
expanded its recommendations to include solutions that may potentially impact poli-
cies and procedures Department-wide and ensure that Department officials are aware
of the requirements for both types of agreements.
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FINANCIAL MANAGEMENT

Independent Auditor’s Report on the International Boundary and Water
Commission, United States and Mexico, U.S. Section, 2011 and 2010 Financial
Statements (AUD/FM-12-37)

OIG’s independent external auditor issued an unqualified opinion on the International
Boundary and Water Commission, United States and Mexico, U.S. Section (USIBWC),
annual financial statements as of and for the years ended September 30, 2011 and 2010.
The independent external auditor did not identify any material weaknesses related to
internal control or reportable instances of noncompliance.

OIG did not agree with the conclusions reached by the independent external auditor
on USIBWC’s accounting treatment of estimated costs to comply with court orders
to bring a wastewater treatment plant into compliance with environmental require-
ments. USIBWC chose to report this estimate as an environmental liability on the
Consolidated Balance Sheet and as a negative expense, which reflects the amount
spent on the project during the year, on the Consolidated Statement of Net Cost.
OIG concluded that this accounting treatment departed from generally accepted
accounting principles. Because of the dollar magnitude of the transactions in FY
2010, OIG believes that USIBWC’s 2010 financial statements do not present fairly,
in conformity with accounting principles generally accepted in the United States of
America, the financial position and costs of operations. Under these circumstances,
auditing standards prescribe an adverse opinion for USIBWC’s 2010 financial state-

ments. The dollar magnitude of the transactions in 2011 was not significant to
USIBWC'’s financial statements.

In addition, the external auditor reported three significant deficiencies related to
financial reporting, real property, and contract accruals. OIG did not agree with the
external auditor’s decision to report the weaknesses related to real property as a signif-
icant deficiency. For consolidated financial statement reporting purposes, USIBWC
financial information is included in the Department’s financial statements. During
the audit of the Department’s 2011 financial statements, the Department’s financial
statement auditor identified a significant, multiyear improvement project constructed
by another entity on behalf of USIBWC, which understated USIBWC’s real property
on its Consolidated Balance Sheet. As a result, USIBWC restated its 2010 finan-

cial statements and updated its 2011 financial data to reflect this project. To be in
compliance with auditing standards, OIG concluded that the internal control defi-
ciencies in USIBWC'’s real property processes should have been reported as a material
weakness, not as a significant deficiency.

OFFICE OF INSPECTOR GENERAL SEMIANNUAL REPORT TO THE CONGRESS - APRIL 1 TO SEPTEMBER 30, 2012

13



Management Letter Related to the Audit of the International Boundary and
Water Commission, United States and Mexico, U.S. Section, 2011 and 2010
Financial Statements (AUD/FM-12-38)

During the audit of the International Boundary and Water Commission, United
States and Mexico, U.S. Section, 2011 and 2010 financial statements, an independent
external auditor identified internal control weaknesses or instances of noncompliance
with selected provisions of applicable laws and regulations relating to property, plant,
and equipment; unliquidated obligations; payroll; earned revenue; environmental
liabilities; the Federal Employees’ Compensation Act; deferred maintenance; prompt
payment; segregation of duties; and information technology security. The auditor
recommended that USIBWC take appropriate actions to address these weaknesses.

Audit of Department of State Use of Consular Fees Collected in Support of the
Border Security Program (AUD-FM-12-39)

The Department did not have a centralized program management structure for

the Border Security Program. Although the Bureau of Consular Affairs (CA) was
considered the lead bureau for the program, it did not exercise authority to oversee all
aspects of the program. In addition, program-related roles and responsibilities were
not clearly defined, funding decisions were not based on prioritization factors, and
overall accomplishments were not being tracked. Also, the Department did not have
sufficient guidance on the use of the funds and did not have an adequate process in
place to monitor program expenditures.

In addition, OIG could not determine whether the Department was using border
security funds in accordance with mission priorities and could not ensure that some
border security funds were used in accordance with Department guidance.

For the expenditures it was able to test, OIG found that the border security funds
were generally being used for consular-related activities but that some expenditures
were made for items that did not comply with CA guidelines or other approved
financial instructions. Specifically, post expenditures totaling approximately
$166,000 were not made in accordance with formal guidance and had not been
approved, domestic CA expenditures totaling about $280 million were not spent in
accordance with CA guidelines or lacked sufficient documentation to determine how
the funds were used, and domestic Bureau of Diplomatic Security (DS) expenditures
totaling approximately $3.4 million were not in compliance with DS spending plans.

Finally, although all of the individuals filling overseas positions funded with border
security funds were performing consular work, of the 57 consular positions tested
that were not funded by the program, 55 individuals were performing work similar to
individuals in positions that were funded by the Border Security Program.
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OIG made recommendations for CA to improve the program management struc-
ture of the Border Security Program. OIG also recommended that DS refund $2.1
million erroneously charged to the Border Security Program.

INFORMATION TECHNOLOGY

Audit of Department of State Access Controls for Major Applications
(AUD/IT-12-44)

OIG audited logical access controls on the major applications and databases that store
sensitive information within the Department. Logical access controls are intended to
provide assurance that only authorized users access system data and programs.

OIG found that the Department had made overall progress toward implementing
effective logical access controls for major applications. However, OIG found weak-
nesses in application and related databases both domestically and at overseas posts.
Weaknesses in logical access controls render sensitive information vulnerable to
compromise, jeopardizing the confidentiality, integrity, and availability of the stored
and processed information.

OIG made recommendations to enhance the security posture of the Department’s
major applications.

MIDDLE EAST REGION OPERATIONS

Evaluation of the Antiterrorism Assistance Program for Countries Under
the Bureaus of Near Eastern Affairs and South and Central Asian Affairs
(AUD/MERO-12-29)

In 1983, Congress authorized the Department’s Antiterrorism Assistance (ATA)
program to enhance the ability of foreign countries’ law enforcement to deter
terrorists from engaging in international terrorist acts. From FYs 2002-2010, the
Department provided more than $873 million to the Bureau of Counterterrorism
(CT) and the Bureau of Diplomatic Security’s Office of Antiterrorism Assistance
(DS/T/ATA) for ATA programs in 22 countries in North Africa, the Middle East,
Central Asia, and South Asia.

In FY 2010, the ATA program trained 2,700 participants from the 22 countries at a
cost of $1,800 per student per day of training. However, program effectiveness could
not be determined because specific, measurable, and outcome-oriented objectives
had not been determined and an evaluating mechanism had not been implemented.
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Also, DS/T/ATA and CT were not consulting the Bureau of Democracy, Human
Rights, and Labor when selecting partner countries or determining the assistance to be
provided to those countries. As a result, there was no assurance the ATA program was
achieving its statutory purposes or that the program was successful. Further, DS/T/ATA
could not determine when countries could sustain their own ATA programs without

U.S. support.

In addition, OIG found 6,700 pieces of equipment, valued at $1.5 million, that ATA
had purchased for the Iraq program but had stored in a Northern Virginia warehouse
for 21 months as of December 31, 2011.

OIG made recommendations for the Department to establish a program monitoring
and evaluation system to determine program effectiveness; standardize the report-
ing process for in-country oversight of training contracts; and review the types of
remaining equipment stored in the warehouse, evaluate the equipment’s utility, and
determine an appropriate disposition of the equipment.

Evaluation of Invoices and Payments for the Embassy Baghdad Operations and
Maintenance Contract AUD/MERO-12-43)

OIG conducted a review of the Embassy Baghdad operations and maintenance
contract awarded to the contractor Pacific Architects and Engineers (PAE) to deter-
mine whether the Department paid PAE in accordance with authoritative guidance
and contract terms and conditions.

OIG determined that the contracting officer’s representative (COR) approved

86 contractor invoices, totaling about $4.4 million, that included unallowable and
unsupported costs and costs for goods not delivered. As a result, the Department
paid the contractor at least $2.7 million for costs not authorized and for goods not

provided.

OIG made recommendations for the Department to recover the costs for unallow-
able and undelivered goods and services, to institute a mechanism to ensure that
COREs follow Departmental requirements for approving and certifying the payment
of invoices, and to conduct a comprehensive review of all invoices to determine
whether additional costs should be recovered. OIG further recommended that the
Department undertake a review and, if warranted, take appropriate administrative
actions against the CORs who did not follow appropriate Federal and Departmental
guidance concerning contractor invoice certification and approval.

Evaluation of the Local Guard Force Contract for Embassy Islamabad and
Consulates General Karachi, Lahore, and Peshawar (AUD-MERQO-12-46)

OIG determined that the U.S. Mission Pakistan local guard force contractor did not
provide Department-approved replacement guards during a labor strike in Islamabad
in June 2011. The strike posed a security risk because the contractor did not have
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a contingency plan to replace the guards on strike and therefore used unapproved
guards to cover the guard posts. In addition, the Department did not provide over-
sight necessary to ensure that the contractor provided adequate training in some
required skills. OIG also found that the contractor did not enroll all of its guards

in the Employees’ Old-Age Benefits Institution, a Pakistani retirement program, as
required by contract terms and conditions. OIG found no errors during its review of
contractor invoices, thereby concluding that the Department had properly function-
ing internal controls in place to help ensure that invoices were accurate and supported
with appropriate documentation.

OIG made a recommendation to ensure improvement of program management
reviews of local guard force contracts. OIG also made a recommendation to ensure
that all guards were enrolled in the Pakistani retirement program and to properly
credit amounts already withheld from the guards for that enrollment.

Compliance Followup Review of Department of State Actions To Reduce the Risk
of Trafficking in Persons Violations in Four States in the Cooperation Council
for the Arab States of the Gulf (AUD-MERO-12-47)

This review focused on the Department’s compliance with the seven recommenda-
tions contained in OIG’s January 2011 report Performance Evaluation of Department
of State Actions To Assess the Risk of Trafficking in Persons Violations in Four States in
the Cooperation Council for the Arab States of the Gulf (MERO-I-11-00).

OIG determined the Department had taken sufficient actions to close three of the
recommendations, finding that embassies had obtained and transmitted country-
specific passport retention laws to their respective contractors; improved the living
conditions for gardeners in Riyadh, Saudi Arabia; and developed guidance and train-
ing for monitoring contracts for potential trafficking-in-persons (TIP) violations.

OIG reissued recommendations related to contractor passport retention and payroll
practices and to contractor compliance with labor standards. However, OIG issued
three new recommendations related to housing for janitors in Dhahran, Saudi
Arabia, and to the clarification of guidance for monitoring contracts for potential
TIP violations.

SECURITY AND INTELLIGENCE

Limited-Scope Audit of Department of State Management of the Afghanistan
Civilian Uplift (AUD-SI-12-36)

The Bureau of South and Central Asian Affairs used restricted funds, which
were designated to support operations and security requirements for Afghanistan,
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Pakistan, and Iraq and certain global activities, to reimburse the payroll costs of
civilian uplift personnel who had left Afghanistan and were transitioning to their
next assignments. The Department also did not implement an account structure

to budget and account for expenditures made from supplemental appropriations of
$116.5 million received in June 2009 that was designated for security programs in
Afghanistan. Without a designated country code for Afghanistan, the Department
could not verify that the supplemental funds were available, expended, or used for
their intended purpose. After OIG’s fieldwork, the Department did establish a

new mechanism to track and account for security costs for Afghanistan and other
front-line states (countries near armed conflicts). In addition, the Department’s
Afghanistan civilian staffing complement was not always accurate, complete, or
updated, as required by Departmental guidance, which could have increased the risk
that civilian personnel in Afghanistan might not be properly accounted for in the
event of an emergency evacuation. Department officials stated that the Department’s
tracking database was being perfected so that these personnel could be tracked
accurately.

OIG made recommendations for the Department to improve the accounting,
management, and reporting of Afghanistan civilian uplift costs specific to payroll
operations and security costs and funds control.

Outline for Action: Physical Security Concerns at Embassy Berlin (AUD/SI-12-48)
and Outline for Action: Physical Security Concerns at Embassy Quito
(AUD/SI-12-49)

As part of an overall audit of the Department’s compliance with physical security
standards and measures at overseas posts, OIG conducted physical security surveys
at Embassy Berlin and Embassy Quito to determine the embassies’ compliance with
current standards. OIG identified physical security areas that require the embassies’
immediate attention and made recommendations for the embassies to enhance their
respective security posture.
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Nonfederal Audits of Nonprofit Institutions

Office of Management and Budget (OMB) Circular A-133, Audits of States, Local
Governments, and Nonprofit Organizations, establishes audit requirements for
specified entities receiving Federal awards. Public accounting firms employed by
nonfederal entities conduct the audits. The firms file these single audit reports
with the Federal Audit Clearinghouse, and OIG reviews audit reports involv-

ing Department and BBG funds and provides quality assurance and general
oversight.

OIG conducted its reviews using the Council of Inspectors General on Integrity
and Efficiency Guide for Desk Reviews of OMB Circular A-133 Audit Reports. The
objectives of the review were to determine whether the audit reports met appli-
cable reporting standards and reporting requirements of OMB Circular A-133
and to identify issues that require management’s attention. During this reporting
period, OIG completed 17 analytical desk reviews of single audits for 12 entities
as follows:

» American Councils for International Education for FY 2011
 American Institute in Taiwan for FY 2010 and FY 2011
» Counterpart International, Inc., for FY 2010

e [Institute of International Education, Inc., and Affiliate for FY 2010
and FY 2011

e [International Medical Corps for FY 2011
e International Republican Institute for FY 2011
* [International Rescue Committee, Inc., for FY 2011
e [International Research and Exchanges Board, Inc., for FY 2011
» Middle East Broadcasting Networks, Inc., for FY 2010 and FY 2011*
* National Democratic Institute for International Affairs for FY 2011
* National Endowment for Democracy for FY 2010 and FY 2011
* Radio Free Europe/Radio Free Liberty, Inc., and Subsidiary for
FY 2010 and FY 2011*

* Reviews conducted for the Broadcasting Board of Governors
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OFFICE OF INSPECTIONS

DOMESTIC INSPECTIONS

Inspection of the Bureau of Consular Affairs, Directorate of Overseas Citizens
Services, Office of Children’s Issues, Office of Policy Review and Interagency
Liaison, and the Planning, Programs, and Systems Liaison Division
(ISP-1-12-21)

OIG conducted an inspection of the Bureau of Consular Affairs, Directorate of
Opverseas Citizens Services (CA/OCS), focusing on the Office of Children’s Issues
(CI); the Office of Policy Review and Interagency Liaison (PRI); and the Planning,
Programs, and Systems Liaison division (P). Overall, CA/OCS was successfully
providing policy guidance, training, and support to posts, parents, and others
engaged in stressful and emotional international adoptions and abductions. The
directorate had revamped its duty and task force system to make it more effective
and better able to react in a crisis. In addition, the Secretary’s special advisor on
children’s issues was effectively promoting U.S. interests in international and domes-
tic fora; however, the directorate faced some internal operating issues. CI had more
than tripled in size in less than 4 years, resulting in overcrowding, outdated standard
operating procedures, inadequate training, and lack of direction for outreach efforts.
Similarly, PRI struggled to keep pace with increasing demand for its expert legal
advice. Weak workload management, ad hoc coordination among PRI attorneys and
their counterparts, and flawed management of the crime victim assistance program
exacerbated the problem. P, a relatively new CA/OCS division, suffered from broad
customer dissatisfaction, indicating a need for better management and communica-
tion and for consolidating the operational responsibility for financial controls for all

OCS within P.

OIG made recommendations to address the office’s management, communication,
and training issues. The inspectors also made recommendations to address security
problems at the current CA/OCS location until the office relocates to the new annex

building in 2013.
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INNOVATIVE PRACTICE: Duty Teams

Issue: The inspection of the Bureau of Consular Affairs, Overseas Citizens
Services, Office of American Citizens Services and Crisis Management,

in Spring 2011, identified the duty and task force systems in OCS as an
area of weakness. Although participation was required, duty and task force
assignments were not consistently tracked, and there was a perception that
some employees successfully avoided them. The system of multiple duty
officers to cover different time slots for a week at a time was confusing and

onerous.

Response: CA/OCS convened a working group and developed a team
approach to duty. There are 12 duty teams consisting of 7 to 8 members and

2 duty directors. Members are drawn from a mix of divisions and branches
within CA/OCS. The teams serve for 1 week and rotate on Wednesdays.

They field calls from 5:00 p.m. to 8:15 a.m. on weekdays and for 24 hours on
weekends and Federal holidays. One team member is designated as on call

on any one night. All team members have BlackBerry devices with the same
number, but only the on-call member turns the BlackBerry on for that evening.
This arrangement provides a single contact number for the Operations Center
and the National Contact Center and avoids passing on a single duty phone on
a daily basis.

Result: In the event of an emergency requiring the entire team, the duty
director contacts each team member directly. This process enables the duty
team to instantly transition to a mini crisis task force and carry on until, or if; a
full-scale task force is established.

Inspection of the Bureau of Information Resource Management, Systems and
Integration Office (ISP-1-12-30)

The Systems and Integration Office (SIO) had a management team that, for the most
part, effectively dispatched its duties. SIO senior leadership had made a concerted
effort to promulgate a cohesive mission statement to direct the activities of the office.
The inspectors noted that SIO’s implementation of cloud computing did not fulfill
the essential characteristics of the National Institute of Standards and Technology
model; that SIO management had not enforced use of the systems development
lifecycle process and methodology; and that SIO had not addressed the consequences
of the Department’s expanded use of SharePoint beyond its intended purpose as a
collaborative tool, with some using the application to conduct daily business and
support key political and military events.

SIO needed to improve communication in all areas of its business; implement
adequate controls and procedures to monitor its multiyear contracts totaling more
than $182 million; clearly define its internal inventory process for managing and
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tracking; and delineate the role and organizational placement of the Program
Management Office and function, as well as standardize the use of terminology
referring to office activities. In addition, SIO management needed to begin working
on a formal plan for the transition of the payroll support function to the Bureau of
Resource Management'. OIG made recommendations to address these issues.

Inspection of the Bureau of Diplomatic Security, Office of Antiterrorism
Assistance (ISP-1-12-31)

The Bureau of Diplomatic Security’s Office of Antiterrorism Assistance (DS/T/ATA)
administers the Antiterrorism Assistance Program to train civilian security and law
enforcement personnel in police procedures to counter terrorism. Since its inception
in 1983, the program has trained more than 84,000 students from 154 countries.
Feedback from embassies and Department officials regarding the quality and appro-
priateness of these courses was positive.

OIG noted a strained relationship between DS/T/ATA and the Bureau of
Counterterrorism regarding their respective responsibilities in managing the
Antiterrorism Assistance Program. Although past memoranda of agreement had
attempted to delineate these responsibilities, ambiguities still existed, and some provi-
sions of the current agreement were not being followed.

OIG also noted a lack of continuity in DS/T/ATA leadership positions that adversely
affected management of the office; the perception among Civil Service employees
that Foreign Service special agents received preferential treatment; lack of project
manager training among new division chiefs, branch managers, and program/project
managers; inadequate communication and coordination among the five DS/T/ATA
divisions; and serious deficiencies with the accountability for some U.S. Government
property. OIG made recommendations to address these issues.

Inspection of the Bureau of Counterterrorism (ISP-1-12-32A)

In January 2012, the Department elevated the Office of the Coordinator for
Counterterrorism to its own bureau, the Bureau of Counterterrorism (CT), to
expand the Department’s capabilities in counterterrorism and to allow more effec-
tive coordination with other agencies, including the Departments of Defense, Justice,
and Homeland Security, as well as the intelligence community. CT was doing a
commendable job in shaping and executing the Department’s counterterrorism
policy. OIG found the bureau’s leaders to be highly regarded in the Department and
the interagency community for their expertise, teamwork, and policy innovation.

" In July 2012, the Bureau of Resource Management restructured into the Bureau of the Comptroller and
Global Financial Services and the Bureau of Budget and Planning.
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Still, CT faced ongoing challenges associated with establishing itself as a bureau and
was implementing a major reorganization that entailed creating an executive office
and adding staff, particularly in program management, and to provide needed rein-
forcement to hard-pressed units.

To assist in this effort, OIG recommended that CT continue to make executive office
staffing a high priority; adjust the allocation of some of its newly approved direct-hire
positions; clarify the roles of offices and individuals under the reorganization plan;
increase communication with bureau staff; improve management of foreign assistance
programs; enhance cooperation with DS/T/ATA in managing the global antiterror-
ism training assistance program; and take direct control of the total funding for its
Regional Strategic Initiative.

Inspection of the Office to Monitor and Combat Trafficking in Persons
(ISP-I-12-37)

The Ambassador at Large and the staff of the Office to Monitor and Combat
Trafficking in Persons (J/TIP) led U.S. Government efforts to raise anti-trafficking
visibility worldwide and to help countries monitor and combat trafficking in persons.
Although J/TIP’s working relations within the Department had improved over the
past 2 years, fundamental tensions remained that hindered Department collaboration
on anti-trafficking goals and contributed to poor resource allocation. In executing its
interagency coordination mandate, J/TIP had energized and provided needed direc-
tion to the interagency Senior Policy Operating Group (SPOG) on trafficking in
persons. It also led interagency efforts to identify broad antitrafficking objectives and
forged interagency collaboration to improve training, awareness, and coordination.

The tier ranking system of the Trafficking Victims Protection Act (TVPA) of 2000,
as amended, was not well understood outside of J/TIP, and implementation of the
law lacked flexibility, which contributed to differences in interpretation among posts,
regional bureaus, and J/TIP. This lack of understanding caused confusion or pique
on the part of countries being evaluated, jeopardizing other bilateral objectives.
Funding for grants to assist poor countries making insufficient antitrafficking prog-
ress had been cut significantly at a time when U.S. leadership continued to elevate
worldwide trafficking awareness. However, J/TIP had revamped its annual competi-
tive grants review and selection process by linking awards to global anti-trafficking
assistance priorities and streamlining the process, which resulted in an innovative
practice worthy of adoption elsewhere. Because of a rapid staff increase, reorganiza-
tion, and staff turnover, J/TIP faced leadership and management challenges such as
internal communications, work prioritization, resource planning, and training, as
well as insufficient staffing to support the annual Trafficking-in-Persons report draft-
ing seasons. OIG made recommendations to address these management and process
challenges.

OFFICE OF INSPECTOR GENERAL SEMIANNUAL REPORT TO THE CONGRESS - APRIL 1 TO SEPTEMBER 30, 2012



Review of the Department of State’s Shuttle Bus Fleet Operations (ISP-1-12-50)

OIG conducted a review of how the Fleet Management and Operations Division
(FMO) managed scheduled and unscheduled maintenance for the Department’s
shuttle bus fleet. The OIG review determined that FMO provided a satisfactory level
of routine maintenance services for the Department’s bus fleet but did not always act
on nonroutine mechanical problems in a timely manner.

OIG made recommendations to address FMO’s organizational, management,

and process deficiencies, including FMO’s interaction with the General Services
Administration, and its inadequate record-keeping system. OIG also recommended a
review of the demands on the shuttle bus system to determine the cost effectiveness
of leasing vehicles from the General Services Administration or through a commer-
cial company.

Support for Department Employees Serving in Afghanistan, Iraq, and
Pakistan (ISP-1-12-49)

In the course of analyzing issues concerning families of employees serving in
Afghanistan, Iraq, and Pakistan (AIP), OIG noted two areas for improvement
for the program. First, there were no guidelines directed to post management on
standard post support responsibilities to safe-havened families. Second, guidance
for AIP bidders and their families was excellent but not easily available to poten-
tial bidders early enough in the bid process.

OIG recommended that clear guidelines be disseminated to post management on
support for AIP families and that information provided to potential AIP bidders
and their families be sent earlier in the bidding process.

Assessment of the Department of State’s Motor Vehicle Fleet (ISP-1-12-51)

The Department’s motor vehicle fleets consisted of approximately 14,000 vehicles,
with an acquisition cost of more than $867 million. Reported costs per mile driven
for Department motor vehicles had increased over the past decade and were the high-
est among Federal cabinet agencies.

Since 2005, the Department has taken some steps to improve vehicle fleet manage-
ment, including creating an internal fleet management council, instituting vehicle
allocation methodology studies and fleet management plans for the domestic fleets,
and implementing a fleet management information system to collect fleet data.
The Bureau of Administration’s domestic Fleet Management Office division also
has implemented General Services Administration fleet management best practices,
resulting in relatively stable domestic fleet levels.

However, the Department was not in compliance with the Federal Management
Regulation, which requires agencies to collect and report information on mileage,
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fuel use, and maintenance costs for each vehicle in the fleet. In addition, the
available motor vehicle fleet utilization data was incomplete and not fully reliable.
For example, 45 percent of overseas vehicles did not have required utilization
reports completed for FY 2011. Without this basic data, the Department could not
document whether it needs such a large overseas fleet. Other deficiencies include
outdated criteria for allocating and replacing motor vehicles according to life-cycle
replacement needs; lack of standardized procedures and practices among bureaus
to fund and procure vehicles for overseas use; and lack of Department enforcement
of the requirement for overseas missions to conduct annual reviews of their fleet
composition and size. OIG made recommendations to address these issues.

INNOVATIVE PRACTICE: Centralized Procurement
of Right-Hand-Drive Vehicles

Issue: The Department’s general practice is to require the purchase of
American-manufactured vehicles whenever possible, consistent with the Buy
American Act, 41 U.S.C. 8301 et seq. There are 74 countries that use right-
hand-drive vehicles. In countries where local conditions require purchase of
right-hand-drive vehicles or where American-manufactured vehicles cannot be
serviced, the Department issues waivers to permit purchases of foreign vehicles.

Overseas missions are responsible for subsequent purchases.

Response: The Bureau of Administration’s Motor Vehicle branch has set up
a pilot program with the General Services Administration to facilitate the
centralized procurement of right-hand-drive vehicles at a substantial discount

over the commercial rate for such vehicles.

Result: This process will significantly streamline the contracting and
acquisition timeframes for vehicle purchases and likely lead to substantial
discounts for the U.S. Government. This program also will allow the
manufacturer’s vehicle warranty to be extended to vehicles sent overseas,
potentially reducing repair costs and facilitating repair of vehicles under
warranty. Contracting officers also will save time and money by procuring

these vehicles from a single Department source.
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Memorandum Report on Improving Leadership at Posts and Bureaus
(ISP-1-12-48)

In 2010, OIG issued a memorandum recommending that the Department devise
and implement a feedback system to regularly assess post and bureau managers
and to take appropriate measures to address and correct post and bureau leader-
ship and management deficiencies. The memorandum noted that while a major-
ity of inspected posts and bureaus were well run, leadership in a small but signifi-
cant minority needed to be strengthened because such leadership deficiencies
resulted in reduced productivity, low morale, and stress-related curtailments.

OIG’s review of FY 2012 inspections found that even though the majority of
ambassadors, DCMs, and principal officers were doing a good to excellent

job, the situation described in that 2010 memorandum persisted. OIG made
recommendations to the Department to institute a system to assess and follow up
on the performance of leadership and to develop a Foreign Affairs Handbook on
leadership and management principles.

Inspection of the American Institute in Taiwan/Washington (ISP-1-12-47)

The American Institute in Taiwan (AIT) is a nonprofit organization founded in
accordance with the 1979 Taiwan Relations Act and overseen by the Department.
ATIT’s status as both a nonprofit organization and a Department instrumentality
produced tension and inconsistency in the operational relationship among the
Department, AI'T’s offices in the United States (AI'T/Washington) and Taiwan
(AI'T/Taiwan), and other U.S. Government agencies. Although AI'T/Washington’s
contract stipulates that it follow Department direction, and the 1979 Taiwan
Relations Act gives the Department authority to preempt any conflicting state or
District of Columbia law or regulation, AI'T/Washington has periodically invoked
its corporate status under District of Columbia law as justification for not conform-
ing to Department regulations.

The Bureau of East Asian and Pacific Affairs and other Department offices tasked with
oversight of AIT had failed to meet their contractual responsibilities, particularly with
respect to policy and financial management. Bureau of East Asian and Pacific Affairs
managers have not fully appreciated their authority over AI'T/Washington and had
instead treated it as an independent entity.

The contract with AI'T, which entered into force in April 2012, did not reflect
Department needs and priorities and lacked the specificity and detail to enable
appropriate Department oversight. Furthermore, the Department had not adapted
its relationship with AIT to reflect the 2002 amendment to the Foreign Service Act,
which allowed the assignment of active-duty U.S. Government employees to AIT.
Consequently, AI'T/Washington contractors continued to perform inherently U.S.
Governmental functions.
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The AIT board of trustees had not met its statutory responsibilities. Detached
from the policy environment and the management of AIT, the board needed to be
reformed and reinvigorated. OIG made recommendations to address this and the
above issues.

Inspection of the Bureau of Administration, Global Information Services,
Office of Information Programs and Services (ISP-1-12-54)

The Bureau of Administration, Global Information Services, Office of Information
Programs and Services (IPS) is responsible primarily for managing the Freedom of
Information Act and declassification programs, administering the Privacy Act, and
conducting records management. IPS was carrying out its declassification duties well
due, in part, to hiring experienced retirees to handle much of the work. However,
OIG found leadership and management practices that contributed to low morale,
poor communication, and weak management controls indicative of office-wide lead-
ership and management deficiencies.

Lack of cooperation from the Department and weak internal procedures hampered
IPS performance of its duties. In addition, the absenc