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1. Introduction

1.1 Purpose

This document provides instructions on how to install and uninstall the Home Use
Middleware (ActivCard Gold 3.0, AF version) and information regarding smart card
readers and technical support.

Read all installation instructions prior to installing the Home Use Middleware and a
smart card reader and drivers.

1.2 Terms of Use

The Home Use Middleware you are about to install is the property of the United States
Air Force (USAF) and is provided for your use on a personal, non-government furnished
computer. This product is distributed under licenses restricting its use, duplication, and
distribution. It is intended For Official Use Only (FOUQ), for accessing Department of
Defense (DoD) and USAF Web sites, systems, and networks with the Common Access
Card (CAC).

Distribution to non-AF employees is not authorized.

By installing and using this Home Use Middleware, you signify your agreement to the
terms and conditions as set forth. If you do not agree to this Agreement, do not install or
use this product.

1.3 Risks

There are potential risks associated with installing this package. It is not possible to test
this middleware with all software, games, and/or applications that are commercially
available and that may be on your home computer. Therefore, it is possible that the
Home Use Middleware could conflict with other applications or software residing on
your home computer.

1.4 Disclaimer of Liability

With respect to installing and using Home Use Middleware, neither the DoD nor USAF,
nor any units or employees within, provide any warranty, expressed or implied, or
assume any legal or financial liability or responsibility for your non-government
computer system and/or damages or repairs that may result from system incompatibilities
with Home Use Middleware.
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2. Middleware and Reader Installation Instructions

2.1 Required Items

CAC

Smart Card Reader (Refer to Table 2-1 for a list of known usable smart card
readers)

System requirements: Windows XP (Professional or Home) with Service
Pack 1 or higher, or Windows 2000 with Service Pack 2 or higher; Internet
Explorer (Version 6 only); and 27 MB of free disk space. This package will
check to see if your computer meets these requirements.

Hardware requirements: If your computer is running the required operating
system (Windows XP or Windows 2000) then your computer has the required
hardware.

2.2 Middleware Installation Instructions

Important: Before installation, deactivate your virus scanning software and anti-
spyware! You should disconnect your computer from the Internet prior to deactivating
your virus scanning software.

1) If using Windows XP, double click the zip file (pictured here) to open it. (If using
Windows 2000, you will need an unzip tool. You can find numerous free evaluation
versions of unzip utilities on the Internet, which come with instructions. You can also
consult your local Client Support Administrator (CSA) for assistance. Using an
unzip utility in Windows 2000, you will need to unzip the file into a folder of your
choice then proceed to Step 10 of the Middleware Installation Instructions).

008 _HomeUseFiles_. ..

Folders ® E| s
(B Deskiop !I, '__“
= _é My Campuker
+ ﬁ 314 Floppy (8:)
% Local Disk (C:)
# b D Drive (D3
= = LEXAR MEDIA (E:)
* |2) ADMIMISTRATIVE
4 ) HOME LUSE
{} Conkrol Panel

+

+
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2) After double-clicking the zip file, you will notice a folder and two files. One of the
files is a batch file used to install or uninstall the middleware. Double click the batch
file (pictured here) to begin installing the Home Use Middleware.

o[ B | %

acg3_0_hno, ., Fead Me
First,pdf

ClickroInstallar
Uninstall. bak

3) Next, click Extract all.

Compressed (zipped) Folders Warning g|

Thiz application may depend on other compressed
files in thiz folder.

For the application ta run properly. it is recommended
that pou first extract all files.

| Extractall | Run | [ Cancel

4) Click Next.

Extraction Wizard E|

Welcome to the
Compressed (zipped)
Folders Extraction
Wizard

The extraction wizard helps vou copy files
from inside a ZIP archive.

To continue, click Next.

Caticel
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5) Itis suggested that you create a destination for the files to be extracted. With the next
prompt, click Browse.

Extraction Wizard E|
Select a Destination e
Filez inzide the ZIP archive will be extracted bo the location you
chooze,
Select a folder to extract files o,

Filez will be extracted to this directany:

E:SHOME USENMWAOE-07-23-008_HormeU seFile |

Paszword...

Ex=tracting...

[ )

[ < Back ][ MHest » ]’ Cancel ]

6) As a suggestion, you may just want to create a folder on the hard drive (or a drive of
your choice). In the next few screenshots, a folder is being created with the name
“MW.” Click on the drive where you want to create the folder (in this case, Local
Disk (C:) Once the drive is highlighted, click Make New Folder.

Select a destination. E]

Select the place where wou want ko extract the selected
iternis). Then click the OF butkon,

= :J My Computer
_ﬂ, 314 Floppw (&0
(S| ocal Disk (iC:)
I3 CompChecker
I5) Documents and Settings
I MsocCache
I=5) Program Files
I5) swsetup =
I5) temp
[T WINDOWS
ik CD Drive (D)

|3

|5

To view any subfolders, click a plus sign above.

l Make Mew Faolder I [ (04 ] [ Cancel
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7) A new folder will appear, named New Folder; change the name to something you can
easily recall for the middleware files (in this case, “MW?” is used). Once you have

named the folder, click OK.

Select a destination.

itemis). Then click the Ok button,

Select the place where wou want to extract the selected

= :J My Computer
ﬂ, 3% Floppy (A:)
(=) =ee Local Disk (Z:)
|55 CompChecker
IC5) Documents and Setkings

IC5) swsetup
I5) temp
5 WINDOWS

Ta view any subfolders, click a plus sign above,

.
L ,ﬂ 314 Floppy (60
= =se Local Disk {C:)
[C0) swsetup
I=5) temp
hd [0 WINDOWS

Make Mew Folder ] [ OF ] [

Cancel

]

Select a destination.

Select the place where you want to extract the selected
itemis). Then click the Ok button.

= 3 My Computer -~

|55 CompChecker
|C5) Documents and Sektings

= he
] B
[E3) Files

[1£4

To wiew any subfolders, click a plus sign abowve.,

Make New Folder

8) At the next prompt, click Next to start the file extraction.

Extraction Wizard

Select a Destination

Filez inzide the ZIF archive will be extracted ta the location pou
chooze.

Select a folder to extract files to.

Fileg will be extracted to thiz directon:

Extracting...

(AEEEEN
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9) Once the extraction is complete, ensure a checkmark is in the box for Show extracted
files, and click Finish to see the extracted files and to continue install.

Extraction Wizard f'5_<|

Extraction Complete —
Files have been successfully extracted from the ZIF archive.

Files hawve been successfully extracted to the following
directony:

C:hwf

To see pour extracted files, check the box below:

I v [:Show extracted files I

Prezs finish to continue.

10) You will notice a subfolder and two files. One of the files is a batch file used to
install or uninstall the middleware. Double click the batch file (pictured here) to
install the Home Use Middleware. Installation will include the middleware and DoD
and External Certification Authority (ECA) Root certificates.

I S5 ClickkoInstallorUninstall, bat oD = Read Me First,pdf
f acg3_0_hamellse % MS-D0S Batch File Adobe Acrobat 7.0 Document
| 1KE m 972 KE

Note: If you receive a pop-up from your virus scanning software, select the
appropriate option to permit installation.
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11) A black DOS window will appear, indicating install activity. It should automatically
disappear during the computer reboot that will follow the middleware installation.

C:\WINDOWS\system32\cmd. exe

C:\MW>cd acg3d_B_homellse

C:\MiMacg3_B_homelse*niprdodcerts_v3_B.exe

C:sMihacg3_B_homellse >"fActivCard Gold for CAC — Home lUse Uersion.msi"

12) You may receive the following prompt if you have not yet installed a smart card
reader. If you do, click OK and continue installing the middleware.

ActivCard Gold installation

Mo smart card reader driver is installed.
Please install a reader and its driver to be able to use AckivZard Gold.

13) Click Next at the ActivCard Gold for CAC — Home Use Version - InstallShield
Wizard.

i';% ActivCard Gold for CAC - Home Lise Version - InstallShield Wizard

wWelcome to the InstallShield Wizard for
ActivCard Gold for CAC - Home Use Yersion

The InstallShield(R) Wizard will install ActivCard Gold For CAC -
Home Use Wersion on vour computer, To continue, dick Mext,

WARMING: This program is protected by copyright law and
international treaties,
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14) Read and acknowledge the User Agreement. Click Next.

i ActivCard Gold for CAC - Home Use Yersion - InstallShield Wizard

License Agreement ‘. IIE=
Y

Please read the Following license agreerment carefully. . Jl

USER AGREEMENT

ACCEPTANCE: Please read the following Terms of Use and
Disclaimer carefully before installing and using Home Use
Middleware. By installing this package you indicate that you have
read the following terms and agree to be bound by and comply

with the terms as set forth. If you do not 5o agree, please prompthy
avit and Ao not inetall tha nacleana an wunnr comniitar N

I have read the User Agreement, I DO MNOT accept the
conditions stated and will not install or use this packane

15) The InstallShield Wizard will display ActivCard Gold for CAC — PKI selected for
installation. Click Next.

i ActivCard Gold for CAC - Home Use Yersion - InstallShield Wizard

Custom Setup

Select the program Features you want installed,

Click on an icon in the list below to change how a Feature is installed.
Feature Description
'd Gold Fa
e fctivCard Gold For CAC - PKI

This Feature requires 512bytes
an your hard drive, It has 2 af 2
subfeatures selecked. The
subfeatures require 11MBE on
vour hard drive,

Install ko:
CHProgram FilesiackivCardiactivCard Goldh
[ Help ] [ Space ] [ « Back I Mext = I Cancel
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16) Click Install.

i'-.% ActivCard Gold for CAC - Home Use Version - InstallShield Wizard

Ready to Install the Program

The wizard is ready ko begin inskallation,

Click Install ko begin the installation,

If wou want ko review or change any of waour installation settings, click Back, Click Cancel to
exit the wizard,

17) A status window will show the progress of installation.

i® ActivCard Gold for CAC - Home Use Version - InstaliShield Wizard [= |1 /[X]

Installing ActivCard Gold for CAC - Home Use Yersion

The program Features you selected are being installed.

Please wait while the InstallShield Wizard installs ActivCard Gold For CAC -
Haorme Use Yersion, This may kake several minutes,

Skatus:

< Back Mext = Zancel
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18) When the installation is complete click Finish.

i@ ActivCard Gold for CAC - Home Use Version - InstallShield Wizard ['5__<|

InstallShield Wizard Completed

The Installshield wizard has successfully installed ActivCard
Gold For CAC - Home Use Yersion. Click Finish to exit the
wizard,

<Back | ; Cancel

19) Click Yes when prompted to restart your computer to complete the middleware
installation.

i'-.% ActivCard Gold for CAC - Home Lse Yersion Inst...

changes made to ActiviZard Gold For CAC - Home Use
Version to take effect. Click Yes to restart now ar Mo iF
wou plan to restart later,

& You must restart wour system For the configuration

10
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2.3 Smart Card Reader Installation Instructions

Once the computer has rebooted from the middleware installation, it is best to shut down
the computer before you install a smart card reader . With the computer turned off,
plug in the smart card reader and then start the computer.

If the computer automatically detects and installs the smart card reader drivers, no further
action is necessary. Smart card reader drivers already exist on many computers.
However, the computer may seek smart card reader drivers via the Internet and provide
prompts to install them when found.

If the computer did not detect and install the smart card reader, accomplish the
installation using instructions and smart card reader drivers that should have come with
the smart card reader when purchased. If you do not have instructions (or smart card
reader drivers), you may be able to obtain them from the smart card reader vendor’s Web
site or via an Internet search. If you obtained the card reader from a military source, and
do not have installation instructions or drivers, consult your Client Support Administrator
(CSA).

Reboot your computer after installing the smart card reader drivers.
2.4 Smart Card Reader Information

Table 2-1 is a compatibility matrix of middleware (ActivCard Gold 3.0) with various
common smart card readers. It also contains links to Web sites that provide additional
information. There are many sources from which to purchase smart card readers (local
and online retailers, and online auctions).

11



End User Guidance for the AF Home Use Middleware Package January 2007
Table 2-1. Smart Card Readers
Desktop Laptop
Smart Card Vendor Web Site Links Reader | WIN [WINXP| WIN |WINXP

Reader Type |2000Pro| Pro  [2000 Pro| Pro
iéhi\l/lucr:r:Zerger Reflex 20 www.readers.slb.com PCMCIA x x J J
3;hEI;umberger Reflex www.readers.slb.com USB qf J -qf qf
SCM SCR 201 PCMCIA [http://www.scmmicro.com/security/secure_card.html PCMCIA qf J qf qf
SCM SCR 331 USB http://www.scmmicro.com/security/secure_card.html USB qf J J J
SCM SCR111 Serial http://www.scmmicro.com/security/secure_card.html Serial J J J J
SCM SCR301 USB http://www.scmmicro.com/security/secure_card.html USB qf J qf qf
(Sgl;Touch Keyboard http://www.keyovation.com/ USB qf x -.f qf
Infineer LT4000 PCMCIA |http://www.mako-tech.com/pands/reader_sol.cfm PCMCIA x x -J qf
g‘;“?ggo Laptop with www.dell.com PCMCIA x x -\/ qf
ActivCard Serial Reader http://www.actividentity.com/en/products/4_3_2_readers.ph Serial 'nf J -!f 'nf

..f Tested

OK

x Failed

12
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2.5 Additional Information About Smart Card Readers

USB smart card readers are the preferred smart card readers for both Windows 2000
and Windows XP workstations.

PCMCIA smart card readers work on most Windows 2000 and Windows XP laptops;
however, many laptops have only one PCMCIA slot, often already used for other
purposes such as a wireless local area network (LAN) card. A USB smart card reader
is often a better choice even for laptops.

Serial smart card readers operate on Windows 2000 and Windows XP workstations.
For the middleware to function properly, the serial smart card readers need to be
installed on a COM port. While serial smart card readers can function on most new
equipment, they are typically powered by tapping into the keyboard cable connector.

Most smart card readers will function properly with ActivCard Gold Version 3.0.

The following list reflects companies/vendors that sell smart card readers; this list is
not all-inclusive. The AF does not recommend one over another.

e SCM SCR (USB and PCMCIA) smart card readers:

Envoy Data Corp.
WWww.Smart-cardsys.com

Tx Systems
WWW.EXsystems.com

Secure HQ

WWW.securehg.com

CDW
www.cdw.com

e Cherry (USB) smart card readers:

Newark 1IN One or GTSI
www.newark.com

CDW
www.cdw.com

13
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2.6 Verify Installation Success

After your computer has rebooted, insert your CAC into the smart card reader. Double
click the ActivCard Gold icon located in the system tray (lower right-hand corner of the

desktop).
&

The following window indicates you successfully accessed your CAC.

. ActivCard Gold Utilities
Eile Tools Help

Smart Card Content lTroubIeshooting] Demographic Data]

S My Card
PIN

+-[_7 Digital Certificates

14
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3. Uninstall Instructions

3.1 Uninstall Home Use Middleware

The following instructions explain how to uninstall the Home Use Middleware from your
computer. There are two options to uninstall the middleware. The first option is to use
Add/Remove Programs on the Control Panel.

1) Click the Start button. (Note: If you are using Windows 2000 or the classic view,
you will need to click on Settings after clicking the Start button.)

a4 5tart|

2) Click Control Panel from the menu.

g Internet ___.f My Documents

Internet Explorer
My Recent Documents »
ﬂ E-mail -"J v —
Mi ft: Office Outlook \
icrosol ice Outloo _fJ My Pictures

— | Microsoft Office PowerPoint B My Music
-O_—Il 2003 S

;.:j My Computer
@ Windows Media Player

"_; My Network Places

@ Tour Windows XP ;
B) Control Panel I
¥
@ Windows Movie Maker ek Program Access and

Defaults

@ Files and Settings Transfer :::j Printers and Faxes
o -

‘Wizard
Micrasoft Offics word zonz | €9) Help and Support
Q Search
All Programs  # ] Run...

Log OFF E Shut Down

IL{‘ Start J lj Inbo - Microsoft Outlook | 13 MnR.

15
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3) Click Add or Remove Programs.

B Control Panel

File Edit View Favorites Tools Help

000

f)Searth i Folders

X 3G

Address IG Control Panel

ﬂ" Control Panel

Pick a category

=
A ;1
5’ Appearance and Themes
y
i Network and Internet Connections

G- Switch to Classic Yiew

»

See Also

()] Help and Support

a Other Control Panel
Options

1

Add or Remove Programs I

Sounds, Speech, and Audio Devices

=
\IE
6 Performance and Maintenance

4) Select Remove a Program, or Add or Remove Programs. When the list depicting the
programs installed on your computer appears, highlight the ActivCard Gold for CAC

- Home Use Version program, and click Remove.

fl‘.

-

,\’ Printers and Othe

User Accounts

Date, Time, Langu
Options

Accessibility Dptic

Security Center

S AR R -

¥ Add or Remove Programs
-l
@i Currenitly installed programs: [0 show updates
Change ot F = z
Py ¢ ActivCard Gold for CAC - Home Use Yersion
Programs
Add New |
Programs ﬁl Intel(R) Extreme Graphics Driver
ﬁ Intel(R) PRO Metwark Adapters and Drivers
@ T} Microsoft OFfice: Professional Edition 2003
Add/Remove |
e :ﬁl Microsoft Outlook Web Access S{MIME
LOTEOR Oy ﬂ Windows P Service Pack 2
Sef Program
Arcess and
Defaulks

Size  376.00MB

Size 0.54MB

16
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5) Click Yes to remove the program.

Add or Remove Programs

\__?\/ Are you sure vou want ko remove ActivCard Gold For CAC - Home Use Yersion From your computer?

6) Windows will then provide a progress indicator, reflecting that the middleware is
being uninstalled.

ActivCard Gold for CAC - Home Use Version

A Please wait while Windows configures ActivCard Gold for CAC -
I‘i:—‘ Hiome Use Version

G athering required information. ..

TS )

7) Reboot your computer when prompted; click Yes at the following prompt.

ActivCard Gold for, CAC - Home Use Version |20

rou rust restart pour spstem for the configuration
changes: made to ActivCard Gold for CAC - Home Uze
Yerzion to take effect. Chck ez to restart now or Mo if
wou plan ko restart later.

Rather than use the Add/Remove Programs on the Control Panel, you can go to the
folder where the middleware files are located...in this case, C:/MW was the folder
created during the unzip file extraction.

8) Double click the batch file (pictured here) to uninstall the Home Use Middleware.

(= B0 ickkalnstallorninstall bat OF = Read Me First,pdf
I acg3_0_homelse % M5-D05 Bakch File Adobe Acrobat 7.0 Document
| LKE m 72 KB

17
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9) Click Next when the InstallShield Wizard prompt appears.

i& ActivCard Gold for CAC - Home Use Version - InstallShield Wizard fg|

welcome to the Installshield Wizard for
ActivCard Gold for CAC - Home Use Yersion

The Installshield{R) wizard will allow wou to modify, repair, or
remove ActivCard Gold For CAC - Home Use Version, To
continue, click Mexk.,

10) Select Remove and click Next.

ii# ActivCard Gold for CAC - Home Uise Version - InstallShield Wizard
Program Maintenance

Modify, repair, o remove the program,

(O Modify

Change which program features are installed, This option displaws the
@ Custom Selection dislog in which wou can change the way Features are
installed.

Repair inskallakion ervors in the program, This option Fixes missing or
corrupk files, shorteuts, and registey entriss,

Remaove ActivCard Gald Far CAC - Hame Use Yersion Frarm waor
E 1' computer,

< Back | Mext > l Cancel

18
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11) Click Remove.

i'-.¥ ActivCard Gold for CAC - Home Llse Yersion - InstallShield Wizard

Removye the Program \ ‘ 11

¥ou have chosen to remove the program From vour system,

Click Remove ko remove ActiviCard Gold far CAC - Home Use Version From wour computer,
After remaval, this program will no longer be available for use,

IF ywou want to review or change any settings, dlick Back,

12) You will notice an uninstall indicator.

i@ ActivCard Gold for CAC - Home Use Version - InstaliShield Wizard [= |/ /[X]

Uninstalling ActivCard Gold for CAC - Home Use Yersion

The program features vou selected are being uninstalled.

Please wait while the InstallShisld Wizard uninstalls ActivCard Gaold For CoC -
Haorme Use Yersion. This may take several minukes,

Skakus:

VYalidating install

< Back Tk = Cancel

19
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13) Once the uninstall is complete, you will receive a Finish prompt. Click Finish.

i ActivCard Gold for CAC - Home Use Version - InstallShield Wizard X

InstallShield Wizard Completed

The Inskallshield wizard has successfully uninstalled ActiviCard
Gold For CAC - Home Use Yersion, Click Finish bo exit the
wizard,

14) You will then receive a prompt to restart your computer, to complete the uninstall.
Click Yes.

i® ActivCard Gold for CAC - Home Use Version Inst... |

changes made ko ActiviCard Gold For CAC - Home Lse
Version o take effect. Click ¥es to restart now ar Mo if
wou plan ko reskart lakter,

& You must restart your syskem For the configuration

[——]

3.2 Removal of DoD Root Certificates

During installation, Home Use Middleware also installed DoD root certificates on your
computer. These certificates are necessary to use the PKI. However, when you uninstall
Home Use Middleware, the DoD root certificates remain. Leaving these certificates on
the computer does not cause any problems; however, to remove them, follow these
instructions.

1) Open Internet Explorer.

2) Open Tools, and then click Internet Options.

20
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3) Select the Content tab, click on the Certificates button.

Internet Options

| General | Security | Privacy |

Content Adwizar
Ratings help pou contral the Intemet content that can be
@{ wiewed on this computer.

- Enable.. | | St

Certificates

% |Jze certificates to pozitively identity yourself. certification
@l authonties, and publishers.

Clear 551 State Publishers.

Perzanal infarmation

n, AutoComplete stores previous entries SutoComplete
and suggests matches for you, =

Microsoft Profile desiztant stores wour ty Profile
personal informatian. - =

l Ok ” Cancel l Apply

4) This area is the “Certificate Store” and contains several types of certificates used with
your computer and its applications/programs. There are several tabs at the top of the
certificate store. Select the Intermediate Certification Authorities tab. Highlight the
certificates that start with “DOD” and click the Remove button.

Certificates

Intended purpose: <Al w |

Certificate intended purposes

Wigw

21
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5) When you click Remove, you will see the following prompt, click Yes.

Certificates

Certificabes that are issued by the certification authorities o any lower level certification authorities will no longer be
. trusted, Do you want to delete the certificatels)?

6) Next, select the two ECA Root CA certificates. Scroll down to the two certificates
(ORC ECA and VeriSign Client External Certification Authority), highlight them,
and click the Remove button. DO NOT SELECT OR REMOVE ANY OTHER
CERTIFICATES on this tab.

Certificates |E|E|

Intended purpose: | <Al “ |

Personal | Other Peaple | Intermediate Certification Authorities | Brusted Root Certificatior ¢ *

Issued Ta Issued By Expiratio... = Friendly Name ~
B2 ORC ECA ECA Rook CA 6/15/2010  <MNonex
Eroot Agency Root Agency 12/31/2039  <MNonex
[EdSecurehiet CA SGC ... Raat SGC Authority 10/16/2009  <Mone:
= Thawte Premiom Se... Radt SGC Authority 7i16/2004  <Mone:
E thawte Server Ca Raoot SGC Authority 7i1ef2004  <Mone:
Eurn- DATACorp SGC Root 5GC Autharity 62412019 <MNonex

[Edverisign Class 1 CA... Class 1 Public Primary ... 5/12/2008  <None>
[Edverisign Class 2 CA... Class 2 Public Primary ... 1/6/2004 <Mone =
‘eriSign Client Exte... ECA Root CA 6129)2011 <MNone:>

=

Impatt... Expatt... Advanced...
l I ==

Certificate intended purposes

Wiew

Close

7) Click Yes at the following prompt.

Certificates

Certificates that are issued by the certification autharities or any lower level certification authaorities will no longer be
. trusted, Do you want to delete the certificatels)?

22
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8) Next, select the Trusted Root Certification Authorities tab. Scroll down to the DoD
Class Root CA, the DoD PKI Med Root CA the DoD Root CA 2 and ECA Root CA
certificates. Highlight these certificates only. DO NOT SELECT OR REMOVE
ANY OTHER CERTIFICATES. Click the Remove button.

Certificates
Intended purpose: <Al v |
Intermediate Certification Authoritiesl Trusted Root Certification Autharities | [usted Publ ¢ ¥
Issued To Issued By Expiratio...  Friendly Name 4
[E)Deutsche Telekom ... Deutsche Telekom Ra... 7jaiz019 Deutsche Teleko. ..

[Epeutsche Telekam ... L Fiajz019 Deutsche Teleko,..

[EIDsT (AM Network)...  DST (ANX Network) C&  12/9/2018  DST (AN Netwo...

f
ElpsT (WRFYRoctCA  DST (MRF) RootCa 12{8(2008  DST (National Re...
ElosTiuPsiRrootca DT (UPS) Rootca 12{6(2008  DAT {United Parc...
ElpsT Rootea x1 5T RootCa 41 11/26{2008  DET Rookca ¥1 2

Certificate intended purposes

Wiew

Close

Certificates

Intended purpose: <Al = -

Intermediate Certification Authoritiel Trusted Roat Certification Authorities l rusted Publ 4 *

Issued To Issued By Expiratio,..  Friendly Mame b
DST RookCh w2 DST RoobCh K2 11/27/2008 DST RootCA %2
DSTCA El DaTCa E1 12/10/2018 DSTCAEL
DSTCA E2 DaTCa E2 12/9/2018  DSTCAEZ

DST—Entrust GTICA  DST-Enkrust GTICA 12fgf2018  DST-Emkrust GTI ...
¢ CA ECA Root CA 0 -
Entrust.net Secure ... Entrust.net Secure Se.,,  SJ25,

/2019 Entrust.net Secu,.,
Equifax Secure Cer,., Equifax Secure Certifi,..  §/22/2018  Equifax Secure ...
f
i

2020 Equifax Secure ...

f
Equifax Secure eBu... Equifax Secure eBusin..,  6/20
J2312019  Equifax Securee..,

Equifax Secure eBu,,. Equifax Secure eBusin.,,  6/23

%

Copor ] [eport.. J|_gemve ]

Certificate intended purposes

<hll=
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9) When you click Remove, you will see the following prompt, click Yes.

Certificates

] Deleting system root certificates might prevent some ‘Windows components fram working properly. IF Update Root Certificates is installed, any deleted
. third-party root certificates wil be restored automatically, but the swstem root certificates will not, Do you want to delete the selected certificatels)?

10) You have successfully removed the DoD root certificates. Click Close.
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