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I3P Workshop Report 

1. Introduction 

This paper is a report on the results of an I3P workshop that took place on December 8th, 2005 at the 

Institute for Critical Infrastructure Protection at George Mason University.  The purpose of the workshop 

was to expose participants to work in decision making with respect to intellectual property security risks.  

The following people participated in the workshop; 7 software company security managers, 10 non-profit

security analysis managers, 5 representatives from government agencies, and 8 members of academic 

institutions.  It included a 1 hour presentation on the risks of intellectual property attacks.  The presentation

is included in the appendix.  The next aspect of the workshop was a decision making game wherein players 

chose between two investment alternatives, revenue enhancement or cyber security enhancement.  23 

workshop participants played the game.  The rules of the game are shown below in the identical form 

presented to workshop and game participants.  We would like to emphasize that the game was not a 

controlled experiment. Nonetheless, it provided an opportunity to receive input and feedback from a large 

number of experienced professionals in an organized setting. 
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Computer Security Game Instructions 

 
• The purpose of this computer game is to compare and evaluate cyber security investment 

decisions made by managers with decisions derived through the application of decision 
analysis. The results will be used as part of the design process of a more general decision support 
tool for managers. 

 
The game provides a group of decision-makers from 20 competing companies with a set of parameters 
that surround their cyber security investment decisions related to the protection of Intellectual Property 
(IP) theft. The companies for which the decisions are being made are US-based, each have annual revenue 
of $2bb, and they are all expanding their automated supply chain support systems with non-US based 
suppliers. Based on history it is generally accepted that with the normal levels of investment in security any 
individual company faces a likelihood of a successful attack occurring of about once during a 10 year period. 
• The game runs for a simulated 5-year period with annual management decisions and 

corresponding annual financial simulation results corresponding to the players’ investments in 
cyber security. 

 
• Each player (decision-maker), on an annual basis, has a choice between 2 alternative investments of the 

same dollar amount (five sequential decisions in all). The size of the investment is externally set and 
displayed at the start of the game (e.g., $2mm).  

 Alternative 1 – Invest in enhanced cyber security to reduce the likelihood of IP 
theft. The normal security budget for your company is $10mm per year. This added 
investment will reduce the likelihood of your company’s IP being stolen. The financial 
consequences of successful IP theft reduce the revenue of the company for four years 
by an externally set amount of 2% per year (total of $160mm). The impact of  the 
Alternative 1 investment is to extend the anticipated period for a successful attack by a 
factor of 2.5; i.e., from 10 years to 25 years) 

 Alternative 2 – Invest in enhanced sales capability that results in an externally 
set level of revenue growth for the next four years. (i.e., $2mm increase in the year of 
the investment that sustains itself for all of the remaining years in the game). 

 For the simulated year in question, all players decide on which investment alternative 
to select. A simulation is then run to determine the outcome of IP thefts for each 
player. The simulation determines the IP theft outcomes for each player’s company by 
using the probabilities that are based on the cyber security investment decisions of the 
players.  Security breaches are probabilistic, so that those who do not select the 
cyber security investment alternative will not necessarily experience a breach. 
Similarly, those who invest in the cyber security alternative may experience a 
breach.  All that can be said is that those who invest in the cyber security 
alternative are less likely to experience a breach. 
 

• After all the players make their decisions, everyone sees all companies’ financial outcomes for the 
simulated year of decision-making. In addition, all players see information about any IP theft event 
that occurs during that year through press releases. No player sees another player’s decisions. 

 
• The decision-making process and corresponding simulations are conducted 5 consecutive times 

representing 5 years of decision-making time. 
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2. Game Organization 

The implementation of the game occurred through the use of the Groove collaboration program and 

Microsoft Excel.  The game was based on a probabilistic decision analysis model that compared expected 

financial outcomes for investments in cyber security versus other revenue creation opportunities for the 

same level of investment.  The analysis results in a mathematical decision criterion. Appendix 1 presents the 

analysis. Players were not informed of the criteria, but instead are asked to make investment decisions on 

whatever basis they choose. The game consisted of three separate decision situations (treatments) each 

requiring annual decisions on investments for each of five years (each year considered to be a round). One 

of the treatments was used to calibrate the investment biases of the players. This is accomplished by 

selecting a set of decision parameters that make the two alternate decisions of security or sales enhancement 

equally attractive from a mathematical viewpoint and based on player actual decisions, determining what 

starting decision bias exists. The other two treatments were set up to orient players to different decision 

selections (i.e., one treatment mathematically favors a security investment strategy and the other a revenue 

enhancement strategy).  Players arrived at their computer station where the game instructions for a 

particular treatment were already displayed for them.   After reading the instructions players clicked a start 

button and proceeded to the next form to make their first round decision. The Groove tool allows for the 

creation of forms using a built in design tool, JavaScript, and html.  After selecting one of the two 

alternative decisions, players would click the submit button and advance to a form that allowed the players 

to record their reasoning.  While they completed this form the results were transferred to Excel where the 

results of the round were calculated.  After the results were displayed for all players to see, they moved on to 

the next round’s decision screen.  The players would then submit this decision and would have a further 

form to record their reasoning for this round or they could check that the same reasoning applied as the 

previous round.  Then the decisions would again be transferred to Excel for calculation and display.  This 

process repeated itself for the next three rounds until a total of five rounds had been completed.  At the end 

of the treatment a graph was shown displaying the number of players that invested in each of the 

alternatives in each round (Figure 1).  A second graph was shown that indicated the number of players that 

had changed their decision once, twice, three, or four times (Figure 2).  A final graph showed the integrated 
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revenue results for completed rounds to that point in the game (Figure 3).  This same process was repeated 

for the other two treatments.  

Yearly Decisions for Enhanced Revenue
Investment Incentive 
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Integrated Revenue Results
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Figure 3 
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3. Results 

As indicated above, the workshop consisted of three treatments of the game.  In one of the treatments the 

expected return on the revenue investment was the same as the expected return on the security investment.  

The result of this indifference treatment was a 3 to 1 bias towards investing in developing short term 

increases in company revenue rather than enhanced security (Figure 4).  

 

Yearly Decisions for Calibration of Player Biases
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Figure 4 

Another treatment was set with the expected value of the security investment higher than the expected 

return on the revenue investment.  The instance of security investments doubled compared to the 
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indifference round (Figure 5).  

 

Yearly Decisions for Enhanced Security 
Investment Incentive 
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Figure 5 

The other treatment was configured with the expected value of the revenue investment greater than the 

expected value of the security investment.  The investment decisions for this treatment did not significantly 

differ from the indifference round (Figure 1).   

 The players in the game received a total of 25 successful cyber attacks for the 23 players through 15 

rounds (years) of play (a total of 345 rounds and a successful security attack rate of about one in 14 years 

per company).  Of those attacks 6 resulted in players changing their decisions from the revenue to security 

investment.  Two of the attacks caused players to shift from the security to revenue investment based on a 

presumption that they were not likely to be successfully attacked more than once.  The other 17 attacks did 

not result in players changing their decisions or occurred in one of the last rounds of a treatment.   

4. Player Provided Reasons for Decisions 
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The provided reasons for investment decisions varied widely among the various players in the game.  The 

reasons fall into two categories, revenue enhancement investment rationale and cyber security investment 

rational.  The cyber security investment rationale includes the following reasons.  

 

1) the expected value comparison between the two alternatives, 

2) the perceived probability difference between the two alternative security decisions,  

3) the concern for the potential loss of revenue from a successful attack, 

4) the return on investment comparison between the two alternatives, 

5) successful direct attacks or attacks on other players and  

6) players wanted to protect their prior revenue gains in the five year window of a treatment   

 

The provided reasons for revenue enhancement investments were: 

 

1) willingness to take the cyber attack risk and invest in revenue enhancement,  

2) the certainty of the revenue investment superseded the unlikely chance of a successful cyber 

attack,  

3) the advantage of the way in which revenue gains accumulate over the five year treatment period,  

4) the need to compete with other players in terms of advancing revenues, and 

5) expected value of return on investment calculations. 
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5. Expected Value of Winner and Loser 

 We defined the “winner” as the player (company) that accumulated the most annual revenue over 

the integrated 15 year set of games.  Correspondingly, we defined the “loser” as the player (company) that 

accumulated the least revenue over the integrated 15 year period. We recognize that this biases players 

towards investing in revenue, but judged that this mirrored the that companies face in the real world.  After 

analyzing all results for the three treatments, it was determined that the “winner’s” strategy was to invest in 

revenue for all rounds.  Expected value of this strategy was $29,868mm; the winner received $30,108mm 

(Figure 6).  The probability of maximizing revenue following this strategy is 20.6%.  This is determined by 

computing the probability of no successful attacks in fifteen annual opportunities with a 10% likelihood of 

successful attack per year, assuming independent outcomes from year to year. (See Figure 7). 
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Figure 6 

An analysis of game results interestingly showed that the “loser’s” strategy was also to invest in revenue in 

each round.  The resulting total for this player was $29,708mm.  This player was hit three times during the 
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games and the probability that the player would have been attacked three times was 12.9% (Figure 7).  

 

15 Year Integrated Probability of Successful Cyber Attacks
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Figure 7 

The probability of a player winning who followed a strategy of always investing in enhanced cyber security 

while every other player invested in enhanced revenue is only 0.34%. 
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6. Conclusions 

 Before discussing conclusions, it is important to emphasize that the workshop was not a controlled 

experiment from which statistically justified conclusions could be drawn.  However, it was a unique 

opportunity to obtain inputs from seasoned people who regularly get involved in cyber security investment 

decision-making.  The first conclusion that can be drawn from the results of the workshop is that players 

have a bias towards investing in revenue.  We recognize that the real world aspects of the game biases 

players towards revenue enhancement, but this conclusion is especially interesting given that the workshop 

was organized for people expected to have a tendency to be interested in cyber security enhancement.  A 

second conclusion is that even in the face of the initial bias, players behaved rationally (acted in a 

consistent manner with the mathematical analysis results) when the expected value of the security 

investment exceeded the revenue investment. In fact, the number choosing the security investment 

doubled.  Finally, the bias toward enhancing revenue opportunities did not rise with the scenario 

that favored a revenue investment. 
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7. Discussion of Recommendations 

The workshop resulted in many recommendations from the participants.  Players reported great 

interest in the opportunity-cost oriented framework for decision analysis.  For traceability in decision-

making, players also liked the notion of assumption-driven decision making, even when the assumptions are 

“best guesses”. Players asserted that adding cost side details with regards to particular solution options and 

costs should be incorporated into the game.  Participants also suggested adding conditional probabilities 

about attack likelihoods based on competitor decision-making.  Another suggestion was to add emphasis to 

security expertise being integrated with business expertise to achieve decisions through a decision support 

tool.  Finally, there were suggestions to eventually account for all of the kinds of cyber risks in one game. 
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7. Appendix 1 

Derivation of Decision Criterion 
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8. Appendix 2 
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