Setting Up Your Machine For WAWF

Whether a first time new user, or one who has been using WAWF “forever” and is migrating either from the 2.0D environment to the new 3.0 environment or from one computer system to another, all WAWF users must have their machines set up properly in order to access the application.  Failure to follow all steps as outlined in this document will create an environment that will ensure problems at some point.

Generally WAWF does not require significant setup efforts to access the site. However, because of the nature of the business involved certain configuration settings MUST be set up in accordance with these instructions.  These configuration settings and steps to set them are detailed on this and subsequent pages.

General Steps to configure a machine to use WAWF

1. Verify Hardware adequacy 

2. Install/configure PKI certificates into browser (if needed) 
3. Establish Client Security 
4. Download/install Adobe software per suppliers instructions if needed 

5. Ensure current computer environment is functioning properly 

6. Determine your WAWF working needs and select the link matching the access method  
7. Configure your Internet browser 

8. Establish the train of trust between WAWF and the PKI certificate/CAC 

9. Download/Install/Configure Pure Edge viewer for 2.0D access (if required) 

Step 1:  Ensure Current Hardware Meets WAWF Requirements

Hardware Requirements

The following are the minimum requirements to use WAWF 3.0:

· Pentium or Pentium Pro processor-based computer SVGA Color Monitor (minimum 256 color) 

· 64 MB RAM (minimum) 

· Internet Access 

Note: while WAWF will work with a dial-up access to the Internet, the performance may be unpredictable and may cause loss of connections depending upon the connection speed.

Software Requirements

NOTE: If any software is required for installation/updating to become compliant with WAWF minimum requirements - in all cases you must have authorization/permission to load/install software on your local machine.  If you do NOT have these permissions – contact your local network support personnel to assist you in ensuring your machine is set up for WAWF.
· Operating System 

· Microsoft Windows 98SE 

· Windows NT 4.0 SP6a 

· Windows 2000 

· Windows XP 

· Internet Browser 

· Netscape Navigator (128 bit; ONLY version 4.76, 4.78 and 4.79) 

· Internet Explorer (128 bit) Version 6.0 SP1 or later 

· AOL browser – NOT SUPPORTED 

· Digital Certificate (including CAC) 

· Microsoft Cryptographic Application Programming Interface (Crypto API) Dynamic Linked Library Version 2.0.0.0 

· Miscellaneous Software 

· Adobe Acrobat Reader 4.0 or later 

Step 2:  Install/configure PKI certificates into browser (if needed)

Those users who will be using Digital software certificates or CAC cards to access WAWF MUST ensure that their certificates and/or cards are installed and properly working BEFORE completing this step.

It is beyond the scope of this document to provide instructions on the PKI installation for your local computer setup. If you are having difficulty installing or using your PKI certificate or CAC card contact your local network administration personnel or your Security Office.

Step 3:  Establish Client Security

Physical security is the responsibility of each WAWF user. Terminal security is required for all client machines that access the WAWF servers.  All users should enable the password-protected screen saver function on their workstations. It is recommended that the wait period be set between 15 and 30 minutes.

To set the screen saver function, follow these steps:

1. From the Windows Start Menu, select Start | Settings | Control Panel | Display. 

2. In the Display Properties dialog box, select the Screen Saver tab. 

3. Select a screen saver from the drop-down list. 

4. Check the Password Protected box, click the Change button and enter a password. (The Change button is not required for NT or 2000 users). 

5. Click the Apply button. 

6. Click the OK button to close the dialog box 

Step 4:  Download and Install Acrobat Reader

Acrobat Reader is required to permit the viewing of not only Receiving Report print documents, but also contract documents via the WAWF/EDA link. Note: If you are not permitted to install software on your computer or if you use a LAN version of Netscape or Internet Explorer browsers, contact your network administrator to install and configure the Adobe Acrobat Reader.

WAWF requires Adobe Acrobat Reader 4.0 or higher. Go to the Adobe Acrobat Reader download page (http://www.adobe.com/products/acrobat/readstep.html) and follow the on-screen instructions provided by the download site. There is no specific configuration requirement for Acrobat reader to access WAWF served PDF documents.

Step 5:  Ensure current computer environment is functioning properly

Before attempting to set up your machine for WAWF utilization, ensure that your system is functioning properly.  Check to ensure the following:

· Review the ability of your current system to access the Internet. Can you browse the Internet outside you enterprise firewall and load pages in a timely manner? Are you using a proxy server? Does this significantly slow down your access to the Internet? 

· If you are using a PKI software certificate ensure that you have the ability to authenticate and digitally sign using that certificate.  For users originating from *.mil and *.gov Internet domains, access a DoD site that provides access based on your membership in a community of interest (COI) like the DISA Information Assurance Support Environment (IASE) at URL https://powhatan.iiie.disa.mil/. 

· If a Common Access Card (CAC) is utilized for digital signatures ensure that it is fully functioning with your email and authentication certificates. Ensure that your CAC is able to access the digital signing module properly. 

· WAWF has been specifically tested with the following CAC middleware. 

· Schlumberger CACTUS Middleware 

· Spyrus Rosetta 

· SSP Litronics Netsign CAC 

· ActivCard Gold 

· DataKey CIP 

· If you have a different CAC middleware or in the event a conflict arises out of use of a CAC reader, all questions regarding functional use of that reader and its interaction with WAWF should be directed to the local Network support personnel.  The links below provide additional assistance in troubleshooting CAC middleware/WAWF conflicts: 

· If Army: go to https://setdweb.setd.army.mil for information on installation, configuration and troubleshooting related to your services implementation of CAC. 

· If Navy: go to https://warlord.spawar.navy.mil/ps/?t-main/bc_main.html or http://www.navicp.navy.mil/pki/index.htm for information on installation, configuration and troubleshooting related to your services implementation of CAC. 

· If USMC:  go to http://www.noc.usmc.mil for information on installation, configuration and troubleshooting related to your services implementation of CAC. 

· If Air Force:  go to https://afpki.lackland.af.mil/ for information on installation, configuration and troubleshooting related to your services implementation of CAC. 

· If DoD Agency:  go to http://www.dodpke.com or http://www.c3i.osd.mil/org/sio/ia/pki/ for information on installation, configuration and troubleshooting related to your agencies implementation of CAC.  

Note: Regarding Windows XP use, in terms of PKI on the XP operating system (Home and Professional) the only anomaly is on Windows XP where Class 3 Certificates on CAC cards are reported as having invalid policy. This does not interfere with its operation and is documented in at least two of the user manuals provided by CAC middleware vendors. Class 3 software certificates do not present this exception. JITC at Indian Head, Maryland is responsible for performing and reporting interoperability testing with CAC middleware. The installation processes for XP are identical to those for Windows 2000 Professional. 

Step 6:  Determine your WAWF working needs and select the link matching the access method

Currently there are six general ways to access WAWF. These access methods are based upon the browser used, user authentication and requirements to view documents within the application. 

Using the information below, determine your desired method of accessing WAWF and then click the appropriate link below to access the instructions on how to configure your machine for that access method.

	Browser
	Document View
	Comments

	Internet Explorer
	3.0+ only
	User has IE 6.0 SP1+ installed and only has a need to create documents in the current release of WAWF or to view documents that have been created in the current version of WAWF (after July 2003).

	Internet Explorer
	3.0+ with access to 2.0D
	User has IE 6.0 SP1+ installed and only has a need to create documents in the current release of WAWF or to view documents that have been created in the current version of WAWF (after July 2003) as well as view archived/historical documents that were created prior to July 2003.

	Netscape 4.7x (standalone)
	3.0+
	User has NS 4.7x installed on their local machine and only has a need to create documents in the current release of WAWF or to view documents that have been created in the current version of WAWF (after July 2003).

	Netscape 4.7x (standalone)
	3.0+ with access to 2.0D
	User has NS 4.7x installed on their local machine and only has a need to create documents in the current release of WAWF or to view documents that have been created in the current version of WAWF (after July 2003) as well as view archived/historical documents that were created prior to July 2003.

	Netscape 4.7x (LAN)
	3.0+
	User has NS 4.7x installed via a LAN environment and only has a need to create documents in the current release of WAWF or to view documents that have been created in the current version of WAWF (after July 2003).

	Netscape 4.7x (LAN)
	3.0+ with access to 2.0D
	User has NS 4.7x installed via a LAN environment and only has a need to create documents in the current release of WAWF or to view documents that have been created in the current version of WAWF (after July 2003) as well as view archived/historical documents that were created prior to July 2003.


