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commodity or defense article to
function as designed; or

(3) Is an accessory or attachment used
with an enumerated or referenced
commodity or defense article to enhance
its usefulness or effectiveness.

(b) A “part,” “component,”
“accessory,” or ‘“‘attachment” that
would be controlled by paragraph (a) of
this paragraph is not “specially
designed” if it:

(1) Is enumerated in a USML
paragraph;

(2) Is a single unassembled “part” that
is of a type commonly used in multiple
types of commodities not enumerated
on the CCL or the USML, such as
threaded fasteners (e.g., screws, bolts,
nuts, nut plates, studs, inserts), other
fasteners (e.g., clips, rivets, pins), basic
hardware (e.g., washers, spacers,
insulators, grommets, bushings,
springs), wire, and solder;

(3) Has the same form, fit, and
performance capabilities as a part,
component, accessory, or attachment
used in or with a commodity that:

(i) Is or was in “production” (i.e., not
in “development”); and

(ii) Is either not enumerated on the
CCL or USML, or is enumerated in an
ECCN controlled only for Anti-
Terrorism (AT) reasons;

(4) Was or is being developed with a
reasonable expectation of:

(i) Use in or with commodities
described on the CCL and commodities
not enumerated on the CCL or the
USML; or

(ii) Use in or with commodities not
enumerated on the CCL or the USML; or

(5) Was or is being developed with no
reasonable expectation of use for a
particular application.

Note 1: ‘Enumerated’ means any item (i) on
either the USML or CCL not controlled in a
‘catch-all’ paragraph and (ii) when on the
CCL, controlled by an ECCN for more than
AT-only reasons, except in the context of
paragraph (b)(3), where an item in an ECCN
controlled only for AT reasons is considered
enumerated when it is not controlled in a
‘catch-all’ paragraph. An example of an
‘enumerated’ ECCN is 2A226, which controls
valves with the following three
characteristics: a “nominal size” of 5 mm or
greater; having a bellows seal; and wholly
made of or lined with aluminum, aluminum
alloy, nickel, or nickel alloy containing more
than 60% nickel by weight. The CCL also
contains notes excluding from control parts
and components “specially designed” for
uncontrolled items. Such uncontrolled items
are merely ‘referenced’ and are not
‘enumerated.” Note 2 to ECCN 1A002 is an
example of items excluded from control
based on being “‘specially designed” for a
referenced item.

Note 2: A ‘catch-all’ paragraph is one that
does not refer to specific types of parts,

components, accessories, or attachments but
rather controls non-specific “parts,”
“components,” ‘“‘accessories,” or
“attachments’” because they were “‘specially
designed” for an enumerated item. For
example, ECCN paragraph 9A610.x is a
catch-all, because it controls “parts,”
“components,” “‘accessories,” and
“attachments” “specially designed” for
military aircraft, but does not identify
specific types of parts, components,
accessories, or attachments within its control.
Another example of a ‘catch-all’ is the
heading of 7A102, which controls “specially
designed” components for the gyros
enumerated in 7A102, but does not identify
the specific types of components within its
control.

Note to paragraph (a)(1): Items that as a
result of “development” have properties
peculiarly responsible for achieving or
exceeding the performance levels, functions
or characteristics in a relevant ECCN
paragraph may have properties shared by
different products. For example, ECCN
2B007.a controls “robots” capable in real
time of full three-dimensional image
processing or full-three dimensional ‘scene
analysis’ to generate or modify ‘“programs’’ or
to generate or modify numerical program
data [and specially designed controllers and
“end effectors” therefor]. An example of a
component not meeting the peculiarly
responsible standard under paragraph (a)(1)
is a component that as a result of
“development” has properties that allow the
component to conduct 2D image processing
for use in a “robot.” This component is not
“specially designed” for purposes of 2B007.a
because the component even if used in a
“robot” does not have properties peculiarly
responsible for a “robot” achieving or
exceeding the performance levels, functions
or characteristics in 2B207.a. Conversely,
another component that as a result of
“development,” has properties that allow the
component to perform in real time of full
three-dimensional image processing for use
in a “robot,” is an example of a component
that is peculiarly responsible because as a
result of “development” the component has
a direct and proximate causal relationship in
the “robot” that is central or special for
achieving or exceeding the performance
levels, functions or characteristics identified
in 2B207.a.

Note to paragraph (b)(3): Commodities in
“production” that are subsequently subject to
“development” activities, such as those
pertaining to quality improvements, cost
reductions, or feature enhancements, remain
in “production.” However, any new models
or versions of such commodities developed
from such efforts that change the basic
performance or capability of the commodity
are in “development” until and unless they
enter into “production.”

Note to paragraph (b)(4) and (b)(5): For a
commodity not to be “specially designed” on
the basis of paragraphs (b)(4) or (b)(5),
documents contemporaneous with its
“development,” in their totality, must
establish the elements of paragraphs (b)(4) or
(b)(5). Such documents may include concept

design information, marketing plans,
declarations in patent applications, or
contracts. Absent such documents, the
“commodity” may not be excluded from
being “specially designed” by either
paragraph (b)(4) or (b)(5).

Note to paragraph (b)(5): If you have
“knowledge” that the commodity was or is
being developed for a particular application,
you may not rely on paragraph (b)(5) to
conclude that the commodity was or is not
“specially designed.”

* * * * *

PART 774—[AMENDED]

3. The authority citation for 15 CFR
part 774 continues to read as follows:

Authority: 50 U.S.C. app. 2401 et seq.; 50
U.S.C. 1701 et seq.; 10 U.S.C. 7420; 10 U.S.C.
7430(e); 22 U.S.C. 287c, 22 U.S.C. 3201 et
seq., 22 U.S.C. 6004; 30 U.S.C. 185(s), 185(u);
42 U.S.C. 2139a; 42 U.S.C. 6212; 43 U.S.C.
1354; 15 U.S.C. 1824a; 50 U.S.C. app. 5; 22
U.S.C. 7201 et seq.; 22 U.S.C. 7210; E.O.
13026, 61 FR 58767, 3 CFR, 1996 Comp., p.
228; E.O. 13222, 66 FR 44025, 3 CFR, 2001
Comp., p. 783; Notice of August 12, 2011, 76
FR 50661 (August 16, 2011).

Supplement No. 1 to Part 774
[Amended]

4. In Supplement No. 1 to part 774
(the Commerce Control List) wherever
the term “specially designed” occurs,
add quotation marks around the term
“specially designed.”

Dated: June 6, 2012.
Kevin J. Wolf,

Assistant Secretary for Export
Administration.

[FR Doc. 2012-14475 Filed 6-15-12; 11:15 am]
BILLING CODE 3510-33-P

DEPARTMENT OF COMMERCE

Bureau of Industry and Security

15 CFR Part 774
[Docket No. 120426028—1028-01]
RIN 0694—-AF68

Feasibility of Enumerating ‘“Specially
Desighed” Components

AGENCY: Bureau of Industry and
Security, Commerce.

ACTION: Advanced notice of proposed
rulemaking (ANPRM).

SUMMARY: As part of the President’s
Export Control Reform (ECR) Initiative,
this ANPRM requests comments on the
feasibility of positively identifying
“specially designed” “‘components” on
the Commerce Control List (CCL) so as
to decrease the use of the term, which
appears extensively throughout the CCL,
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and thereby facilitate enhanced public
compliance with the Export
Administration Regulations.
Specifically, the Bureau of Industry and
Security (BIS) is evaluating whether it is
feasible to create exhaustive lists of the
“specially designed” ““components”
referred to in certain Export Control
Classification Numbers on the CCL that
currently use “specially designed”
catch-all paragraphs, and seeks public
input to assist in this evaluation. If BIS
ultimately determines that such lists
might be beneficial, it intends to submit
these findings to the appropriate
multilateral export control regimes in
the normal course of list proposal
changes. The request for comments in
this ANPRM is part of Commerce’s
retrospective plan under EO 13563
completed in August 2011. Commerce’s
full plan can be accessed at: http://
open.commerce.gov/news/2011/08/23/
commerce-plan-retrospective-analysis-
existing-rules.

DATES: Comments must be received by
BIS no later than September 17, 2012.
ADDRESSES: Comments on this advanced
notice of proposed rulemaking may be
submitted to the Federal rulemaking
portal (www.regulations.gov). The
regulations.gov ID for this rule is: BIS—
2012-0022. Written comments on this
advanced notice of proposed
rulemaking may also be submitted via
email to publiccomments@bis.doc.gov
or on paper to Regulatory Policy
Division, Bureau of Industry and
Security, Room 2099B, U.S. Department
of Commerce, 14th St. and Pennsylvania
Ave. NW., Washington, DC 20230.
Please refer to RIN 0694—-AF68 in all
comments and in the subject line of
email comments. All comments must be
in writing. All comments (including any
personal identifiable information) will
be available for public inspection and
copying. Those wishing to comment
anonymously may do so by submitting
their comment via regulations.gov and
leaving the fields for identifying
information blank.

FOR FURTHER INFORMATION CONTACT:
Timothy Mooney, Regulatory Policy
Division, Bureau of Industry and
Security, Department of Commerce,
Phone: (202) 482—-2440, Fax: (202) 482—
3355, Email:
timothy.mooney@bis.doc.gov.

SUPPLEMENTARY INFORMATION

Background

This ANPRM requests comments on a
longer-term project involving
minimizing the use of the term
“specially designed” on the current
Commerce Control List (CCL) by
specifically identifying “‘components.”

Specifically listing “components,” with
multilateral agreement where
appropriate, would make the CCL a
more positive list.

As part of the implementation of the
Export Control Reform (ECR) Initiative,
the Departments of Commerce and State
published rules that proposed, as much
as possible, a common definition of the
term ““specially designed.” A common
definition of “specially designed”
would protect and enhance U.S.
national security interests because the
term ““specially designed” would be
used in the “600 series” that would be
created to control United States
Munitions List (USML) items moved to
the CCL. In addition, the term “specially
designed” is used widely on the current
CCL.

The request for comments in this
ANPRM is part of Commerce’s
retrospective plan under EO 13563
completed in August 2011. Commerce’s
full plan can be accessed at: http://
open.commerce.gov/news/2011/08/23/
commerce-plan-retrospective-analysis-
existing-rules.

Request for Comments on the
Feasibility of Enumerating ‘“Specially
Designed” ‘““Components”

This ANPRM requests comments on
the use of the term ““specially designed”
when applied to “components” outside
of the “600 series” on the CCL.
Specifically, the Bureau of Industry and
Security is evaluating whether it is
feasible to create exhaustive lists of the
“specially designed” “components” in
certain Export Control Classification
Numbers on the CCL that currently use
“specially designed” catch-all
paragraphs. BIS does not believe a
similar approach is needed for ““parts”
controlled on the CCL, but BIS also
requests public comments regarding
whether a similar approach should also
be evaluated for “parts” controlled on
the CCL.

Ultimately, any changes to
multilaterally-controlled CCL entries
would be made in cooperation with the
multilateral export control regimes. This
longer-term project may result
eventually in a reduction in the use of
the term “‘specially designed” outside of
the “600 series” on the CCL if
exhaustive lists of such ‘“‘components”
can be identified and specified. To
assist the public, BIS has identified the
set of ECCN entries that are the best
candidates for taking this approach.

Most of the public comments and
concerns about the July 15 proposed
“specially designed” definition
included in the rule, Proposed Revisions
to the Export Administration
Regulations (EAR): Control of Items the

President Determines No Longer
Warrant Control Under the United
States Munitions List (USML) (76 FR
41958) revolved around references in
the application of the definition to
existing CCL controls on “components”
“specially designed” for a particular
“end item” or purpose. Minimizing use
of the term “specially designed” by
specifically listing controlled
“components” may address some of
these concerns.

As described below, BIS parsed the
CCL and removed all text that does not
directly describe controls on
“components” “‘specially designed” for
an end item or purpose. To make the
analysis easier and more relevant to the
proposed definition of “‘specially
designed,” BIS has not included in this
ANPRM references to such controls in
ECCNs that are controlled for only anti-
terrorism reasons, because the number
of circumstances where a licensing
determination would be affected by
whether a component is EAR99 or AT-
only controlled is relatively small.

BIS has also not included in this
ANPRM the ECCNs where a component
is solely or primarily controlled for
Missile Technology (MT) reasons or
where the MT controls overlap other
controls, such as National Security (NS)
controls. Because the EAR has adopted
the Missile Technology Control
Regime’s definition of the term for such
controls, BIS needs to further evaluate
whether those ECCNs controlled for MT
reasons would also be good candidates
for specifically identifying
“components.” In responding to this
ANPRM, the public may also submit
comments regarding whether they
believe a similar approach would also
be feasible for items controlled for MT
reasons, which BIS will factor into the
evaluation for the scope of this review
project going forward.

Unlike the USML, the CCL does not
contain a broad catch-all control on
essentially all “components” “specially
designed” for any other item identified
on the CCL. You must carefully read
each heading and each subparagraph.
Some catch-all controls are in the
heading and apply by reference to all
items described in the subparagraphs,
such as in ECCN 3B001. Other headings
merely refer to the fact that some of the
subparagraphs contain catch-all controls
“as follows,” such as ECCN 2B001
where only its subparagraph “f”
contains controls on “specially
designed” “components.” (The fact that
a “specially designed” ‘“‘component”
control exists in some of an ECCN’s
subparagraphs means, by negative
implication, that such controls do not
exist in the other subparagraphs in the
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same ECCN.) Some ECCN headings do
not refer to catch-all controls but
individual subparagraphs do, such as in
ECCN 8A002.a. Some ECCNs refer to
specific types of “components”
“specially designed” for other items in
that ECCN, such as 2B005, which limits
its “component” controls to “specially
designed automated handling,
positioning, manipulation and control
components.”

Finally, a few ECCNs, such as 3A292,
contain a specific, positive list of the
types of components that are within the
scope of that ECCN’s controls on
“specially designed” “components.”
Specifically, 3A292 contains a “note”
stating that “[s]pecially designed
components controlled by this item are
the following, for analog oscilloscopes:
1. Plug-in units; 2. External amplifiers;
3. Pre-amplifiers; 4. Sampling devices;
5. Cathode ray tubes.” Thus, only those
particularly identified components are
controlled in that ECCN. Another
example is ECCN 6A002. ECCN
6A002.a.2 controls “‘components”
“specially designed” for “image
intensifier tubes” described in ECCN
6A002.a.2.a. These components are
described in three subparagraphs that
specify the specially designed
components under paragraph a.2.b, as
follows: 1. Microchannel plates having
a hole pitch (center-to-center spacing) of
12 um or less; 2. GaAs or GalnAs
photocathodes; and 3. Other III-V
compound semiconductor
photocathodes. To further refine what
are considered specially designed
components, a “‘note” specifies that
“6A002.a.2.b.3 does not control
compound semiconductor
photocathodes with a maximum radiant
sensitivity of 10 mA/W or less.”

Request for Comments

BIS seeks the advice and suggestions
of the public regarding whether
identifying the specific types of
‘“‘components’’ controlled by the ECCNs
identified below would be of assistance
to exporters. If so, BIS requests public
comment regarding the “‘components”
that should be identified in a positive
list within the scope of the “specially
designed” controls of the ECCNs
identified below. In addition to the
ECCNs identified below, the public may
also submit public comments on other
“specially designed” “component”
references on the CCL where the public
believes a similar approach of
identifying the specific types of
“components” would be feasible. If a
list of such components could be
created, the United States could
consider developing proposals for the
relevant multilateral export control

regimes to control only those
“components” within the scope of the
relevant ECCNSs. BIS does not believe a
similar approach is needed for “parts”
controlled on the CCL, but BIS also
requests public comments regarding
whether a similar approach should also
be evaluated for “parts” controlled on
the CCL.

BIS is particularly interested in
comments from those with technical
expertise related to or experience with
classifying items identified below to
provide advice on those items. The
identified “components” should be
those that have specific performance
parameters or functions which make
them particularly suitable for use in the
controlled items. They should also
include those “components” that are the
essence of the controlled end item.

CCL Entries Where the U.S.
Government Is Evaluating the
Feasibility of Enumerating ‘“‘Specially
Designed” ‘““Components”

In the following list, BIS identifies
ECCNs containing a control on a generic
“component” “specially designed” for
another item. The list does not include
any references to any explanatory notes
that may be germane to classifying an
item against the ECCN. Thus, when
preparing your suggested positive list of
components for BIS to consider
inserting into the ECCN, please read the
whole ECCN for context.

For purposes of this ANPRM, BIS is
using the definition of “component”
from the July 15 proposed rule, as
follows:

“Component.” This is an item that is
useful only when used in conjunction
with an “end item.” Components are
also commonly referred to as
assemblies. For purposes of this
definition an assembly and a component
are the same. There are two types of
“components’: “Major components”
and “minor components.” A ‘“major
component” includes any assembled
element which forms a portion of an
“end item” without which the end item
is inoperable. For example, for an
automobile, components will include
the engine, transmission, and battery. If
you do not have all those items, the
automobile will not function, or
function as effectively. A “minor
component” includes any assembled
element of a “major component.”
“Components” consist of ‘parts.””
References in the CCL to “components”
include both “major components’” and
“minor components.”

List of ECCN “‘Specially Designed”
Paragraphs

1. ECCN 1A004.a controls
“components” ‘“‘specially designed” for
““gas masks, filter canisters and
decontamination equipment therefor,
designed or modified for defense
against” (1) “biological agents ‘adapted
for use in war;’ ”’ (2) “radioactive
materials ‘adapted for use in war;””’ (3)
“chemical warfare (CW) agents;” or (4)
specific “riot control agents” listed in
ECCN 1A004.a.4.

2. ECCN 1A004.c controls
“components” “specially designed” for
“[d]etection systems, specially designed
or modified for detection or
identification of” (1) “[bliological agents
‘adapted for use in war;’”’ (2)
“[r]adioactive materials ‘adapted for use
in war;’” or (3) “[c]hemical warfare
(CW) agents.”

3. ECCN 1A006 controls
“components” ‘“‘specially designed” for
“remotely operated vehicles”” and
“disruptors” “specially designed or
modified for the disposal of improvised
explosive devices.”

4. ECCN 1A008.b controls
“components” “specially designed” for
“linear shaped cutting charges” that
have “an explosive load greater than 40
g/m” and ““a width of 10 mm or more.”

5. ECCN 1B001.e controls
“components” ‘“‘specially designed” for
“[elquipment for producing prepregs
controlled by 1C010.e by the hot melt
method.”

6. ECCN 1B001.f controls
“components” ‘“‘specially designed” for
“[n]on-destructive inspection
equipment specially designed for
‘composite’ materials” as described in
ECCN 1B001.f.1 and f.2.

7. ECCN 1B003.c controls
“components” “‘specially designed” for
“[tlools, dies, molds or fixtures, for
‘superplastic forming’ or ‘diffusion
bonding’ titanium, aluminum or their
alloys, specially designed for the
manufacture of” “airframe or aerospace
structures” or ‘‘aerospace engines.”

8. ECCN 2B003 controls
“components” ‘“‘specially designed” for
‘“[n]Jumerically controlled’ or manual
machine tools * * * specially designed
for the shaving, finishing, grinding or
honing of hardened (R. = 40 or more)
spur, helical and double-helical gears
with a pitch diameter exceeding 1,250
mm and a face width of 15% of pitch
diameter or larger finished to a quality
of AGMA 14 or better (equivalent to ISO
1328 class 3).”

9. ECCN 3A001.c controls
“components” “‘specially designed” for
“[a]coustic wave devices” that have any
of the characteristics described in
3A001.c.l.a., c.1.b, c.l.c,c.2 orc.3.
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10. ECCN 3A003 controls
“components” ‘“‘specially designed” for
“[s]pray cooling thermal management
systems employing closed loop fluid
handling and reconditioning equipment
in a sealed enclosure where a dielectric
fluid is sprayed onto electronic
components using specially designed
spray nozzles that are designed to
maintain electronic components within
their operating temperature range.”

11. ECCN 3A292.d controls
“components” ‘“‘specially designed” for
“[dligital oscilloscopes and transient
recorders, using analog-to-digital
conversion techniques, capable of
storing transients by sequentially
sampling single-shot inputs at
successive intervals of less than 1 ns
(greater than 1 giga-sample per second),
digitizing to 8 bits or greater resolution
and storing 256 or more samples.”

12. ECCN 3B001.a controls
“components” ‘“‘specially designed” for
“equipment designed for epitaxial
growth as follows:” (1) “[e]lquipment
capable of producing a layer of any
material other than silicon with a
thickness uniform to less than +2.5%
across a distance of 75 mm or more;” (2)
“Metal Organic Chemical Vapor
Deposition (MOCVD) reactors specially
designed for compound semiconductor
crystal growth by the chemical reaction
between materials controlled by 3C003
or 3C004;” or (3) “[m]olecular beam
epitaxial growth equipment using gas or
solid sources.”

13. ECCN 3B001.b. controls
“components” ‘“‘specially designed” for
“[elquipment designed for ion
implantation and having any of the
following:” (1) “[a] beam energy
(accelerating voltage) exceeding 1MeV;”
(2) “[bleing specially designed and
optimized to operate at a beam energy
(accelerating voltage) of less than 2
keV;” (3) “[d]irect write capability;” or
(4) “beam energy of 65 keV or more and
a beam current of 45 mA or more for
high energy oxygen implant into a
heated semiconductor material
‘substrate.” ”’

14. ECCN 3B001.c. controls
“components” “specially designed” for
“[a]nisotropic plasma dry etching
equipment”” having all the following:
(1) “[d]esigned or optimized to produce
critical dimensions of 65 nm or less;”
and (2) “[wl]ithin wafer non-uniformity
equal to or less than 10% 3c measured
with an edge exclusion of 2 mm or
less.”

15. ECCN 3B001.e controls
“components” ‘“‘specially designed” for
“[a]lutomatic loading multi-chamber
central wafer handling systems” having
(1) “[ilnterfaces for wafer input and
output, to which more than two

functionally different ‘semiconductor
process tools’ controlled by 3B001.a,
3B001.b, 3B001.c or 3B001.d are
designed to be connected;” and (2)
“[d]esigned to form an integrated system
in a vacuum environment for ‘sequential
multiple wafer processing.””

16. ECCN 3B001.f.1 controls
“components” “specially designed” for
“[1lithography equipment” that
“[a]lign[s] and expose[s] step and repeat
(direct step on wafer) or step and scan
(scanner) equipment for wafer
processing using photo-optical or X-ray
methods and having” any of the
following (a) “light source wavelength
shorter than 245 nm;” or (b) “[c]apable
of producing a pattern with a ‘Minimum
Resolvable Feature size’ (MRF) of 95 nm
or less.”

17. ECCN 3B001.f.2 controls
“components” “specially designed” for
“[ilmprint lithography equipment
capable of production features of 95 nm
or less” described in ECCN 3B001.f.2.

18. ECCN 3B001.£.3 controls
“components” “specially designed” for
“[elquipment specially designed for
mask making or semiconductor device
processing using direct writing
methods, having” all the characteristics
described in ECCN 3B001.f.3.a. and any
of the characteristics described in .b.

19. ECCN 3B002 controls
“components” “specially designed” for
“[t]lest equipment specially designed for
testing finished or unfinished
semiconductor devices as follows
* % %7 (1) “[flor testing S-parameters of
transistor devices at frequencies
exceeding 31.8 GHz;” or (2) “[flor
testing microwave integrated circuits
controlled by 3A001.b.2.”

20. ECCN 4A003.c controls
[e]lectronic assemblies’ specially
designed or modified to be capable of
enhancing performance by aggregation
of processors so that the ‘APP’ of the
aggregation exceeds the limit in
4A003.b.”

21. ECCN 4A003.e controls
“components” “specially designed” for
“[e]lquipment performing analog-to-
digital conversions exceeding the limits
in 3A001.a.5.”

22. ECCN 4A003.g controls
“components” “specially designed” for
“[elquipment specially designed for
aggregating the performance of ‘digital
computers’ by providing external
interconnections which allow
communications at unidirectonal data
rates exceeding 2.0 Gbyte/s per link.”

23. ECCN 4A004 controls
“components” “specially designed” for
(a) “[slystolic array computers;” (b)
“[n]eural computers;” and (c) “[o]ptical
computers.”

X

24. ECCN 5A001.b controls
“components” ‘“‘specially designed” for
“telecommunication systems and
equipment, having any of
“characteristics, functions or features”
described in ECCN 5A001.b.1, b.2, b.3,
b.4,b.5, or b.6.

25. ECCN 5A001.e controls
“components” “‘specially designed” for
radio direction finding equipment
operating at frequencies above 30 MHz
and having (1) “ ‘instantaneous
bandwidth’ of 10 MHz or more;” and (2)
“capable of finding a Line Of Bearing
(LOB) to non-cooperating radio
transmitters with a signal duration of
less than 1 ms.”

26. ECCN 5A001.f controls
“components” “specially designed” for
“[jlamming equipment specially
designed or modified to intentionally
and selectively interfere with, deny,
inhibit, degrade or seduce mobile
telecommunication services and” (1)
“simulate the functions of Radio Access
Network (RAN) equipment;” (2) “detect
and exploit specific characteristics of
the mobile telecommunications protocol
employed (e.g., GSM);” or (3) “exploit
specific characteristics of the mobile
telecommunications protocol employed
(e.g., GSM).”

27. ECCN 5B001.a controls
“components” “‘specially designed” for
“equipment * * * specially designed
for the ‘development’, ‘production’ or
‘use’ of equipment, functions or
features, controlled by 5A001.”

28. ECCN 5B001.b controls
“components” ‘“‘specially designed” for
“equipment * * * specially designed
for the ‘development’ of any of the
following telecommunication
transmission or switching equipment”’
“employing a ‘laser’”” and (a) having “a
transmission wavelength exceeding
1750 nm;” (b) “performing ‘optical
amplification’ using Praseodymium-
Doped Fluoride Fiber Amplifiers
(PDFFA);” (c) “employing coherent
optical transmission or coherent optical
detection techniques (also called optical
heterodyne or homodyne techniques);”
or (d) “employing analog techniques
and having a bandwidth exceeding 2.5
GHz.”

29. ECCN 5B001.b also controls
“components” “specially designed” for
“equipment * * * specially designed
for the ‘development’ of any of the
following telecommunication
transmission or switching equipment”
(a) “radio equipment employing
Quadrature-Amplitude-Modulation
(QAM) techniques above level 256;” or
(b) “equipment employing ‘common
channel signaling’ operating in non-
associated mode of operation.”
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30. ECCN 5A002.a controls
“components” ‘“‘specially designed” for
“systems, equipment, application
specific ‘electronic assemblies’, modules
and integrated circuits for ‘information
security’ ” if they were also “‘specially
designed for ‘information security.””

31. ECCN 6A001.a.1 controls
“components” ‘“‘specially designed” for
“marine acoustic systems” that are
within the scope of ECCN 6A001.a.1.a,
a.1.b,a.1.c., a.1.d, or a.1.e.

32. ECCN 6A001.a.2 controls
“components” “specially designed” for
“passive systems” described in
6A001.a.2.a,a.2.b, a.2.c., a.2.d, a.2.e, or
a.2.f.

33. ECCN 6A004.a.1 controls
“components” *“ ‘specially designed’ for
‘deformable mirrors’ having either
continuous or multi-element surfaces
* * * capable of dynamically
repositioning portions of the surface of
the mirror at rates exceeding 100 Hz.”

34. ECCN 6A005.6.2. controls
‘“‘components” (optical mirrors,
transmissive or partially transmissive
optical or electro-optical components)
“specially designed” for use with
controlled lasers.

35. ECCN 6A203.a controls
“components” “‘specially designed” for
“mechanical rotating mirror cameras”
that are (1) “framing cameras with
recording rates greater than 225,000
frames per second;” or (2) “streak
cameras with writing speeds greater
than 0.5 mm per microsecond.”

36. ECCN 6A998.a controls
“components” “‘specially designed” for
“airborne radar equipment, n.e.s.”

37. ECCN 6A998.b controls
“components” ‘“‘specially designed for
“ ‘space-qualified’ ‘laser’ radar or Light
Detection and Ranging (LIDAR)
equipment specially designed for
surveying or for meteorological
observation.”

38. ECCN 7A008 controls
“components” “‘specially designed” for
“‘underwater sonar navigation systems
using Doppler velocity or correlation
velocity logs integrated with a heading
source and having a positioning
accuracy of equal to or less (better) than
3% of distance traveled ‘Circular Error
Probable’ (‘CEP’).”

39. ECCN 8A002.a controls
“components” ‘“‘specially designed” for
“submersible vehicles and designed to
operate at depths exceeding 1,000 m”
that have (1) “pressure housings or
pressure hulls with a maximum inside
chamber diameter exceeding 1.5 m,” (2)
“direct current propulsion motors or
thrusters,” (3) “umbilical cables, and
connectors therefor, using optical fiber
and having synthetic strength
members,” and (4) “‘components

manufactured from material specified
by ECCN 8C001.”

40. ECCN 9A002 controls
“components” “specially designed” for
‘“‘marine gas turbine engines’ with an
ISO standard continuous power rating
of 24,245 kW or more and a specific fuel
consumption not exceeding 0.219 kg/
kWh in the power range from 35 to
100%.”

41. ECCN 9A003.a controls
“components” and “assemblies” that
“incorporat[e] any of the ‘technologies’
controlled by 9E003.a, 9E003.h or
9E003.i” and were “specially designed”
for gas turbine engines “controlled by
ECCN 9A001.”

42. ECCN 9A003.b controls
“components” and “assemblies” that
“incorporat[e] any of the ‘technologies’
controlled by 9E003.a, 9E003.h or
9E003.i”” and “whose design or
production origins are either countries
in Country Group D:1 or unknown to
the manufacturer.”

Comments should be submitted to BIS
as described in the ADDRESSES section of
this notice by September 17, 2012.

Dated: June 6, 2012.
Kevin J. Wolf,

Assistant Secretary for Export
Administration.

[FR Doc. 2012-14473 Filed 6-15-12; 11:15 am]
BILLING CODE 3510-33-P

FEDERAL TRADE COMMISSION
16 CFR Part 309

Labeling Requirements for Alternative
Fuels and Alternative Fueled Vehicles

AGENCY: Federal Trade Commission
(FTC or Commission).

ACTION: Notice of proposed rulemaking;
request for public comments.

SUMMARY: The Commission seeks public
comment on two amendments to its
“Labeling Requirements for Alternative
Fuels and Alternative Fueled Vehicles”
(“Alternative Fuels Rule” or “Rule”).
Specifically, the proposed amendments
consolidate the FTC’s alternative fueled
vehicle (AFV) labels with new fuel
economy labels required by the
Environmental Protection Agency (EPA)
and the National Highway Traffic Safety
Administration (NHTSA) and eliminate
FTC requirements for used AFV labels.
DATES: Written comments must be
received on or before August 17, 2012.
ADDRESSES: Interested parties are
invited to submit written comments
electronically or in paper form by
following the instructions in section V
of the SUPPLEMENTARY INFORMATION

section below. Comments in electronic
form should be submitted using the
following weblink https://
ftepublic.commentworks.com/ftc/
atlfuelslabelingnprm (and following the
instructions on the web-based form).
Comments filed in paper form should be
mailed or delivered to the following
address: Federal Trade Commission,
Office of the Secretary, Room H-113
(Annex N), 600 Pennsylvania Avenue
NW., Washington, DC 20580, in the
manner detailed in the SUPPLEMENTARY
INFORMATION section below.

FOR FURTHER INFORMATION CONTACT:
Hampton Newsome, (202) 326—2889,
Attorney, Division of Enforcement,
Bureau of Consumer Protection, Federal
Trade Commission, 600 Pennsylvania
Avenue NW., Washington, DC 20580.
SUPPLEMENTARY INFORMATION:

I. Background

The Energy Policy Act of 1992
(“EPAct 92” or ‘““Act’) ? established
federal programs that encourage the
development of alternative fuels and
alternative fueled vehicles (AFVs).
Section 406(a) of the Act directed the
Commission to establish uniform
labeling requirements for alternative
fuels and AFVs. Under the Act, such
labels must provide “appropriate
information with respect to costs and
benefits [of alternative fuels and AFVs],
so as to reasonably enable the consumer
to make choices and comparisons.” In
addition, the required labels must be
“simple and, where appropriate,
consolidated with other labels providing
information to the consumer.” 2

In response to EPAct 92, the
Commission published the Alternative
Fuels Rule in 1995.3 The Rule requires
labels on new and used AFVs that run
on liquid and non-liquid fuels, such as
ethanol and other alcohols including
E85 ethanol-gasoline mixtures, natural
gas, liquefied petroleum gas, hydrogen,
coal-derived liquid fuels, fuels derived
from biological materials (e.g., 100%
biodiesel), and electricity. The labels for
new AFVs disclose the vehicle’s
estimated cruising range (i.e., the travel
distance on a single charge or tank of
fuel), general factors consumers should
consider before buying an AFV, and toll
free telephone numbers and Web sites
for additional information from the
Department of Energy (DOE) and
NHTSA.4 Labels for used AFVs contain

1Public Law 102—486, 106 Stat. 2776 (1992).

242 U.S.C. 13232(a).

360 FR 26926 (May 19, 1995).

4 The Rule requires manufacturers to have a
reasonable basis for the vehicle cruising range, and,
for certain AFVs, specifies the test method for
calculating that range. 16 CFR 309.22.
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July 24, 2012

To: Publiccomments@bis.doc.gov
From: Bill Root waroot23@gmail.com
Subject: Feasibility of Enumerating “Specially Designed” Components RIN 0694-AF68

The June 19, 2012 Advanced Notice of Proposed Rule Making (ANPRM) is a commendable
start on this timely subject.

The ANPRM is unclear as to the criteria which should be applied in selecting components to be
enumerated. It refers to “exhaustive,” “catch-all,” “particularly suitable,” and “essence of the
controlled items.” It also explicitly omits components currently subject to the MT “unique”
definition of “specially designed.”

It is recommended that:

1. The criteria for selecting components be an expanded definition of “required” to
include commodities; and
2. These criteria also apply to components subject to MT controls.

Controls on components transferred from the USML to the CCL may have to be “exhaustive”
“catch-all.” If so, there would be no need for criteria to select which ones to control. The
ANPRM Supplementary Information helpfully confirms the following:
Unlike the USML, the CCL does not contain a broad catch-all control on essentially all
“components” “specially designed” for any other item identified on the CCL.

The only publicly known basis for determining what is “particularly suitable” or the “essence” of
existing CCL controlled items is the text on the CCL of the end items containing the components
being reviewed.“Required” is the only defined term referring to “controlled performance levels,
characteristics or functions” which appear in those texts. If there were other features “particularly
suitable” or the “essence,” the texts of the listed end-items should be amended to include them.
Moreover, although unintended, “suitable” and “essence” could be construed to mean catch-all.
Every component must be “suitable for use in the controlled item.” All components must be
included for a controlled item to function. To achieve the essence of an item, it must be
functional.

Export Administration Act Section 6(1) limits Administration flexibility concerning Missile
Technology controls. However, EAA Section 6(1)(1)(B) provides that Commerce may include
on the CCL goods and technology
“not included in the MTCR Annex but which the United States is proposing to the other
MTCR adherents to have included in the MT Annex.”
A proposal to expand “specially designed” beyond the current MT unique definition (e.g., to
“required”) would be permitted under 6(1)(1)(B). Failure to do so would result in great confusion,
especially for items controlled for both MT and NS reasons.





Attachment 1 comments on the 42 ECCNs or parts thereof listed in the ANPRM.

! There are 17 instances in the MTCR Annex where the term “specially designed components” is
used (6 for production equipment, 6 for inertial systems, 3 for engines, 1 for GPS and 1 for
gravity meters). There is also one use of “component” without “specially designed” (for
vibration test equipment. There are other descriptions of components which do not use the word
“components,” some of which use “designed or modified” rather than “specially designed” (e.g.,
thermal batteries for missiles).





Attachment 1

Comment on the 42 ECCNs in the ANPRM

1. 1A004.a

Gas masks and filter canisters and decontamination equipment therefor desighed-er-rmodified

“required” for defense against biological, radioactive, or chemical warfare agents or specific riot

control agents and speetaHy-desigred components “required” therefor.

Note: 1A004.a includes Powered Air Purifying Respirators (PAPR) that are designed-or

modified “required” for defense against agents or materials, listed in 1A004.a

and

2. 1A004.c

Equipment for detection of biological, radioactive, or chemical warfare agents and speciatty

designed components “required” therefor
At present, the sole distinguishing characteristic for USML vs. CCL jurisdiction is the
inherently ambiguous word “military,” as in military use, military operations, or
compatibility with military equipment. Even if all USML components were moved to the
CCL, they would all continue to be controlled in the “600 series.” Even if non-“600
series” specially designed components were replaced by one or two technically defined
components, all the components of this “commercial” equipment would continue to be
controlled unless they were unique to the commercial equipment. This is because of the
condition in 1A004 Related Controls that commercial equipment that incorporates
components or parts controlled under USML Category XIV(f) is subject to DDTC
jurisdiction unless those components or parts are:(1) integral to the device, (2)
inseparable from the device, and (3) incapable of replacement without compromising the
effectiveness of the device. Unless that condition is changed, there would seem to be
little point in spending time and effort on identifying one or two components of
commercial equipment which might replace 1A004.a or .c specially designed
components.

3. 1A006
Remotely operated vehicles and disruptors speeiathy-designred-er-medified “required” for the
disposal of improvised explosive devices and speeially-desighed components and-aceesseries
“required” therefor.
At present, the CCL states that equipment specially designed for military use for the
disposal of improvised explosive devices is subject to DDTC licensing jurisdiction
Category IV. The word “military” is inherently ambiguous. The closest language to
1A006 in USML Category IV is part (c), which reads:
Apparatus, devices, and materials for the handling, control, activation, monitoring,
detection, protection, discharge, or detonation of the articles in paragraphs (a) and (b) of
this category (See 121.5).
and part (h), which reads:
All specifically designed or modified components, parts, accessories, attachments,
and associated equipment for the articles in this category.





No portion of Category IV or 121.5 contains the words “disposal” nor “improvised
explosive devices.”

A proposed rule to transfer some items from Category IV to the CCL “600 series” is
expected soon. It might transfer some or all components of IED disposal equipment now
construed to be on the USML. If so, the catch-all feature of parts a.2 and a.3 in the June
19 proposed definition of “specially designed” would apply to the transferred
components.

It is not known whether DDTC would apply to 1A006 the rule described in 1LA004
Related Controls. That rule would limit any clarification that a license is not required for
some components or accessories of commercial IED disposal equipment to those which
are unique to commercial equipment. There is a little more, but not much more, point
in 1A006 than in 1A004.a or .c to spending time and effort on identifying one or two
components or accessories of commercial I1ED disposal equipment which might
replace 1A006 specially designed components or accessories.

The ANPRM does not mention accessories. However, inclusion of 1A006 provides an
opportunity to comment on whether there are any specially designed accessories,

4. 1A008.b
Linear shaped cutting charges having an exploswe load greater than 40g/m and a width of 10
mm or more and specialy-desigred components “required” therefor.
1A008 Related Controls states DDTC jurisdiction for:
Shaped charges that have all of the following: a uniform shaped conical liner with an
included angle of 90 degrees or less , more than 2.0 kg of controlled materials, and a
diameter exceeding 4.5 inches.
These words were not found in the current USML nor in the May 2, 2012, proposed rule to
revise Category V.
It makes considerable sense to explore the feasibility of replacing “specially designed
components therefor” with technical descriptions of components needed to achieve or
exceed the 1A008.b limits while excluding the DDTC jurisdiction technical parameters
stated in the CCL.

5. 1B00l.e

Equipment for producing prepregs controlled by 1C010.e by the hot melt method and speeiaty

desighed components and-aceesseries “required” therefor
and

6. 1B001.f

Non-destructive inspection equipment speetathy-desigred “required” for “composite” materials

as follows, and speetally-desighed components and-aceesseries “required” therefor

f.1 X-ray tomography systems for three dimensional defect inspection;

f.2 Numerically controlled ultrasonic testing machines of which the motions for positioning
transmitters or receivers are simultaneously coordinated and programmed in four or more
axes to follow the three dimensional contours of the components under inspection.

The structure of 1B001.f is ambiguous because of the omission of either
“and” or “or” to connect f.1 and f.2. Any technical response to this item in the





ANPRM should specify whether “and” or “or” is assumed.
ECCNs 1B001.e and .f and 1C010.e include numerous technical parameters. There are no DDTC
jurisdiction carve-outs from 1B001. It makes considerable sense to explore the feasibility of
replacing “specially designed components therefor” with technical descriptions of
components needed to achieve or exceed the 1B001.e and 1C010.e limits for 1B001.e or the
1B001.f heading and f.1 and/or f.2 limits for 1B001.f.
This item presents an opportunity to comment on whether 1B001.e or .f include any specially
designed accessories.

7. 1B003.c

Tools, dies, molds, or fittings, for “superplastic forming” or “diffusion bonding” titanium,

aluminum or their alloys, speciaty-designed “required” for the manufacture of specially

designed components “required” for airframe or acrospace structures or “aircraft” or aerospace

engines.
The June 19 ANPRM incorrectly describes 1B003.c as controlling components specially
designed for tools, dies, molds, or fittings. This ECCN limits controlled tools, etc., to
those specially designed for the manufacture of specially designed components of air or
aerospace structures or engines. It does not control any specially designed components.
Therefore, there is little point in identifying which components of air or aerospace
structures or engines should be technically identified as a substitute for specially
designed. There may be a marginal benefit to simply deleting specially designed as a
modifier of components in 1B003.c. More importantly, there would be considerable
benefit from determining whether there is any point in retaining specially designed
as a modifier of tools, etc., for the manufacture of air or aerospace structures or
engines or their components. Perhaps the definitions of “superplastic forming” and
“diffusion bonding” and the limitation to titanium, aluminum or their alloys are enough to
identify which tools, etc., are reasonably controlled.

The 1B003 Related Controls cross reference to 9B115 implies that 1B003 does not
control what is controlled by 9B115. However, the usual construct in the CCL would be
to identify the portion of 1B003 which is also described in 9B115 as controlled for MT
reasons and to add to 9B115 “not controlled by 1B003.” In any event, inclusion of 1B003
in the ANPRM is inconsistent with the Supplementary Information that ECCNs where
MT controls overlap NS controls are omitted. However, inclusion of 1B003 provides an
opportunity to comment on the technical problem of identifying which tools, etc., are
described in 9B115 and which are not.

8. 2B003
Machine tools, and speeialhy-desighed components;-contrels-and-acecesseries “required” therefor,
spectathy-desighed “required” for the shaving, finishing, grinding or honing of technically
described gears.
The first questions to be addressed are whether the technical description of the gears is a
sufficient basis for deleting specially designed both as a modifier for tools and as a
modifier for components. The ANPRM also provides an opportunity to explore whether





there are any specially designed accessories. “Controls” are necessary for the operation of
end-items. They are, therefore, not “accessories” or “attachments,” as defined in the June
19, 2012, proposed rule. So, they must be a subset of “components,” even though they are
not mentioned in the July 15, 2011, proposed rule definition of “components.” However,
a technically defined control (e.g., closed loop) might be a candidate for a component
which would help to justify deletion of “specially designed” (or “required”).

9. 3A001.c

Acoustic wave devices as follows and speeialy-designed components “required” therefor
The ANPRM refers to any of the characteristics described in 3A001.c.1.a, c.1.b, c.1.c, c.2
or c.3. However, c.1.b includes four variants and c.1.c includes three variants.
Moreover, the analyses of each of these variants must take into consideration the Note
that 3A001.c does not control devices limited to a single band pass, low pass, high pass
or notch filtering, or resonating function. Analyses should also consider possible
technical overlaps with ECCNs 5A001.b.1.a or 6A001. None of these ECCNs refers to
related USML coverage. However, analyses should also consider Category XX.c and
December 23, 2011 proposals to revise Category XX and establish ECCN 8A620.

10.  3A003

Spray cooling thermal management systems employing closed loop fluid handling and

reconditioning equipment in a sealed enclosure where a dielectric fluid is sprayed onto electronic

components using specialy-designed spray nozzles “required” therefor that are-designed-te

maintain electronic components within their operating temperature range, and speciathy-designed

components “required” therefor
The accompanying text suggests that “specially designed spray nozzles” could be
changed to “spray nozzles “required” therefor” and that “are designed to” could simply
be deleted. Although unlikely, 2B005 spraying equipment for non-electronic substrates
and 2B352.h spraying equipment for fitting to aircraft may have some relevance.
Perhaps “and specially designed components therefor” could simply be deleted. The
existing text already includes the significant components of closed loop equipment in a
sealed enclosure and spray nozzles.

11. 3A292d
Digital oscilloscopes and transient recorders using analog-to-digital conversion techniques,
eapable-of storing transients by sequentially sampling single shot inputs at successive intervals of
less than 1 ns (greater than 1 giga sample per second) , digitizing to 8 bits or greater resolution,
and storing 256 or more samples and speecialy-desigred components “required” therefor
This item should probably be given a low priority. The only non-AT countries to which a
license is required are Iraq, Israel, Libya, and Pakistan, although a license is required to
China if for military use.

12-18 3B001
Equipment for the manufacturing of semiconductor devices or materials, as follows, and

spectalhy-desighed components and-aceesseries “required” therefor





a Equipment-desighed “required” for epitaxial growth
a.l  capableof producing a layer of any material other than silicon with a thickness uniform

to less than 2.5% across a distance of 75 mm or more;
Note a.1 includes atomic layer epitaxy equipment.

a.2 Metal Organic Chemical VVapor Deposition reactors spectathy-designed “required” for
compound semiconductor crystal growth by the chemical reaction between materials
controlled by 3C003 or 3C004; or

a.3 Molecular beam epitaxial growth equipment using gas or solid sources;

b. Equipment-desighed “required” for ion implementation and having any of the following:
b.1 A beam energy (accelerating voltage) exceeding 1 MeV;

b.2  Beingspecially-designed-and-optimized-to-operate Operating at a beam energy
(accelerating voltage) of less than 2 keV;

b.3  Direct writing capability; or

b.4 A beam energy of 65 keV or more and a beam current of 56 mA or more for a high
energy oxygen implant into a heated semiconductor material “substrate”;

c Anisotropic plasma dry etching equment

c.l  Desighed-eroptimized “required” to produce critical dimensions of 65 nm or less; and

c.2  Within-wafer non-uniformity equal to or less than ..

e. Automatic loading multi-chamber central wafer handling systems having

e.l Interfaces for wafer input and output, to which more than two functionally different
‘semiconductor process tools’ controlled by 3B001.a, b, or ¢ are desighed-to-be
connected; and
Note: 3B001.e does not control automatic robotic wafer handling systems speciaty
designed for parallel wafer processing.

e.2  Desighed “required” to form an integrated system in a vacuum environment for

‘sequential multiple wafer processing’;

f Lithography equipment

f.l Align and expose step and repeat (direct step on wafer) or step and scan (scanner)
equipment for wafer processing using photo-optical or X-ray methods and having either:

f.1.a Having A light source wavelength shorter than 245 nm; or

f.1.b Gapable-ef producing a pattern with a “Minimum Resolvable Feature size” of 95 nm or
less;

f.2 Imprint lithography equipment eapable-ef-production producing features of 95 nm or less

.3 Equipment specialy-designed “required” for mask making or semiconductor device
processing using direct writing methods

f.3.a Using deflected focused electron beam, ion beam or “laser” beam;

f.3.b  hawing any of the following:

£.3.b.1 having a spot size smaller than 0.2 micrometer;

f.3.b.2 eapable-of producing a pattern with a feature size of less than 1 micrometer; or

£.3.b.3 having an overlay accuracy of better than + 0.20 micrometer (3 sigma)

This exercise provides an opportunity to consider whether there are any 3B001 specially

designed accessories.

Re 3B001.a epitaxial growth, see also 6C002.b

Re 3B001.b ion implementation, see also 2B005.b





Re 3B00L.f lithography components, see also 3B001.i

Re 3B001.f..3.a electron beam, see also 0B001.g.1, 2B001.e.1.b, 2B005.c, 3B992.b.5, 3C002.b
Re 3B001.f.3.a ion beam, see also 3B992.b.6 and 3C002.b

Re 3B001.f.3.a “laser” beam, see also 2B001.e.1.c, 2B006.b.1.c, 2B008.a, 3B992.b.5

19.  3B002
Test equipment speetathy-desighed “required” for testing S-parameters of transistor devices at
frequencies exceeding 31.8 GHz or microwave integrated circuits controlled by 3A001.b.2 and
spectalhy-desighed components and-aceesseries “required” therefor
3A001.b.2.a,b,c,d,e,f control microwave integrated circuits rated for operation at six
different frequency ranges with output power limits declining as frequency limits rise.
3A001.b.2 Note 3: Notes 1 and 2 following the Category 3 heading for product group A
.. mean that 3A001.b.2 does not control MMICs if they are speciathy-designed for other
applications, e.g., telecommunications, radar, automobiles.
Category 3 A Note 1: The controls status of equipment and components described in
3A001 or 3A002, other than (parts of 3A001.a), which-are-speciathy-desighed-foror
which have the same functional characteristics as other equipment is determined by the
control status of the other equipment.
3A001 A Note 2: The control status of integrated circuits described in (parts of 3A001.a)
that are unalterably programmed er-designed-fora-specific-function for other equipment
is determined by the control status of the other equipment.
This exercise provides an opportunity to consider whether there are any 3B002 specially
designed accessories.
Category 3 A Note 2 does not apply to 3A001.b, even though it is cited in Note 3 to 3A001.b.
Category 3 A Note 1, which does apply to 3A001.b, equates specially designed, in describing
what is not controlled, with “same functional characteristics.” This logically means that
specially designed in both these Notes does not limit the scope of what is not controlled by
3A002.b . Therefore, specially designed could simply be deleted from those Notes. This is only
indirectly relevant to the remaining scope of 3A002.b, which uses rated, rather than specially
designed, to describe what is controlled. It is even less directly relevant to the meaning of
specially designed as a modifier of components in 3B002. So we are left with only the arguments
in the cover memo to this Attachment for using “required” as the criterion for identifying
technically components which might replace specially designed.

20.  4A003.c

“Electronic assemblies” i i Hi aneing “required” to
enhance performance by aggregatlon of processors so that the “APP” of the aggregation exceeds
the limit in 4A003.b.

“Usable in”, “usable for”, “usable as” or “capable of” (MTCR context) ... suitable for a particular
purpose. There is no need for ... to have been configured, modified or specified for the particular
purpose. ...

This is the first indication that the Export Control Reform will expand to include
the status of components which are not referred to as “components” (such as “electronic
assemblies”) and expressions similar to specially designed, but not identical to specially





designed (such as specially designed or modified). It is an awkward example, because it
links “specially designed or modified” with “capable of.” The definition of “capable of”
is equated with “usable in.” All components are usable in the end-item which contains
them. Therefore, “capable of” is the antithesis of other expressions to distinguish what is
and what is not controlled (such as the a.1 portion of the June 19 proposed definition of
“specially designed”). Inclusion of 4A003.c in the June 19 feasibility exercise assumes
that “specially designed or modified” is to be construed to be the same as “specially
designed.” Therefore, the only way to make sense of 4A003.c would be to change the
oxymoron combination “specially designed or modified to be capable of” to “required.”
In the non-export control world, “specially designed or modified to be capable of” makes
sense. But it makes no sense in the export control world of defined terms.

The ANPRM omits the applicability to 4A003.c of “specially designed components
therefor” in the heading of 4A003. There are undoubtedly many components of 4A003.c
electronic assemblies which have nothing to do with enhancing performance to exceed
the 4A003.b limit. It does not follow that there are a few components of such assemblies
which are responsible for achieving that objective. It might be that it is only the
combination of the components into that assembly which can do the job. Technical
experts could reasonably be asked whether deletion of the applicability to 4A003.c of
components in the 4A003 heading would be justified or whether there is one (or more)
component(s) of such assemblies which is responsible for achieving the objective.

21 4A003.e

Equipment performing analog-to-digital conversions exceeding the limits in 3A001.a.5.a.1, 2, 3,

4, or 5 and specially-desighed components “required” therefor
3A001.a.5 consists of a.5.a, which controls analog to digital converters having any of five
technical characteristics, and a.5.b, re digital to analog converters which are not relevant
to 4A003.e. So, 3A001.a.5 should be changed to 3A001.a.5.a.1,2,3,4, or .5 in 4A003.e.
The question as to whether there are technically described components to replace
specially designed should be asked for each of the five parts of 3A001.a.5.a.

22 4A003.9

Equipment specialhy-designed for aggregating the performance of digital computers by providing

external interconnections which allow communications at unidirectional data rates exceeding 2.0

Gbyte/s per link and speetathy-designed components “required” therefor
For consistency with the a.1 portion of the June 19 proposed definition of “specially
designed,” that term would be changed to “required” when modifying “Equipment.”
Perhaps the term could simply be deleted as a modifier of “Equipment,” given the
technical details in 4A003.g. Since that “Equipment” is a component of a computer
system, perhaps the applicability of “and specially designed components thereof” in the
4A003 heading to sub-item 4A003.g could be removed.

23 4A004

Systolic array, neural, and optical computers and specialhy-designedrelated-equipment;
“eleetronic-assemblies™and components “required” therefor
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“Electronic assemblies” is defined as “a number of electronic components ...” Moreover,
the July 15, 2011, proposed rule definition of “component” includes: “For purposes of
this definition, an assembly and a component are the same.” Therefore,
“electronicassemblies” in 4A004 is redundant and should be deleted from 4A004.

The term “related equipment” also appears in 4A003. However, in 4A003 it precedes “as
follows” and is, therefore, limited to separately defined sub-items 4A003.e (analog to
digital converters) and 4A003.g (interconnections for communications). There is no such
limitation of “related equipment” in 4A004. Unless there are examples of “related
equipment” for 4A004 which should be controlled, the term should be deleted from
4A004.

Neural components already controlled are described in 3A001.a.9.

Optical components already controlled are described in 2B002, 3A001.a.6, 5A001.c,
6A001.a.2.a.3.a, 6A002.d.3, 6A003.b.1.b.1 and b.1.h.2, 6A004, and 6A108.b.2. This list
is undoubtedly incomplete.

A dictionary definition of “systolic” is “having to do with contraction of the heart.”
Medical equipment is often explicitly excluded from export controls.

24 5A001.b
Telecommunications systems and equipment described in b.1.a,b,c,d; b.2; b.3.a,b; b.4.a,b; b.5; or
b.6 and specially-desighed components and-aceessories “required” therefor.
Years ago accessories were removed from computer controls, because no accessories of
concern had been identified. Perhaps accessories should similarly be removed from
5A001.
Priority might be given to b.3 and b.5, since b.1,2,4,6 are eligible for both GBS and CIV.
Re b.3, see also 5A002.a.5 and USML XI(b)(1).

25 5A001.e
Radio equipment at frequencies above 30 MHz, “instantaneous bandwidth” of 10 MHz of more,
and finding a line of bearing to non-cooperating transmitters with a signal duration of less than 1
ms and speeially-designed components “required” therefor
5A001 Related Controls states that 5A001.e is subject to the export licensing authority of
the Department of State.

26 5A001.f

Jamming equipment specialy-designed-or-medified “required” to intentionathy-and selectively

interfere with, deny, inhibit, degrade or seduce mobile telecommunications services and

f.1 simulate the functions of radio access network equipment,

f.2 detect and exploit specific characteristics of the mobile telecommunications protocol
employed, or

f.3 exploit specific characteristics of the mobile telecommunications protocol employed
and speetally-desighed components “required” therefor

5A001.f is eligible for both GBS and CIV. 5A001 Related Controls does not mention that

Department of State jurisdiction applies to 5A001.f. However, some might construe it as being

covered by USML Category Xl.a.i and a.ii active and passive (electronic) countermeasures and
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counter-countermeasures.

27. 5B00l.a
Equipment speciathy-designed “required” for the “development”, or “production” ex-use” of
equipment, functions or features controlled by 5A001 and speetally-desighed components e
aecessories “required” therefor
The heading of 5A001 is limited to test, inspection, and production. The “use” portion of
5B001.a is not included in that heading.
All of 5B001 is eligible for both GBS and CIV.

28,29 5B001.b

Equipment speciathy-designed “required” for the “development” of:

b.2  Equipment employing a “laser” and having

b.2.a A transmission wavelength exceeding 1750 nm

b.2.b  “optical amplification” using praseodymium-doped fluoride fiber amplifiers;

b.2.c coherent optical transmission or coherent optical detection techniques; or
Note: 5B001.b.2.c applies to equipment speciaty-designed “required” for the
“development” of systems using an optical local oscillator in the receiving side to
synchronize with a carrier “laser.”

b.2.d analog techniques and having a bandwidth exceeding 2.5 Ghz;
Note: 5B001.b.2.d does not include equipment specialy-designed rated for the
“development” of commercial TV systems.

b.4  radio equipment employing Quadrature-Amplitude Modulation (QAM) techniques above
level 256; or

b.5  equipment employing “common channel signaling” operating in non-associated mode of

operation.
All of 5B002 is eligible for both GBS and CIV.

30. 5A002
The ANPRM states:

5A002.a controls “components” “specially designed” for “systems, equipment,

application specific ‘electronic assemblies’, modules and integrated circuits for

‘information security’” if they were also “specially designed” for ‘information security.’”
However, the heading of 5A002 reads:

“Information security” systems, equipment and components therefor, as follows:
Therefore, the 5A002 heading limits ECCN 5A002 control of components to those for systems
or equipment. SA002.a literally asserts control of components for “electronic assemblies”,
modules and integrated circuits, which are all types of components. This assertion goes beyond
the limitation of component controls in the 5A002 heading.

The following changes in 5A002.a and its related Notes and definitions are suggested as a
necessary starting point for technicians trying to identify positively 5A002.a components as a
substitute for the specially designed modifier of components.

29 ¢¢

Note: 5A002 does not control any of the following ...





(a)(1)
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... The eryptographic-capabity cryptography is restricted ...

(@)(1)1 It is speciathy-designed-and-Hmited rated to allow protection ...

(2)(1)2 Hasbeen;-orcan-enly-be; It is personalized ...

(@)(1)3 Where the eryptographic-capability c ygtograghy is not user-accessible;

(@)(2) ‘Readers/writers’ specialy-designed-or-meodified,and-Hmited,; rated for items specified by

(d)
(€)
()
(@)
(i)
)

a.l

a.2
a.d

a5

(a)(1) of this Note.
Cryptographic equipment speeialy-desighed-and-Hmited rated for banking use or ‘money

transactions’;..

Portable or moblle radiotelephones fer-eivi-use{e-g—foruse-with-commercial-civil
celularradio-communication-systems) that are not eapable-ef “required” for ..
Cordless telephone equipment not eapable-of “required” for .. aeeedeg—te—the

mantfactarer’s-speetfications,
. devices fer-eiviuse, that implement only published or commercial cryptographic

standards

eapabm%y—ls-hm#ed—te function is rated for ... aceordingto-the-manufacturer’s
speemea&lens

...cryptographic-capabiity cryptography ...
Systems and eqUIpment—&pphe&Heﬂ—spee}ﬁ%eleetremc—assembhes—medtﬂes—aﬂd

speeral-l—ydeagned re LIII'ed for lnfOI‘matlon securlty” as foIIows and components
(including “electronic assemblies”, modules and integrated circuits) “required” therefor:
“Electronic assembly” a number of electronic components ... connected together-te

pe#e#m—(a)—speemc—funeuenes) replaceable as an entity and-nrermally-capable-of-being
Desrgﬂed—er—med-l-ﬁed—te—h%er—ypmgltaph{yﬁ employing digital techniques performing

any cryptographic function other than authentication or digital signature and having any

of the following:

Technical Notes:

1. Authentication and digital signature functions include theiassociated key
management function.

2. Authentication includes all aspects of access control where there is no encryption

of files or text except as-directhy+related-to for the protection of passwords,
Personal Identification Numbers (PINSs), or similar data to prevent unauthorized

access.
3. “Cryptography” does not include “fixed” data compression or coding techniques.
“Fixed” ... ean does not accept externally supplied parameters ... ard-cannot-be-modified
by-the-user,

Note:5A002.a.1 includes equipment-designed-ormeodified-to-use “cryptography”
equipment employing analog principles when implemented with digital techniques.

Designed-er-modified-toperform performing cryptanalytic functions;

Specialhy-designed-er-meodified-tereduce reducing the compromising emanations of

information-bearing signals beyond what is necessary for health, safety or
electromagnetic interference standards;

Desighed-er-modified-te-use Employing cryptographic techniques to generate the
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spreading code for “spread spectrum” systems, not controlled in 5A002.a.6, including the
hopping code for “frequency hopping” systems;

a.6  Desighed-ormeodified-to-use Employing cryptographic techniques to generate
channelizing codes, scrambling codes or network identification codes, for systems using
ultra-wideband modulation techniques and having any of the following: ...

a.7 Non-cryptographic information and communications technology (ICT) security systems
and devices evaluated to an assurance level exceeding class EAL-6 (evaluation assurance
level) of the Common Criteria (CC) or equivalent;

a.8 Communications cable systems desighed-ormedified using mechanical, electrical or
electronic means to detect surreptitious intrusion;

Note: 5A002.a.8 applies only to physical layer security.

a.9  Desighed-ormeodified-to-use Employing ‘quantum cryptography’.

31,32 6A001.
The ANPRM states:
ECCN 6A001.a.1 controls “components” “specially designed” for “marine acoustic
systems that are within the scope of (a.1.a,b,c,d, or e) and
ECCN 6A001.a.2 controls “components” “specially designed” for “passive systems”
described in (a.2.a,b,c,d,e,or 1)
However, both a.1 and a.2 are marine acoustic systems, per the heading of 6A001.a. The
distinction between the two is that a.1 is active and a.2 is passive.
Moreover, the references to components in the headings of 6A001, 6A001.a, 6A001.a.1, and
6A001.a.2 all come before “as follows”. Furthermore, what follows does not distinguish between
systems and equipment on the one hand and components on the other hand. Indeed, the word
“components” does not appear in any of the sub-sub-items of a.1 or a.2.
The following changes related to specially designed or similar expressions in 6A001, 6A001,a,
6A001.a.1, and 6A001.a.2 and their related sub-sub-items, Notes and definitions are suggested.
But there is no need for technicians to try to identify positively 6A001.a.1 and a.2 components
as a substitute for the specially designed modifier of components. This is because the existing
language of 6A001.a.1 and a.2 already accomplishes that task.

6A001
Acoustic systems, equipment and components, as follows
a. Marine acoustic systems, equipment and specialhy-desighed components therefer, as
follows:
a.l  Active (transmitting or transmitting and receiving) systems, equipment and speciaty
designed components therefor, as follows:
Note: 6A001.a.1 does not control equipment as follows: ...
b.2  Pingers specialy-designed for relocating or returning to an underwater position.
a.1.a.1 Surface vessel survey equipment desigred-“required” for sea bed topographic mapping

alala Desighed-to-take-measurements Measuring ...

a.lalb Designed-to-measure Measuring ....
a.1.a.2 Underwater survey equipment designed “required” for seabed topographic mapping ...
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a.l.az2a Desighed-or-medified-to-operate Operating at depths ...
a.1.a.3 Side Scan Sonar or Synthetic Aperture Sonar designed “required” for seabed imaging ...

a.l.a3.a Desighed-or-medified-to-operate Operating at depths ...
a.l.b Systems or transmitting and receiving arrays desigred for object detection or location,
having any of the following

a.1.b.5 Desighed-to-operate Operating with an unambiguous display range ....

a.1.b.6 Besighed-te-withstand Withstanding pressure ...
a.1.c  Acoustic projectors ...operating individually or in a designed combination and ...

Notes:
1. The control status of acoustic projectors ... speciaHy-designed for other equipment
is determined by the control status of the other equipment.
a.1.d Acoustic systems and equipment;-designed “required” to determine the position of ...
Note: 6A001.a.1.d includes:
b. Equipment eapable-ef automatically correcting ..
a.l.e Active individual sonars, speera#y—eleslgned—er—medmed ‘required” to detect, locate and
automatically classify swimmers or divers
N.B. For diver detection systems speciaHy-designed for military use, see the U.S.
Munitions List ...
a.2 Passive systems, equipment and speetally-desigred components therefor, as follows:
a.2.a Hydrophones
Note: The control status of hydrophones speciathy-designed for other equipment is
determined by the control status of the other equipment

a.2.a.5 Desighed-te-eperate Operating ...

a.2.a.6 Desighedforoperation Operating ...

a.2.c Processing equipment, speciathy-designed “required” for towed acoustic hydrophone
arrays, having ...

a.2.d.2 Designed—teﬁpe#ate Operating at depths ...

a.2.e.2.a Designed-to-operate Operating at depths ...

a.2.e2.b Capable-ef-being-operationathy-interchanged-with Permitting change of towed

acoustic hydrophone array modules during operatlons

a.2.f  Processing equipment, speetathy-desigred “required” for bottom or bay cable systems,
having ...
Note: 6A001.a.2 also applies to receiving equipment, whether or not related in

normal application to separate active equipmentand-specialhy-designed-compenents

therefor controlled systems, equipment, or components.

33.  6A004
Optical equipment and components, as follows:
a Optical mirrors (reflectors) as follows:

a.l “Deformable mirrors” having either continuous or multi-element surfaces, and specially
designed components therefor, capable of dynamically repositioning portions of the
surface of the mirror at rates exceeding 100 Hz

Both 6A004.a.1 and the ANPRM restatement of that sub-item are ambiguous grammatically as

to whether dynamically repositioning portions of the surface of the mirror ... modifies the control
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of mirrors or the control of mirror components. However, substantively, “capable of” is

inconsistent with “specially designed.” So, the following revision of 6A004.a.1 is recommended

as a starting point for technicians to try to identify components which would permit deletion of

specially designed.

a.l “Deformable mirrors” having either continuous or multi-element surfaces and permitting
dynamically repositioning portions of the surface of the mirror at rates exceeding 100

Hz, and speeraﬂy—ele&gned components regmred” therefor—eapabl&ef—dynaweauy

34 6A005.e.2
Optical mirrers mirror components or transmissive or partlally transmissive optical or electro-

optical components;-speeialhy-designed-for-use-with “required” for controlled “lasers”

Changes are to clarify that transmissive components are components of “lasers” and not
of mirrors.

35 6A203.a

Components specialy-designed “required” for mechanical rotating mirror framing cameras with
recording rates greater than 225,000 frames per second or mechanical rotating mirror streak
cameras with writing seeds greater than 0.5 mm per microsecond.

36. 6A998.a
Should be omitted, because of the stated intent to exclude AT-only ECCNSs.

37 6A998.b
Components specialy-designed “required” for « space qualified” “laser” radar or Light Detection

and Ranging equipment speeialhy-designed “required” for surveying or meteorological
observation.

38 7A008
Components speeiathy-desighed “required” for underwater sonar navigation systems using
Doppler velocity or correlation velocity logs integrated with a heading source and having a

positioning accuracy of equal to or less (better) than 3% of distance traveled “Circular Error
Probable

39 8A002.a

Systems, equipment, and components specialy-designed-ormeodified “required” for submersible

vehicles and designed-to-eperate operating at depths exceeding 1,000 m;-as-feHoews and having
any of the following characteristics: ...

40.  9A002

Assermbliesand components speetalhy-desighed “required” for ‘marine gas turbine engines’ with
an ISO standard continuous power rating of 24,245 kW or more and a specific fuel consumption
not exceeding 0.219 kg/kWh in the power range from 25 to 100%.
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41,42 9A003

Speciathy-designed-assemblies-and components, incorporating any of the “technologies”

controlled by 9E003.a, h, or i “required” for any of the following gas turbine engine propulsion

systems

a. Controlled by 9A001

b. Whose desigr-or production origins are either countries in Country Group D:1 or
unknown to the manufacturer.

9A001 Aero gas turbine engines having any of the following;

a. Incorporating any of the technologies controlled by 9E003.a, h, or i or
b Developed to power an aircraft designed to cruise at Mach 1 or higher, for more than 30
minutes.

Note: 9A001.a does not control aero gas turbine engines certified by the civil aviation
authority in a (Wassenaar member) country and intended to power non-military manned
aircraft with a civil type certificate engine or equivalent.
All significant components may incorporate technologies controlled by 9E003.a, h, or i. If so,
specially designed (or “required”) could simply be omitted from 9A003. Perhaps components, if
any, listed in the December 23, 2011, proposed rule for USML Category XIX.f.2 which do not
incorporate these technologies should be considered in responding to the ANPRM.
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August 3, 2012

Regulatory Policy Division

Room 2099B

U.S. Department of Commerce

14" Street and Pennsylvania Ave NW
Washington, DC 20230

Re: BIS-2012-0021 and BIS-2012-0022

Dear Sir/Madam:

OnJune 19, 2012, the Commerce Department’s Bureau of Industry and Security (BIS) published
a Proposed Rule entitled “Specially Designed Definition” and an Advanced Notice of Proposed
Rulemaking entitled “Feasibility of Enumerating ‘Specially Designed’ Components”. These items
appeared in 77 FR 36409 and 77 FR 36419, respectively.

The Alliance for Network Security (ANS) is an industry association comprised of Cisco Systems,
Google, Hewlett-Packard Company, Hitachi Data Systems Corp., Intel Corp., Juniper Networks, Alcatel-
Lucent, McAfee Corp., Microsoft Corp., Novell, Inc., Qualcomm Inc. and Rockwell Automation. For over
ten years, ANS has advised the United States and foreign governments with respect to export and
import controls on cryptography. We appreciate this opportunity to provide comments with respect to
export controls on cryptography under the Export Administration Regulations (EAR).

ANS members support the President’s Export Control Reform initiative. ANS members also
support the adoption of a common definition of the term “specially designed” for use in relevant
sections of the EAR that may be affected by the proposed transfer of certain items from the United
States Munitions List of the International Traffic in Arms Regulations (ITAR) if it is done in a way to
reduce confusion and capture just the items of interest. However, ANS members do not support the
adoption of a common definition of “specially designed” for the balance of the Commerce Control List.

Rather, ANS members believe that the preferred approach is to eliminate or replace the term
“specially designed” where it currently appears in the Commerce Control List. ANS members prefer
eliminating or replacing the term “specially designed” for the following reasons, among others:

1. The definition published in the Proposed Rule is complicated and imprecise;

2. The definition published in the Proposed Rule has not been adopted by participating member states of the
Wassenaar Arrangement or other multilateral regimes;

3. The approach suggested by the ISTAC goes beyond the immediate issue of parts and components, and
eliminates or replaces “specially designed” throughout the relevant sections of the Commerce Control list.

In the Advanced Notice of Proposed Rulemaking, BIS indicated particular interest in the use of
“specially designed” in the context of Export Control Classification Number 5A002.a. ANS members
respectfully suggest that the following definition be given serious consideration:
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Systems, equipment, application specific "electronic assemblies”, cryptographic
libraries, modules, development kits, toolkits, application-specific development
kits, chipsets, field programmable logic devices, and integrated circuits for
“information-seeurity™, providing the means or functions necessary for “information
security” as follows: and-components-therefor-specially-desighed-for—information
security™:

Indeed, one might consider replacing the term “specially designed” throughout Category 5, Part
2, by making four types of changes:

1. Remove the term “specially” from the phrase ”specially designed and limited” and “specially
designed or modified” in the exclusion notes to smart cards and banking and money
transactions. ”Specially” adds no further distinction for identifying products in light of the
use of ”designed and limited”.

2. Replace the term “specially designed” with the term “providing the means or functions
necessary” in 5.A.2.a,, 5.B.2, and 5.D.2. This change would clarify that only components
having functionality necessary for “information security” would be classified in 5.A.2.a.

3. Replace the term “specially designed or modified” with the term “providing the means or
techniques necessary” in 5.A.2.a.4 to clarify that any hardware providing techniques
necesary for reducing eminations of information bearing signals would be classified in
5.A.2.a4.

4. Replace the phrase “and components therefor specially designed for "information security" in
5.A.2.a with a specific list of components that are controlled in Category 5 Part 2.

The resulting text of Category 5, Part 2 would read as follows:
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5. A. 2. "Information security" systems, equipment and components therefor, as follows:

a. Systems, equipment, application specific “electronic assemblies”, cryptographic
libraries, modules, development kits, toolkits, application-specific development
kits, chipsets, field programmable logic devices, and integrated circuits fer

“information-security™, providing the means or functions necessary for “information
security” as follows: and-cemponents—therefor-speciallydesigned—forinformation
SectHFHy":

N.B. For Global Navigation Satellite Systems (GNSS) receiving equipment containing or
employing decryption, see 7.A.5.

5. A. 2. a 4. Specially-designed-or-modified-to—reduce Providing the means or techniques

necessary for reducing the compromising emanations of information-bearing signals
beyond what is necessary for health, safety or electromagnetic interference standards;

Note 5.A.2. does not apply to any of the following:
a. Smart cards and smart card 'readers/writers' as follows:

1. A smart card or an electronically readable personal document (e.g., token coin, e-
passport) that meets any of the following:
a. The cryptographic capability is restricted for use in equipment or systems
excluded from 5.A.2. by Note 4 in Category 5—Part 2 or entries b. to i. of this
Note, and cannot be reprogrammed for any other use; or

b. Having all of the following:
1. It is speeially-designed and limited to allow protection of 'personal data’
stored within;
2. Has been, or can only be, personalized for public or commercial transactions
or individual identification; and
3. Where the cryptographic capability is not user-accessible;
Technical Note

'Personal data' includes any data specific to a particular person or entity, such
as the amount of money stored and data necessary for authentication.

2. 'Readers/writers' speeiatly-designed or modified, and limited; for items specified
by a.1. of this Note;

Technical Note
'Readers/writers' include equipment that communicates with smart cards or
electronically readable documents through a network.

d. Cryptographic equipment speeially—designed and limited for banking use or 'money
transactions’;

Technical Note
‘Money transactions' in 5.A.2. Note d. includes the collection and settlement of fares or
credit functions.
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B. 2. "Information security" test, inspection and "production™ equipment, as follows:

a. Equipment specially—designed providing the means or functions necessary for the
"development” or "production” of equipment specified by 5.A.2. or 5.B.2.b.;
b.  Measuring equipment specialhy-desighned to-evaluate-and-validate providing the means
or functions necessary for evaluating and validating the "information security" functions
of equipment specified by 5.A.2. or "software" specified by 5.D.2.a. or 5.D.2.c.

D. 2. "Software" as follows:

a. "Software" specialy-desighed-or-medified providing the means or functions necessary

for the "development”, “production” or "use" of equipment specified by 5.A.2. or
"software" specified by 5.D.2.c.;

b. "Software" speeciaHy-designed-eredified providing the means or functions necessary
to support “technology" specified by 5.E.2.;

As the ECR initiative continues, you also may wish to consider whether the term “specially
designed” is necessary or desirable in the context of Category Xlll on the United States Munitions List
(USML) of the ITAR. We note with interest that the State Department’s Directorate for Defense Trade
Controls (DDTC) published a proposed rule on May 18, 2012 (77 FR 29575). In this proposed rule, DDTC
for the first time introduces the term “specially designed” into the list of information security systems
described in Category XlllI(b).

ANS members believe that there are two issues deserving of consideration in the context of
Category Xlll(b). The first is the use of the term “specially designed for military applications”. In this
context, “specially designed” appears to retain the “design intent” standard which DDTC professes its
interest in replacing. The second is the use of the term “military” to differentiate information security
items on the USML from items described on the CCL. The use of “military” in Category XllI(b) fails its
intended purpose, because it is essentially self-referential.

A “positive” list of items on the USML might start with a list of items, similar to the following:

e Type 1 classified or controlled cryptographic items endorsed by the National Security Agency
(NSA) for securing classified and sensitive U.S. Government information

e Type 2 unclassified cryptographic equipment, assemblies, or components, endorsed by the NSA
for the protection of national security information

Other, similar definitions, used in the National Information Assurance Glossary (CNSSI No. 4009) could
be employed to develop a comprehensive list of items controlled under Category Xlll(b), eliminating the
need for the term “specially designed” and the self-referential designator “military”.
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In developing such a list, special care must be taken to avoid describing commercial products
that are based on international standards from being controlled on the USML. For example, commercial
products implementing the Suite B algorithms should not be controlled on the USML.

Respectfully submitted,

Roszel C. Thomsen I
Counsel
Alliance for Network Security
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@B ” EI”E The Boeing Company

September 17, 2012

Timothy Mooney

Regulatory Policy Division

Bureau of Industry and Security

U.S. Department of Commerce, Room 2099B
14" Street and Pennsylvania Avenue NW
Washington, DC 20230

Subject: RIN 0694-AF68, Advanced Notice of Proposed Rulemaking
Feasibility of Enumerating “Specially Designed” Components

Dear Mr. Mooney:

Thank you for the opportunity to comment on the feasibility of positively identifying.
“specially designed” “components” on the Commerce Control List (“CCL”) in order to decrease
the use of the term “specially designed” as a catch-all control term.

The term “specially designed” is used throughout the Export Administration Regulations
(“EAR”). For Boeing, the term is important when determining controls on “parts”,
“components”, “accessories”, and “attachments” that are controlled in catch-all language in a
particular Export Control Classification Number. It has been the subject of historical discussion
by exporters and regulators because it is not currently defined in the regulations. The Bureau
of Industry and Security (“BIS”) has recently proposed a new definition of the term, which was
developed and reviewed through the interagency task force on export control reform, BIS’s
technical advisory committees, and the public rulemaking process. BIS and the Directorate of
Defense Trade Controls worked together to generate a proposed definition that is essentially
common to both the EAR and the International Traffic in Arms Regulations (“ITAR”). Boeing
provided formal comments on this definition in our response to the proposed rule dated
August 3, 2012. The harmonized definition suggested in the rule will strengthen compliance by

increasing exporter understanding of what components are subject to U.S. export controls.

This proposed rule seeks to understand whether it would be possible to reduce or
eliminate the use of the term “specially designed” in the EAR through the enumeration of a list
of positively-identified components, or end-items. Generally, industry prefers the creation of an
unambiguous positive list of controlled items. However, in this instance, there are several
challenges that we foresee in achieving this objective:

e Differing technical viewpoints within industry, between industry and U.S. regulators,
and within the multilateral control regimes, on what belongs on such a list;

e Challenges related to defining technical parameters or performance thresholds that
would distinguish components for control;
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e The potential need to divulge company proprietary information to positively describe
components;

e Alist so long as to be unwieldy and difficult to use;

e Arequirement for constant review and updating, a process that would require
significant resources and which would be expected to lag behind technical
developments and foreign availability.

While enumeration may be feasible, Boeing believes it would constitute a significant
effort, for which the benefits may be minimal. With so many aspects of export control reform
currently in process at this time, such an effort would further complicate the compliance
landscape for exporters. Given the recent effort, and the progress that has been achieved in
establishing a definition of “specially designed”, we believe an enumeration effort is not
advisable at this time. Time and resources would be better spent, by both government and
industry, on the following:

® Applying and implementing the upcoming revised “specially designed” definition;
Consolidating and adapting to current export control reforms; and;
Re-focusing efforts on timely reviews of export license applications.

There may be industries where an enumeration effort would be straightforward and
result in improvements that clarify control requirements on specific “specially-designed”
components. From the perspective of an aerospace company, however, we believe that
implementation of the currently-proposed “specially designed” definition will contribute to
improving understanding of the control requirements represented by this catch-all term in our
industry. There may be a time in the future when industry and U.S. regulators will identify
weaknesses in the proposed definition or opportunities for further refinement. We
recommend implementing the “specially designed” definition for two years and review the
lessons learned from that experience prior to conducing a “specially designed” enumeration
exercise.

Thank you again for the opportunity to comment. Please do not hesitate to contact me
if you have any questions or need additional information. | can be reached at (703) 465-3505
or via e-mail at stephanie.a.reuer@boeing.com.

Sincerely,

Stephanie A. Reuer
Director, International, Policy, and Licensing Administration
Global Trade Controls
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ReQUIOtory POIICy Division ) United States of America
Bureau of Industry and Security

T 202 637 4206
Room 20998 F 202 330-5119
U.S. Department of Commerce kathleen polma@ge com

14th St. and Pennsylvania Ave. N.W.
Washington, 0.C. 20037

September 17, 2012

Subject: Advanced Notice of Proposed Rulemaking: Feasibility of Enumerating
“Specially Designed” Components

Reference: RIN 0694-AF68 [Docket No. 120426028-1028-01]
Regulations.gov ID: BIS-2012-0022

Dear Mr. Mooney:

The General Electric Company, acting through its GE Aviation business unit (GE), submits the
following comments to the Department’s referenced request for comments on the feasibility of
positively identifying through exhaustive lists “specially designed” components on the CCL.

GE has reviewed the Department’s proposal in the context of our GE Aviation business. OQur
comments accordingly are not intended to speak for industry in general except where clear
from the context or otherwise specifically noted. GE understands that one key objective of the
US Government'’s proposals for export reform is to have “higher fences around fewer items” and
to remove as many items from the higher levels of export control as possible without detriment
to national security. As such, our comments are made with the intention of advancing this
objective.

After review, we have several comments:

1. One serious challenge in creating lists identifying components by nomenclature alone is
that even within the same industry different people may call the same item by different
namesl. This is not the maojority of components, but when considered across industries
could involve a large number of items.

2. Any attempt to create exhaustive lists will likely result in very long lists, particularly when
considered across the entire CCL.

3. Even if industry and the Government are able to devise acceptable lists, we are
concerned that, because technology is continuously advancing, no list will be able to
remain exhaustive unless the descriptions of components included are so broad that

1 For example one person might call the turbine in a gas turbine engine thot turns the engine fan a "low pressure turbine”
white another may call it a “power turbine”,
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they continue to capture parts that don't merit inclusion on a list of highly controlled
items. In addition, new technologies could result in components that don't exist today.

4. Because of the difficulty thot the Government may have with getting comfortable that a
list of compenents is complete, we are concerned that some level of “catch all” provision
ts inevitable, and will continue to cause uncertainty around where to draw the lines
between controfled and non-controlled items.

5. On the question of applying the approach to “parts” as well as “components”, we see no
reason to exclude parts from consideration. In particular in the gas turbine engine
industry one will find single unit piece parts that have high degrees of technology? while
there are “components” or assemblies that have very low levels of technology3.

As we suggested in our comments to the proposed definition of “specially designed”, whatever
the approach taken, inevitably there will be articles that will be initially captured in an ECCN that
are later understood by Industry and Government alike to be of such a kind that they should be
released from such inclusion. We urge the Department, when finalizing its approach, to define a
pracess involving Industry input and US Government analysis for removing such specific items
from the list without the need to change the definition itself; perhaps by means of a specific
excluded items list or a process similar to todoy's commodity classification process.

Finally, GE believes that a strong effort has been commenced to define the use and meaning of
the term “specially designed” both in terms of the Department’s proposals and the many
thoughtful comments thot have been submitted to that proposal. As such, at present we urge
the Department to continue to focus on achieving a general definition that addresses the
concerns of both Government and Industry in the doing. After the Department has experience
working with that definition of specially designed, it may be appropriate to revisit the question of
whether the creation of itemized lists of parts, components and technologies would be clearer
and more effective in particular sectors.4 Accordingly, we propose that any effort to define
controlled components through any approach other than the definition of “specially designed”
should be postponed until all interested parties have had an opportunity to see the outcome of
this effort.

2 E.g. a high pressure gas turbine blade with sophisticated cooling hole technologies.

3 E.g. engine wiring harness.

“ There are some ECCNs that currently define items to be included in the set of “specially designed” controls by reference to
specific parameters, the nature of which identify specific types of performance characteristics or technology that give the
United State advantages in our military copabilities. An example is 94003, which includes as specially designed only those
items that incorporate very specific technologies, However, there are other ECCN's that are broad or vague maoking it
difficult to exclude some items even when most in the relevant industry know that the technology associoted with those
itemns while technically falling within the broad description are either significantly outdated or are already widely known and
used throughout the world. Finally, there are ECCNs that are 1) broad and 2} whose components may be difficuit to define
due to proprietary information concerns. An example is 1B001.e, which controls hot melt machines. The entry is very broad
ond could be interpreted to control many machines which are not of concern or that connot be effectively controlled. In
addition, developing a list of specially designed components for the machines which really are of concern would require
companies provide lists of key components which may be proprietary. 1t may be better to madel this entry off of 94003
lindirectly through 9E003) which uses performance characteristics to protect components with specific technologies.

A number of commentators to the proposed definition of “specially designed” have made suggestions to remedy this
through the carve-outs contained in sub-section (b} of the definition, which if adopted would go far in resolving this
problem. GE suggests that if there are still concerns and ambiguities after a final definition of "specially designed” is
adopted, efforts be turned to addressing those ECCNs one by one to define the parameters of the technology with
specificity around capabilities creoted by technologies that merit higher levels of control.
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Thank you for the opportunity to provide you our comments. If you have any questions or
require additional information concerning this submission, please contact the undersigned at
(202) 637-4206 or by e-mail at: kathleen.palmo@ge.com or Mr. George Pultz at (781} 594-3406 or
by email ot george.pultz@ge.com.

Sincerely,

Kathleen Lockard Palma

Executive
International Trade Compliance





