PRIVACY IMPACT ASSESSMENT (PIA)
For the

ACQUISITION CAREER MANAGEMENT SYSTEM (ACMS)

DEPARTMENT OF THE AIR FORCE

SECTION 1: IS A PIA REQUIRED?

a. Will this Department of Defense (DoD) information system or electronic collection of
information (referred to as an "electronic collection” for the purpose of this form) collect,
maintain, use, and/or disseminate Pll about members of the public, Federal personnel,
contractors or foreign nationals employed at U.S. military facilities internationally? Choose
one option from the choices below. (Choose (3) for foreign nationals).

[] (1) Yes, from members of the general public.
(2) Yes, from Federal personnel* and/or Federal contractors.

(3) Yes, from both members of the general public and Federal personnel and/or Federal contractors.
(4) No

* "Federal personnel” are referred to in the DoD IT Portfolio Repository (DITPR) as "Federal employees.”

b. If "No," ensure that DITPR or the authoritative database that updates DITPR is annotated
for the reason(s) why a PIA is not required. If the DoD information system or electronic
collection is not in DITPR, ensure that the reason(s) are recorded in appropriate
documentation.

c. If"Yes,” then a PIA is required. Proceed to Section 2.
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SECTION 2: PIA SUMMARY INFORMATION

a. Why is this PIA being created or updated? Choose one:

New DoD Information System E] New Electronic Collection

X Existing DoD Information System N Existing Electronic Collection
Significantly Modified DoD Information

g y

System

b. Is this DoD information system registered in the DITPR or the DoD Secret Internet Protocol

Router Network (SIPRNET) IT Registry?

] Yes, DITPR Enter DITPR System Identification Number 1083

] Yes, SIPRNET Enter SIPRNET ldentification Number

M No

¢. Does this DoD information system have an IT investment Unique Project Identifier (UPI), required

by section 53 of Office of Management and Budget (OMB) Circular A-117?

M Yes 5K No

If "Yes," enter UPI

If unsure, consult the Component IT Budget Point of Contact to obtain the UPI.

d. Does this DoD information system or electronic collection require a Privacy Act System of

Records Notice (SORN)?

A Privacy Act SORN is required if the information system or electronic collection contains information about U.S. citizens
or lawful permanent U.S. residents that is retrieved by name or other unique identifier. PIA and Privacy Act SORN

information should be consistent.

Yes 1 No
If "Yes," enter Privacy Act SORN Identifier DCPDS (DPR 34) / F036 AFPCQ

DoD Compaonent-assigned designator, not the Federal Register number.
Consult the Component Privacy Office for additional information or

access DoD Privacy Act SORNs at:  http:/Aivww. defenselink. mil/privacy/notices/

or

Date of submission for approval to Defense Privacy Office
Consult the Component Privacy Office for this date.
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e. Does this DoD information system or electronic collection have an OMB Control Number?
Contact the Component Information Management Control Officer or DoD Clearance Officer for this information.

This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month period
regardless of form or format.

M Yes

Enter OMB Control Number

Enter Expiration Date

X No

f. Authority to collect information. A Federal law, Executive Order of the President (EQ), or DoD
requirement must authorize the collection and maintenance of a system of records.

(1) If this system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Act
SORN should be the same.

(2) Cite the authority for this DoD information system or electronic collection to collect, use, maintain
and/or disseminate PIl. (If multiple authorities are cited, provide all that apply.)

(a) Whenever possible, cite the specific provisions of the statute and/or EO that authorizes
the operation of the system and the collection of PII.

(b) If a specific statute or EO does not exist, determine if an indirect statutory authority can
be cited. An indirect authority may be cited if the authority requires the operation or administration of
a program, the execution of which will require the collection and maintenance of a system of records.

(c) DoD Components can use their general statutory grants of authority (“intemnal
housekeeping”) as the primary authority. The requirement, directive, or instruction implementing the
statute within the DoD Component should be identified.

DEFENSE ACQUISITION WORKFCRCE IMPROVEMENT ACT (DAWIA) OF 1990. IN SUPPORT CF
DAWIA, THE AIR FORCE IMPLEMENTED THE ACQUISITION PROFESSIONAL DEVELOPMENT
PROGRAM (APDP), WHICH PROVIDES FOR THE CORPORATE MANAGEMENT OF THE AIR
FORCE ACQUISITION WORKFORCE AND PROVIDES THE FRAMEWORK FOR INDIVIDUAL
PROFESSIONAL DEVELOPMENT BASED ON EDUCATION, TRAINING, AND EXPERIENCE.
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d. Summary of DoD information system or electronic collection. Answers to these questions
should be consistent with security guidelines for release of information to the public.

(1) Describe the purpose of this DoD information system or electronic collection and briefly
describe the types of personal information about individuals collected in the system.

ACMS IS AN AF WEB-BASED SYSTEM SUPPORTING THE IMPLEMENTATION OF DAWIA AND APDP,
AND IS MAINTAINED BY THE AIR FORCE ACQUISITION TRAINING OFFICE AT RANDOLPH AFB.
ACMS INTEGRATES, ARCHIVES, AND PUBLISHES DATA SOURCED FROM MILPDS AND DCPDS.

(2) Briefly describe the privacy risks associated with the PII collected and how these risks are
addressed to safequard privacy.

ACCESS TO PII INFORMATION COLLECTED IS LIMITED TO A VERY SMALL GROUP OF INDIVIDUALS, PRIMARILY THE
PROGRAM MANAGER AND DEVELOPERS. AND ONLY THESE AUTHORIZED INDIVIDUALS HAVE THE ACCOUNTSTO
ACCESS THE PII INFORMATION. EACH ACCOUNT IS AUTHENTICATED BEFORE ACCESSING THE SYSTEM.

h. With whom will the Pll be shared through data exchange, both within your DoD Component and
outside your Component (e.g., other DoD Components, Federal Agencies)? Indicate all that apply.

Xl Within the DoD Component.

Specify. DEPARTMENT OF THE AIR FORCE

[[] ©ther DoD Components.

Specify.

[] Other Federal Agencies.

Specify.

State and Local Agencies.

Specify.

X

Contractor (Enter name and describe the language in the contract that safeguards PI1.)

Specify. THE CONTRACTCR WILL BE EXPOSED TO INFORMATION COVERED UNDER
THE PRIVACY ACT OF 1974, AND SHALL COMPLY WILL ALL APPLICABLE
SAFEGUARDING AND HANDLING REQUIREMENTS ASSOCIATED WITH THE
PRIVACY ACT, TITLE 5, OF THE U.S. CODE SECTION 552A.

Other (e.g.. commercial providers, colleges).
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Specify.

i. Do individuals have the opportunity to object to the collection of their PII?

Yes [l No

(1) If "Yes," describe method by which individuals can object to the collection of PII.

INDIVIDUALS CAN OPT OUT NOT TO ACCESS THE SYSTEM.

(2) If "No," state the reason why individuals cannot object.

j- Do individuals have the opportunity to consent to the specific uses of their PlI?

Yes No

(1) If "Yes," describe the method by which individuals can give or withhold their consent.

PRIVACY ACT STATEMENT IS DISPLAYED FOR USERS TO ACKNOWLEDGE PRIOR TO ACCESSING
THE SYSTEM.

(2) If "No," state the reason why individuals cannot give or withhold their consent.
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k. What information is provided to an individual when asked to provide Pll data? Indicate all that

apply.
x| Privacy Act Statement N Privacy Advisory
[] Other ] None
Describe [AUTHORITY: 10 U.S.C. 265, policies and regulations: 269, Ready reserve: Placement in; transfer
each from; 275, Personnel records; 278, Dissemination of information; 279, Training Reports; 31,
applicable |Enlistments; 564, 593, Commissioned Officers: Appointment, how made; term; 651, Members:
format. Required service; 671, 673, Ready reserve; 1005, Commissioned officers:Retention until completion
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of required service; 1163, Reserve components: Members; limitations on separation; Secretary of the
Air Force: Powers and duties; delegation by; 805, The Air Staff, Sections 8032, General duties; and
8033, Reserve components of Air Force; policies and regulations for government of: Functions of
National Guard Bureau with respect to Air National Guard; 831, Strength, Section 8224, Air National
Guard of the United Status; 833, Enlistments; 835, Appointments in the Regular Air Force, 8284,
Commissioned officers; Appointment, how made; 8285, Commissioned officers: Criginal appointment;
qualifications; 8297, Selection boards; 8303, commissioned officers; Appointments as Reserve
Officers; 8360, Commissioned officers: Promotion service; 8362, Commissioned officers: Selection
boards; 8363, Commissioned officers; 8365, Commissioned officers; Promction to captain, major, or
lieutenant colonel; 8378, Commissioned officers: Promotion when serving in temporary grade higher
than reserve grade; 839, Temporary Appcintments, 8442, Commissioned officers; regular and
reserve components: Appointment in higher grade; 8447, Appointments in commissioned grade: How
made; how terminated; 841, Active Duty, 8496, Air National Guard of United States: Commissioned
officers; duty in Naticnal Guard Bureau; 859, Separation, Voluntary retirement or honorable
discharge; Retirement or discharge; Air Force officers; 901, Training generally; 9301, Members of Air
Force: Detail as students, observers and investigators at education institutions, industrial plants, and
hospitals; and 9302, Enlisted members of Air Force: Schools; 903, United States Air Force Academy;
9342, Crganization, 102, General policy; and 104, units; Location; organization; command; 3,
Personnel, 307, Air Force Manual 30-3, Vol |-V, Mechanized Personnel Procedures, Air Force
Manual 30-130, Base Level Military Personnel System, and Air Force Manual 300-4, Standard Data
Elements and Codes; and E.O. 9397 (SSN).

PRINCIPAL PURPOSE: The Air Force operates a centralized personnel management system in an
environment that is widely dispersed geographically and encompasses a population that is diverse in
terms of qualifications, experience, military status and needs. Air Force Personnel Center (AFPC),
Randolph Air Force Base, TX: Personnel managers at AFPC use the data in PDS to make decisions
on individual actions to be taken in areas such as personnel procurement, education and training,
classification, assignment, career development, evaluation, promotion, compensation, casualty and
personal affairs, separation and retirement.

ROUTINE USES: In addition to those disclosures generally permitted under 5 U.S.C. 552a(b) of the
Privacy Act, these records or information contained therein may specifically be disclosed outside the
DOD as a routine use pursuant to 5 U.S5.C. 552a(b)(3) as follows: Other Government/Quasi-
Government Agencies: Information used in analyzing officerfairman retention is provided RAND
Corporation. Data on prior service personnel with military service obligations is forwarded to the
National Security Agency. Lists of officers selected for promotion and/or appointment in the Regular
Air Force are sent to the Office of the President and/for the Congress of the United States for review
and confirmation. Certain other personnel information is provided these and other government
agencies upocn request when such data is required in the performance of official duties. Selected
personnel data is provided foreign governments, United States governmental agencies, and other
Uniformed Services on United States Air Force personnel assigned or attached to them for duty.
Examples: the government of Canada, Federal Aviation Administration, U.S. Army, Navy, etc.

DISCLOSURE: VOLUNTARY . However, if an air force member fails to provide the information
requested, ACMS will not be able to process the request. APDP managers must apply for
management level access to ACMS. Failure to provide required information may result denial of
manager level privileges. Air force members who are not APDP managers can access their own
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record If-and-only-if they are recognized by ACMS as current or past members of the acquisition
workforce. No application to use the system is required or supported for non-PDPF managers.

NOTE:

Sections 1 and 2 above are to be posted to the Component’'s Web site. Posting of these
Sections indicates that the PIA has been reviewed to ensure that appropriate safeguards are in

place to protect privacy.

A Component may restrict the publication of Sections 1 and/or 2 if they contain information that
would reveal sensitive information or raise security concerns.
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