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Preface

The Department of Homeland Security (DHS) Office of Inspector General (OIG) was established by
the Homeland Security Act of 2002 (Public Law 107-296) by amendment to the Inspector General
Act of 1978. This is one of a series of audit, inspection, and special reports prepared as part of our
oversight responsibilities to promote economy, efficiency, and effectiveness within the department.

This report presents the results of the review of the Table of Prior Year Drug Control Obligations
and related disclosures of the U.S. Coast Guard for the fiscal year ended September 30, 2009, for the
Office of National Drug Control Policy. We contracted with the independent public accounting firm
KPMG LLP to perform the review. U.S. Coast Guard management prepared the Table of Prior Year
Drug Control Obligations and related disclosures to comply with requirements of the Office of
National Drug Control Policy Circular, Drug Control Accounting, dated May 1, 2007. Due to the
U.S. Coast Guard’s inability to provide assurance as to the integrity of the financial data in the
detailed accounting submissions, KPMG LLP was unable to complete its review and report on the
Table of Prior Year Drug Control Obligations and related disclosures.

We trust this report will result in more effective, efficient, and economical operations. We express
our appreciation to all of those who contributed to the preparation of this report.

Atacd . i)

Richard L. Skinner
Inspector General
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January 18, 2010

Ms. Anne Richards

Assistant Inspector General for Audits
Office of the Inspector General

U.S. Department of Homeland Security
1120 Vermont Avenue, NW
Washington, DC 20005

Dear Ms. Richards:

We were engaged to review the Table of Prior Year Drug Control Obligations and related
disclosures (Section 6A), and the accompanying management’s assertions (Section 6B) of the
Department of Homeland Security’s (DHS) United States Coast Guard (USCG) for the year
ended September 30, 2009. USCG management is responsible for the Table of Prior Year Drug
Control Obligations and related disclosures, and the assertions.

The Office of National Drug Control Policy (ONDCP) Circular: Drug Control Accounting (May
1, 2007), requires management to disclose any material weaknesses or other findings affecting the
presentation of data reported. Management reported that it “cannot provide assurances as to the
integrity of the financial data contained” in its Table of Prior Year Drug Control Obligations and
related disclosures.

In accordance with applicable professional standards, without a positive assertion provided by
management, we are unable to complete our review of USCG’s Table of Prior Year Drug Control
Obligations and related disclosures, and management’s assertion. Accordingly, we are unable to
provide an Independent Accountants’ Report on the Table of Prior Year Drug Control
Obligations and related disclosures, and management’s assertions pursuant to the requirements of
ONDCEP Circular: Drug Control Accounting (May 1, 2007).

Sincerely,

E.EJT—W\..

Scot G. Janssen,
Partner



Commandant 2100 Second Street, SW.
United States Coast Guard Washington, DC 20593-0001
Staff Symbol: CG-821
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U.S. Department of
Homeland Security

United States
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7110

Mr. John Shiffer JAN 14 2010
Department ot Homeland Security

Director of Financial Management

Office of the Inspector General

1120 Vermont Avenue, 10" Floor, NW

Washington, D.C. 20005

Dear Mr. Shiffer,

In accordance with the Office of National Drug Control Policy Circular: Annual Accounting of
Drug Control Funds dated May 1, 2007, enclosed is the Coast Guard’s report of FY 2009 drug
control obligations, drug control, methodology and assertions. Per your KPMG auditor’s
guidance received on December 18", 2009, my staff addressed this request for additional
supporting documentation and changes to the FY 2009 Annual Accounting of Drug Control
Funds, dated November 30™, 2009.

If you require further assistance on this information, please contact LCDR Rebecca Ore at (202)
372-3512.

Captain, U.S. Coast Guard
Chief, Office of Budget and Programs

Copy: DHS Budget Office

Enclosures: :
(1) USCG FY 2009 Annual Accounting of Drug Control Funds
- (2) Exhibit 1 — Materiel Weaknesses in Internal Control — U.S. Coast Guard
(3) USCG Assurance Statement
(4) KPMG Auditor Comments with USCG Response



DEPARTMENT OF HOMELAND SECURITY
UNITED STATES COAST GUARD
ANNUAL ACCOUNTING OF
FY 2009 DRUG CONTROL FUNDS
6A. DETAILED OBLIGATION SUBMISSION

(a) Table of Prior Year Drug Control Obligations (dollars in millions)

RESOURCE SUMMARY 2009 Actual

Drug Resources by Function: Obligations
e Interdiction $1,053.665

e Research and Development $2.261

Total Resources by Function $1,055.926

Drug Resources by Decision Unit:

e Operating Expenses (OE) $771.224
e Reserve Training (RT) $15.607
e Acquisition, Construction, and Improvements (AC&I) $266.834
e Research, Development, Test and Evaluation (RDT&E) $2.261
Total Drug Control Obligations $1,055.926
Interagency Crime and Drug Enforcement [non-add] [$708]
(1) Drug Methodology

Over twenty years ago, the Coast Guard designed its cost allocation methodology to
systematically allocate costs to the Coast Guard’s primary mission areas. This methodology
allocated Coast Guard costs based on the level of effort (e.g. time) that Coast Guard resources
(cutters, aircraft, boats, and personnel) spent on various types of missions. This view of the
Coast Guard budget provided valuable insight into the multi-mission use of assets and personnel.
However, for many years the only information taken into consideration was the previous year’s
operational activity. Prior to 1998, operational data (resource hours) and obligation data were
downloaded only at the end of the fiscal year to develop mission cost allocations for the year just
completed and budgetary projections for current and future years taking into account incremental
changes. Starting in 2000 an improved methodology, known as the Mission Cost Model
(MCM), was developed to present Coast Guard missions more accurately using activity based
cost accounting principles. Further, the Coast Guard has developed an operating hour baseline as
a method to approximate the future allocation of resource hours for each asset class to multiple
Coast Guard missions. This is the revised basis for funding allocations in budget projections.
The operating hour allocation, or baseline, is developed and modified based upon budget line
item requests and national priorities.

The Coast Guard’s drug control funding estimates are computed by closely examining the
decision units, or appropriations, that comprise the Coast Guard’s drug control budget estimates.
These decision units consist of: Operating Expenses (OE); Reserve Training (RT); Acquisition,
Construction, and Improvement (AC&I); and Research, Development, Test, and Evaluation
(RDT&E).



DEPARTMENT OF HOMELAND SECURITY
UNITED STATES COAST GUARD
ANNUAL ACCOUNTING OF
FY 2009 DRUG CONTROL FUNDS
6A. DETAILED OBLIGATION SUBMISSION

(1) Drug Methodology (cont.)

Each decision unit contains its own unique spending authority and methodology. For
example, AC&I includes funding that remains available for obligation up to five years after
appropriation and RDT&E includes funding which does not expire. Unless stipulated by law,
OE and RT funding must be spent in the fiscal year it is appropriated and therefore the
methodology for these two appropriations is the same.

Operating Expenses

The majority of the funds the Coast Guard allocates to the drug interdiction program are in
the (OE) decision unit. OE funds are used to operate Coast Guard facilities; maintain capital
equipment; improve management effectiveness; and recruit, train, sustain, and compensate, an
active duty military and civilian workforce. In the OE budget, the amount allocated to the drug
interdiction program is derived by allocating a share of the actual expenditures based upon the
percentage of time aircraft, cutters, and boats spent conducting drug interdiction activities. The
Coast Guard tracks the resource hours spent on each of the 11 Coast Guard programs by using a
web-based Abstract of Operations (AOPS) data collection and report system. Coast Guard
AQPS data is used to develop the amount of time each asset class spends conducting each Coast
Guard mission. Using financial data gathered from over 3,000 cost centers around the United
States along with the AOPs information, the Coast Guard is able to allocate OE costs to each of
the 11 program areas consisting of: Drug Interdiction; Migrant Interdiction; Ports, Waterways
and Coastal Security; Other Law Enforcement; Defense Readiness; Search and Rescue; Marine
Safety; Ice Operations; Marine Environmental Protection; Living Marine Resources; and Aids to
Navigation.

Acquisition, Construction, and Improvements

In scoring drug control funding requests within the zero-based AC&I decision unit,
professional judgment is used to evaluate every line item project requested in the FY 2009 AC&I
budget for its anticipated contribution to Coast Guard’s 11 program areas. For each AC&I
project, a discrete profile is established to allocate the funding for that project to the various
mission areas of the Coast Guard. In most cases, the driver is the percentage of time an asset
contributes to the 11 program areas as determined from the OE Mission Cost Model (MCM).
Otherwise, when a project is not related to any particular asset or series of asset classes, the
project fund may benefit the Coast Guard’s entire inventory and other expense categories. With
this condition, the general OE AOPS MCM percentage is utilized. As with the other three
appropriations, once the program percentage spreads are computed for each of these drivers in
the FY 2009 AC&I MCM, the total bottom-line mission percentage is applied directly to the
AC&I total direct obligations. This percentage allocation results in a repeatable mission spread
process which the Coast Guard uses throughout its annual budget year presentations, namely
OMB’s MAX budget system for the President’s Budget submission and the Chief Financial
Officer’s Statement of Net Cost report.
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FY 2009 DRUG CONTROL FUNDS
6A. DETAILED OBLIGATION SUBMISSION

(1) Drug Methodology (cont.)

Reserve Training

The Coast Guard allocates a portion of RT decision unit funds to the drug interdiction
program. RT funds are used for Coast Guard Selected Reserve personnel who support and
operate Coast Guard facilities, maintain capital equipment, improve management effectiveness,
and assist in sustaining all Coast Guard operations. The final FY 2009 obligations for the RT
decision unit are determined using the OE methodology.

Research, Development, Test and Evaluation

The final decision unit is RDT&E. As with the AC&I Appropriation, scoring of drug
interdiction funding is accomplished within the zero-based RDT&E decision unit. Every line
item requested in the FY 2009 RDT&E budget was evaluated for its anticipated contribution to
drug interdiction efforts. Each RDT&E project has a discrete driver that is selected to allocate
the costs for the project to various Coast Guard mission areas. These drivers are based upon
experienced professional judgment. Once the unique program driver is chosen the program
percentage spreads as determined from the OE MCM.

(2) Methodology Modifications

The methodology described above is consistent with the previous year.

(3) Material Weaknesses or Other Findings

As a result of the CFO Act audit and feedback provided in the enclosed Independent
Auditors’ Report: Exhibit I — Material Weaknesses in Internal Control (Enclosure 2) and
described in the enclosed 2009 U.S. Coast Guard Assurance Statement (Enclosure 3), the Coast
Guard has material weaknesses in financial management, financial reporting, and financial
systems that impact the assurance of information in our financial reports. As such, we cannot
provide assurances as to the integrity of the financial data contained in this report.

The Coast Guard has chartered an Audit Readiness Planning Team which is mapping
processes, conducting gap analysis, tracking processes to assertions at the transaction level, and
associating deliverables to milestones. Upon completion of this analysis, the Coast Guard will
aggressively update Mission Action Plans that guide our implementation of internal controls
leading to assurance over financial information. This information is used in the MCM to
produce a portion of this report. Additionally, we will pursue improved internal controls in the
collection of our Abstract of Operations information necessary to give assurance to the non-
financial data used to produce a portion of this report.
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(4) Reprogrammings or Transfers

During FY 2009, the Coast Guard has no reports of transfers or reprogramming actions
affecting in excess of $1 million drug-related budget resources.

(5) Other Disclosures

The following provides a synopsis of the United States Coast Guard’s FY 2009 Drug Control
Funds reporting which describes:

1. The agency’s overall mission and the role of drug interdiction efforts within the Coast
Guard's multi-mission structure and

2. The Coast Guard’s drug control budget submission.

Coast Guard Mission

The Coast Guard is a military service with mandated national security and national defense
responsibilities and the United States' leading maritime law enforcement agency with broad,
multi-faceted jurisdictional authority. The Coast Guard is a multi-mission maritime service
consisting of 11 complementary program areas: Drug Interdiction; Migrant Interdiction;

Ports, Waterways and Coastal Security; Other Law Enforcement; Defense Readiness; Search and
Rescue; Marine Safety; Ice Operations; Marine Environmental Protection; Living Marine
Resources; and Aids to Navigation.

The Coast Guard faces many of the same challenges as the other four military services when
it comes to deciding which assets should be deployed for what missions and where. This is not
only true between the broad categories of missions, but also within sub-sets of the various
missions the Coast Guard undertakes. For example, assets used for the Enforcement of Laws
and Treaties must be divided between drug interdiction and migrant interdiction, as well as
enforcement of fishing regulations and international treaties. Due to the multi-mission nature of
the Coast Guard and the necessity to allocate the effort of a finite amount of assets, there is a
considerable degree of asset “cross-over” between missions. This crossover contributes to the
challenges the Coast Guard faces when reporting costs for its mission areas.

Coast Guard's Drug Budget

In the annual National Drug Control Strategy (NDCS) Budget Summary, all agencies present
their drug control resources broken out by function and decision unit. The presentation by
decision unit is the one that corresponds most closely to the Coast Guard’s congressional budget
submissions and appropriations. It should be noted and emphasized that the Coast Guard does
not have a specific appropriation for drug interdiction activities. As such, there are no financial
accounting lines for each of Coast Guard’s 11 programs. All drug interdiction operations, capital
improvements, reserve support, and research and development efforts are funded out of general
Coast Guard appropriations.
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Coast Guard's Drug Budget (cont.)

For the most part, the Coast Guard drug control budget is a reflection of the Coast Guard’s
overall budget. The Coast Guard’s Operating Expenses appropriation budget request is
incremental, focusing on the changes from the prior year base brought forward. The Coast
Guard continues to present supplementary budget information through the use of the MCM,
which allocates base funding and incremental requests by mission.

This general purpose MCM serves as the basis for developing drug control budget estimates
for the OE and RT appropriations and provides allocation percentages used to develop the drug
control estimates for the AC&I and RDT&E appropriations and the process is repeatable.
Similarly, this is the same methodology used to complete our annual submission to ONDCP for
the NDCS Budget Summary.
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(1) Obligations by Budget Decision Unit — N/A. As a multi-mission agency, the Coast Guard is
exempt from reporting under this section as noted in ONDCP Circular: Drug Control Accounting,
Section 6a (1) (b).

(2) Drug Methodology

The MCM is an estimate of mission costs allocated across Coast Guard’s 11 mission/programs, versus
actual accounting of drug funded obligations. The information reported is timely and is derived from an
allocation process involving the Coast Guard’s financial statement information. In the Coast Guard’s
opinion, the methodology outlined below is a reasonable and accurate portrayal of the agency’s
mission/program presentations because it is repeatable and supported by the most current financial and
abstract of operations data available. The following methodology was applied to derive the drug control
information presented in the table in section 6A.

The Coast Guard does not have a discrete drug control appropriation and its financial systems are not
structured to accumulate accounting data by operating programs or missions areas. Drug control
funding data is developed using a systematic process for the OE and RT appropriations, and a
combination of project analysis, subject matter review, and OE-based allocations for the AC&I and
RDT&E appropriations.

Data: As outlined in the previous section, the Coast Guard reports its drug control funding to ONDCP
for each of the four appropriations or decision units. The mechanics of how each decision unit's drug
control data is derived as follows:

* Qperating Expenses and Reserve Training— Budget Authority or Expenditures are allocated to the
mission areas of the Coast Guard based upon the output of a MCM. This is basically an OE
expenditure driven model used to present the mission based data shown in the OE and RT budget
submissions across the 11 Coast Guard programs. The following data sources feed the FY 2009
OE/RT MCM:

1) Core Accounting System (CAS) — FY 2009 actual expenses MCM uses FY 2007 financial
data, adjusted to reflect changes in the Coast Guard’s asset inventory from FY 2007 to FY 2009.
These expenses are fed into the Standard Rates Model (SRM), along with Coast Guard’s
operating cost reports of the Engineering Logistics Center (ELC) and Coast Guard Yard and the
cost per flight hour report from the Aircraft Repair & Support Center (AR&SC). The SRM uses
an activity-based methodology to assign and allocate expenses to the Coast Guard’s assets and
certain non-asset intensive missions, such as Marine Safety. The resulting total cost pools serve
as one of the major inputs to the MCM. If current year SRM data is not available, the previous
year total cost pools are adjusted to fit the relevant fiscal year’s asset inventory. The SRM is
reconciled to the Coast Guard’s Statement of Net Cost.
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(2) Drug Methodology (cont.)

2) Naval Electronics Supply Support System (NESSS) — The ELC and Coast Guard Yard at
Baltimore operate a stand alone financial system. Similar to the CAS, NESSS data is broken
down by cost center, unit name, allotment fund code, and dollar amount. NESSS expense data is
fed into the SRM and allocated to Coast Guard assets and certain non-asset intensive missions.
NESSS financial data is included in the Coast Guard’s financial statements.

3) Aviation Maintenance Management Information System (AMMIS) - The Coast Guard
AR&SC in Elizabeth City operates a stand alone financial system. Similar to the CAS, AMMIS
data is broken down by cost center, unit name, allotment fund code, and dollar amount. AMMIS
expense data is fed into the SRM and allocated to Coast Guard assets and certain non-asset
intensive missions. AMMIS financial data is included in the Coast Guard’s financial statements.

4) 2009 Abstract of Operations— AOPS is a web-based information system that reports how an
asset (aircraft, boat, or cutter) was utilized across various missions of the Coast Guard. Each unit
or activity that performs a mission is responsible for including the resource hours in the AOPS
database.

5) Other Expenses — The drug related pieces that feed this area of the model are the Tactical Law
Enforcement Teams (TACLET), Law Enforcement Detachments (LEDET) and Special Projects.
The percentage that drives the TACLET /LEDET resource areas are computed from team
deployment days divided by the total deployment days in the fiscal year for the drug interdiction
mission. The Special Projects percentage driver is formulated from professional judgment
regarding how funding is used to support costs related to counter-drug operations such as High
Intensity Drug Traffic Area activities and liaison costs for the Coast Guard’s Organized Drug
Enforcement Task Force.

6) Mission Cost Model Application & Results — The two chief input drivers to the MCM are: 1)
Financial costs of each Coast Guard asset and other expenses areas, made up of direct, support
and overhead costs and 2) 2009 AOPS hours. The support and overhead costs for each asset and
other expenses element is applied to hours projected from the 2009 AOPS. These costs are
reflective of the more static conditions of Coast Guard operations relative to the support
functions and administrative oversight. The direct costs are applied to the final AOPS hours to
show the dynamic flow of operations experienced during fiscal year 2009. The overall affect of
the computed amount from the static baseline and reality of AOPS results in a percentage to
drive Coast Guard OE expenditures allocated across 11 programs.




DEPARTMENT OF HOMELAND SECURITY
UNITED STATES COAST GUARD
ANNUAL ACCOUNTING OF
FY 2009 DRUG CONTROL FUNDS
6B. ASSERTIONS

(2) Drug Methodology (cont.)

Normalize to Budget Authority or Obligations — The program percentages derived from the MCM
are then applied to total OE and RT FY 2009 budget authority and obligations (see Attachments A &
B respectively), depending upon the reporting requirement. Budget Authority (BA) is derived from
the agency's annual enacted Appropriation and expenditure data is derived from the final financial
accounting Report of Budget Execution (SF-133).

Acquisition, Construction & Improvements (AC&I) — AC&I is a multi-year appropriation where
funding may be available for up to 5 years depending on the nature of the project. The methodology
used to develop the drug funding estimate is systematically different than that of OE and RT. AC&I
drug funding levels, for either BA or obligations, is developed through an analysis of each
project/line item. For each line item, a discrete driver is selected that best approximates the
contribution that asset or project, when delivered, will contribute to each of the Coast Guard’s 11
programs. The total program/mission area spreads for these drivers are based on the FY 2009 AC&I
MCM output. To ensure consistency, the extract used for the analysis of enacted FY 2009 BA is
used for the end of year analysis of obligations as well. For FY 2009 AC&I program and mission
area spreads, the following data sources and methods were used:

AC&I Mission Cost Model — developed based on data feeds from the FY 2009 OE/RT MCM model
as related in earlier OE and AC&I statements. The following data sets were then required to
complete the AC&I MCM:

1) Drug related percentage — The percentage spread for each driver was extracted from the OE
MCM. This information was further analyzed to:

(a) Ensure a discrete driver representing either a particular asset, series of assets, or mission
was applied to each project; or

(b) A general OE percentage driver was used when the project’s outcome was expected to
benefit all inventory and/or agency needs.

2) Mission cost results/application - Once the project drivers were extracted from the OE MCM,
they were applied to the total AC&I BA levels derived from the agency's enacted Appropriation
Bill in the FY 2009 AC&I MCM. The total allocated mission percentages from the AC&I MCM
were then applied to the total AC&I 2009 obligations as reported from the CAS as of September
30, 2009 (see Attachment C).

Research, Development, Test & Evaluation (RDT&E) — RDT&E is a no-year appropriation
where funding, once appropriated, may be obligated indefinitely in the future until all balances are
expended. The methodology used to develop the drug-funding estimate is similar to AC&I in that
drug-funding costs are based on an analysis of each project. The program/mission area percentages
are based upon subject matter expert review.
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(2) Drug Methodology (cont.)

RDT&E Mission Cost Model — Developed based on data feeds from the FY 2009 OE/RT MCM
model as in earlier OE and AC&I statements. The following data sets were then required to
complete the RDT&E MCM:

1) Drug related percentage — The percentage spread for each driver was extracted from the OE
MCM. This information was further analyzed to:

a) Ensure a discrete driver representing either a particular asset, series of assets or mission
was applied to each project or;

b) A general OE percentage driver was used when the project’s outcome was expected to
benefit all inventory and/or agency needs.

2) Mission cost results/application - Once the project drivers were extracted from the OE MCM,
they were applied to the total RDT&E BA levels derived from the agency's enacted
Appropriation Bill in the FY 2009 RDT&E MCM. The total allocated mission percentages from
the RDT&E MCM were then applied to the total RDT&E 2009 obligations as reported from the
CAS as of September 30, 2009 (See Attachment D). BA data is derived from the agencies
enacted Appropriation and expenditure data is extracted from a Finance and Procurement
Desktop transaction summary report by project.

Other Estimation Methods: Where the MCM allocates a percentage of time/effort expended to a given
AC&I project/line item, in some cases changes were made to better represent the drug costs associated.
As noted in the AC&I and the RDT&E methodology, experienced professional judgment is sometimes
used to change a driver based on specific knowledge that a resource will be used differently than the
historical profile indicates.

Financial Systems: Data is derived from CAS, ELC and Coast Guard Yard systems. No other financial
systems or information are used in developing program or mission area allocations. The Coast Guard
has not fully implemented corrective actions to remediate weaknesses identified by the independent
auditors during the annual CFO audits. As a result, the Coast Guard could not assert to the
completeness, existence (validity), accuracy, valuation or presentation of its financial data.

(3) Application of Drug Methodology - The methodology disclosed in this section was the actual
methodology used to generate the table required by Section 6A. Documentation on each decision
unit is provided.

(4) Reprogrammings or Transfers -- During FY 2009, Coast Guard had no transfers or
reprogramming actions affecting in excess of $1 million drug-related budget resources.
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(5) Fund Control Notices — The FY 2009 data presented herein is associated with drug control funding

reported in Coast Guard’s FY 2009 financial plan. ONDCP did not issue Coast Guard a Fund
Control Notice for FY 2009.
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Attachment A

OPERATING EXPENSES (OE)
MISSION COST MODEL OUTPUT:

(dollars in thousands)
FY 2009
Obligations % of total

. Search and Rescue (SAR) 775,905 12.07%
. Marine Safety (MS) 595,681 9.27%
. Aids to Navigation (ATON) 1,095,051 17.03%
. Ice Operations (10) 117,502 1.83%
. Marine Environmental Protection (MEP) 138,257 2.15%
. Living Marine Resources (LMR) 582,252 9.06%
. Drug Interdiction 771,224 12.00%
. Other Law Enforcement (OTH-LE) 84,527 1.31%
. Migrant Interdiction 476,460 7.41%
. Ports, Waterways & Coastal Security (PWCS) 1,353,372 21.05%
. Defense Readiness 438,487 6.82%

Total OE Obligations| $ 6,428,718 100%

11



Attachment B

RESERVE TRAINING (RT)
MISSION COST MODEL OUTPUT:

10.

11.

12

(dollars in thousands)
FY 2009
Obligations % of total

. Search and Rescue (SAR) 15,702 12.07%
. Marine Safety (MS) 12,054 9.27%
. Aids to Navigation (ATON) 22,162 17.03%
. Ice Operations (10) 2,377 1.83%
. Marine Environmental Protection (MEP) 2,799 2.15%
. Living Marine Resources (LMR) 11,784 9.06%
. Drug Interdiction 15,607 12.00%
. Other Law Enforcement (OTH-LE) 1,711 1.32%
. Migrant Interdiction 9,642 7.41%
Ports, Waterways & Coastal Security (PWCS) 27,389 21.05%
Defense Readiness 8,875 6.82%
Total RT Obligations| § 130,102 100%




Attachment C

ACQUISITION, CONSTRUCTION and IMPROVEMENTS
(AC&I) MISSION COST MODEL OUTPUT:

(dollars in thousands)
FY 2009
Obligations % of total

1. Search and Rescue (SAR) 180,600 14.54%
2. Marine Safety (MS) 27,682 2.23%
3. Aids to Navigation (ATON) 51,430 4.14%
4. Ice Operations (10) 30,622 2.46%
5. Marine Environmental Protection (MEP) 13,117 1.06%
6. Living Marine Resources (LMR) 183,334 14.76%
7. Drug Interdiction 266,834 21.48%
8. Other Law Enforcement (OTH-LE) 36,762 2.96%
9. Migrant Interdiction 142,213 11.45%
10. Ports, Waterways & Coastal Security (PWCS) 211,564 17.03%
11. Defense Readiness 98,122 7.90%
Total AC&I Obligations| $ 1,242,280 100%

Note: Includes $56.180 million recoveries of prior year obligations.
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Attachment D

RESEARCH, DEVELOPMENT, TEST and EVALUATION
(RDT&E) MISSION COST MODEL OUTPUT:

(dollars in thousands)
FY 2009
Obligations % of total

1. Search and Rescue (SAR) 1,238 6.32%
2. Marine Safety (MS) 2,031 10.37%
3. Aids to Navigation (ATON) 1,745 8.91%
4. Ice Operations (10) 360 1.84%
5. Marine Environmental Protection (MEP) 4,824 24.62%
6. Living Marine Resources (LMR) 929 4.74%
7. Drug Interdiction 2,261 11.54%
8. Other Law Enforcement (OTH-LE) 135 0.69%
9. Migrant Interdiction 1,398 7.14%
10. Ports, Waterways & Coastal Security (PWCS) 3,970 20.26%
11. Defense Readiness 701 3.58%
Total RDT&E Obligations | $§ 19,592 100%

Note: Includes $497 thousand recoveries from prior year obligations.
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independent Auditors’ Report
Eshihit |~ Material Weaknesses in hnternal Control — U8, Coust Guard

}-A Financisl Management and Reporting

Buvkgrsmed; In fiscal vear (F Y 2008, we were engaged to perform an examisation of internal controls
over fimncisl reporting, The auditors” objective in an examination of internal contral is to form an upinion
on the effectiveness of internal control. When planning our examination, we gave appropriate smphasis 1o
testing entity-level controls, such as management’s cisk gssessment and monitoning processes, and other
control environment cloments that exist threughaut the Department of Homeland Sceurity (DHS or
Depanment). Four Department-wide control environment conditions were identified through our
examinabion procedures that have a pervasive wifluence on the controt envircoment and cifectiveness of
cantrel activities at the United States Coast Guard (Coast Guardy. This Exhibit shouid be read in
conjunction with the Department-wide conditions and recommendations described in Comment H-A,
Finrial Muragement and Reporting,

In previous years, we reported that the Coast Guard had several internal control deficiencies that led to a
material weakness in financial reporting. In response, the Coast Guard developed its Financial Strotegy for
FTravspormation and Audit Readinesy (FSTAR), which is a comprehensive plan to identify and correct
conditions that are causing control deficiencies, which iy some cases prevent the Coast Guard from
preparing auditable financial statements. The Coast Guard did make progress in FY 2009 by completing its
planned corrective aotions over peasion liahilities, atlowing management to make assertions on
commpleteness snd accuracy on more than $235 billion of accrued Habilities, which represemts more than 50
pereenty of DHS” (ol liabilities. o addition, the Coast Guard sustained financial reporting assertions
attamned in the previows fiscal year aver investments repreenting more than $3 billion or the majority of the
Departnrent’s balance for this Hine item, while also sustaining financial reporting assenions for contingent
kegal tabilities and Foderal Emplovess” Compensation Aot (FEC Ad-refated fine tems, The FSTAR calls
tor substantially more activity in FY 2000; consequently. many of the financial reporting deficiencices we
veported v the past femain uncorrected at September 30, 2009,
Cassebibtons;
1 InFY 2009, we identitied eertain entity-level control weaknesses that nway interfere with the timely
completion of comective actions plansed for FY 2010 and beyond, The Coast Guard:

*  Does not have safficient financial management personne! 1o identify and address conrol
weaknesses, and W develop and fmplement ¢ffecrive policies, procedures, and inteenal controls o
ensure that data suppoting Tinancial statement assértions are complete and accurate. and that
fransactions are acocounted for consistent with GAAP,

s Has not fully implemented an on-going Coast Guard-wide risk assessment by financial, 1T, and
program personnel;

s Has not developed and'or fidly implemented information and communication processes and
controls relevant to Hnancial reporting: and

& Has not fully implemented adequate monitoring controls over headguarters, arcasidistries, and
units with significant fiaancial activity,

[ ]

Dwes not hieve properdy designed, implemented. and effective policies, procedures, processes, and
contruls surrounding its financial reporting [woeess, as necessary o

*  Support beginning balances. year-end chose-out, and the cumulative resulis of operations analysis
i its general ledgers individually and/or in the aggregate;

s Ersure that cansactions and accounting events at Coast Guoard headquarters. arcas/districts, and
units are appropriately supposted and socounted for in s general ledgers:

*  Eosure financial statement disclosures submitied for incorporation i the DHS Nnancial statements
are sceurate and complet;

Lt
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*  Ascertuin that intragovernmental activities and balances are identified and ditferences, especially
with agencies outside DHS, are being resolved in a timely manner tn coordination with the
Department’s Office of Financial Management (OFM)

Canse’'Effect: The Coast Guard has nex developed and implemented an etfective general ledger system.
Phe Care Accounting System {CANY, Adrcraft Logistics Management Information Systern (ALMISS, and
Naval Enginesring Supply Support Systern (NESSS) general tedgers do not comply with the requirements
of the Federal Finumciof Managentent Improvement Ace of 1996 (FFMIA)YL. The gemeral ledgers do mt
allow for compliance with the United States Standard General Ledger (USSGL) at the ransaction leved,
and period-end and opening baliances are not supported by rransactional detadd in the three general ledgers,
The conditions described below in Comment LB, information Technology Cantrols and Finuncial System
Frnctionality contribute to the financial reporting controd deficiencies, and make correction more ditficult,
In addition. the Coast Guard was unable to provide reasonable assurance that internal controls over
financial reporting are operating etfectively and has acknowledged that pervasive marerial weaknesses exist
i kev financial processes, Consequently, the Coast Guard can not be reasonably certain that #s financial
staterments are retiable, or assert fo the completeness, existence, accuracy, valuation, rights and obligations,
or presentation of their Gnancial data related to their balances of fund balance with Treasury, accownts
receivable, invemtory and refated property. general property. plant, and equipment, including hentage assets
andd stewardship land, actuariafly -derived fubilities, envivonmentad and other Habilities, and net position as
reported in the Departerent’s balance sheets as of September 38, 2009 and 2608,

Critzria; FEMIA Section 803a) requires that Federal financial management systems substantially comply
with t [} applicable Federal accounting standards, () Federal financial management sssteins requirements,
and {3} the USSGL at the transaction fevel. FEMIA cmphasizes the need for sgencies to have systemis that
can generate thnely. reliable, and useful informsation with which to make infonmed decisions to ensure
ongoing sccountability,

The Federal Managers” Financial Integrite Aot of T982 (IFMFIA) requires that agencivs establish inemal
cuntrobs according to standards prescribed by the Compirolier General. Phese standards are specified in the
Govermment Accountability Office’s (GAO) Stasdards for Inferaal Conmtrof in the Federal Governmen
tStandardsy, Those standards define internal controd as an integral compenent of an organization’s
management that provides reasonahle assurance that the following objecrives are being achieved:
cifectiveness and efficiency of operations, reliabifity of finaacial reporting. and complionee with appficable
taws and regulations.

Phe GAO Srandards require that internal contiols be documented in management directives, administrative
palicies o opeating manuals; ransactions and other significant events be clesriy documented: and
mtoonation be recorded and communicated timely with those who need it within a timeframe that enables
them to curry ot their intemal controf procedises and other eexponsibilities. The GAO Standards also
identify the control enviromment as one of the five key clements of control, which emphasizes the
impurtance of conscient < in gement’s operating philosophy and commitnent 1o intermal
controb.  These standards cover controls such as human capital practices. supervisory reviews, policies,
procedures. monitoring, and segregation of duties.

The Freasury Federad fntragovernmental Tromsactions Sccounting Policies Guide, dated August &, 2009,
and OMB Circalor No. A-136, Financial Reporting Requirements, as revised, require Federal CFO Act and
aon-CHFO Act entities identified in the Freasury Financial Manual (TFM) 2009, Vol. | Part 2, Chapter
A0, Agency Repurting Reguirentents for the Firancial Report of the United States Coverment,
perform quarterly reconcilistions of intragovernmental activity ‘batances. TFM, Section 4706,
Intragoveramentud Requirements, provides guidance on OMB Circular No. A<136 requirements for
reporting ageacies ta reconcile and confirm intragovernmentad activity and balunces quarterly for spegific
reciprocal groupings. TFM Buiketin 2007-03. uragoversmersal Businoss Ruley, also provides standardized
guidance to Fedenal sgencies for reconciting sud recordisg mtragovernmental activities,

Revemmesdurions, We regommend thas the Coust Guard;

L Comtinue the inplemtentation of the FSTAR as planned:
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i

Conduet 3 human resource needs assessment and finsncial organizational assesstnent w identify gaps
ine skill sets, hire or realign personnel to fill the gaps, and assigo personnel with responsibilities that
best match their expertise. and consider updating the financial orzanizational structure based on rhe
human resources needs assessment;

3. improve entity-fevet controls by fully implementing a formal risk assessment process, evaluating and
apdating processes usad 1o communicate policies and ensure that all ransactions are recorded
completely and accarately, and improve monitor controls over financisl data supposting the general
ledger and financial statements;

4. implement accounting and financial reporting processes including an integrated general tedger system
that is FFMIA compliant; and

5. Fuablish rew or improve existing policies. procedures, and related internal controbs 10 ensure that;

& The year-end close-our process, reconciliations. and financial data and account analysis
procedures are supported by documentation, including evidence of effective management review
and approval, and beginning balances in the following vear are determined to be reliable and
auditable;

b, Al scesunting ransactions and balsnces are properly reflected in the tinancial statements
consistent with GAAP:

c.  Financial statement disclosures submitted for meorperation in the DHS fnancial statements are
accurste and complete; and

d. Al intragovernmental activity and balances are securately reflected in the financial statements,
and differences are resobved in a timely manner in coordination with the Department™s GFM.

LB Information Technology Controls and Financiat System Functionality

Background: Informarion Technology (1) general and application controls are essentiat for achieving
cffective and reliabhe reparting of financial and performance dats. 1T general controls (STGC) are tested
using the objectives defined by the GALY's Federal Information Systems Cortrols Lidit Maniof (FISCAM).
i five hey control areas: security mansgement, access control, configuration mansgement, segregation of
duties. and business comtingity. Our procedures included 2 review of the Const Guard's key 1TGC
cnvirments,

We also considered the effects of financial systems funetionality when testing intemnal controls since key
Coast Guard financial systems are not complisnt with FFMIA and are no longer supported by the original
seftware provider. Functionality Himitations add (o the challenge of addressing systemic internal cantrol
weaknesses, and strengihening she control environment ar the Caast Guard.

In FY 2009 our IT audit work identified 20 1T findings, of which 11 were repeat findings from the prior

yeur and 9 were new findings. In addition, we determined that the Coast Guard remediated 9 1T findings
identified in previous years, Specificadly, the Coast Guard took actions to improve aspects of its 1TGC by
strengthening acoess controts around key programs and data, and in its entity-wide security program.

Conditions: Our findings related w 1T controls and financial system functionality are as follows:
Related 1o 1T Controls:

Comdition. We noted thar the Coast Guard's core Financial system configuration management process
controls dre not operating effectively and continue to present risks to DHS financial data confidentiality,
teprity, and avaifability, Financial data is ihe general fedger muy be compromised by automated and
manual changes that are not adequately controfled. For example, the Coast Guard uses an {1 seripting
process 1o otake updates 1o 18 core general ledier software as necessary 1o process financial data,
However, the Coast Guard has not (2} fully developed testing standards to guide staff in the development
and funciional testing of 1T seripts, (b documented policies and procedures over testing plans thig mast be
performed, and {¢) 2nsured that all necessary approvals are obtxined prior W implementation,

m
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Al of our ITGC findings are deseribed in detail in g separste Limidted Official Fre (LOU) tetter provided 1o
the Coast Guard and DHS management.

Refaied to financial system functionadiey:

We noted that Tinuncial systen functionality Hmitations are contributing w control deticiencics reported
¢lsewhere i Exhibit §, are inhibiting progress on corrective actions for the Coast Guard, and preventing the
Caosst Guard from improving the cificiency and reliability of its fimancial reporting processes, Sotme of the
financiad system Hmitations fead to extensive manual and redundant procedures to process transactions,
venfy accuracy of data, and 1 prepare tinancial statements. Systemic conditions refated to financial
system functionahty include:
1. Asnoted sbuve. the Coust Guard's core financial system configuration management process is not
opetating effectively due o inadequate controls over IT seripts. The 1T serigt process svas instituted as
a solution primarily W compensate for system functionality and Jata quality issues;

2. Asnual financial system account recentifications are not being performed due to mitations;
3. Financiul system audit logs are not readily generated and reviewed, as some of the financial systems

are facking this capahility;

4. Aspects of DHS-required system password requiremerds are not implemented because some financial
systents cannol support the policy;

I

Praduction versions of operational financial systems are outdated. no longer supported by the vendor,
and do not provide the necessary core functional capabilities (e.z.. general ledger capabilities);

6. Financial systems functionality limitations are preventing the Coast Guard from establishing
automated processes snd application conirols thit would improve accusacy, retiability and facilitate
efficient processing of certain financial data. such as:

*  Tracking of costs (o support weighted average pricing for operating materials and supplies:

» Maintaining dats needed to suppont the caleulation of accounting payable and provide detailed
listings of accounts payabile, which may reduce the resources spent by Coast Guard personnel in
manually preparing the accounts payvable acorual:

*  Ensuring proper segregation of duties such as autasnating the procurement process 10 ensure that
anly individuals who have proper contract authority can approve transactions:

o Tracking detail transuctions associated with infragovermental business and climinate the need for
default codes such as Trading Partner Identificaron Xomber that cannot be ensily researched: and

s Ensuring that undelivered obligations are properly accounted for upon receipt of gods or services.

Cause/Effect: The 11 system development activities did not incorporate adequate security controls during
the initial implementation mose than six years ago. The corrent IT configurations of many Coast Guard
financial systems cannot be casily reconfigured to meet new DHS security requirements. The existence of
these IT weaknesses leads 1o added dependency on aiber mitigating manual controls 10 be operating
effectively af all times, Becauss mutigating controls afien require more human involvemeat, there is an
increased risk that human error could mareriatly affect the financial statemenis. In addition, the Coast
Guard's core financial systems are not FEMIA compliant with the Federal Government's Financial System
Iniegration Otfice (FSIO) requirements. See Comment 1-A, Fimaicial Monagentent und Reparting, for a
discussion of the related conditions causing significant noscompliance with the requirements of FEMIA,
Configuration manugement weaknesses are also amony the principle causes of the Coast Guard's ubility
10 supprt its financial sttement balances for audit purposes,

Criteria: The Foederaf fisraatizn Sconrity Munagement Act (FISMAY, passed as part of the E-Ger Aot of
S mandates that Federal entities maintuin 1T security programs in accordance with standards presoribed
by the Secretary of Commerce.

e —————
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OMB Circular Nou A-130, Management of Federal Information Rexeurces, deseribes spegific essential
criteria for maintaining effective general [T conrols,

FEMIA sets forth Jegislation prescriting policies and standards for Executive departments and agencies to
follow in developing, operating. evaluating, and reporting on financial manageient systems. Fhe purposes
of FEMIA are two (1) provide for consistency of accounting by an agency from one fscul vear to the next,
amd pnitorm accounting standards throughout the Fedoral Government. €21 require Federal financial
management systems to support full disclosure of Federal financial data, including the 131l costs of Federal
programs and setivities, (3} increase the accountabitity and credibility of federal financial management. (4
improve performance, productivity, and efficiency of Federal Government financial management_ and (53
establish financial managerent sy stems to support controdting the cost of Federal Guvernment,

OMB Circatar No. A< 123, Management's Rosponsibility for iernad Comirad, states, “Agency managers
should continuously monitor and improve the effectiveness of internal conral associated with their
programs. Fhis continuous monitoring, and other penodic evaluations, should provide the basis for the
agency head's annual assessment of and report on internal control, as required by FMFIA.” This Circular
fmdicates that “controd weaknesses at 8 service organization could have a muaterisd impact on the controls of
the customer organization. Therefore. management of cross-servicing agencies will need to provide an
annual assurance statement ta its customer agencies in advance w allow i1s customer agencies ta rely upon
that assurance statement. Management of cross-servicing agencies shail rest the controls over the activitics
for which it performs for others an 2 yearly basis. These controls shall be bighlighted in management’s
assurance statement that is provided to its customers, Cross-servicing and cudomer sgencies will need to
coordinate the timing of the assurance satements.”

DS Sensitive Svstems Policy Lirgctive, 43004, as well as the DHS™ Sorwétive Svarems Harsdhook
documents policies and procedures adopted by DHS intended 10 improve the security and operstion ol ail
DHS IT systems including the Coast Guard §T systems,

Recommendations: We recommend that the DHS Office of Chief Information Officer, in coordination with
the Office of the Chief Financial Officer (OUFO), implement the recommendations in sur LOLU letter
provided 1o the Coast Guard and DHS management. In that later, we provide more detatied
recommendations to effectively address the deficiencies identitied in the configuration management
PrOCess,

LC Fund Balance with Treasury

Backgronnd: Fund Balnce with Treasury (FRWT) st the Coast Guard wotaled approximately $5.5 biflion,
or approximately 9.7 percent of sotal IHS FBWT, a1 September 30, 20069, The majority of these funds
represented appropriated smousts that were obligated, but not vet disbursed., as of September 30, 2009, In
FY 2008, we reporied a material weakness in internad control over FBWT at the Coast Goard. In FY 2009,
the Coast Guard correeted some FBWT control deficiencies and revised its remediation plan w include
additional corrective actions that are scheduled to oceur afer FY 2009, Conseguently, most of the
conditions stated below are repeated from our FY 2008 repont,

Crrditians: The Coast Guard has not developed 3 comprehensive provess, to include effective internal
controls, to ensure that all FEWT trassactions are recorded in the general ledger timely . completefy, and
scourately. For example, the Coast Guard:

*  Did not properly design FBWT monthly sctivity reconciliations andor could not provide detail
transgetion Hsts for umounts reported to Treasury for ar least three of the six Coast Guard Agency
Lowation Codes:

& Recorded adjusiments to the general ledger FBWT accounts or activity reports submitied 1o
Treasury, including adjustments to agree Coast Guard balances to Treasury amounts. that were
unstpported;

*  Does not have an cifective process for clearing suspense account fransactions relared 10 FBWT dise
w ever-rebiance on vendor-provided data. The Coast Guard lacks docamented and efective
peddicies and procedures and intemal controls necessary 1o seppont the completeness, existence, and

b ]
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deeuracy of suspense account transactions, In addition, corain issues pemist with industrial service
arders {1808} apd credit cands that precliude 3 complete and scourate population of suspense detail:
and

*  Wus unable 1o provide military payroll data  suppornt the summary payroll ransactions processed
through the Coast Guard’s FBWT. n uddition, the Couast Guard kicked formal policies and
procedures for processing and documenting all military and civilian payrol! ransactions.

Cause bffect The Coast Guard had not designed and implemented accounting processes. including a
financiul system that comphies with federad financial system reguirements, as defioed in OMB Cirenlar No.
A=127. Financial Managenvent Systems, and the requirements of the Joint Financial Managemers
Improvement Program (JFMIPY, now adminisiered by the FSIO, 1o fully support the FY 3009 FBWT
activity and balance as of September 30. 2009, Failure o implement timely and effective reconciliation
processes coukd increase the risk of undetected errors andior violations of appropriation laws, mehuding
instunces of undiscovered Amtiedeficiency Aot violations or fraud, abuse, and mismanagement of furds,
which could fead to inaceurate financial reposting and affect DHS” ability to effcetively monitor its budger
statuy.

Critoria: Statement of Federal Financial Accounting Standards (SFFASE No. | Accamting for Selected
Awsvts artd Lighilities, paragraph 39 states, “Federal entities should explain any discrepancies between fund
batance with Treasury in their genersd ledger accounts and the balance in the Treasury™s acevunts and
explain the causes of the discrepancies in footnotes to financial statements, (Discrepancies due to time lag
should be reconciled and discrepancies due o error should be corrected when financial reponts are
prepared). Agencies also should provide information on unused funds in expired appropriations that are
returned 1o Treasury at the end of a fiscal year™

Per Fund Balance with Treasury Reconctliution Procedures, a Supplement to | TEAM 25100, Section V,
“Federat agencies must reconcile their SGL 1810 account and any related subaccounts | Jua & monthly
basis {at nrinimum). {...| Federal agencies must [ ] resolve all differences between the balances reported
on their G FBWT sccounts and balances reported on the FMS 6631, 6654 and 6633 {now the
Ginernment-wide Accounting system (GWAIL™ In addition. “An agency may not arbitrarily adjust its
FBWT account. Only after clearly establishing the causes of errors and properly documenting those errors,
should an agency adjust its FEWT acconnt balance. 1f an agency must make material adjustments, the
agency must maintain supportieg docomentation. This will allow correct interpretation of the orror and its
corresponding adjustment,”

Section B03(a) of FFMIA requires that Federad financial management systems comply with (1) applicable
Federal accouming standards., (2} Federal financial management sysiem requirements. and {3 the BSSGE
at the transaction fevel, FEMIA emphasizes the peed for agencies o have systems that can generate timely,
reliable, and useful information with which to make informed decisions 1o ensure ongoing accountability,

The GAD Stanclurds huld that trsnsactions shoukd be property suthorized, decumented. and recorded
accurptely and timely.

Recommendations: We recommend that the Coast Guard establish policies, procedures, and iaternal
conteols (o ensure that FBWT transactions are recorded accurately and completely, and in a nmely manner,
and that alt supponiing documentation is maintained for all recorded fransactions. These poficies and
procedures should altow the Coast Guard to:

Lo Perform complete and timely FBWT reconcifiations using e Treasury Government-wide Accounting
wols:

b

Better manage its suspense accounts to include researching and clearing items carried in suspense
clearing sceounts in a timely manner during the vear, snd maintaining proper supporting
documentation m clearing suspense activity; and

=

Maintain payroll data supporting pavrofl transactions processed through FEBWT and bave access to
complete documentation, if needed,

-0 Property. Plant. and Equipment and Opersting Materials and Supplies

1.6
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Backgromnd: The Coast Guard maintains approximately 32 percent of all DHS property, plant, and
equipment {PP&E). including a large fleet of boats and vessels, Many of the Coast Guard's assets are
constructed over a multi-vear period. have long useful Hves. and undergo extensive ruting servicing that
may increase their vaklue or entend their usetul lives. n FY 2009, the Cosst Guard comtinued to revise
corrective action plans as docwnented in FSTAR to address the PP&E process and controf deficiencies. and
execute rentediation efforts. However, many of the FSTAR procedures are scheduked 1o necur over a
rwulti-vear timeframe. Consequently, many of the condisions cited below have been repeated from our FY
2008 report.

Operating Materialy and Sopplies (OM&S) are maintained by the Coast Guard in significant quantities and
cansist of tangible personal property 1o be consumed in pumial operations to service maring equipment,
aircrafl, and other operating equipment. The majority of the Coast Guard’s OM&S is physivally located at
cither two nventory Control Points (CP<) or in the feld. The Coast Guard's policy requires regularly
scheduled physical counts of OM&S, which are imporant to the proper valuation of OM&S$ and its
safekeeping. The conditions cited below for OME&S have been repeated from aur FY 2008 repont.

DHS" Stewardship PP&E consists of heritage ussets, which are PP&E that are unigue due to historical or
natural significance; cultural, educational, or artistic (e.g., aesthetic) importance; or architectural
charnteristics. The majority of DHS™ stewardship PP&E is maintained by the Coast Guard, and consists of
both collection type heritage assets. such ag artwork and display models, and not-callection-type heritage
assets, such a3 lighthouses, sunken vessels. and buildings.

Cunditions: The Coast Guard has not:
Rugurding PPRE:

*  Established its opening PP&E balances necessary 10 prepare a balance sheet as of September 30,
2009, in cases where original acquisition docurmnentation bas not been maintained. the Coast Gaard
has not developed and documented methodologies and assumptions 1o suppont the value of PP&E;

e Implemented appropriate contrels and related processes 1o accurately, consistently, and Gimely
record additions to PP&E und construction in process (CIPy, transfors from other agencics,
disposals in its Moeed asset system, and valuation and classification of repairable PPEE:

*  Implemented accurate and complete asset ientification. svstem mapping, and tagging processes
that include sufficient detail, e.g., seriad number, 1 clearly differentiate and accurately mack
physicsl assets to those recorded in the fixed asset system; and

»  Praperly accounted for some improvements and impairments w buildings and structures, capial

teases, and selected usetul tives for depreviation purposes, cansistent with GAAP,
Rugarding OM&ES:

« lmplemented poticies, procedures, and internal controls 1o suppert the completeness, ICCULACY,
cxistence, valuation, and presentation assertions related 1o the FY 2009 OM&S and related
account balances:

*  Fuily designed and implemented policies. procedures. and internal controls over physical counts
of OM&S at field units 1o remediate conditions idenified in previous vears: and

s Tuablished processes wd controls 1o fully support the calcalated valug of certain ypes of OM&S
to approximute historical cost.

Regarding stewardihip PP&E:
*  Fully designed and implemented policies. procedures. and internal controls to support the
completeness, existence, accuracy, and presentation assertions over data wiltized in developing

required financial statersent disclosures and related supplementary information {or Stewardship
PP&E.
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Cause: Effecr: The Coast Guasd bas had difficulty establishinyg its opening PPEE batances prirarily
because of poorly designed policies. procedures and processes implemented more than a decade ago.
cambined with ineffective inteenal controls. PP&E was not properly tracked or accounted tor many years
preceding the Coast Guard's wanster o DHS i 2003, and now the Coast Guard is faced with a formidable
challenge of perfornting retroactive analysis in order ro properly establish the existence. completeness. and
sconrscy of PPEE. Purtherntore, the fived ssset module of the Coast Guard™s CAS is not updated timely
for effective tracking and reporting of PPRE on an ongoing basis. As a result. the Coast Guard is unable 1o
accurately account for its PPEE, and provide necessary information to DHS OFM for consclidated
firaneial statemsent purposcs.

Coast Guard management deferred correction of most OM&S weaknesses reported in previous vears, und
acknowledged that the conditions we reported in prior years remained throughout FY 2009, 1ack of
comprehensive and effective policies und controls over the performarnice of physical counts, and appropriate
support for valustion, may result in errors in the physical inventory process or inventory discrepancies that
could resolt i Gpancial stement misstiternents,

The Coast Guard did not consider the new siewardship property reporting standards until fate in the year,
and did not have sufficient time to design and implement proceduares to sccumulate data needed for
financial reporting purposes before the completion of the FY 2009 DHS AFR.

Criterja: SEFAS No, 6, dccounting for Properry, Plant, and Equipment, provides the general requirements
for recording and depreciating property. plant and cquipment. SFFAS No. 6 was recently amended by
SFFAS No. 35, which claritles that “reasonable estimates of original fransaction data historical cost may be
used 1o value generat PPEE [} Reasonable estimates may be used upon initial capitalization as entities
implement general PPRE accounting for the first time, as well as by those entities who previously
implemented zeneral PP&E accouming,™

The Federal Accounting Standards Advisory Board (FASABY's Pederal Financial Accounting Standards
Interpretation No. 7. dated March 16. 2007, defines “items heid for remanufacture” as items “in the process
of (or awaiting) inspection, disassembly, evaluation, cleaning. rebuilding, refurbishing and/or restoration to
serviveable or techmologically updated upgraded condition. [tems beld for remanuficture may consist of:
Direct masevials, tincluding repairable pants or subassemblies ... 1) and Work-in-process (including labor
costs) related 1o the process of major overhaul, where products are restored o good-gi-new” condition
and‘or improved‘upgraded condition. “Hems held for remanufacture” share characteristics with *items held
for repaie” and Hems in the process of production and may be aggregated with cither class, Managetnent
should use judgment to determine a reasonable. consistent. and cost-effective manner fo classify processes
as “repait’ of ‘remanufagture.”

SFEAS No. 29. Heritge Asvets and Stewardship Land, provides the requirements for the presentation and
disclosure of heritage ussets. In summary. this standard requires that herftage assets and stewardship land
information be disclosed as hasic information in the notes 1o the financial statements, except for condition
mtormation, which is reported as required supplementary information (RS1),

FEMIA Section 803(a) requires each agency to implement and maintain a systemt that complies
substantially with Federal financial managervent system requirements. OMB Circular No. A-127
prescribes the standards for federal agencies” financial management systens, That Circular requires an
agency's sysiem design w have cenain charaeteristios that include consistent ~imtermal controls aver data
entry, transaction processing, and reporting throughout the system to ensure the validity of information and
proteetion of Federal Government resources.”

According 1o GAD Sindards, assets at risk of loss or unauthorized use should be periodically counted and
comnpared to control records. Policies and procedures should be in place for this process. The FSIO
pubtication, foventary, Suppties, emd Muterialy Svstom Ruquirements, states “the general requirements for
control of inventory, supplies, and materisis consist of the processes of receipt and inspection, storing, and
et in wansis.” Specificatly, the “placement into inventory provess” requires diat an ~agency s IVERLOrY,
supplies, and materials system muost identify the intended location of the item and frack its movement from
the point oF initial receipt 10 ity Ninal destnarion.” SFFAS No. L fcommting fir fventory and Rolated
Froperty, states OM&Y shal be valued on the basis of historical cost.

e —
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Recommendations; We recommend that te Coast Guard:
Regarding PPEE.

Lo Adopt the provisions of SFFAS No. 35, which provides alternatives te the Coast Guard to value
gencral property. plant, and equipment to establish its spening balaaces for balance sheet presentation:

2. Implement appropriate controls and refatod processes (o accurately and timely record additions to
PP&L amd CIP. ransfers from other agencies. improvernents, impairments. capital leases, depreciable
lives, disposals in its fixed asset system, and valuation snd classification of repairsble PPEE;

3 Ensure that appropriate suppoting documentation 1§ maintained and readity available tor audit and

4. Implement processes and cuntrols to recond an identifying pumber i the fixed asset sy stem at the time
of asset purchase to facilitate wentification and tracking; and ensure that the status of assets is
sccurately tracked in the subsidiary ledger,

Regurding (IMES:

3. Update OM&S physicat count policies. provedures, and controls, and provide waining to personnel
responsible for conducting physical inventories at field units, and include key clements of an effective
physical inventory in the policies;

6. Consider adopting an inventory control system for OM&S as a method of wacking usage and
maintainiog a perpetual inventory of OM&S an hand; and

7. Tstablish processes and controls 1o support the calculated value of OMES (o ensure sccounting is
consistent with GAAP.

Rugarding stewardship PP&E:

8. Design and implement policies. procedures, and internal controls 1o support the completeness,
existence, aceuracy, and presentation and dischosure assertions refated 6 the dat utilized in
developing disclosare and related supplementary information for Stewardship PPEE that is consistent
with GAAP.

L-E Actaarial and Other Liabilities

Buckgrannd. The Coant Guard maintains medical and post-einploymeat ravel benefit programs that
require actuarial computations (o record related Habilities for financial reporting purposes. The Military
Retirement System (MRS} is a defined benefit plan thit covers both retirement pay and bealth care benefis
tor all active duty and reserve military members of the Coast Guard, The medical plan covers active duty,
reservists, retirees/survivors, and their dependenss that are provided cire at Department of Defense (BoD)
medical faetlitics. The post-cmployment travel benefit program pays the cost of transportation for
uniformed service members upon separation from the Coast Guard. Annually, participant and cost data is
extractesd by the Coast Guard from its records and provided 1o an actuarisl fiom as input for the Hability
culculations. The accuracy of the actuarial labilizy as reported in the financial statements is dependent on
the acceracy and completeness ol the anderfying pantcipant and cost data provided (o the sctuary as well as
the reasonableness of the assumptions used.

The Coast CGuard estimates accounts payable by adjusting the prior year revised accounts payable accrual
estimate by ithe perventage change in budgetary suthority for the current Tiscal vesr. The revised prior year
estimate is caleulated by analyzing actual payments made subsequent to September 36 of the prior vear to
determine a range within which the accrual should Bk, and using the midepoint of that range. The
cateulation is based on the results of a staistical sample of subsequent disbursements and actual or averdge
amounts paid.

Fhe Coast Guard™s envivonmental labibities consist of fwo main types: shore facilitios and vessels. Shore
facitities include any Facilities or property other than ships, (e.g., buildings, fucl unks, lighthouses, small
arms firing ranges (SAFRs), ¢te )

e —
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Independent Auditors’ Report
Exhibit | — Material Weakneswes in Internad Control — U8, Coast Guard

Comditions: We noted the fellowing internal oontrol weaknesses related to actuariaf and other Habilities,
Fhe Coast Guard has not;

Regarding sredical and post-cmploviment benefies,

+  hmplemented effective polities, procedures, and controls to ensure the completoness and accuracy
of medical cost data snd post-emnployment travel claims provided to. and used by the actuary for
the caleulation of the medical and post-employnent benefit liabilities. Reconciliations between
subsidtary and general ledyger amounts for medical expenditures are not effective:

» Implemented controls o prevent overpayments for medical services: and

» implemented effective processes o acuount for military personnel data changes, including changes
in leave hafances and payroll corrections, in the appropriate reporting periods, and consequently
the completeness and accurscy of leave and payrol accruals as well as data used for sctuarial
projections is not alwivs reliable;

Regarding accouns payable estimatex:

*  Validated its methodology used to estimate accounts payable. e.g.. the reliabiiity of data,
assumptions, and criteris used 1o caleilate snd subsequently validate the estimate for Binanciad
reporting.

Regarding environmentad liabifities!

¢ Fully supported the completeness, existence, and accaracy assertions of the data utitized in
deseloping the essimate for the FY 2009 environmenial Bability account balance: and

s Fully developed, documented, and implementad the policies and procedures in developing,
preparing, and recording the environmental liability estimates related to shore facitities, and has
mot approved policies and procedures for the review of the environmental liubility estimate related
w1 vessels.

CanseEffect: Much of the data required by the actuary comes from personnel and payroll systems that are
outside of e Coast Guard's accounting organization and are managed by the Coast Guard's Pay and
Personnet Center (PPCY. Inaccurate medical costs submitted to the Coast Guard actuary could result in a
misstatement of the acuarial medical Hability and related expenses.

The Coast Guard has not yet developed comprehensive poticies and procedures or correstive action plans 1
address the conditions above, and consequenily, management is unable 10 assert 10 the accuracy and
completeness of the accounts payable and payrol! socruals recorded as of September 30, 2009,

Criteria; According o SFEAS No. S, Accusming for Licbilities of the Federdd Genernment. Other
Retiremient Besefits (ORBY include all retirement benetiis other than pension plan benetits, The ORB
Hability should be reported using the aggregate entry-age nonnal actuarial cost methad. The Hability is the
actuariat present value of all futare benefits Jesy the actuarial present value of future normal cost
contributions that would be made for and by the emplovees of under the phan.

Accarding fo SFFAS No. 5. paragraph 95, the employer should recognize an expense and a lability for
sther post-employment benefits (OPEB) when a future outflow or other sacrifice of resources is probable
aud meusurabile on the basis of events aecurring on of before the reporting date. Fusther, the long-term
GPEB tability should be measured at the present value of future payments, which requires the emplover to
estimate the wmount and riming of future payments, and 1o discount the future outflow over the pertod for
which the payments arc o be made.

Fhe GAQ Standurds states that wspsactions should be properly authorized, documented, and recorded
accurately and timely, SFFAS No. T stages, *When an entity accepts titke 10 goods, whether the pods are
delivered o in transit. the entity should recognire 4 liability for the unpaid amount of the goods, if
invoices for these goods are not available when financial statements are prepared. the amounts owed shoufd
be estimated,”

110

T
Department of Homeland Security FY 2009 Annual Financial Report 157



Independent Auditors’ Report
Exhibit | - Materiat Wesknones in Internsd Control — US, Coast Guard

Federal Accounting Standards Adyisory Board tFASAB) Technival Release No. 2, Determining Probable
and Rewseirably Estimable for Envirommcntad Liobifities in the Federal Government, states that an agency
is required to recognize a tiability for eavironmental cleanup cosis as a result of past transactions of events
when a tuture ouflow or ather sacrifice of resources is probable and reasonably estimable, ~Probable” is
related to whether a future owflow will be required. “Reasonably estimable” refawes 1 the ability to

reliably quantify in moncetary terms the outflow of resources that will be required,
Recommernturions: We recommendd that the Coast Guard:
Regurding actnarisd fhabilizies:

1. Implement effective policies, procedures, and controls to ensure the completeness and accuracy of
medical cost data and post-eniployment travel claims provided to. and used by, the actuary for the
cateulation of the medical and post-employment benefit Habilitics;

[

Perform a peripdic reconciliation between the medical expenditures recorded in the subsidiary ledger
and these revorded in the CAS, and address differences before data is provided to the actuary, Fhis
reconciiiation should be performed for sl significant sources of medical acruariat data, including
TriCare and DoD Military Treatment Fueilities (MTFs), In addition, this reconciliation should be
reviewed by someane other than the preparer to ensure accuracy: and

3 Implement effective processes to account for military personned data changes, including changes in
leave balances and payroll corrections, and to ensure that updares are recorded i the proper accounting
perind;

Regarding aveanms pavabie:

4. Analyze and make appropriate improvements to the methodology used to estimate accounts pavable
and support all assumptions and criteria with appropriate documentation to develop and subseguently
validate the estimate for inancial coporting:

Regarding ervironmental {ubitizies:

5. Develop and implement policies, precedures, processes, and comtrols to ensure identification of and
recording of all environmernal iabilities. define the technical approach, cost estimation methadelogy,
und overald Dnancial management oversight of its eavironmental remediation projects, Consider the
“Due Care” requirements defined in FASAB Technical Refease No. 2. The policies should include:

a. Procedures to cnsure the proper calculation and review of cost estinmtes for consisiency and
accuracy in financial reporting. including the use of tested modeling techniques, use of verified
cost parameters, and assumptions:

b, Periodically validate estimates ggainst bistorical costs; and

¢ Easure that detarled cost data is maintaimed and reconciled to the general ledyer,

I-F Budgetary Accounting

Buckground: Budgetary accounts are a category of general ledger accounts where transactions related to
the receipt, ubligation, and disbursement of appropriations and other authorities 1o obligate and spend
agengy resources are recorded. Each Treasury Account Fund Syinbol (TAFS) with separate budyetary
actoums inust e maintained in accordancs with OMB and Treasury guidance. The Coast Guard has over
0 TAFS covering a broad spectrum of budget authority, including annual, multi-vear, and no-year
appropriations: and sevesal revolving. special, and 1rust funds.

Conditions: We noted the following inernal control weaknesses refated to budgetary accounting, many of
which were repeated from our FY 2008 repont, The Coast Guard has not:

*  Fullv implemented polivies, provedures. and internal comtrols vver the Coast Guard's process for
vatidation and veriticasion of undelivered order (UDO) balances that are aperating effectively.
Recorded obligations and UDO balances were not always complete, valid, accurate, and proper
approvals and supporting documentation are nat always maintained;

Lit
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tadependent Auditors’ Report
Exhibit | — Material Weaknesses in Jaternal Controf — LS, Coast Guard

¢ Finalized and implemented policies and procedures o monitor unobfigated commitment activity in
CAS throughout the fiscal year, Currently, the Coast Guard performs only a vear-end review to
reverse comniitments shat are aow Jorger valids

*  Designed and implemented effective procedures, processes. and intermal controls to veri fy the
completeness and sceuracy of the year-end abligation “pipeline™. which are obfipations executed
wn Of before September 30t not recorded in the Coast Guard's CAS, and o record wil execured
obligations, These deficiencies affected the complureness, existence. and accuracy of the wear-end
“pipeline” adjustment that was made to record obligations executed before year end; and

¢ Esablished adequate intemat controls 1o ensure 1hat procurement fransactions are processed oply
by individuals who have the appropriate warrant authority, e.g., thase with expired warrant
anthority are unable 1 process ransactions,

Cause Effect; Several of the Coust Guards budgetary controf weaknesses can be carrectiad by
madifications or improvements (o the financial accounting system. process improvements. and
strengthened policies and intemal controls. Weak controls in budgetary sccounting, and msociated
contricting practices increase the risk that the Coast Guard could violate the bwi-deficioncy Act and
overspend its budget authority. The financial statements are also at greater risk of misstatement. Relisble
accounting processes surrounding obligations. UDOs, and disbursements are Key 10 the dccurate reporting
of accounts payable in the DHS consolidated financial statements. The untimely release of commitments
way prevent funds from being used timely for other purposes.

Criteria; According to the Office of Federal Financial Management's Care Finanviat Suxtons
Requiremerds, dated Sanuary 2006, an ageney's core Brancial management svstem must ensure that an
agency does not obligate or disburse funds in excess of those appropriated or suthorized. and “the
Budgetary Resourve Management Function must support agency policies on internal fimds sllocation
methods and controls.” The Federad Acquisition Regulation (FAR) Scction 1602 addresses the authorities
and responsrhilities granted o contracting officers. Treasury's USSGL guidance ot TFM 82 09-62 (dated
August 2009} specifies the accounting entrics refated w budgetary ransactions.

FEMIA Section 803(a) requires that cach Ayency suplement snd maintain a system that complics
substantially with Federad financial management systems requicements, OMB Circalar No. A-127 sers forth
the standards tor federal financial management systems,

Recommendations: We recommend that the Coust Guard:

1. tmprove policies, procedures, and the design and effectiveness of contrads rdated pProcissing
obligation transactions, imecluding periodic review and validation of UDOs. Emphasize to all fund
managers e Aeed to perform effective reviews of open obligations, obtain proper approvals, and
retain supporting documentation;

o

Finalize policics and procedures to periodically review commitments, and make appropriate
adjusiments in the financial system:

3. Improve procedures, processes, and imernal controls to verify e completeness and accuracy of the
year-end vbligation “pipeling” adjustment to record all executed obligations for financial reportitig;
and

4. Establish aatemated system controls to ensure that procurement transactions can e processed only by
those with appropriate/valid wasrant authority.
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Dear Secretary Napolitano:

In accordance with your delegation of responsibilities to me, | have directed an evaluation of the internal
control at the United States Coast Guard in effect during the fiscal year ended September 30, 2009. This
evaluation was conducted in accordance with OMB Circular No. A-123, Management’s Responsibility for
Internal Control, Revised December 21, 2004. Based on the results of this evaluation, the United States
Coast Guard provides the following assurance statements.

Reporting Pursuant to FMFIA Section 2. 31 U.S.C.3512 (d)(2)

The United States Coast Guard provides reasonable assurance that internal controls are achieving their
intended objectives, with the exception of the following material weaknesses:

¢ Compliance with Laws and Regulations

As previously reported in my 2008 Assurance Statement, USCG identified a prior year (2007 and
earlier) Anti-Deficiency Act (ADA) issue. During the past year, we have closely collaborated with the
Department and adhered to DHS policy with regards to resolving this issue. Actions taken to improve
the policy and internal controls in this area should prevent a recurrence. In addition, the USCG is
developing enterprise-wide policies and procedures for assessing risk, testing effectiveness of
controls and monitoring to more fully align with the Department’s internal control program.

¢ Internal Controls over Financial Reporting as detailed under the DHS FAA below

S

Resolution of Prior Year Reportable Condition - Deepwater

During FY08, muitiple control deficiencies were noted for the Deepwater program, which resulted in
a reportable condition. Over the course of FY09, significant remediation efforts have resolved the
major deficiencies identified in external audits and reports so that Deepwater is no longer identified
as a reportable condition.

Reporting Pursuant to the DHS Financial Accountability Act. P.L. 108-330

The scope of the United States Coast Guard’s Fiscal Year 2009 assessment of internal control over
financial reporting was limited to performing tests of design and test of operational effectiveness over the
following processes that generate balance sheet and statement of custodial activity accounts:

e Federal Employment Compensation Act
e Contingent Legal Liabilities
e Investments

These tests identified multiple successful controls with limited remaining control deficiencies for each sub-
process, and resulted in the assessment of these sub-processes at the reportable condition level as
detailed in the General Ledger Management section, below.

As in the prior year, the United States Coast Guard is unable to provide reasonable assurance that internal
control over financial reporting is operating effectively. Management implemented remediation plans in
accordance with the ICOFR Playbook for FY 2009 and is updating Mission Action Plans to aggressively
remediate remaining key deficiencies. These plans will be published in the Fiscal Year 2010 update to the
Coast Guard Financial Strategy for Transformation and Audit Readiness. The following material
weaknesses have been identified:

Enclosure (3 )



Entity Level Controls (ELC): In 2009, the USCG conducted an assessment of internal controls at
the entity level using the Government Accountability Office (GAO) Internal Control Management and
Evaluation Tool. Deficiencies were identified in the following areas: risk assessment; insufficient
monitoring/review; and limited documented policies and procedures. Ongoing remediation efforts,
including the proposed establishment of a Coast Guard Comptroller, will address remaining ELC
deficiencies.

Fund Balance with Treasury: The USCG is unable to fully reconcile its FBWT accounts. USCG
cannot produce complete and accurate populations of suspense account transactions, nor
distinguish posting from clearing transactions in suspense.

Human Resources & Payroll: Although we have established compensating controls that will enable
us to reconcile military payroll, the Joint Uniform Military Payroll System (JUMPS) does not directly
provide the required accounting information to reconcile Treasury, payroll and general ledger details.
The Post Retirement Benefits sub-process has a lack of controls which are being addressed and
corrective actions are in process to ensure data integrity for the actuarial liability.

Property Management: Documented policies and procedures related to property management sub-
processes and related systems are being developed during this reporting period. Ongoing '
remediation efforts include developing adequate controls in Construction-in-Progress, Operating
Material and Supplies, Personal and Real property. However, significant system limitations and
inadequate costing processes remain. Progress with Property Management continues through
improved valuation of previously unsubstantiated cost of assets and construction in progress.

General Ledger (GL) Management Function: Financial Reporting: The three primary USCG
general ledgers are not fully compliant with the USSGL and contain improper posting logic codes.
Limitations of the GL systems, timing issues, and the use of multiple GL systems with different GL
accounts, contribute to the inappropriate recording of transactions and a significant number of on-top
adjustments at month’s end.

The scope of USCG remediation efforts for the following GL sub-processes focused on executing
corrective actions to design and implement internal controls. As a result, the following are noted as
reportable conditions:

o Contingent Legal Liabilities
o FECA
o Investments

Budgetary Resources Management: The three general ledger systems are not fully compliant with
the USSGL at the transaction level. Two of the three do not interface with the Core Accounting
System, except for Treasury Information Executive Repository (TIER) reporting at the summary GL
level. The primary budgetary resource management system is not designed to manage and maintain
complete budgetary accounting data and does not permit the necessary level of funds control,
creating the risk of Anti-Deficiency Act violations.

Receivables Management: USCG does not record certain balances in the general ledger in
accordance with Generally Accepted Accounting Principles (GAAP) as promulgated by the Federal
Accounting Standards Advisory Board (FASAB). In addition to systems limitations, this is due in
large part to the lack of policies and procedures in several key sub-process areas related to
accounts receivable.

Revenue Management: USCG does not record certain balances in the general ledger in
accordance with Generally Accepted Accounting Principles (GAAP) as promulgated by the Federal
Accounting Standards Advisory Board (FASAB). There is no documented standard operating



procedure in place to ensure that all reimbursable agreements are closed-out appropriately with all
bills and refunds generated as needed.

Environmental Liabilities: USCG has no documented policies and procedures for Comprehensive
Environmental Response, Compensation and Liability Act (CERCLA) cases. USCG does not have
sufficient support related to Environmental Liabilities resulting in potentially unrecorded and
unidentified liabilities.

Information Systems: GAO Tool assessments indicate that internal controls over financial systems
are inadequate to detect or prevent material errors in the financial statements. A number of non-
conformances are a root cause that will limit the USCG’s ability to fully remediate material
weaknesses in many financial reporting processes. Accordingly, this condition also represents a
material weakness in internal control over financial reporting.

Reporting Pursuant to FMFIA Section 4. 31 U.S.C. 3512 (d)(2)}(B)

The United States Coast Guard’s financial management systems do not conform with government-wide
requirements. The areas of non-conformance listed below were documented. Management is continuing to
execute, and update as appropriate, Mission Action Plans to remediate the following:

U.S. Standard General Ledger

The designs of the USCG's financial and mixed systems do not reflect financial information
classification structures that are consistent with the U.S. Standard General Ledger and provide for
tracking of specific program expenditures.

Integration of Financial and Mixed Systems

The lack of integration of the USCG’s financial and mixed systems precludes the use of common
data elements to meet reporting requirements, and to collect, store, and retrieve financial
information. Similar kinds of transactions are not processed throughout the systems using common
processes, which could result in data redundancy and inconsistency.

Financial Reporting and Budgets

The USCG's financial and mixed systems do not allow for financial statements and budgets to be
prepared, executed, and reported in accordance with the requirements prescribed by OMB, e.g.,
OMB Circular A-11, preparation and submission of budget estimates, those prescribed by the U.S.
Department of Treasury, and/or the Federal Accounting Standards Advisory Board (FASAB).

Laws and regulations

The USCG's financial and mixed systems do not indlude a system of internal controls that ensure:
resource use and financial reporting are consistent with laws, regulations, and policies; resources
are safeguarded against waste, loss, and misuse; reliable data is obtained, maintained, and
disclosed in reports; and transactions are processed in accordance with Generally Accepted
Accounting Principies (GAAP)

System Adaptability

The USCG does not evaluate how effectively and efficiently the financial and mixed systems support
the USCG's changing business practices and make appropriate modifications to its information
systems.

Risk assessment and security

The Coast Guard has legacy financial and mixed systems that were developed without the benefit of
today’s security practice requirements. Because USCG lacks modern security evaluation software,
intensive manual intervention is required to ensure proper security controls, oversight and auditing
occurs to meet OMB and DHS security policies. Some of the legacy financial and mixed systems



were developed prior to the implementation of some of these regulations and are therefore, not
designed to comply with them. Vessel Logistics System (VLS) and Core Accounting System (CAS)
Suite are on the OMB high risk list.

e Documentation and support
Adequate technical systems documentation, training, and user support is not consistently available
to enable the users of all of the financial and mixed systems to understand, maintain, and operate
the systems in an effective and efficient manner.

+ Physical and logical controls
The USCG's financial and mixed systems contain weaknesses in the standardization of physical and
logical controls, and segregation of duties.

o Software Development
The USCG does not consistently apply a defined software development and change control process
to software changes and development efforts for all financial and mixed systems. USCG does not
perform complete monitoring of the access to, the use of, nor the control changes to, systems
software. Furthermore, CG financial management and mixed systems do not conform to existing
applicable functional requirements.

Reporting Pursuant to the Reports Consolidation Act. Section 3516(e)

In FY09, the USCG completed DHS sponsored independent verification and validation (V&V) of GPRA
performance measure data. The Waterways Management: Aids to Navigation mission performance
measure “5-year average collisions, allisions and groundings” was chosen for review. The review
examined policies and procedures in this area and determined that they are adequate. The USCG’s
performance data used in the Performance and Accountability Report are complete and refiable, except for
the following material inadequacy:

¢ Financial Reporting: The USCG does not have documentation and adequate controls to support
the process to validate that the full cost by strategic goal, as presented in the notes to the
consolidated financial statements, is materially consistent with actual costs incurred.

United States Coast Guard
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ADDITIONAL INFORMATION AND COPIES

To obtain additional copies of this report, please call the Office of Inspector General (OIG) at (202) 254-4100,
fax your request to (202) 254-4305, or visit the OIG web site at www.dhs.gov/oig.

OIG HOTLINE

To report alleged fraud, waste, abuse or mismanagement, or any other kind of criminal or noncriminal
misconduct relative to department programs or operations:

+ Call our Hotline at 1-800-323-8603;

 Fax the complaint directly to us at (202) 254-4292;

* Email us at DHSOIGHOTLINE@dhs.gov; or

* Write to us at:
DHS Office of Inspector General/MAIL STOP 2600,
Attention: Office of Investigations - Hotline,

245 Murray Drive, SW, Building 410,
Washington, DC 20528.

The OIG seeks to protect the identity of each writer and caller.






