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Why This Matters

Our Nation’seconomyandsecurity
arehighly dependenon theglobal
cyberinfrastructure.The
borderlessiatureof threatsto, and
emanatingrom, cyberspace
requiresrobustengagemerand
strongpartnershipsvith countries
aroundtheworld.

Internationakngagemeris akey
elemenif the DHS' cybermission
to safeguarcéndsecurecyberspace
As such,the NationalProtection
andProgramDirectorate(NPPD)
hasestablisheanultiple functions
to supportits internationakffairs
programwhich promotes
cybersecurityawarenesandfosters
collaborationwith othercountries
andorganizations.

DHS Response

NPPDconcurswith all
recommendationis theabove
referencedlraft report. The Under
SecretaryNPPDhastakenactions
to addressheserecommendations

For Further Information:

Contactour Office of Public Affairs at
(202)254-41000r emailusat

DHS-OIG.OfficePublicAffairs@oig.dhs.gc

DHS Can Strengthenlts
International Cybersecurity
Programs

What We Determined

Overall, NPPDandits subcomponentsaveundertakeractionsto promotecollaborationwith
theinternationacommunityanddeveloppartnershipsvith othernationsto betterprotect
cyberspace While continuingto build uponits existingpartnershipsNPPDcantake
additionalstepgto betterprotectglobal cyberspace Specifically,we determinedhat:

1) NPPD'sOffice of CybersecurittandCommunication§CS&C) hasnot definedits rolesfor
carryingoutthemissionof its InternationalAffairs Programin the contextof its overarching
domesticcybersecuritymission. In addition,CS&C hasnotyet developeda strategic
implementatiorplanto providea clearplanof actionfor achievingits cybersecuritygoals
with internationalpartnersjnternationaindustry,andthe privatesector.

2) NPPDhasnot streamlinedts InternationalAffairs functionsandprocesseto efficiently
supportits internationakybersecuritygoals,objectives priorities,andeffectively consolidate
resources.

3) NPPDandits subcomponentseedto strengthertheir communicationgndinformation

sharingactivitieswith andamongtheir counterpartso promoteinternationaincident
responsetheexchangef cyberdatawith othernations,andthe sharingof bestpractices.

What We Recommend

We recommendhatthe UnderSecretaryNPPD:

1) Developa comprehensivstrategiamplementatiorplanthatdefinesCS&C’s missionand
priorities,specificrolesandresponsibilitiesanddetailedmilestonedor supportingthe

requirementsutlinedin the President’dnternationalStrategyfor Cyberspace.

2) Takestepsto streamlineNPPD’sinternationakffairsactivitiesandprocesset improve
transparencyndreducenefficiencieswhile supportingNPPD’sinternationakngagements.

3) EnsurethatsufficientUS-CERTresourcesrededicatedo maintainingandactively
pursuingnewrelationshipswith theinternationacommunity.

4) Developandimplementpoliciesandproceduregor establishingandmaintainingopen
dialogueswith foreignpartnergegardingcyberthreatsandvulnerabilities.

5) Conductinformationsharingassessments identify internalgapsandimpedimentsn
orderto increasesituationalawarenesandenhanceollaboratiorwith foreignnations.
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