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	  	   -‐Well,	  Doctor,	  what	  have	  we	  got—a	  Republic	  or	  a	  Monarchy?	  	  	  	   	  
	   -‐A	  Republic,	  if	  you	  can	  keep	  it.	  
	   	  	   	  	  	  	  	  -‐-‐Benjamin	  Franklin	  (1706–1790)	  
	  
Does	  my	  vote	  really	  count?	  	  It’s	  amazing	  how	  complicated	  it	  can	  be	  to	  answer	  such	  a	  simple	  
question.	  	  The	  more	  ballot	  integrity	  is	  investigated,	  the	  more	  questions	  that	  arise!	  

At	  Defend	  the	  Vote,	  we	  believe	  the	  only	  way	  to	  have	  an	  accurate	  vote	  is	  through	  strict	  and	  
transparent	  procedures	  that	  hold	  those	  in	  charge	  accountable	  for	  the	  security	  of	  the	  ballot.	  	  These	  
procedures	  must	  provide	  a	  transparent	  record	  on	  the	  chain-‐of-‐custody	  of	  each	  event	  that	  
potentially	  impacts	  the	  integrity	  of	  the	  vote,	  especially	  during	  the	  process	  of	  casting	  and	  counting	  
the	  ballot.	  	  It	  also	  includes	  security	  protocols	  around	  election	  machines	  and	  materials	  during	  their	  
storage	  and	  transportation;	  before,	  during	  and	  after	  elections.	  	  
	  
Seal	  protocols	  are	  vital	  to	  the	  integrity	  of	  any	  election,	  but	  just	  because	  someone	  places	  a	  seal	  on	  a	  
device	  does	  not	  magically	  protect	  it.	  	  Seals	  can	  be	  tampered	  with	  even	  with	  the	  best	  protocols	  in	  
place.	  	  In	  Illinois,	  “tamper	  evident”	  seals	  are	  placed	  on	  ballot	  supplies	  and	  equipment	  to	  secure	  
ballot	  boxes,	  voting-‐machines	  and	  the	  components	  that	  operate	  them,	  the	  bags	  used	  to	  transfer	  
election	  results,	  and	  the	  large	  equipment	  containers	  that	  transfer	  the	  equipment	  from	  one	  location	  
to	  another.	  
	  
On	  the	  surface,	  the	  Chicago	  Board	  of	  Elections	  (CBE)	  looks	  like	  a	  legitimate	  organization	  that	  is	  
genuinely	  concerned	  about	  the	  integrity	  of	  our	  vote—that’s	  their	  job,	  after	  all!	  	  Does	  the	  CBE	  have	  
security	  measures	  in	  place	  that	  reasonably	  assure	  an	  accurate	  vote?	  
	  
The	  research	  contained	  in	  this	  report	  concludes	  they	  do	  not.	  	  We	  find	  the	  actual	  procedures	  in	  place	  
are	  inadequate	  even	  when	  they	  were	  followed.	  	  Our	  investigations	  uncovered	  that	  current	  Election	  
Day	  voting	  security	  procedures	  are	  not	  tracked,	  maintained,	  or	  reinforced.	  	  Seals	  used	  to	  indicate	  
tampering,	  their	  use	  protocols,	  and	  other	  related	  security	  measures	  are	  not	  sufficient	  to	  detect	  or	  
deter	  tampering	  with	  the	  ballot.	  	  How	  lax	  has	  the	  system	  become?	  	  
	  
This	  report	  focuses	  on	  the	  processes	  and	  procedures	  in	  place	  to	  secure	  votes	  cast	  during	  Election	  
Day	  polling.	  	  	  We	  looked	  at	  procedures	  designed	  to	  provide	  a	  chain-‐of-‐custody	  over	  ballot	  related	  
supplies	  and	  equipment.	  	  We	  looked	  at	  evidence	  through	  FOIA’s	  by	  attending	  public	  testing	  of	  
machines	  before	  elections	  (Pre-‐LAT’s),	  the	  5%	  Auditor	  ballots	  cast	  after	  each	  election,	  and	  through	  
a	  surprise	  vulnerability	  assessment	  and	  security	  audit	  of	  procedures	  in	  place	  at	  239	  precincts	  
during	  the	  April	  5th	  Municipal	  Runoff	  Election.	  	  	  
	  
We	  found	  the	  following:	  

• Current	  seals	  and	  related	  security	  measures	  do	  not	  provide	  sufficient	  guarantees	  of	  election	  
integrity.	  	  

• The	  seals	  in	  use	  do	  not	  reliably	  indicate	  when	  they	  have	  been	  tampered	  with.	  
• Procedures	  in	  place	  for	  the	  use	  of	  seals	  completely	  invalidate	  their	  use	  as	  a	  measure	  of	  

security.	  	  
• Procedures	  in	  place	  for	  testing	  machines	  both	  before	  and	  after	  elections	  are	  inadequate	  in	  

assuring	  a	  tamper	  resistant	  voting	  environment.	  	  	  
• The	  CBE	  fails	  to	  provide	  adequate	  security	  practices	  in	  the	  storage,	  transportation,	  and	  

chain-‐of-‐custody	  for	  voting	  supplies	  and	  equipment.	  	  
• Current	  seal	  installation,	  training	  materials	  and	  instructions,	  and	  follow-‐up	  protocols	  are	  

insufficient	  for	  developing	  a	  security	  culture. 
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• The	  current	  security	  culture	  at	  the	  CBE	  fails	  to	  provide	  independent	  security	  and	  
vulnerability	  assessment	  of	  the	  CBE	  performance	  on	  providing	  a	  secure	  voting	  
environment.  

GENERAL	  STATEMENT	  OF	  PURPOSE	  	  

This	  report	  and	  its	  underlying	  investigation	  support	  transparent	  and	  public	  elections	  to	  assure	  fair	  
and	  accurate	  recording	  of	  the	  vote.	  	  Ballot	  integrity	  is	  vital	  to	  assure	  that	  no	  voter	  is	  
disenfranchised,	  that	  every	  eligible	  voter	  is	  able	  to	  cast	  a	  ballot,	  and	  that	  every	  legitimate	  ballot	  cast	  
is	  accurately	  tabulated.	  	  Voters	  cannot	  presume	  the	  accuracy	  of	  the	  vote	  without	  adequate	  means	  to	  
evaluate	  voting	  systems	  and	  processes.	  	  This	  includes	  independent	  evaluation	  and	  testing	  of	  
procedures	  put	  in	  place	  by	  election	  authorities	  to	  assure	  the	  integrity	  of	  the	  elections,	  as	  well	  as	  
subsequent	  compliance	  with	  these	  procedures.	  	  	  

Being	  a	  human	  endeavor,	  no	  election	  will	  be	  perfect.	  	  But	  elections	  can	  be	  improved,	  both	  to	  ensure	  
accurate	  vote	  totals	  and	  to	  prevent	  fraud.	  
 
Accordingly,	  for	  the	  “Supplementary	  Aldermanic	  Election	  of	  April	  5,	  2011”	  (the	  municipal	  run-‐off	  
election	  in	  14	  Wards),	  a	  vulnerability	  assessment	  and	  security	  audit	  of	  ballot	  integrity	  procedures	  
in	  the	  polling	  place	  (hereafter	  the	  “Audit”)	  was	  conducted	  as	  an	  investigatory	  measure.	  	  
	  
In	  the	  Audit,	  pollwatchers	  asked	  questions	  of	  CBE	  personnel	  and	  inspected	  equipment.	  	  	  
Pollwatchers	  used	  worksheets	  derived	  from	  the	  Chicago	  Board	  of	  Election’s	  judge	  training	  manual,	  
which	  addressed	  13	  different	  questions	  or	  inspection	  tasks	  directed	  to	  ballot	  integrity.	  	  A	  key	  aspect	  
of	  the	  Audit	  was	  to	  observe	  and	  record	  the	  use	  of	  seals	  at	  the	  polling	  place.	  	  	  

Elections	  cannot	  be	  effectively	  or	  fairly	  conducted	  without	  the	  vital	  service	  of	  literally	  hundreds	  of	  
thousands	  of	  volunteer	  election	  judges	  across	  America.	  	  The	  Audit	  was	  undertaken	  with	  complete	  
confidence	  that	  the	  vast	  majority	  of	  Chicago	  Election	  Judges	  are	  simply	  fellow	  citizens	  honestly	  
serving	  their	  community	  in	  a	  complicated	  role.	  	  That	  opinion	  remains	  unchanged	  after	  the	  Audit.	  	  	  	  

No	  part	  of	  the	  Audit	  was,	  or	  is	  now	  intended	  to	  impugn	  the	  judges	  or	  their	  good	  service.	  	  Rather,	  the	  
Audit	  is	  designed	  to	  provide	  a	  view	  into	  a	  complicated,	  but	  still	  suspect	  system	  of	  ballot	  integrity	  in	  
Chicago	  elections	  under	  which	  our	  election	  judges	  must	  operate.	  	  	  

In	  performing	  the	  Audit,	  a	  preliminary	  database	  of	  information	  was	  created	  to	  assess	  how	  the	  
Chicago	  Board	  of	  Elections	  is	  performing	  in	  the	  administration	  of	  Chicago’s	  elections.	  	  	  We	  believe	  
that	  the	  Audit	  results	  and	  related	  implications	  have	  a	  wider	  application	  throughout	  the	  State	  of	  
Illinois.	  

	  Reasons	  for	  the	  Audit	  
	  
Preliminary	  investigations	  of	  Chicago	  Board	  of	  Elections	  election	  procedures	  were	  conducted	  by	  
attending	  public	  pre	  and	  post	  election	  events,	  by	  visiting	  voting	  sites	  in	  Chicago	  during	  Early	  Voting	  
and	  Election	  Day	  balloting,	  through	  review	  of	  election	  training	  manuals,	  and	  with	  the	  use	  of	  FOIA’s	  
for	  additional	  information.	  	  These	  investigations,	  conducted	  prior	  to	  the	  Audit,	  indicated	  that	  issues	  
of	  non-‐compliance	  with	  ballot	  equipment	  security	  standards	  and	  procedures	  might	  widely	  exist	  in	  
Chicago	  elections.	  	  	  
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Preliminary	  investigations	  indicated	  a	  pattern	  of	  problems	  related	  to	  maintaining	  valid	  security	  
seals	  on	  balloting	  equipment,	  which	  represented	  a	  significant	  security	  risk	  in	  the	  operation	  of	  
elections.	  	  The	  potential	  implications	  to	  the	  integrity	  of	  the	  vote	  raised	  by	  these	  preliminary	  
investigations	  were	  profound.	  

A	  second	  rationale	  was	  that	  the	  Chicago	  Board	  of	  Elections	  does	  not	  currently	  audit	  processes	  or	  
procedures	  for	  Election	  Day	  polling	  place	  activities.	  	  Illinois	  statute	  requires	  a	  5%	  mandatory	  
statewide	  audit;*	  	  however,	  the	  local	  election	  authorities	  confine	  that	  audit	  to	  ballots	  cast	  on	  
Election	  Day	  in	  the	  polling	  place.†	  

In	  addition,	  motivating	  this	  Audit	  is	  the	  lack	  of	  information	  available	  to	  the	  public	  about	  security	  in	  
the	  voting	  process.	  	  For	  example,	  it	  is	  difficult	  and	  sometimes	  impossible	  to	  obtain	  information	  
about	  the	  administration	  of	  the	  voting	  process,	  and	  the	  data	  is	  not	  collected	  or	  readily	  available	  to	  
the	  public.	  	  	  

Methods	  

Over	  20	  Pollwatcher	  Auditors	  and	  6	  Supervisors	  audited	  7	  wards;	  visiting	  239	  precincts.	  	  Each	  
pollwatcher	  conducted	  observation	  of	  poll	  opening	  procedures,	  poll	  closing	  procedures,	  and	  
inspection	  of	  multiple	  polling	  places	  during	  the	  period	  the	  polls	  were	  open.	  	  

Results	  Summary	  
	  
Of	  the	  precincts	  audited,	  90%,	  were	  found	  to	  have	  substantial	  issues	  of	  non-‐compliance	  with	  
important	  ballot	  security	  procedures.	  	  57%	  of	  the	  precincts	  had	  multiple	  instances	  of	  procedural	  
non-‐compliance.	  	  Only	  21	  precincts	  of	  the	  239	  had	  perfect	  scores,	  or	  less	  than	  10%.	  	  	  	  

Main	  Conclusion	  

This	  study	  finds	  that	  significant	  procedural	  failures	  are	  occurring	  on	  an	  ongoing	  basis	  throughout	  
the	  election	  process.	  	  We	  find	  even	  if	  current	  procedures	  are	  followed,	  these	  procedures	  completely	  
fail	  to	  provide	  a	  tamper-‐resistant	  balloting	  environment.	  As	  a	  result,	  the	  integrity	  of	  votes	  cast	  in	  
Chicago	  elections	  is	  subject	  to	  question.	  	  	  	  
	  
Our	  next	  step	  is	  to	  do	  a	  citizen-‐run	  security	  assessment	  (an	  audit)	  of	  the	  entire	  state	  of	  Illinois.	  	  

	  
	  
A	  more	  detailed	  summary	  of	  the	  audit’s	  results	  can	  be	  found	  starting	  on	  page	  30.	  	  The	  section	  on	  polling	  place	  equipment	  (pp.	  
20-‐26)	  is	  rich	  with	  information	  specific	  to	  Chicago	  and	  Illinois.	  	  The	  section	  on	  “Seals	  and	  Facts	  About	  Seals”	  (pp.	  27-‐29)	  
explains	  the	  significance	  of	  seals.	  	  The	  information	  found	  in	  “Additional	  Vulnerabilities”	  provides	  important	  information	  
about	  how	  our	  elections	  are	  run.	  (pp.	  45-‐47)	  
	  
	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
*	  Prior	  to	  the	  proclamation,	  the	  election	  authority	  shall	  test	  the	  voting	  devices	  and	  equipment	  in	  5%	  of	  the	  precincts	  within	  the	  election	  
jurisdiction.	   10	  ILCS	  5/24C-‐15	  
†	  Our	  research	  also	  demonstrated	  that	  Early	  Voting	  programs	  in	  Illinois	  have	  never	  been	  audited.	  	  The	  Illinois	  State	  Board	  of	  Elections	  has	  
not	  developed	  procedures	  to	  audit	  Early	  Voting.	  
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OVERVIEW	  

Background	  and	  Scope	  	  
	  
The	  introduction	  of	  new	  electronic	  voting	  systems	  has	  significantly	  altered	  how	  elections	  are	  
conducted,	  especially	  in	  the	  past	  decade.	  	  Yet	  multiple	  methods	  still	  exist	  by	  which	  an	  election	  can	  
be	  compromised.	  	  The	  method	  chosen	  to	  compromise	  the	  vote	  is	  often	  contingent	  on	  the	  level	  of	  
access	  to	  unprotected	  (or	  poorly	  protected)	  ballot	  equipment	  or	  materials	  that	  a	  potential	  offender	  
has.	  	  The	  first	  area	  of	  focus	  must	  therefore	  be	  the	  polling	  place,	  where	  the	  vote	  is	  initially	  collected.	  

Procedures	  for	  equipment	  use	  and	  ballot	  collection	  are	  installed	  in	  the	  polling	  place	  to	  assist	  in	  
preserving	  the	  integrity	  of	  the	  election.	  	  These	  procedures	  include	  seals	  that	  are	  designed	  to	  secure	  
vulnerable	  aspects	  of	  the	  technology	  or	  equipment	  in	  the	  polling	  place.	  	  The	  scope	  of	  this	  
investigation	  involved	  observation	  and	  recording	  of	  procedures	  on	  Election	  Day	  at	  the	  polling	  place.	  	  	  	  

This	  Audit	  did	  not	  focus	  on	  a	  specific	  area	  in	  response	  to	  a	  specific	  report	  or	  suspicion	  of	  fraudulent	  
activity.	  	  The	  Audit	  was	  not	  designed	  to	  detect	  specific	  instances	  of	  fraud.	  	  The	  Audit	  checked	  
processes	  and	  procedures	  on	  Election	  Day	  to	  determine	  compliance	  with	  ballot	  security	  measures	  
and	  procedures.	  	  

Additionally,	  absentee	  voting,	  nursing	  home	  voting,	  and	  early	  voting	  are	  not	  included	  in	  this	  Audit.	  
No	  assessment	  of	  voting	  systems	  can	  be	  considered	  complete	  without	  considering	  early	  voting	  and	  
absentee	  voting.	  Receiving	  Stations	  where	  election	  materials	  are	  processed	  immediately	  after	  the	  
election	  were	  not	  included	  in	  the	  Audit.	  	  	  

Gaps	  in	  Knowledge	  
	  
It	  is	  impossible	  to	  quantify	  how	  effective	  the	  current	  procedures	  are	  in	  preventing	  fraud.	  	  There	  is	  a	  
lack	  of	  oversight	  leading	  to	  a	  lack	  of	  accountability,	  especially	  in	  critical	  matters	  relating	  to	  the	  
security	  of	  the	  voting	  equipment.	  	  	  We	  cannot	  accurately	  assess	  what	  is	  not	  measured	  by	  election	  
authorities.	  	  

Additionally,	  knowledge	  of	  the	  procedures	  for	  election	  equipment	  storage	  and	  protection	  between	  
elections	  and	  just	  before	  Election	  Day	  remains	  largely	  limited	  or	  unavailable.	  	  Chain	  of	  custody	  gaps	  
in	  voting	  equipment,	  material	  management,	  and	  the	  related	  processes	  can	  create	  vulnerability	  for	  
the	  integrity	  of	  the	  vote.	  	  	  

What	  cannot	  be	  seen,	  traced,	  or	  inspected	  can	  be	  corrupted	  in	  the	  election	  process.	  	  The	  problem	  is	  
magnified	  when	  there	  is	  no	  public	  oversight,	  auditing,	  or	  accountability.	  	  This	  Report	  should	  
therefore	  be	  regarded	  as	  only	  a	  beginning	  in	  the	  work	  of	  Defend	  the	  Vote.	  	  	  

Approach	  and	  Audit	  Methodology	  

Timing	  was	  very	  short.	  	  There	  were	  but	  4	  days	  to	  plan	  and	  organize	  the	  Audit	  after	  final	  
commitment	  of	  financing.	  	  We	  had	  a	  small	  group	  of	  lawyers	  on	  call,	  including	  Steve	  Boulton,	  General	  
Counsel	  for	  the	  Chicago	  GOP,	  who	  volunteered	  to	  be	  in	  the	  field	  the	  entire	  day.	  	  Steve	  also	  acted	  in	  a	  
general	  advisory	  role	  for	  the	  Audit,	  and	  assisted	  in	  the	  writing	  of	  this	  Report.	  	  Peter	  Bella,	  as	  
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Executive	  Director	  of	  the	  Chicago	  GOP,	  recruited	  and	  supervised	  teams	  of	  pollwatchers	  and	  acted	  in	  
a	  general	  advisory	  role.	  	  

Teams:	  The	  city	  was	  divided	  into	  sections	  based	  on	  geography.	  	  Each	  Chicago	  ward	  had	  supervisors	  
and	  2	  or	  more	  pollwatchers	  in	  teams	  which	  were	  coordinated	  to	  cover	  the	  ward.	  	  Besides	  Steve	  
Boulton	  on	  the	  ground	  all	  day	  as	  a	  volunteer	  lawyer,	  we	  had	  several	  local	  lawyers	  on	  call.	  

The	  best	  case	  scenario	  conceived	  was	  that	  teams	  could	  travel	  to	  3-‐4	  precincts	  an	  hour.	  	  Each	  stop	  
was	  expected	  to	  take	  10	  minutes	  plus	  travel	  time.	  	  About	  30%	  of	  the	  polling	  places	  have	  multiple	  
precincts,	  shortening	  the	  travel	  requirement.	  	  The	  teams	  were	  designed	  to	  make	  3	  stops	  an	  hour.	  	  
Supervisors	  generally	  drove	  and	  coordinated	  the	  teams;	  occasionally	  they	  went	  into	  the	  polling	  
place.	  	  	  

Just	  before	  Election	  Day,	  two	  training	  sessions	  were	  held	  for	  the	  teams.	  	  Worksheets	  to	  be	  used	  in	  
the	  Audit	  were	  distributed.	  	  Pollwatchers	  were	  instructed	  to	  get	  in	  and	  out	  of	  the	  polls	  as	  quickly	  as	  
practicable,	  and	  not	  interrupt	  judges	  who	  were	  busy	  with	  voters.	  	  The	  pollwatchers	  were	  instructed	  
to	  take	  on	  the	  role	  of	  an	  objective	  observer	  and	  recorder	  of	  information,	  and	  not	  to	  correct	  errors	  at	  
the	  poll	  unless	  it	  involved	  a	  seal.	  	  If	  a	  seal	  was	  broken,	  the	  pollwatchers	  were	  to	  record	  the	  issue	  and	  
ask	  the	  judges	  to	  place	  a	  new	  seal	  on.	  	  The	  pollwatchers	  were	  instructed	  to	  report	  other	  issues	  to	  
their	  supervisors,	  who	  would	  decide	  if	  they	  would	  contact	  the	  legal	  team	  or	  Election	  Central.	  

On	  Election	  Day,	  the	  teams	  began	  the	  day	  before	  dawn,	  deploying	  as	  close	  to	  5:00	  am	  as	  possible	  at	  
multiple	  precinct	  polling	  places.	  	  The	  pollwatchers	  began	  by	  auditing	  the	  opening	  of	  the	  polling	  
place	  until	  the	  polls	  opened	  using	  the	  Poll	  Opening	  Procedures	  worksheet.	  	  Following	  the	  opening,	  
teams	  were	  to	  switch	  worksheets	  to	  the	  Daytime	  Procedures	  worksheet	  and	  visit	  multiple	  polling	  
place	  locations.	  	  There	  was	  time	  allocated	  for	  lunch	  breaks.	  	  Teams	  picked	  polling	  places	  that	  had	  
multiple	  precincts	  to	  audit	  the	  closing	  procedures	  and	  to	  collect	  the	  closing	  tapes,	  using	  the	  Poll	  
Closing	  Procedures	  worksheet.	  	  That	  night,	  the	  teams	  met	  to	  receive	  pay	  and	  to	  turn	  in	  their	  
worksheets	  and	  poll	  tapes.	  

Worksheets:	  Three	  worksheets	  were	  created	  and	  used	  containing	  specific	  questions	  and	  inspection	  
procedures	  to	  be	  asked	  of	  polling	  place	  personnel:	  	  	  	  	  	  	  

•  Opening	  Polling	  Place	  Worksheet:	  	  5:00	  am	  to	  6:30	  am	  
•  Daytime	  Worksheet:	  6:30	  am	  to	  6:30	  pm	  
•  Closing	  Polling	  Place	  Worksheet:	  6:30	  pm	  to	  8:00	  pm	  	  	  	  	  	  	  

The	  worksheets	  targeted	  procedural	  compliance	  at	  the	  polling	  place	  and,	  in	  particular,	  the	  tracking	  
of	  seals	  used	  as	  security	  measures	  on	  balloting	  equipment.	  	  The	  worksheets	  also	  guided	  the	  
pollwatcher	  in	  what	  information	  to	  record.	  	  The	  worksheets	  provided	  space	  for	  notes	  by	  the	  
pollwatcher	  on	  what	  was	  observed.	  	  	  

The	  worksheets	  were	  primarily	  based	  upon	  the	  procedures	  stated	  in	  the	  The	  Judge	  of	  Election	  
Handbook	  for	  the	  Feb.	  22,	  2011	  Municipal	  General	  Election	  and	  the	  April	  5,	  2011	  Supplementary	  
Election	  issued	  by	  the	  Chicago	  Board	  of	  Elections.	  	  It	  was	  expected	  pollwatchers	  would	  attempt	  to	  
get	  as	  many	  answers	  as	  possible.	  	  The	  pollwatchers	  were	  instructed	  not	  to	  press	  for	  answers	  if	  they	  
encountered	  any	  resistance	  from	  the	  election	  judges	  on	  answering	  a	  worksheet	  question.	  
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The	  answers	  were	  transcribed	  into	  spreadsheets	  sorted	  by	  wards	  and	  then	  by	  the	  number	  of	  red	  
scores.	  	  Thus,	  the	  worksheets	  are	  the	  basis	  for	  the	  subsequent	  data	  analysis	  for	  the	  Audit.	  
	  
Data:	  Sorted	  by	  wards,	  the	  data	  is	  grouped	  based	  on	  13	  tasks,	  to	  which	  three	  responses	  are	  
possible.	  	  Yes	  (in	  compliance);	  No	  (not	  in	  compliance);	  and	  N/A	  (no	  answer	  is	  recorded).	  	  N/A	  
responses	  are	  counted	  but	  not	  otherwise	  scored.	  	  The	  data	  is	  sorted	  by	  counting	  the	  Yes	  and	  No	  
responses,	  then	  determining	  a	  percentage	  for	  “No”	  indicating	  noncompliance.	  	  Data	  percentages	  are	  
calculated	  for	  the	  13	  items	  for	  the	  precincts,	  the	  ward,	  and	  finally	  a	  city	  score.	  	  Averages	  are	  used	  to	  
provide	  a	  score	  for	  the	  section.	  	  

The	  13	  questions	  or	  tasks	  are	  coded	  as	  “Red”	  (critical:	  potentially	  impacting	  the	  vote)	  or	  “Yellow”	  
(caution:	  does	  not	  likely	  impact	  the	  vote.).	  	  In	  some	  of	  the	  scoring,	  Yellow	  scores	  were	  noted	  but	  not	  
included	  in	  the	  results.	  11	  of	  the	  13	  areas	  audited	  were	  scored	  as	  Red.	  	  2	  questions	  were	  scored	  as	  
Yellow.	  	  Compliance	  with	  each	  question	  was	  answered	  as	  a	  Yes,	  No,	  or	  N/A.	  

Results,	  Merit	  and	  Applications	  
	  
As	  demonstrated	  by	  the	  database	  summaries	  attached,	  out	  of	  the	  239	  precincts	  audited,	  215	  
precincts	  failed	  with	  one	  or	  more	  Red	  Task	  error.	  	  135	  precincts	  (or	  57%)	  had	  more	  than	  one	  Red	  
Task	  error,	  79	  (or	  34%)	  of	  these	  had	  3	  or	  more	  Red	  Task	  errors.	  	  

Only	  21	  precincts	  (or	  9%)	  had	  no	  errors.	  

This	  Audit	  provides	  a	  current	  database	  of	  knowledge	  assessing	  the	  effectiveness	  of	  procedures	  in	  
place	  on	  Election	  Day.	  	  Results	  will	  be	  used	  to	  encourage	  voluntary	  compliance	  to	  new	  audit	  
procedures	  beginning	  with	  the	  March	  2012	  Primary	  Election	  and	  to	  guide	  future	  audits	  across	  the	  
state.	  	  These	  requests	  will	  begin	  with	  Chicago	  Board	  of	  Elections	  and	  the	  Illinois	  State	  Board	  of	  
Elections.	  
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MATERIALS,	  ESSENTIAL	  INFORMATION	  AND	  DATA	  

WARDS	  AND	  THE	  POLLING	  PLACE	  

On	  April	  5,	  2011,	  there	  were	  14	  Chicago	  wards	  that	  held	  run-‐off	  elections.	  

The	  following	  wards	  were	  audited:	  
	  36,	  38,	  41,	  43,	  45,	  46,	  and	  part	  of	  50.	  

Attempts	  were	  made	  to	  gain	  credentials‡	  to	  polling	  places	  in	  the	  following	  wards:	  6,	  15,	  16,	  17,	  20,	  
24,	  25.	  	  Without	  candidate	  credentials,	  these	  polling	  places	  could	  not	  be	  audited.	  	  

Election	  Judges:	  	  The	  polling	  places	  should	  have	  a	  minimum	  of	  5	  judges.	  Chicago	  Election	  Judges	  
must	  be	  registered	  voters	  in	  Cook	  County.	  	  Judges	  are	  assigned	  based	  on	  Party	  affiliation;	  Dem:Rep	  
or	  Rep:Dem	  in	  a	  2:3	  ratio	  that	  switches	  equally	  from	  precinct	  to	  precinct.	  	  According	  to	  
Commissioner	  Rowan’s	  office,	  the	  turnout	  for	  this	  election	  was	  anticipated	  to	  be	  low,	  so	  some	  
precincts	  had	  fewer	  judges	  than	  usual.	  	  

Each	  polling	  place	  is	  allowed	  two	  Student	  Election	  Judges.	  	  These	  students	  are	  trained	  at	  school.	  	  In	  
general	  they	  have	  the	  same	  responsibility	  (and	  pay)	  as	  regular	  Election	  Judges.	  	  Student	  judges	  
cannot,	  however,	  take	  election	  supplies	  to	  Receiving	  Stations.	  	  They	  are	  counted	  as	  part	  of	  the	  
regular	  5-‐person	  election	  team,	  but	  in	  some	  instances	  they	  are	  in	  addition	  to	  it.	  

Polling	  Place	  Administrator:	  	  Each	  polling	  place	  should	  have	  at	  least	  one	  Polling	  Place	  
Administrator	  (“PPA”).	  	  A	  PPA	  is	  a	  Chicago	  Board	  of	  Election	  employee.	  	  They	  are	  responsible	  for	  
assuring	  the	  poll	  is	  set	  up	  correctly	  and	  that	  it	  runs	  smoothly.	  	  PPAs	  are	  trained	  to	  assist	  with	  the	  
equipment	  related	  problems	  that	  do	  not	  require	  a	  technician.	  

The	  Chicago	  Board	  of	  Elections	  hires	  and	  trains	  PPAs	  then	  assigns	  them	  to	  supervise	  each	  of	  the	  
polling	  places.	  	  Single	  and	  multiple	  precinct	  polling	  places	  will	  be	  supervised	  by	  one	  or	  more	  PPAs.	  	  	  	  

To	  qualify	  as	  a	  PPA	  you	  do	  not	  need	  to	  be	  a	  USA	  Citizen.	  	  The	  PPA	  fills	  out	  a	  Form	  I-‐9.	  	  The	  PPA	  does	  
not	  declare	  a	  party	  affiliation,	  and	  information	  about	  party	  activities	  is	  not	  collected.	  The	  PPA	  
reports	  to	  the	  CBE.	  	  They	  are	  not	  an	  election	  judge	  and	  do	  not	  make	  decisions	  about	  voters	  at	  the	  
polling	  place.	  	  PPAs	  have	  unsupervised	  access	  to	  election	  materials	  and	  equipment.	  	  They	  help	  with	  
set	  up,	  closing,	  and	  Election	  Day	  procedures.	  

THE	  POLLING	  PLACE	  AND	  RECEIVING	  STATION	  	  

Polling	  Place:	  	  Polling	  is	  done	  in-‐precinct	  on	  Election	  Day	  at	  single	  or	  multiple	  precinct	  polling	  
places.	  	  Chicago	  polling	  places	  are	  located	  within	  the	  Ward	  at	  a	  convenient	  location	  within	  (or	  as	  
close	  as	  possible)	  the	  precinct.	  	  Polling	  places	  are	  schools,	  restaurants,	  churches,	  libraries,	  etc.	  	  
Many	  polling	  places	  have	  multiple	  precincts.	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
‡	  Democrat	  and	  Republican	  pollwatching	  credentials	  were	  not	  available	  for	  this	  election.	  Pollwatchers	  used	  various	  
candidate	  credentials.	  	  	  
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Receiving	  Stations:	  	  According	  to	  Illinois	  statute,	  once	  the	  polling	  place	  closes,	  voted	  ballots,	  
memory	  devices	  and	  other	  essential	  materials	  are	  to	  be	  transported	  to	  a	  pre-‐designated	  counting	  
station	  (AKA:	  Receiving	  Station)	  where	  Illinois	  statue	  designates	  the	  chain	  of	  custody	  switches	  from	  
election	  judges	  to	  Chicago	  Board	  of	  Election	  employees.§	  

The	  Chicago	  Board	  of	  Elections	  establishes	  receiving	  stations	  across	  the	  City.	  	  Based	  on	  
geographical	  proximity,	  election	  judges’	  transport	  voted	  ballots	  to	  the	  receiving	  station	  that	  is	  
assigned	  to	  them.	  	  As	  a	  team	  of	  two,	  one	  person	  from	  each	  party	  is	  supposed	  to	  transport	  the	  
materials.	  Judges	  do	  not	  have	  to	  drive	  together	  but	  they	  should	  travel	  as	  a	  team.	  	  

This	  study	  did	  not	  score	  procedures	  at	  the	  Receiving	  Stations;	  however	  preliminary	  investigations	  
frequently	  demonstrated	  these	  procedures	  are	  not	  followed.	  	  	  

THE	  POLLING	  PLACE	  EQUIPMENT	  	  

Ballots	  and	  Ballot	  Styles:	  	  	  Each	  precinct	  has	  multiple	  ballot	  styles;	  most	  precincts	  in	  Chicago	  have	  
2	  or	  3,	  some	  as	  many	  as	  7.	  	  Different	  ballots	  styles	  allows	  voting	  for	  candidates	  and	  issues	  that	  are	  
split	  within	  precincts.	  	  	  

There	  are	  paper	  and	  electronic	  ballots.	  Paper	  ballots	  are	  delivered	  on	  card	  stock	  which,	  
immediately	  after	  voting,	  is	  scanned	  into	  the	  ballot	  scanner	  to	  record	  the	  vote.	  Electronic	  ballots	  are	  
delivered	  through	  the	  Sequoia	  EdgePlus	  -‐	  Touch	  Screen	  machine	  and	  recoded	  on	  a	  paper	  scroll	  and	  
on	  a	  USB	  flash	  drive.**	  

On	  Election	  Day,	  the	  vast	  majority	  of	  voters	  take	  a	  paper	  ballot.	  Paper	  ballots	  are	  placed	  in	  the	  ESC	  
(Equipment	  Supplies	  Carrier)	  before	  it	  leaves	  the	  Pershing	  Street	  Warehouse.	  	  When	  the	  ESC	  is	  
opened	  on	  Election	  Day,	  the	  ballots	  are	  found	  inside,	  unsealed,	  unnumbered,	  packaged	  into	  groups	  
of	  50,	  and	  wrapped	  in	  plastic	  wrap.	  Unused	  ballots	  are	  returned	  unsealed	  in	  the	  same	  ESC.	  

After	  the	  election,	  voted	  ballots	  are	  processed	  by	  the	  election	  judges.	  Once	  counted,	  these	  ballots	  
are	  placed	  in	  a	  plastic	  bag	  that	  is	  sealed	  with	  a	  paper	  seal	  signed	  by	  all	  of	  the	  judges.	  Instructions	  
say:	  

Seal	  and	  sign	  the	  bag:	  	  Place	  the	  Voted	  Ballots	  Security	  Seal	  over	  the	  recloseable	  seal.	  	  Record	  
the	  precinct	  and	  ward	  on	  the	  seal.	  	  All	  judges	  of	  election	  must	  affix	  their	  signature	  on	  the	  
security	  seal.”	  P	  59††	  

The	  clear	  plastic	  ballot	  bag	  is	  placed	  inside	  the	  blue	  transfer	  case	  pictured	  on	  the	  next	  page.	  	  All	  5	  
judges	  must	  sign	  a	  paper	  seal	  used	  on	  the	  clear	  bag.	  	  The	  blue	  transfer	  case	  is	  delivered	  to	  the	  
Receiving	  Station	  during	  the	  evening	  of	  Election	  Day	  and	  contains	  the	  ballots,	  poll	  tapes,	  etc.	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
§§	  Thereupon	  two	  of	  the	  judges	  of	  election,	  of	  different	  political	  parties,	  shall	  forthwith	  and	  by	  the	  most	  direct	  route	  
transport	  both	  ballot	  boxes	  to	  the	  counting	  location	  designated	  by	  the	  county	  clerk	  or	  board	  of	  election	  commissioners.	  
(10	  ILCS	  5/24A-‐10)	  
**	  All	  Early	  Voting	  in	  Chicago	  and	  Cook	  County	  is	  done	  on	  the	  Sequoia	  EdgePlus.	  	  Note:	  City	  and	  county	  wide,	  each	  of	  these	  
machines	  contain	  all	  of	  the	  ballots	  for	  Chicago	  and	  Cook	  County.	  These	  are	  loaded	  from	  the	  results	  cartridge.	  
††	  Our	  research	  documents	  that	  the	  CBE	  does	  not	  track	  compliance	  with	  this	  requirement.	  	  When	  the	  5%	  audit	  is	  
completed,	  the	  auditors	  do	  not	  check	  compliance	  with	  this	  procedure.	  	  Auditors	  (who	  are	  CBE	  employees	  and	  not	  Election	  
Judges)	  break	  the	  seal	  when	  they	  open	  the	  bag	  for	  the	  recount.	  At	  the	  conclusion	  of	  the	  audit,	  they	  replace	  the	  paper	  seal	  
with	  a	  similar	  one	  that	  they	  sign.	  	  
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Memory	  devices	  are	  returned	  in	  bubble	  bags.	  	  Also,	  an	  unsealed	  black	  bag	  is	  sent	  to	  the	  Receiving	  
Station	  containing	  provisional	  ballots,	  spoiled	  ballots,	  and	  other	  forms	  that	  are	  required	  to	  be	  
completed	  and	  then	  processed	  by	  election	  authorities	  (pay	  vouchers,	  etc).	  	  Only	  the	  blue	  transfer	  
case	  is	  sealed	  with	  a	  red	  seal.	  	  

	  	  	  	  	  	  	  	  	  	  	  	  	   	  
Voted Ballots Security Seal                  Sealed Ballot Bag and the Transfer Case	  

Investigations	  show	  the	  sealing	  of	  the	  transfer	  case	  does	  not	  provide	  a	  secure	  chain	  of	  custody	  for	  
the	  voted	  ballots.	  	  While	  the	  election	  judges	  sign	  a	  paper	  seal	  placed	  on	  the	  plastic	  bag	  containing	  
voted	  ballots,	  election	  judge	  names	  are	  not	  cross-‐checked	  in	  the	  5%	  audit	  to	  assure	  they	  are	  the	  
actual	  judges.	  	  Election	  judges	  do	  not	  record	  ANY	  seal	  numbers	  during	  opening	  or	  closing	  
procedures.	  	  The	  election	  judges	  do	  not	  record	  the	  seal	  number	  on	  the	  blue	  transfer	  case	  before	  
leaving	  the	  poll	  at	  the	  end	  of	  the	  voting.	  	  

The	  red	  seal	  number	  on	  the	  blue	  transfer	  case	  is	  written	  down	  during	  the	  5%	  Audit,	  but	  that	  
number	  is	  not	  cross-‐checked	  with	  the	  original	  seal	  placed	  on	  the	  blue	  transfer	  bag	  by	  the	  judges.	  	  If	  
the	  number	  is	  recorded	  on	  Election	  Day	  at	  the	  Receiving	  Station,	  that	  number	  is	  not	  sent	  to	  those	  
completing	  the	  5%	  audit	  to	  assure	  it	  is	  the	  same	  seal.	  	  There	  is	  no	  place	  in	  the	  paperwork	  to	  check	  
seal	  numbers	  originally	  placed	  on	  the	  transfer	  case.	  	  The	  5%	  audit	  records	  the	  number	  of	  the	  seal	  
they	  find,	  but	  the	  number	  is	  not	  crosschecked	  presumably	  because	  originally	  it	  is	  not	  recorded.	  	  	  

Investigators	  checked	  paperwork,	  and	  questioned	  election	  judges,	  and	  were	  unable	  to	  locate	  
any	  place	  where	  seal	  number	  are	  recorded	  by	  election	  judges	  at	  in-‐precinct	  polling	  places,	  or	  
cross-‐checked	  when	  they	  go	  through	  the	  5%	  audit.	  	  	  

	  	    
Year after year, the same ESC (Election Supply Carriers) is usually sent to the precinct filled with that precinct’s equipment. The 
ESC is sealed and locked with a filing cabinet type key that fits multiple ESCs.  The ESC is sealed with a thin green seal on the 
outside of the door.	  

Election	  Supply	  Carriers	  (ESC’s):	  	  Large	  containers	  called	  ESCs	  (Election	  Supply	  Carrier)	  are	  used	  
to	  store	  the	  election	  supplies	  for	  each	  precinct.	  	  At	  the	  Pershing	  Street	  Warehouse,	  these	  are	  loaded	  
and	  locked	  with	  a	  universal	  key,	  and	  then	  sealed	  with	  a	  thin	  plastic	  green	  seal.	  	  
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The	  ESC	  contains	  collapsible	  voting	  booths,	  three	  machines,	  a	  ballot	  box,	  all	  election	  instructions	  
and	  supplies,	  and	  the	  paper	  ballots	  for	  the	  precinct.	  	  Polling	  places	  with	  multiple	  precincts	  have	  a	  
separate	  ESC	  for	  each	  precinct.	  

Reviewing	  documents	  provided	  through	  a	  FOIA,	  shipping	  documents	  for	  the	  ESC	  containers	  do	  not	  
record	  the	  seal	  numbers.	  Investigators	  prove	  when	  the	  ESC	  is	  delivered	  from	  the	  trucking	  company	  
to	  the	  polling	  place,	  the	  number	  on	  the	  sealed	  ESC	  is	  not	  recorded.	  	  The	  form	  provides	  a	  section	  for	  
“damage	  from	  delivery”	  but	  this	  is	  only	  used	  if	  the	  actual	  ESC	  is	  damaged,	  not	  the	  seal.	  	  The	  seal	  
number	  is	  not	  mentioned	  in	  any	  of	  the	  documents	  we	  reviewed.	  

Investigations	  through	  FOIA	  and	  from	  a	  review	  of	  training	  manuals	  prove	  ESC	  green	  seal	  numbers	  
are	  not	  provided	  to	  the	  election	  judges	  or	  the	  PPA	  to	  record	  or	  verify.	  	  	  	  

In	  November	  2010,	  investigators	  questioned	  Robert	  Sawicki,	  deputy	  chief	  administrative	  officer	  for	  
the	  Chicago	  Board	  of	  Elections.	  	  Mr.	  Sawicki	  stated	  that	  the	  green	  seals	  trigger	  personnel	  at	  the	  
warehouse	  that	  the	  ESC	  is	  ready	  to	  be	  shipped.	  	  	  

Inside	  an	  unsealed	  blue	  box	  that	  is	  stored	  inside	  each	  ESC,	  there	  are	  extra	  green	  seals	  placed	  to	  
reclose	  the	  unit	  with.	  	  These	  seal	  numbers	  are	  not	  recorded.	  	  Used	  seals	  are	  not	  retained.	  	  Election	  
judges	  report	  they	  routinely	  throw	  them	  out	  because	  they	  are	  not	  given	  any	  instructions	  to	  retain	  
them.	  	  Election	  judge	  paperwork,	  which	  lacks	  record	  keeping	  procedures	  for	  the	  seals,	  backs	  this	  
claim	  up.	  

There	  is	  a	  smaller	  version	  of	  the	  ESC	  that	  is	  used	  in	  polling	  locations	  where	  the	  larger	  version	  has	  
access	  difficulties.	  	  These	  ESCs	  do	  not	  secure	  all	  of	  the	  voting	  equipment	  inside.	  	  IMPORTANT:	  The	  
ESC	  is	  dropped	  off	  and	  picked	  up	  by	  4	  outside	  trucking	  companies	  currently	  under	  contract	  with	  
the	  Chicago	  Board	  of	  Elections.	  	  ESCs	  may	  be	  dropped	  off	  as	  early	  as	  two	  or	  three	  weeks	  before	  an	  
election.	  	  Based	  on	  the	  logistical	  rotation	  for	  drop	  off	  and	  retrieval,	  the	  ESCs	  remain	  in	  place	  at	  the	  
polling	  place	  for	  approximately	  the	  same	  amount	  of	  time	  both	  before	  and	  after	  the	  election.	  	  	  

ESCs	  are	  received	  at	  a	  polling	  place	  by	  a	  responsible	  party	  who	  signs	  for	  it.	  	  While	  there	  is	  the	  
expectation	  that	  the	  ESC	  will	  be	  protected,	  there	  is	  no	  requirement	  to	  keep	  the	  ESC	  in	  a	  locked	  
room.	  	  They	  might	  be	  stored	  in	  a	  corner	  in	  the	  gym,	  or	  sometimes	  tucked	  away	  in	  a	  hallway.	  	  
Investigations	  looked	  for	  and	  could	  not	  find	  documentation	  of	  the	  chain	  of	  custody	  of	  the	  ESCs	  
while	  at	  the	  polling	  place.	  	  The	  Chicago	  Board	  of	  Elections	  explains	  this	  is	  the	  responsibility	  of	  the	  
owners	  of	  that	  facility.	  

Ballot	  Box:	  	  

Securing	  the	  ballot	  box	  is	  basic	  to	  the	  integrity	  of	  the	  polls.	  	  By	  law,	  ballots	  must	  be	  under	  seal.‡‡	  	  
Our	  investigations	  found	  ballot	  boxes	  were	  not	  sealed	  59%	  of	  the	  time	  at	  polling	  place.	  	  Based	  on	  10	  
ILCS	  5/15-‐1	  (from	  Ch.	  46,	  par.	  15-‐1)	  the	  CBE	  is	  required	  to	  seal	  the	  ballot	  boxes.	  §§	  	  Similarly,	  the	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
‡‡	  While	  the	  ballot	  box	  discussed	  here	  is	  for	  paper	  ballots,	  electronic	  ballots	  (and	  their	  paper	  copy)	  must	  also	  be	  kept	  
sealed.	  	  
§§	  (10	  ILCS	  5/15-‐1)	  (from	  Ch.	  46,	  par.	  15-‐1)	  	  
	  	  	  	  Sec.	  15-‐1.	  (a)	  Except	  in	  municipalities	  operating	  under	  Article	  6	  of	  this	  Act,	  the	  county	  board	  shall	  provide	  a	  sufficient	  
number	  of	  ballot	  boxes,	  with	  secure	  locks	  and	  keys...	  	  
	  	  	  	  (b)	  The	  county	  board	  may	  provide	  ballot	  boxes	  not	  of	  a	  permanent	  type,	  not	  of	  wooden	  or	  metal	  construction,	  not	  
requiring	  locks	  or	  keys,	  nor	  having	  doors	  or	  windows,	  if	  (1)	  such	  ballot	  boxes	  are	  so	  constructed	  as	  to	  be	  completely	  
sealed	  and	  empty	  units	  upon	  delivery	  to	  the	  polling	  place.	  (Source:	  P.	  A.	  77-‐6).	  
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transportation	  of	  ballots	  after	  voting	  is	  not	  done	  according	  to	  code	  which	  requires	  they	  be	  securely	  
sealed.	   	  

The	  ballot	  box	  is	  set	  up	  by	  the	  election	  judges	  and/or	  the	  PPA.	  	  The	  ballot	  scanner	  is	  placed	  on	  top	  
of	  the	  ballot	  box.	  	  Pollwatchers	  and	  judges	  check	  to	  that	  the	  box	  is	  empty	  prior	  to	  the	  sealing	  of	  the	  
box.	  	  Two	  seals	  are	  placed	  on	  the	  ballot	  scanner	  and	  the	  ballot	  box,	  binding	  them	  together.	  	  Provid-‐
ing	  a	  ‘chain	  of	  custody’,	  the	  purpose	  of	  the	  seals	  is	  to	  assure	  no	  one	  disturbs	  the	  ballots	  after	  voting.	  	  	  	  

It	  is	  the	  job	  of	  election	  judges	  and	  the	  PPA	  to	  seal	  the	  collapsible	  ballot	  boxes	  to	  the	  ballot	  scanner.	  
Reports	  are	  plentiful	  of	  investigators	  and	  other	  Board	  employees	  coming	  and	  going	  at	  polling	  places	  
without	  assuring	  the	  ballot	  boxes	  are	  sealed.	  	  Instructions	  for	  sealing	  states:	  	  “Secure	  ballot	  scanner	  
to	  ballot	  box	  by	  threading	  the	  seal	  through	  the	  holes”	  (pg	  17).	  	  	  
	  

                                       
Unsealed, the ballot scanner on top of the ballot box                           EdgePlus Touch Screen – paper scroll on right side.	  

Election	  Machines:	  	  There	  are	  three	  machines	  used	  to	  cast	  a	  vote	  in	  Chicago:	  
Sequoia	  (Dominion)	  Touch	  Screen	  EdgePlus	  	  (VVAT	  -‐	  Voter	  Verified	  Audit	  Trail	  –	  Paper	  ballot)	  
Sequoia	  (Dominion)	  Optech	  Insight	  Plus	  Optical	  Scan	  (Ballot	  Scanner)	  
Sequoia	  (Dominion)	  Hybrid	  Activator	  and	  Accumulator	  (HAAT	  –	  Card	  Activator)	  
	  
Sequoia	  (Dominion)	  Touch	  Screen	  EdgePlus	  	  –	  This	  machine	  is	  called	  the	  Touch	  Screen	  (T/S).	  	  
The	  T/S	  contains	  the	  electronic	  ballot.	  	  As	  already	  noted,	  the	  T/S	  is	  used	  for	  Early	  Voting	  too.***	  	  The	  
vote	  is	  recorded	  onto	  a	  “results	  cartridge”	  which	  is	  a	  USB	  Flash	  Drive	  inserted	  into	  the	  cartridge	  
port.	  	  Voters	  are	  given	  an	  activated	  voter’s	  card	  when	  they	  register.	  	  This	  card	  is	  inserted	  into	  the	  
machine	  which	  recognizes	  what	  ballot	  to	  electronically	  provide	  to	  the	  voter.	  	  	  	  

The	  T/S	  machine	  is	  a	  firmware	  shell†††	  driven	  by	  the	  software	  loaded	  from	  these	  cartridges.	  	  The	  
results	  cartridges	  record	  the	  serial	  number	  of	  the	  machine	  used	  to	  record	  the	  vote.	  	  These	  machines	  
are	  tested	  and	  sealed	  at	  the	  Pershing	  Street	  Warehouse	  prior	  to	  being	  loaded	  into	  the	  ESC.	  	  	  

At	  the	  warehouse,	  the	  machine	  is	  loaded	  with	  the	  ballots	  for	  that	  precinct	  through	  the	  cartridge	  
port	  using	  a	  results	  cartridge.	  	  A	  results	  cartridge	  is	  left	  in	  the	  machine	  inside	  the	  cartridge	  port	  
which	  is	  secured	  at	  the	  warehouse	  with	  a	  red	  seal.	  Election	  judges	  are	  not	  given	  this	  number	  to	  
check	  to	  assure	  the	  seal	  was	  not	  tampered	  with	  after	  it	  was	  placed	  on	  at	  the	  warehouse.	  	  We	  were	  
unable	  to	  document	  any	  chain	  of	  custody	  on	  these	  seals	  or	  their	  numbers	  once	  placed	  on	  the	  
machine.	  	  Election	  judges	  report	  they	  routinely	  toss	  these	  seals	  in	  the	  garbage.	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
***	  Procedures	  for	  Early	  Voting	  are	  different	  then	  Election	  Day.	  	  The	  T/S	  is	  loaded	  with	  the	  ballots	  for	  the	  entire	  City	  for	  
Early	  Voting.	  	  This	  will	  be	  discussed	  in	  a	  separate	  document.	  
†††	  Firmware	  is	  a	  combination	  of	  software	  and	  hardware	  that	  have	  data	  or	  programs	  recorded	  as	  'read	  only'	  on	  them.	  
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A	  paper	  scroll	  is	  located	  on	  the	  side	  of	  the	  machine	  and	  is	  the	  paper	  trail	  for	  the	  vote	  cast.	  	  The	  voter	  
approves	  what	  is	  printed	  on	  the	  scroll	  before	  removing	  their	  voter	  card	  and	  leaving	  the	  voting	  
booth.	  	  This	  paper	  scroll	  is	  the	  record	  of	  the	  electronic	  ballot	  and	  as	  such	  it	  must	  be	  secured	  at	  all	  
times.	  	  It	  is	  the	  mandated	  (IL	  Public	  Act	  093-‐0574)	  Voter	  Verified	  Paper	  Audit	  Trail	  (VVPAT).	  

Voter	  cards	  for	  the	  EdgePlus	  are	  programmed	  with	  the	  Card	  Activator	  machine.	  	  They	  are	  reusable.	  

The	  T/S	  has	  three	  seals.	  	  One	  on	  the	  paper	  scroll,	  one	  on	  the	  Open/Close	  Port	  and	  one	  on	  the	  
Cartridge	  Port	  (pictured	  below).	  	  The	  Open/Close	  Port	  arrives	  at	  the	  polling	  place	  with	  a	  yellow	  
seal.	  The	  red	  seal	  is	  stored	  in	  the	  port	  as	  shown	  in	  the	  picture	  on	  the	  right	  below.	  	  When	  the	  poll	  is	  
opened,	  the	  yellow	  seal	  is	  broken	  and	  replaced	  with	  the	  red	  seal.	  	  The	  Election	  judges	  are	  
responsible	  for	  replacing	  the	  seal.	  	  Seal	  numbers	  are	  not	  recorded.	  	  There	  are	  extra	  seals	  in	  the	  ESC	  
supply	  box	  which	  are	  unrecorded.	  

    
     The back of the touch screen has two seals.  The picture on the left shows a machine from the 11th Ward that has both seals 
open.  The yellow seal is replaced by a red one when judges open the polls.  The middle picture has the seals correctly applied.  
The picture on the right shows the red seal stored in the open/close port.  

Sequoia	  Optech	  Insight	  Plus	  Optical	  Scan	  (Ballot	  Scanner):	  	  Election	  Day	  voting	  is	  primarily	  
done	  through	  paper	  ballot.	  The	  ballot	  scanner	  reads	  the	  paper	  ballot.	  	  The	  ballot	  scanner	  is	  
hardware	  and	  a	  firmware	  shell.	  	  It	  records	  the	  vote	  by	  optically	  scanning	  the	  ink	  marks	  on	  the	  
ballot.	  	  The	  machine	  records	  the	  vote	  on	  the	  memory	  pack,	  which	  is	  a	  memory	  device.	  	  Besides	  the	  
memory	  pack,	  ONLY	  when	  there	  is	  a	  problem	  scanning	  the	  ballot,	  the	  error	  is	  recorded	  on	  the	  paper	  
scroll	  printed	  by	  the	  scanner.	  	  This	  alerts	  the	  judge	  to	  issues	  recording	  the	  vote,	  prompting	  
resolution	  to	  allow	  the	  ballot	  to	  be	  counted.	  	  This	  scroll	  does	  not	  print	  the	  vote,	  it	  records	  errors	  
that	  occur	  causing	  the	  ballot	  to	  be	  rejected	  when	  scanning	  (i.e.,	  over	  vote,	  under	  vote,	  no	  vote,	  no	  
judge’s	  initial).	  	  The	  memory	  pack	  records	  the	  actual	  vote	  that	  is	  cast.	  

There	  are	  three	  seals	  on	  the	  ballot	  scanner.	  	  One	  for	  the	  memory	  pack	  (applied	  at	  the	  warehouse)	  
and	  two	  to	  secure	  the	  scanner	  to	  the	  ballot	  box	  (applied	  at	  the	  poll).	  	  These	  seals	  are	  essential	  to	  
security	  of	  the	  ballot.	  

The	  back	  door	  of	  the	  ballot	  scanner	  is	  locked	  with	  a	  universal	  key.	  	  This	  key	  is	  stored	  in	  the	  ESC	  in	  
an	  unsealed	  supply	  box.	  	  The	  memory	  pack	  is	  secured	  inside	  this	  locked	  port	  door	  with	  a	  numbered	  
red	  seal.	  The	  seal	  is	  placed	  on	  at	  the	  warehouse.	  	  Again,	  there	  is	  no	  tracking	  of	  the	  number	  on	  the	  
seal	  and	  multiple	  untracked	  replacement	  seals	  are	  left	  in	  the	  supply	  box.	  

“Remove	  ballot	  scanner	  key	  from	  blue	  supply	  box.	  	  Unlock	  rear	  door	  of	  ballot	  scanner	  and	  
verify	  that	  red	  seal	  is	  attached	  to	  door.	  	  If	  memory	  pack	  door	  is	  slightly	  opened,	  push	  door	  
closed.	  	  Make	  sure	  the	  power	  cord	  is	  plugged	  into	  the	  rear	  of	  the	  ballot	  scanner”	  (pg	  18).	  

Judges	  are	  instructed	  to	  check	  for	  the	  seal;	  there	  is	  no	  instruction	  to	  record	  the	  seal	  number	  or	  what	  
to	  do	  if	  the	  seal	  is	  not	  properly	  secured.	  	  These	  instructions	  fail	  to	  alert	  judges	  that	  a	  breach	  of	  this	  
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seal	  is	  a	  security	  issue	  that	  Election	  Central	  must	  be	  informed	  about.	  	  There	  is	  no	  place	  in	  the	  
paperwork	  to	  record	  seal	  issues.	  	  Frequently	  election	  judges	  did	  not	  want	  to	  open	  the	  locked	  door	  
to	  prove	  the	  memory	  pack	  has	  a	  seal.	  	  Many	  judges	  reported	  they	  were	  unaware	  the	  seal	  exists.	  

At	  the	  end	  of	  the	  election,	  the	  machine	  is	  turned	  off,	  the	  seal	  is	  broken	  and	  the	  memory	  pack	  is	  
removed	  and	  placed	  in	  the	  HAAT	  or	  Card	  Activator	  to	  read.	  	  The	  paper	  scroll	  is	  placed	  in	  the	  blue	  
transfer	  bag	  that	  is	  taken	  to	  the	  Receiving	  Station	  after	  the	  election.	  	  The	  red	  seal	  is	  routinely	  tossed	  
in	  the	  garbage.	  	  There	  are	  no	  procedures	  or	  instructions	  to	  return	  used	  seals	  to	  election	  authorities.	  	  

	  	   	  
Front of Ballot Scanner                            Back of scanner-The memory pack is placed here.	  

                      
Key locks the back of the ballot scanner         The seal on the memory pack             The memory pack 

Sequoia	  Hybrid	  Activator	  and	  Accumulator	  (HAAT):	  	  The	  Voter	  Card	  Activator	  has	  several	  
functions:	  	  it	  activates	  the	  voter’s	  card	  with	  their	  ballot	  style	  on	  the	  T/S,	  re-‐programs	  the	  electronic	  
voter	  cards	  for	  each	  voter,	  consolidates	  the	  ballots	  from	  the	  T/S	  and	  the	  Ballot	  Scanner,	  and	  
transmits	  the	  election	  results	  to	  Election	  Central.	  	  The	  voter	  card	  activator	  transmits	  election	  
results	  to	  Election	  Central	  with	  cellular	  technology.	  	  Election	  Central	  on	  Washington	  Street	  records	  
if	  the	  voter	  card	  activator	  is	  online	  during	  the	  voting	  day.	  

	  After	  voting	  concludes,	  the	  results	  cartridge	  and	  the	  memory	  pack	  are	  removed	  from	  the	  T/S	  and	  
the	  ballot	  scanner,	  and	  placed	  into	  the	  voter	  card	  activator	  (HAAT)	  which	  consolidates	  the	  two	  
types	  of	  ballots	  into	  a	  single	  total.	  	  This	  total	  is	  then	  transmitted	  through	  cellular	  technology	  to	  
Election	  Central	  on	  Washington	  Street.	  

When	  the	  Card	  Activator	  does	  not	  properly	  consolidate	  or	  transmit	  the	  results,	  the	  record	  of	  the	  
vote	  is	  retained	  on	  the	  two	  memory	  devices.	  	  These	  are	  taken	  to	  the	  receiving	  station,	  and	  they	  are	  
consolidated	  and	  transmitted	  there.	  	  This	  procedure	  should	  be	  done	  in	  front	  of	  election	  judges	  from	  
both	  parties.	  	  
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This is the seal on the Card Activator paper scroll.         Judges instructions neglect to inform the Election Judges of  the  
               use for this seal or to replace it when changing the paper scroll.	  

There	  is	  one	  seal	  on	  the	  Sequoia	  Card	  Activator.	  	  This	  seal	  is	  on	  the	  paper	  scroll	  which	  secures	  a	  
paper	  record	  of	  actions	  recorded	  by	  the	  Sequoia	  Card	  Activator.	  	  The	  Handbook	  does	  not	  provide	  
reference	  to	  this	  seal,	  except	  in	  the	  definition	  of	  seals	  on	  page	  66,	  “red	  seals	  are	  on	  the	  following	  
equipment	  when	  delivered	  to	  the	  polling	  place…”	  	  	  	  	  	  

Election	  judges	  print	  a	  “zero	  count”	  receipt	  at	  the	  beginning	  of	  the	  day,	  and	  place	  this	  in	  the	  blue	  
transfer	  case.	  	  This	  machine	  also	  prints	  out	  the	  closing	  tapes	  at	  the	  end	  of	  the	  elections.	  	  These	  tapes	  
are	  given	  to	  pollwatchers.	  Poll	  tapes	  must	  be	  signed	  by	  all	  of	  the	  judges	  and	  placed	  in	  the	  transfer	  
case.	  	  This	  procedure	  is	  not	  tracked	  for	  compliance.	  
 

        
Back of the Card Activator – Preparing to transmit to Election Central.         Box	  where	  some	  seals	  are	  placed.	  

Software:	  	  All	  software	  is	  placed	  on	  the	  USB	  Flash	  Drive	  and	  the	  memory	  packs	  at	  the	  computer	  
room	  at	  the	  Washington	  Street	  office.	  Investigation	  of	  this	  process	  is	  ongoing.	  	  There	  are	  contractual	  
and	  copyright	  restrictions	  on	  access	  to	  this	  information.	  	  There	  are	  also	  security-‐based	  restrictions.	  	  	  
	  
The	  public	  does	  not	  have	  access	  to	  the	  software	  code.	  	  There	  is	  a	  small	  window	  where	  the	  
political	  parties	  can	  request	  access;	  however	  they	  must	  provide	  a	  specialist	  to	  examine	  it.	  	  This	  is	  
especially	  costly	  when	  one	  considers	  there	  are	  over	  2500	  precincts,	  each	  with	  1	  to	  7	  separate	  ballot	  
styles.	  	  There	  is	  a	  procedure	  to	  seal	  the	  software	  code.	  	  This	  procedure	  is	  under	  investigation.	  In	  
general	  all	  access	  to	  the	  information	  about	  the	  software	  code	  is	  secretive	  and	  cumbersome	  to	  find	  
out	  about	  and	  requires	  access	  through	  multiple	  restrictive	  barriers.	  	  	  
	  
There	  are	  employees	  from	  Sequoia	  who	  are	  part	  of	  the	  CBE	  team.	  	  These	  employees	  have	  offices	  
and	  facilities	  on	  site.	  	  During	  the	  April	  5%	  test,	  one	  employee	  was	  available	  at	  the	  test	  site	  but	  
would	  not	  answer	  the	  investigator’s	  questions.	  
	  
There	  is	  an	  assumption	  that	  the	  integrity	  of	  the	  software	  code	  is	  affirmed	  in	  the	  Pre-‐Lat	  testing	  
when	  each	  machine	  is	  tested	  to	  assure	  all	  candidates	  get	  a	  vote.	  Investigations	  of	  Pre-‐Lat	  testing	  are	  
ongoing	  and	  have	  already	  proven	  that	  this	  testing	  does	  not	  test	  the	  integrity	  of	  the	  software.	  
	  	  
Further	  investigation	  is	  URGENTLY	  needed	  to	  address	  the	  substantial	  integrity	  issues	  in	  this	  area.	  	  	  
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SEALS	  AND	  FACTS	  ABOUT	  SEALS	  

“Generally	  speaking,	  a	  seal	  is	  a	  device	  that	  is	  not	  difficult	  to	  remove,	  but	  is	  supposed	  to	  leave	  
evidence	  of	  tampering	  if	  it	  is	  removed.	  	  Seals	  must	  have	  a	  physical	  design	  that	  will	  show	  some	  
difference	  in	  appearance	  or	  behavior	  if	  they	  are	  removed	  and	  reapplied.	  	  Seals	  are	  generally	  
serial-‐numbered	  (or	  otherwise	  marked	  with	  a	  unique	  identifier),	  so	  that	  if	  someone	  removes	  
the	  seal	  and	  replaces	  it	  with	  a	  fresh	  one,	  the	  new	  one	  will	  have	  a	  different	  number.	  	  
	  
The	  purpose	  of	  seals	  attached	  to	  a	  ballot	  box	  is	  to	  assure	  that	  ballots	  are	  not	  tampered	  with	  
(or	  replaced)	  between	  the	  time	  that	  voters	  deposit	  them	  and	  the	  time	  they	  are	  counted.	  	  Seals	  
attached	  to	  voting	  machines	  are	  meant	  to	  protect	  against	  many	  attack	  vectors,	  in	  particular	  
to	  assure	  that	  the	  vote-‐counting	  software	  is	  not	  replaced	  (with	  fraudulent	  vote-‐miscounting	  
software)	  between	  the	  time	  the	  vote-‐counting	  software	  is	  installed	  (e.g.,	  when	  the	  machine	  is	  
manufactured)	  and	  the	  time	  that	  election	  results	  are	  reported.	  	  Clearly,	  in	  the	  latter	  case	  the	  
seals	  have	  a	  much	  more	  difficult	  job	  to	  accomplish,	  since	  they	  must	  protect	  for	  a	  period	  of	  
years	  during	  which	  many	  more	  people	  may	  have	  access	  to	  the	  voting	  machine.”‡‡‡	  

 
Plastic	  seals	  are	  used	  as	  part	  of	  the	  security	  check	  and	  balance	  on	  machines.	  	  Seals	  are	  used	  to	  
secure	  the	  memory	  packs,	  USB	  results	  cartridges,	  and	  the	  paper	  scrolls.	  	  They	  are	  also	  used	  for	  the	  
ESCs	  that	  transport	  equipment	  to	  the	  precincts	  for	  Election	  Day	  and	  for	  the	  blue	  transfer	  case	  that	  
is	  used	  to	  transport	  voted	  ballots	  after	  the	  election.	  	  The	  intended	  purpose	  of	  seals	  is	  to	  provide	  
proof	  that	  the	  election	  materials	  are	  secured	  and	  undisturbed.	  	  There	  are	  separate	  procedures	  for	  
tracking	  seals	  on	  the	  equipment	  used	  for	  Election	  Day	  and	  Early	  Voting.	  	  This	  section	  relates	  only	  to	  
Election	  Day	  processes.	  
	  
A	  huge	  weakness	  in	  the	  present	  system	  is	  that	  seal	  numbers	  are	  not	  tracked	  before	  or	  after	  they	  are	  
placed	  on	  balloting	  equipment.	  	  Seal	  numbers	  are	  not	  recorded	  by	  CBE	  procedures.	  	  Tracking	  of	  the	  
seal	  numbers	  once	  they	  are	  on	  the	  machines	  is	  nonexistent.	  	  New	  or	  broken	  seal	  numbers	  are	  not	  
recorded.	  	  Election	  judges	  are	  not	  trained	  to	  watch	  for	  missing	  or	  damaged	  seals.	  The	  training	  for	  
replacing	  seals	  is	  inconsistent	  or	  lacking	  altogether.	  	  Frequently,	  PPAs	  do	  not	  replace	  broken	  seals.	  
When	  technicians	  come	  out	  to	  replace	  malfunctioning	  machines	  during	  the	  election,	  they	  frequently	  
do	  not	  replace	  the	  seals.	  Election	  Day	  procedures	  do	  not	  require	  broken	  seals	  to	  be	  returned	  in	  the	  
ESC.	  	  Election	  judges	  report	  that	  they	  are	  routinely	  tossed	  in	  the	  garbage.	  
	  
The	  plastic	  seals	  used	  are	  especially	  susceptible	  to	  counterfeiting	  and	  tampering.	  	  Unrecorded	  seal	  
numbers	  provide	  untraceable	  opportunities	  for	  counterfeited	  seals	  to	  be	  used	  to	  replace	  valid	  seals.	  	  
The	  particular	  brand	  of	  seal	  used	  is	  flimsy	  and	  especially	  vulnerable	  to	  tampering.	  	  	  
	  
Seals	  Used:	  There	  are	  at	  least	  4	  plastic	  seals	  used	  in	  Election	  Day	  polling	  places:	  	  the	  green	  seal	  on	  
the	  ESC,	  red	  seals	  used	  on	  paper	  scrolls	  and	  memory	  devices,	  yellow	  seals	  that	  are	  replaced	  by	  the	  
judges	  when	  the	  poll	  is	  opened,	  and	  blue	  seals	  to	  seal	  the	  ballot	  boxes.	  	  These	  numbered	  seals	  are	  
flimsy	  and	  easily	  opened	  without	  damage	  by	  inserting	  a	  paperclip	  inside	  and	  dislodging	  the	  
serrated	  top	  from	  the	  bottom.	  	  
	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
‡‡‡	  Security	  Seals	  On	  Voting	  Machines:	  A	  Case	  Study,	  by	  Andrew	  W.	  Appel.	  ACM	  Transactions	  on	  Information	  and	  System	  
Security	  (TISSEC),	  2011,	  in	  press.	  http://www.cs.princeton.edu/~appel/voting/SealsOnVotingMachines.pdf	  	  
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Besides	  the	  plastic	  seals,	  upon	  closing	  of	  the	  polling	  place,	  paper	  seals	  are	  placed	  on	  used	  ballots	  in	  
clear	  plastic	  bags	  before	  they	  are	  taken	  to	  the	  receiving	  station.	  	  Election	  judges	  are	  supposed	  to	  
sign	  these	  paper	  seals.	  	  This	  procedure	  is	  not	  checked.	  In	  addition,	  during	  the	  mandatory	  5%	  audit,	  
auditors	  are	  not	  asked	  to	  check	  or	  record	  if	  the	  sealed	  ballots	  have	  an	  undisturbed	  paper	  seal	  or	  if	  
the	  paper	  seal	  on	  the	  ballot	  bag	  has	  the	  correct	  names	  of	  the	  judges	  on	  it.	  
	  
Judges	  also	  sign	  various	  envelopes	  across	  the	  flap	  closing	  the	  envelope	  to	  seal	  inside	  provisional	  
applications	  and	  ballots,	  and	  spoiled	  ballots.	  
	  
The	  Judges	  Manual	  provides	  this	  information	  on	  red	  seals:	  

	  
Red	  Seals	  –	  Red	  means	  STOP.	  	  Do	  not	  break	  a	  red	  seal	  until	  the	  polls	  close.	  	  Red	  seals	  are	  on	  
the	  following	  equipment	  when	  delivered	  to	  the	  polling	  place:	  	  the	  ballot	  scanner	  memory	  pack	  
door;	  the	  touch	  screen	  printer,	  the	  results	  cartridge	  door	  and	  the	  Polls	  Open/Closed	  door	  (after	  
the	  polls	  have	  been	  opened).	  	  A	  red	  seal	  will	  be	  placed	  on	  the	  transfer	  case	  after	  all	  the	  
required	  items	  have	  been	  placed	  inside”	  (pg	  66).	  

	  
Other	  than	  this	  warning,	  a	  few	  limited	  seal	  instructions	  are	  provided	  in	  sections	  on	  setting	  up	  the	  
polling	  place.	  
	  
Closed	  Seals	  and	  Security:	  	  The	  availability	  of	  a	  variety	  of	  untracked	  seals	  invalidates	  the	  seals	  as	  a	  
security	  measure.	  	  The	  investigation	  continues,	  but	  we	  have	  proven	  the	  key	  to	  unlock	  the	  ESC	  is	  not	  
specific	  to	  the	  unit.	  	  The	  same	  key	  opens	  multiple	  units.	  	  	  
	  
Included	  in	  the	  extra	  seals	  provided	  in	  the	  supply	  box	  stored	  inside	  the	  ESC	  are	  several	  green	  seals	  
used	  to	  secure	  the	  outside	  of	  the	  ESC.	  	  Once	  inside	  the	  ESC,	  there	  is	  unfettered	  access	  to	  ballots,	  
election	  machines,	  and	  memory	  devices.	  	  If	  a	  machine	  is	  disturbed,	  an	  untracked	  replacement	  seal	  is	  
kept	  inside	  the	  same	  ESC.	  	  The	  equipment	  and	  ESC	  is	  simply	  resealed	  with	  one	  of	  these	  extra	  seals.	  	  
There	  is	  no	  tracking	  of	  the	  numbers	  or	  retention	  of	  seals.	  	  	  
	  
In	  conclusion,	  a	  closed	  seal	  does	  not	  indicate	  that	  tampering	  has	  not	  taken	  place.	  	  It	  is	  smoke	  
and	  mirrors	  shielding	  a	  complete	  breakdown	  in	  security.	  
	  
Training	  on	  Seals:	  	  There	  is	  little	  to	  no	  training	  on	  seals	  for	  the	  election	  judges	  or	  the	  PPAs.	  
Instructions	  do	  not	  include	  securing	  seals	  or	  recording	  seal	  numbers	  for	  the	  machines.	  	  Instructions	  
do	  not	  highlight	  the	  importance	  of	  seals	  or	  require	  the	  reporting	  of	  seal	  issues.	  	  In	  many	  cases	  the	  
election	  judges	  are	  not	  informed	  they	  need	  to	  attend	  to	  seals.	  	  Their	  training	  manual	  has	  few	  
instructions	  about	  seals.	  	  	  
	  
The	  Troubleshooting	  Guide	  provided	  to	  election	  judges	  (p	  68-‐77)	  does	  not	  have	  a	  section	  on	  seals.	  
The	  Judge	  of	  Election	  Handbook	  does	  not	  instruct	  the	  judges	  to	  replace	  the	  seal	  on	  the	  T/S	  scroll.	  	  It	  
does	  not	  provide	  instructions	  for	  the	  card	  activator	  scroll.	  	  
	  
When	  the	  ballot	  scanner	  needs	  to	  have	  the	  paper	  scroll	  changed,	  instructions	  are	  to	  cut	  and	  replace	  
the	  blue	  seals	  on	  the	  side	  of	  the	  ballot	  box§§§.	  	  This	  act	  exposes	  the	  ballot	  box	  so	  two	  judges	  must	  be	  
present	  for	  changing	  the	  paper	  roll.	  	  This	  indicates	  the	  CBE	  is	  aware	  it	  must	  keep	  a	  chain	  of	  sealed	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
§§§	  There	  is	  generally	  only	  one	  set	  of	  blue	  seals	  included	  in	  the	  ESC.	  	  These	  are	  the	  same	  ballot	  box	  seals	  that	  were	  not	  
applied	  in	  59%	  of	  the	  precincts.	  
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custody	  on	  voted	  ballots,	  yet	  the	  Board’s	  employees	  and	  investigators	  visit	  polls	  without	  assuring	  
the	  ballot	  box	  and/or	  the	  paper	  scroll	  is	  sealed.	  	  	  
	  
Significance	  
	  
The	  seal	  issues	  present	  a	  significant	  security	  flaw.	  	  The	  lack	  of	  overall	  tracking	  and	  the	  liberal	  access	  
to	  untracked	  seals	  completely	  invalidates	  them	  as	  a	  security	  tool	  for	  Election	  Day	  voting.	  	  They	  do	  
not	  provide	  any	  meaningful	  evidence	  of	  tampering	  or	  lack	  there-‐of.	  
	  

•  Seal	  integrity	  issues	  occur	  at	  all	  levels	  of	  the	  election	  process.	  
•  The	  Chicago	  Board	  of	  Elections	  cannot	  state	  that	  seals	  provide	  security	  at	  any	  phase	  of	  the	  

election	  process.	  
•  Tossing	  used	  seals	  in	  the	  garbage	  is	  very	  poor	  practice	  for	  many,	  many	  reasons.	  
•  Seal	  numbers	  have	  to	  be	  secured,	  not	  just	  the	  seals	  themselves.	  	  	  	  
•  To	  prevent	  counterfeiting,	  seals	  must	  be	  secured	  prior	  to	  use,	  and	  before	  they	  are	  applied,	  

seals	  must	  be	  checked	  to	  assure	  they	  have	  not	  been	  tampered	  with.	  	  	  	  
•  The	  yellow	  and	  red	  seals	  shown	  on	  page	  14	  are	  especially	  susceptible	  to	  tampering	  and	  

must	  be	  carefully	  guarded	  and	  inspected	  to	  discern	  if	  tampering	  occurred.	  
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AUDIT	  RESULTS	  

In	  total,	  239	  precincts	  were	  successfully	  audited	  in	  7	  wards.	  There	  were	  13	  questions	  or	  tasks	  
areas:	  11	  critical	  (red)	  and	  2	  cautionary	  (yellow)	  which	  were	  checked.	  
	  

• 	  90%	  (215)	  of	  these	  precincts	  failed	  at	  least	  one	  of	  the	  11	  critical	  Red	  
questions/tasks.	  	  

• 	  57%	  (135)	  of	  the	  precincts	  failed	  in	  more	  than	  one	  task	  area.	  	  
• 3	  precincts	  	  (1%)	  had	  Yellow	  failure	  scores	  because	  they	  failed	  to	  follow	  procedures	  

relating	  to	  identification	  of	  the	  judges	  and	  PPA	  with	  badges	  at	  the	  polling	  place.	  	  	  
• 	  21	  out	  of	  239	  precincts	  (9%)	  received	  perfect	  scores.	  	  	  

	  
The	  timing	  of	  the	  decision	  to	  perform	  this	  Audit	  was	  such	  that	  we	  were	  not	  able	  to	  get	  credentials	  
from	  each	  ward.	  	  As	  a	  result,	  the	  Audit	  was	  scaled	  back	  accordingly.	  	  The	  following	  wards	  were	  
audited:	  36,	  38,	  41,	  43,	  45,	  and	  46.	  	  	  
	  
Worksheets:	  
	  
	  Open	  Polling	  Place	  Worksheet	  (5:00am	  to	  6:30am):	  	  Completed	  at	  30	  locations.	  	  These	  answers	  
are	  recorded	  in	  the	  appropriate	  ward’s	  spreadsheet	  which	  is	  in	  the	  Appendix	  –	  (Summary	  of	  
Results	  for	  Wards)	  	  

This	  worksheet	  is	  specific	  to	  opening	  procedures	  only.	  	  Two	  questions	  on	  this	  worksheet	  are	  not	  
included	  in	  the	  data	  analysis	  of	  the	  13	  questions	  on	  the	  239	  precincts.	  	  The	  first	  question	  was,	  “Do	  
the	  judges	  check	  for	  a	  zero	  public	  count?”	  	  Results:	  24	  yes,	  0	  no,	  and	  6	  N/A.	  	  The	  procedure	  for	  
checking	  the	  zero	  count	  is	  reinforced	  because	  the	  opening	  poll	  tape	  must	  be	  printed	  and	  placed	  in	  
the	  transfer	  case	  when	  the	  polls	  open.	  	  The	  second	  question	  was,	  “Was	  the	  ballot	  box	  empty	  before	  
the	  polls	  open?”	  Results:	  10	  yes,	  0	  No,	  and	  20	  N/A.	  	  The	  pollwatchers	  did	  not	  check	  the	  ballot	  box	  
2/3	  of	  the	  time	  and	  when	  they	  did,	  it	  was	  empty.	  	  The	  primary	  reason	  for	  20	  N/A	  is	  because	  many	  
of	  the	  boxes	  were	  set	  up	  prior	  to	  the	  pollwatchers’	  observations.	  	  

Daytime	  Worksheet	  (6:30am	  to	  6:30pm):	  	  Completed	  at	  209	  precincts.	  	  The	  detailed	  responses	  are	  
available	  on	  the	  Summary	  of	  Results	  for	  Wards	  data	  sheets.	  The	  data	  is	  grouped	  by	  ward	  and	  
itemized	  at	  the	  precinct	  level.	  	  The	  Summary	  of	  Results	  for	  Wards	  breaks	  down	  each	  precinct	  but	  
does	  not	  display	  the	  precinct	  numbers.	  	  

Closing	  Polling	  Place	  Worksheet	  (6:30pm):	  	  Completed	  at	  19	  locations.	  	  These	  precincts	  had	  
previously	  been	  visited	  during	  the	  daytime	  portion	  of	  the	  Audit.	  	  The	  data	  collected	  on	  the	  Closing	  
Poll	  Worksheet	  was	  insufficient	  to	  score.	  	  The	  majority	  of	  responses	  were	  N/A.	  	  Poll	  tapes	  were	  
collected,	  however.	  	  	  

A	  few	  teams	  were	  not	  able	  to	  get	  to	  their	  closing	  poll	  in	  time	  to	  observe	  the	  closing	  procedures.	  	  In	  
others,	  multiple	  precincts	  were	  observed	  in	  the	  closing	  because	  polling	  places	  for	  multiple	  precincts	  
were	  located	  at	  one	  site.	  	  As	  it	  worked	  out,	  to	  complete	  the	  worksheet	  the	  pollwatcher	  could	  only	  
observe	  one	  precinct.	  	  In	  these	  situations,	  poll	  tapes	  were	  collected	  but	  closing	  procedures	  were	  not	  
completely	  observed	  and	  answers	  were	  marked	  N/A.	  	  In	  addition,	  the	  worksheet	  had	  flaws	  in	  the	  
phrasing	  of	  some	  of	  the	  questions,	  which	  clouded	  interpretation	  of	  the	  answers.	  
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Key	  data	  needs	  to	  be	  obtained	  to	  verify	  how	  accurately	  judges	  perform	  their	  roles	  of	  closing	  the	  
polls,	  tallying	  the	  ballots,	  consolidating	  the	  results,	  transmitting	  to	  Election	  Central,	  and	  closing	  up	  
the	  ESC	  for	  later	  return	  to	  the	  warehouse.	  	  Key	  seal	  information	  needs	  to	  be	  tracked	  that	  affirms	  
judges	  sign	  the	  paper	  seals	  and	  records	  seal	  numbers	  on	  the	  ESC	  and	  the	  blue	  transfer	  bag.	  	  

Part	  of	  the	  closing	  procedures	  include	  placing	  the	  following	  into	  an	  unsealed	  black	  bag:	  special	  
voted	  ballots	  (provisional,	  spoiled,	  returned	  absentee,	  etc.),	  poll	  documents	  (such	  as	  poll	  tapes,	  pay	  
vouchers,	  and	  credentials),	  the	  ESC	  key,	  and	  the	  bubble	  bag	  containing	  the	  electronic	  vote	  
recorded	  on	  the	  memory	  pack	  and	  USB	  flash	  drive	  (the	  results	  cartridge).	  	  This	  unsealed	  black	  
bag	  is	  then	  transported	  to	  the	  receiving	  station	  and	  left	  there	  for	  CBE	  employees	  and	  contractors	  to	  
process.****	  	  This	  action	  should	  be	  completed	  by	  two	  election	  judges	  together.	  	  The	  instructions	  in	  
the	  Handbook	  are	  not	  clear	  about	  how	  these	  should	  be	  transported.	  It	  is	  clear	  there	  is	  no	  sealed	  
chain	  of	  custody	  when	  transporting	  the	  black	  bag	  containing	  the	  electronic	  ballots	  and	  some	  of	  the	  
paper	  ballots.	  	  This	  lack	  of	  security	  is	  magnified	  when	  the	  votes	  did	  not	  consolidate	  and	  transmit	  
correctly	  from	  the	  poll.	  	  	  

During	  the	  Audit,	  one	  key	  question	  involves	  the	  seal	  applied	  on	  the	  transfer	  case	  (containing	  
regular	  voted	  paper	  ballots)	  during	  the	  close	  of	  the	  polls.	  	  How	  is	  this	  seal	  tracked	  in	  the	  system?	  	  	  

During	  the	  5%	  Audit,	  the	  seal	  number	  of	  the	  blue	  transfer	  case	  is	  recorded	  as	  it	  is	  broken	  
and	  again	  when	  the	  case	  is	  re-‐sealed	  at	  the	  end	  of	  the	  audit.	  	  However,	  the	  seal	  number	  and	  
the	  signed	  paper	  ballot	  seal	  are	  not	  checked	  to	  assure	  they	  are	  the	  same	  seals	  applied	  on	  
Election	  Day	  by	  the	  election	  judges.	  	  

Procedural	  information	  on	  closing	  procedures	  needs	  further	  investigation.	  

	  

	  

	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
****	  From	  the	  receiving	  station	  the	  memory	  devices	  are	  taken	  to	  the	  Pershing	  Street	  Warehouse.	  	  Later,	  they	  are	  
transported	  back	  to	  the	  Washington	  Street	  Office.	  In	  the	  section	  “Additional	  Vulnerabilities”	  (p33-‐35)	  we	  discuss	  flaws	  in	  
the	  security	  with	  storage	  of	  these	  memory	  devices.	  	  	  
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DATA	  ANALYSIS	  

  Ward Audited  Totals Percentage 
  The number of precincts Audited by  239 (x 13) = 3107 Procedure Fail Rate % =  ProcFR% 

  
13 Procedures = total Items:                                    
Answers = Y, N, N/A 

      (Yes + No) 
 Yes       No     N/A 

 ProcFR%  = % of No's     
           (Yes + No)  

1 
2 Judges were present when the ESC opened and 
poll set up. (Red Error) 

(225)                             
190    35    14        35 No's is 11% of 225 

2 Green Seal was closed on ESC. (Red Error) 
(233)                      

174    59      6 59 No's is 25% of 233 

3 Judges have badges on. (Yellow Error) 
(201)                                  

   177     24     38 24 No's is 12% of 201 

4 PPA has a badge on. (Yellow Error) 
(191)                            

152    39    48 39 No's is 21% of 191 

5 Judges took their oath. (Red Error) 
(212)                         

198    14   27 14 No's is 7% of 212 

6 Blue cones were at 100ft. (Red Error) 
(217)                         

204    13    22 13 No's is 6% of 218 

7 T/S scroll is sealed. (Red Error) 
(234)                         

218    16    5 16 No's is 7% of 234 

8 Red seal is on T/S Open/Close port (Red Error) 
(230)                         

189    41    9 41 No's is 18% of 230 

9 T/S Cartridge Port is sealed. (Red Error) 
(230)                         

210    20    9 20 No's is 9% of 230 

10 The Card Activator is sealed. (Red Error) 
(227)                         

203    24    12 24 No's is 12% of 227 

11 The Ballot Box is sealed.  (Red Error) 
(236)                          

97    139     3 139 No's is 59% of 236 

12 
The Ballot Scanner is locked and the Red Seal is on 
the back. (Red Error) 

(215)                        
168    47    24 47 No's is 22% of 215 

13 
The Early Voter labels are on the ballot applications at 
6am. (Red Error) 

(173)                         
150    23    66 23 No's is 14% of 173 

  

Total = (Y+N)                                                           
N/A not figured in FR %                                          
Yes    No    N/A 

(2824)                        
2330    494    283 
AvgProcFR=18%    (ProcFR%) = 228% No                             

  

ProcFR% is N% of (Y+N):                                             
WardProcFR averages the ProcFR% by Ward  
(See pg 23, part 6}                                      
The CityProcFR averages WardProcFR to provide 
a score across the city.  

20%                              
CityProcFR                

AvgProcFR = 228%  /by 13   
228% /13 = 18%                                      
18%  Avg FR  (of 13 Procedures) 

  

239 Precincts were Audited                       
Citywide Precinct Fail Rate: CityProcFR                                      
By  Ward, precincts with error on one or more of 
the 11 red  error procedures noted above. 

90% Fail Rate                      
215 Precincts w/Red Errors     
21   Precincts w/ No Errors             
3     Precincts w/Yellow Errors       

215 Red    = 90%                                 
21 Perfect =  9%                                      
3 Yellow   =  1%   
90% = CityProcFR 

	  
Data	  was	  collected	  at	  239	  precincts	  in	  7	  Wards.	  	  13	  areas	  were	  examined.	  

(N/A)	  responses,	  while	  they	  are	  recorded	  in	  the	  data,	  are	  not	  factored	  into	  the	  score.	  	  Each	  of	  the	  
percentages	  calculated	  are	  based	  only	  on	  information	  recorded	  as	  a	  Yes	  or	  No.	  	  There	  are	  different	  
totals	  for	  responses	  to	  the	  13	  items	  because,	  for	  varying	  reasons,	  the	  pollwatchers	  did	  not	  record	  a	  
Yes	  or	  No	  response.	  	  

11	  procedures	  are	  marked	  Red	  Error,	  2	  procedures	  are	  marked	  Yellow	  Error.	  	  Red	  error	  procedures	  
are	  judged	  as	  having	  a	  potential	  impact	  on	  the	  vote.	  	  The	  two	  Yellow	  procedures	  relate	  to	  the	  
badges	  of	  the	  Election	  Judges	  and	  PPA.	  	  Proper	  identification	  at	  the	  polls	  is	  an	  essential	  part	  of	  
security.	  The	  identification	  errors	  are	  scored	  as	  cautionary.	  	  	  
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Percentages	  are	  determined	  by:	  

1) Citywide	  Procedure	  Fail	  Rate	  (“CityProcFR”):	  90%.	  	  239	  precincts	  were	  successfully	  
audited.	  215	  of	  these	  (90%)	  failed	  in	  at	  least	  one	  of	  11	  Red	  error	  procedures,	  and	  were	  
scored	  as	  Red.	  	  3	  precincts	  (1%)	  received	  a	  Yellow	  score	  related	  to	  badge	  issues,	  and	  21	  
precincts	  (9%)	  achieved	  a	  perfect	  score	  by	  successfully	  following	  all	  13	  procedures.	  	  
	  

239	  precincts	  across	  7	  wards	  
90%	  =	  215	  precincts	  had	  one	  or	  more	  Red	  scores,	  plus	  some	  also	  had	  Yellow	  scores	  
9%	  	  	  	  =	  21	  perfect	  scores	  –	  Error	  free	  
1%	  	  	  	  =	  3	  had	  Yellow	  scores	  only	  (no	  Red	  scores)	  
	  

2)	  Multiple	  Procedural	  Errors	  –	  Per	  Precincts:	  	  The	  number	  of	  errors	  per	  precinct	  are	  
totalled.	  	  These	  are	  then	  compiled	  into	  a	  graph	  to	  illustrate	  how	  many	  precincts	  have	  multiple	  
errors.	  	  The	  numbers	  are	  stunning.	  

Number	  of	  Errors	  -‐	  and	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
Number	  of	  Precincts	  with	  that	  error	  

101%	  
(Rounded	  %)	  

0	  Errors	  	  	  	  	  	  	  	  	  	  	  	  	  21	  Precincts	  	  	  (21.51)	   9%	  
1	  Error	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  83	  Precincts	  	  	  (83.65)	   35%	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
2	  Errors	  	  	  	  	  	  	  	  	  	  	  	  	  56	  Precincts	  	  	  (57.36)	   24%	  
3	  Errors	  	  	  	  	  	  	  	  	  	  	  	  	  37	  Precincts	  	  	  (35.85)	   15%	  
4	  Errors	  	  	  	  	  	  	  	  	  	  	  	  	  24	  Precincts	  	  	  (23.9)	   10%	  
5	  Errors	  	  	  	  	  	  	  	  	  	  	  	  	  11	  Precincts	  	  	  (11.95)	   5%	  
6	  Errors	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  4	  Precincts	  	  	  	  (4.78)	   2%	  
7,	  8,	  9	  Errors	  	  	  	  	  	  3	  Precincts	  	  	  	  (2.39)	   1%	  

	  
The	  CityProcFR	  of	  90%	  indicates	  that	  90%	  of	  the	  239	  precincts	  had	  a	  Red	  score	  or	  at	  least	  one	  
critical	  procedural	  violation.	  	  When	  we	  look	  deeper	  into	  the	  actual	  errors,	  we	  find	  that	  out	  of	  
239	  precincts,	  57%	  (135)	  had	  2	  or	  more	  errors.	  	  	  
	  
The	  graph	  on	  the	  next	  page	  provides	  a	  visual	  representation	  of	  the	  number	  of	  multiple	  
procedural	  fails	  that	  each	  precinct	  had.	  
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3) Procedural	  Errors	  Per	  Precinct:	  239	  Total	  Precincts	  

	  

	  

4) Procedure	  Fail	  Rate	  Percentage	  (“ProcFR%”)	  is	  tallied	  by	  adding	  the	  (Yes)	  and	  (No)	  
answer	  to	  each	  of	  the	  13	  questions	  and	  then	  determining	  what	  percentage	  of	  that	  total	  the	  
(No)	  reflects.	  	  This	  percentage	  takes	  in	  consideration	  all	  answers	  to	  that	  item.	  	  It	  does	  not	  
factor	  in	  N/A	  responses.	  	  Precinct	  by	  precinct	  breakdown	  on	  each	  procedure	  is	  included	  in	  
the	  Summary	  Results	  by	  Ward	  that	  is	  attached	  in	  the	  Document	  portion	  of	  this	  report.	  

	  
The	  ProcFR%	  tallies	  all	  of	  the	  precincts	  for	  a	  city-‐wide	  score	  on	  each	  procedure.	  	  	  
The	  ProcFR%	  provides	  insight,	  citywide,	  into	  what	  areas	  are	  in	  need	  of	  reinforcement.	  	  It	  also	  
demonstrates	  critical	  lapses	  in	  security,	  allowing	  for	  further	  analysis.	  	  
	  
Individual	  variances	  between	  procedures	  illustrate	  particular	  areas	  where	  the	  lapses	  are	  more	  
prevalent.	  	  For	  instance,	  sealing	  of	  the	  ballot	  box	  failed	  59%	  percent	  of	  the	  time;	  contrasted	  
with	  the	  procedure	  for	  judges	  to	  take	  the	  Oath,	  which	  failed	  7%	  of	  the	  time.	  
	  

5) The	  Average	  Proc	  Fail	  Rate	  Percentage	  (“AvgProcFR”)	  is	  18%.	  	  The	  AvgProcFR	  is	  tallied	  
averaging	  the	  ProcFR%	  for	  all	  13	  questions	  into	  one	  score.	  	  	  

	  
On	  average,	  across	  all	  13	  items	  in	  the	  Audit,	  procedures	  were	  not	  followed	  18%	  of	  the	  time.	  	  
Statistically,	  city-‐wide,	  there	  is	  a	  1	  in	  5	  chance	  any	  given	  procedure	  will	  not	  be	  followed.	  This	  
figure	  provides	  perspective	  on	  how	  well	  the	  CBE	  is	  doing	  in	  its	  role	  as	  administrators	  of	  the	  

0	  Errors	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
21	  Precincts	  

9%	  

1	  Error	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
83	  Precincts	  

35%	  

2	  Errors	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
56	  Precincts	  

24%	  

3	  Errors	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
37	  Precincts	  

15%	  

4	  Errors	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
24	  Precincts	  

10%	  

5	  Errors	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
11	  Precincts	  	  

5%	  

6	  Errors	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
4	  Precincts	  

2%	  

7,	  8,	  9	  Errors	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
3	  Precincts	  	  

1%	  
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critical	  election	  procedures	  on	  Election	  Day.	  	  On	  average	  per	  question,	  they	  fail	  on	  security	  
procedures	  18%	  of	  the	  time.	  
	  
What	  is	  an	  acceptable	  score?	  	  Statistically	  there	  is	  no	  basis	  for	  comparison.	  	  Considered	  with	  the	  
ProcFR%	  of	  90%,	  and	  the	  fact	  that	  57%	  of	  these	  precincts	  have	  multiple	  Red	  scores,	  18%	  	  alerts	  
the	  citizenry	  that	  security	  at	  the	  polls	  is	  inconsistent,	  often	  happenstance,	  and	  untraceable.	  

6) Ward	  Average	  Procedure	  Fail	  Rate	  Percentage	  (“WardProcFR”)	  Precinct	  by	  precinct,	  
the	  total	  answers	  for	  each	  ward	  are	  tallied	  and	  averaged.	  	  Again,	  only	  the	  Yes	  and	  No	  
answers	  are	  figured	  in††††.	  	  This	  number	  identifies	  the	  average	  percentage	  of	  non-‐
compliance	  per	  procedure	  in	  that	  ward.	  To	  understand	  the	  data	  consider	  that	  in	  Ward	  46	  
(23%	  WardProcFR)	  there	  is	  a	  about	  a	  1	  in	  4	  chance	  that	  any	  given	  security	  procedure	  will	  
be	  not	  be	  followed.	  In	  Ward	  36	  (WardProcFR	  18%)	  the	  chances	  are	  closer	  to	  1	  in	  5.	  	  	  This	  
statistic	  is	  meant	  to	  provide	  prospective	  on	  the	  overall	  non-‐compliance	  with	  the	  any	  
procedure	  in	  the	  individual	  wards.	  	  	  
	  
Grouped	  by	  ward,	  individual	  numbers	  are	  shown	  on	  the	  Summary	  Data	  Spreadsheet.	  	  (See	  
Addendum:	  Summary	  Data	  p38)	  
	  
In	  order	  of	  non-‐compliance:	  	  	  	  	  	  	  
	  	  	  	  Ward	  20	  –	  27%	  non-‐compliance	  with	  security	  procedures	  
	  	  	  	  Ward	  46	  –	  23%	  non-‐compliance	  with	  security	  procedures	  
	  	  	  	  Ward	  45	  –	  21%	  non-‐compliance	  with	  security	  procedures	  
	  	  	  	  Ward	  38	  -‐	  	  16%	  non-‐compliance	  with	  security	  procedures	  

	  	  	  	  	  	  	  	  	  	  	  Ward	  36	  –	  18%	  non-‐compliance	  with	  security	  procedures	  
	  	  	  	  	  	  	  	  	  	  	  Ward	  41	  –	  16%	  non-‐compliance	  with	  security	  procedures	  
	  	  	  	  	  	  	  	  	  	  	  Ward	  43	  -‐	  15%	  non-‐compliance	  with	  security	  procedures	  
	  

Data	  Review:	  Citywide	  
	  
90%	  (215	  out	  of	  239)	  of	  the	  polling	  places	  had	  a	  Red	  score	  indicating	  non	  compliance	  in	  a	  
critical	  location.	  	  	  

Ward	  20	  –	  81%	  Precincts	  had	  Red	  Errors	  
Ward	  36	  –	  91%	  Precincts	  had	  Red	  Errors	  	  
Ward	  38	  –	  91%	  Precincts	  had	  Red	  Errors	  	  
Ward	  41	  -‐	  	  83%	  Precincts	  had	  Red	  Errors	  	  
Ward	  43	  –	  94%	  Precincts	  had	  Red	  Errors	  
Ward	  45	  –	  90%	  Precincts	  had	  Red	  Errors	  
Ward	  46	  -‐	  100%	  Precincts	  had	  Red	  Errors	  	  

	  
Many	  precincts	  had	  multiple	  issues.	  	  The	  data	  is	  represented	  in	  individual	  spreadsheets	  broken	  
down	  by	  wards	  into	  precincts	  on	  the	  Summary	  of	  Results	  by	  Ward	  sheets.	  	  Relevant	  comments	  on	  
individual	  polling	  places	  are	  included.	  	  The	  Summary	  of	  Results	  by	  Ward	  records	  answers	  from	  the	  
worksheets.	  Individual	  procedures	  are	  reviewed	  by	  ward	  and	  by	  procedure	  in	  the	  Data	  Summary.	  	  	  	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
††††	  The	  reason	  only	  yes	  and	  no	  answers	  are	  used	  is	  because	  we	  cannot	  factor	  the	  N/A,	  meaning	  Non-‐Answer.	  	  This	  Audit	  
assumes	  all	  items	  would	  not	  necessarily	  be	  answered.	  The	  auditors	  were	  instructed	  to	  do	  their	  best.	  	  While	  the	  N/A	  total	  
is	  included,	  only	  the	  yes	  and	  no	  answers	  are	  factored	  into	  the	  results.	  
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Data	  Summary	  -‐	  Of	  the	  13	  Procedures	  Studied:	  	  ProcFR%	  
	  
59%	  Fail	  Rate:	  (139	  out	  of	  227)	  Ballot	  Box:	  	  Ballot	  boxes	  are	  required	  to	  be	  secured	  to	  the	  ballot	  
scanner	  to	  assure	  that	  ballots	  are	  not	  added	  to	  the	  box	  except	  through	  the	  scanner.	  	  In	  part,	  this	  
high	  failure	  rate	  is	  because	  of	  training.	  	  The	  election	  judges	  and	  PPAs	  are	  responsible	  for	  applying	  
these	  seals,	  yet	  many	  did	  not	  know	  they	  existed.	  	  One	  PPA	  insisted	  she	  had	  just	  gone	  through	  
training	  and	  had	  never	  been	  informed	  about	  these	  seals.	  	  Shockingly,	  in	  multiple	  instances,	  
technicians	  and	  investigators	  from	  the	  Board	  arrived	  and	  left	  polling	  locations	  without	  checking	  
that	  the	  ballot	  boxes	  were	  sealed.	  	  

Failure	  of	  this	  procedure	  means	  that	  in	  59%	  of	  the	  polling	  places,	  the	  ballot	  box	  was	  unsealed	  for	  
the	  election.	  	  When	  the	  scanner	  is	  lifted	  slightly	  from	  the	  box,	  the	  top	  is	  open	  and	  exposes	  the	  
ballots	  below.	  
	  
25%	  Fail	  Rate	  (59	  out	  of	  233):	  The	  Green	  ESC	  Seal:	  The	  seal	  on	  the	  ESC	  was	  missing	  in	  59	  
instances.	  	  This	  is	  important	  because	  the	  seal	  should	  ensure	  that	  no	  one	  has	  tampered	  with	  the	  
locked	  ESC.	  	  The	  key	  for	  the	  ESC	  is	  a	  generic	  key	  with	  multiple	  copies.‡‡‡‡	  	  This	  seal	  is	  originally	  
applied	  at	  the	  warehouse.	  It	  should	  be	  reapplied	  if	  the	  ESC	  is	  opened	  and	  left	  unattended	  both	  
before	  and	  after	  the	  election.	  	  

There	  are	  many	  problems	  with	  this	  security	  system.	  	  In	  essence,	  the	  ESC	  is	  transported	  and	  then	  
stored	  for	  a	  couple	  of	  weeks	  at	  the	  polling	  location.	  	  For	  example,	  it	  may	  be	  stored	  in	  a	  school	  gym.	  	  
There	  is	  no	  basis	  in	  fact	  allowing	  the	  citizen	  to	  assume,	  nor	  the	  Board	  to	  assert,	  there	  is	  reliable	  
security	  measures	  that	  assure	  the	  ESC	  is	  not	  tampered	  with	  after	  it	  is	  prepared	  for	  Election	  Day	  and	  
sent	  to	  the	  polling	  place.	  	  There	  is	  none.	  	  The	  key	  is	  not	  specific	  to	  the	  unit.	  	  Once	  the	  unit	  is	  opened,	  
multiple	  untraceable	  replacement	  seals	  are	  located	  in	  the	  supply	  box	  to	  reseal	  the	  ESC	  unit.	  

Keep	  in	  mind	  that	  the	  ESC	  contains	  unsealed	  (wrapped	  in	  plastic)	  ballots.	  	  It	  also	  contains	  the	  
machines	  which	  are	  loaded	  with	  their	  memory	  devices.	  	  It	  contains	  untraceable	  seals	  for	  these	  
machines.	  	  Seal	  issues	  on	  the	  machines	  further	  expose	  the	  vote	  to	  glaring	  security	  vulnerabilities.	  

There	  is	  no	  evidence	  to	  substantiate	  that	  a	  sealed	  ESC	  insures	  the	  ESC	  was	  not	  tampered	  
with.	  

In	  the	  specific	  instance	  of	  the	  25%	  failure	  to	  have	  seals,	  there	  is	  no	  chain	  of	  custody	  to	  discern	  at	  
what	  stage	  in	  the	  process	  the	  seal	  was	  lost.	  	  Was	  it	  not	  properly	  placed	  on	  at	  the	  warehouse?	  	  Did	  
the	  shipping	  process	  cause	  for	  it	  to	  be	  opened?	  	  Was	  it	  opened	  before	  Election	  Day	  at	  the	  polling	  
place?	  	  And	  then	  there	  are	  the	  “who”	  related	  questions!	  

22%	  Fail	  Rate:	  (47	  out	  of	  215)	  Ballot	  Scanner	  Memory	  Pack	  Seal:	  	  The	  ballot	  scanner	  contains	  a	  
memory	  pack	  in	  the	  back	  of	  the	  ballot	  scanner.	  	  This	  seal	  ensures	  that	  the	  correct	  memory	  pack	  is	  
secured	  in	  the	  scanner.	  	  The	  memory	  pack	  contains	  the	  software	  that	  runs	  the	  machine	  and	  records	  
the	  vote.	  The	  seal	  is	  put	  on	  at	  the	  warehouse.	  	  There	  is	  a	  locked	  door	  in	  the	  back	  of	  the	  scanner,	  
potentially	  preventing	  easy	  access	  to	  the	  ballot	  scanner.	  	  The	  key	  to	  this	  door	  is	  a	  universal	  key.	  	  It	  is	  
stored	  in	  the	  supply	  box,	  so	  anyone	  with	  access	  to	  the	  ESC	  has	  access	  to	  the	  memory	  device.	  	  Again,	  
there	  are	  multiple	  red	  seals	  also	  placed	  in	  the	  supply	  box.	  

The	  importance	  of	  this	  lack	  of	  security	  is	  immeasurable	  when	  evaluating	  the	  integrity	  of	  the	  vote.	  	  	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
‡‡‡‡	  The	  chain	  of	  custody	  on	  the	  keys	  is	  under	  further	  investigation	  
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In	  one	  instance,	  a	  mature	  election	  judge	  team	  expressed	  dismay	  that	  the	  night	  before	  they	  had	  set	  
up	  the	  voting	  booths	  up	  as	  a	  team	  and	  properly	  re-‐sealed	  the	  ESC,	  which	  still	  contained	  the	  election	  
equipment.	  	  In	  the	  morning,	  they	  found	  a	  ballot	  scanner	  out	  on	  the	  table.	  	  No	  one	  knew	  how	  it	  got	  
there,	  nor	  did	  they	  know	  who	  had	  access	  to	  the	  room	  after	  they	  left.	  	  As	  a	  team,	  they	  passionately	  
confirmed	  it	  was	  not	  there	  the	  night	  before.	  	  Still,	  they	  had	  not	  reported	  the	  problem	  to	  Election	  
Central	  and	  they	  were	  using	  the	  machine	  to	  record	  votes.	  

The	  lack	  of	  accountability	  and	  instructions	  on	  security	  procedures	  results	  in	  problems	  such	  as	  
unsealed	  ballot	  scanners	  going	  unnoticed	  and/or	  unreported	  by	  our	  election	  judges.	  	  	  

We	  documented	  multiple	  instances	  where	  the	  technicians	  had	  been	  out	  to	  the	  poll	  to	  repair	  
malfunctioning	  equipment	  and	  had	  not	  placed	  seals	  on	  the	  machines	  when	  they	  left.	  	  

Sometimes	  judges	  refused	  to	  open	  the	  back	  to	  allow	  inspection	  of	  the	  seal.	  	  These	  were	  recorded	  as	  
a	  N/A.	  

21%	  Fail	  Rate	  (39	  out	  of	  191)	  PPA	  Badge:	  	  Did	  the	  PPA	  have	  their	  badge	  on?	  This	  is	  a	  Yellow	  item	  
for	  scoring	  because	  the	  lack	  of	  ID	  does	  not	  jeopardize	  the	  vote.	  It	  is	  a	  security	  lapse	  that	  needs	  to	  be	  
remedied.	  

Worthy	  to	  note:	  the	  PPAs,	  who	  are	  CBE	  Employees,	  were	  twice	  as	  likely	  to	  fail	  to	  put	  their	  badges	  
on	  compared	  to	  election	  judges.	  	  The	  Audit	  found	  multiple	  instances	  of	  poorly	  trained	  PPAs.	  

The	  identification	  of	  people	  in	  the	  polling	  place	  is	  part	  of	  security.	  	  The	  current	  badges	  are	  adhesive	  
badges	  which	  are	  hard	  to	  read	  and	  get	  lost	  because	  of	  simple	  problems	  such	  as	  hair	  getting	  caught	  
in	  them.	  

Proper	  identification	  in	  the	  polling	  place	  is	  important	  and	  should	  be	  treated	  as	  such.	  	  It	  would	  be	  
simple	  to	  provide	  plastic	  pin	  badges	  with	  blanks	  for	  the	  election	  team	  to	  personalize.	  

18%	  Fail	  Rate	  (41	  out	  of	  230):	  Seal	  issues	  on	  the	  Open/Close	  Port	  T/S	  EdgePlus.	  	  This	  machine	  
is	  supposed	  to	  come	  with	  a	  yellow	  seal	  attached	  by	  CBE	  contractors	  at	  the	  warehouse	  and	  with	  a	  
red	  seal	  stored	  inside	  the	  port	  door	  to	  be	  applied	  by	  the	  election	  judge	  when	  the	  polls	  are	  open,	  
securing	  no	  one	  turns	  the	  machine	  off	  and	  on	  during	  voting.	  	  	  

Sometimes	  the	  negative	  score	  was	  because	  the	  machine	  arrived	  without	  the	  proper	  seals.	  	  Other	  
times,	  the	  election	  team	  did	  not	  put	  the	  red	  seal	  on	  the	  machine.	  	  There	  was	  an	  instance	  where	  the	  
machine	  came	  without	  the	  red	  seal,	  but	  it	  had	  the	  yellow	  seal	  attached.	  	  The	  election	  team	  did	  not	  
think	  to	  get	  a	  red	  seal	  from	  the	  supply	  box.	  	  In	  other	  instances,	  technicians	  arrived	  to	  repair	  the	  T/S	  
and	  did	  not	  re-‐apply	  seals.	  	  	  

What	  is	  the	  effect	  of	  this	  port	  being	  disturbed	  during	  the	  voting	  day?	  	  Why	  is	  there	  a	  seal	  there	  at	  
all?	  	  Why	  is	  there	  a	  yellow	  seal?	  	  We	  have	  not	  found	  documentation	  to	  explain	  the	  potential	  
consequences	  of	  failure	  in	  this	  procedure.	  	  What	  happens	  if	  the	  machine	  is	  turned	  off	  and	  on	  while	  
in	  transport?	  	  Does	  that	  indicate	  a	  vulnerability	  to	  vote	  tampering?	  	  If	  so,	  why	  is	  this	  process	  not	  
tracked?	  If	  the	  machine	  is	  turned	  on	  and	  off	  during	  the	  voting	  day,	  how	  does	  this	  impact	  the	  
integrity	  of	  the	  process?	  	  Further	  answers	  are	  required.	  
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Without	  tracing	  the	  chain	  of	  custody,	  we	  cannot	  discern	  the	  cause	  for	  this	  procedural	  failure.	  	  
However,	  the	  CBE	  cannot	  blame	  poorly	  trained	  judges,	  as	  the	  PPA,	  technicians,	  and	  investigators	  
also	  did	  not	  secure	  seal	  placement.	  

14%	  Fail	  Rate	  (23	  out	  of	  173):	  Early	  Voting	  stickers	  were	  not	  placed	  on	  ballot	  applications.	  
EV	  stickers	  are	  included	  in	  the	  paperwork	  given	  to	  the	  key	  judge	  the	  day	  before	  the	  election.	  	  
Election	  judges	  are	  to	  apply	  them	  to	  the	  ballot	  applications	  before	  the	  polls	  open.	  	  These	  labels	  
contain	  Early	  Voting,	  Grace	  Period,	  or	  Absentee	  Voting	  information	  for	  voters.	  

This	  is	  a	  critical	  fail	  related	  to	  applying	  the	  EV	  stickers	  to	  the	  ballot	  applications	  to	  assure	  duplicate	  
voting	  doesn’t	  occur.	  14%	  of	  the	  time,	  the	  stickers	  were	  either	  not	  applied	  at	  all	  or	  not	  applied	  
completely.	  	  There	  were	  two	  reports	  of	  teams	  not	  having	  received	  stickers.	  	  One	  judge	  team	  did	  not	  
know	  they	  existed.	  

The	  problem	  with	  recording	  Early	  Voting	  voters	  is	  that	  the	  voter	  books	  are	  manually	  updated.	  	  This	  
leaves	  room	  for	  human	  error	  (accidentally	  or	  deliberately)	  to	  miss	  recording	  who	  voted,	  allowing	  
for	  potential	  multiple	  voting.	  	  One	  reason	  for	  this	  failure	  is	  because	  the	  judges	  simply	  do	  not	  have	  
the	  time	  to	  apply	  EV	  stickers	  during	  the	  hectic	  early	  morning	  set	  up.	  	  Training	  is	  also	  lacking.	  	  In	  the	  
Handbook,	  pages	  28	  and	  32	  have	  a	  few	  paragraphs	  about	  the	  stickers.	  There	  is	  no	  check	  and	  
balance	  to	  assure	  the	  judges	  have	  completed	  this	  task.	  	  Generally	  speaking,	  unless	  caught	  by	  a	  
pollwatcher	  or	  investigator,	  the	  lapse	  will	  go	  unnoticed	  if	  they	  fail.	  	  	  

Audit	  investigators	  are	  unaware	  of	  procedures	  to	  check	  the	  incidences	  of	  multiple	  voting	  as	  a	  result	  
of	  early,	  grace,	  and	  absentee	  voting.	  	  This	  would	  involve	  a	  fairly	  simple	  data	  check	  and	  should	  be	  
routinely	  followed	  up	  on	  with	  election	  authorities.	  	  To	  prevent	  multiple	  voting,	  there	  should	  be	  a	  
state-‐wide	  requirement	  for	  a	  reconciliation	  of	  voters	  who	  voted	  using	  one	  method	  or	  the	  other.	  	  
This	  reconciliation	  would	  take	  place	  after	  the	  election,	  allowing	  law	  enforcement	  to	  become	  
involved	  in	  instances	  where	  multiple	  voting	  is	  found.	  	  At	  this	  point,	  no	  evidence	  is	  collected	  and	  we	  
do	  not	  know	  how	  often	  multiple	  voting	  occurs.	  

12%	  Fail	  Rate	  (24	  out	  of	  227):	  Seal	  on	  the	  Card	  Activator.	  	  In	  24	  instances,	  the	  card	  activators	  
lacked	  a	  seal	  on	  the	  paper	  scroll.	  	  The	  paper	  record	  verifies	  the	  actions	  of	  the	  card	  activator.	  	  The	  
paper	  scroll	  prints	  poll	  tapes	  for	  the	  morning	  and	  evening	  procedures	  and	  establishes	  a	  record	  of	  
zero	  and	  a	  final	  vote	  count.	  	  The	  card	  activator	  controls	  electronic	  voting,	  consolidating	  of	  the	  vote,	  
and	  transmitting	  the	  vote.	  	  This	  paper	  record,	  recorded	  on	  the	  scroll,	  is	  a	  security	  measure.	  	  

The	  seal	  procedure	  on	  the	  card	  activator	  is	  not	  mentioned	  in	  the	  Judges	  Handbook.	  The	  red	  seal	  is	  
applied	  by	  contractors	  at	  the	  warehouse.	  	  This	  seal	  should	  be	  present	  100%	  of	  the	  time.	  Unless	  the	  
printer	  is	  not	  working,	  there	  is	  no	  reason	  for	  the	  seal	  to	  be	  broken.	  	  Because	  the	  tracking	  of	  the	  seal	  
is	  nonexistent,	  we	  cannot	  discern	  the	  reason	  the	  seal	  is	  missing	  or	  the	  potential	  consequences	  such	  
a	  security	  lapse	  indicates	  to	  the	  integrity	  of	  vote.	  

12%	  Fail	  Rate	  (24	  out	  of	  201):	  Judges’	  Badges.	  	  Generally	  speaking,	  election	  judges	  usually	  have	  
their	  badges	  on.	  	  This	  is	  a	  Yellow	  area	  of	  non-‐compliance.	  	  If	  some	  judges	  had	  badges	  on	  and	  some	  
did	  not,	  it	  was	  tagged	  as	  a	  (No)	  but	  recorded	  in	  the	  notes.	  

Proper	  identification	  is	  important	  to	  security	  and	  it	  is	  important	  for	  the	  voter,	  who	  relies	  on	  the	  
election	  judges.	  	  Voters	  should	  be	  able	  to	  easily	  identify	  who	  the	  judge	  is	  and	  what	  party	  they	  
represent.	  
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11%	  Fail	  Rate	  (35	  out	  of	  225):	  Poll	  Set-‐up	  Procedures.	  	  In	  45	  instances,	  the	  polls	  were	  set	  up	  
without	  compliance	  to	  the	  security	  process.	  	  When	  the	  poll	  was	  set	  up	  by	  at	  least	  2	  election	  judges,	  
it	  was	  scored	  as	  in	  compliance	  even	  though	  all	  election	  judges	  were	  not	  present.	  	  

Multiple	  instances	  were	  documented	  where	  a	  single	  person	  was	  present	  when	  the	  ESC	  was	  opened.	  	  
The	  set	  up	  of	  polling	  equipment	  requires	  for	  a	  Republican	  and	  Democrat	  Judge	  to	  be	  present.	  	  The	  
ESC	  is	  frequently	  opened	  with	  only	  one	  person	  present,	  or	  without	  both	  political	  parties	  
represented.	  It	  was	  not	  uncommon	  for	  the	  Precinct	  Captain,	  who	  is	  not	  an	  election	  judge,	  to	  open	  
the	  ESC	  to	  allegedly	  make	  sure	  everything	  was	  ready	  for	  the	  vote.	  	  

Improper	  procedures	  for	  setting	  up	  polls	  are	  a	  security	  risk	  because	  it	  allows	  for	  untraceable	  access	  
to	  the	  election	  equipment.	  	  

Polls	  are	  frequently	  set-‐up	  the	  night	  before.	  Polling	  place	  set-‐ups	  the	  night	  before	  the	  election	  are	  
done	  to	  remove	  the	  stress	  of	  set-‐up	  in	  the	  early	  morning.	  	  Yet	  all	  too	  often	  it	  is	  done	  without	  the	  
required	  team	  of	  election	  judges.	  	  Understandably,	  judges	  want	  to	  have	  the	  polling	  place	  arranged	  
the	  night	  before,	  and	  the	  Handbook	  recommends	  the	  judges	  meet	  the	  day	  before	  to	  assure	  
everything	  is	  present	  and	  working.	  	  The	  Handbook	  does	  not	  stress	  correct	  security	  procedures	  for	  
setting	  up	  the	  polls	  as	  a	  team.	  	  These	  procedures	  do	  instruct	  the	  team	  to	  reseal	  the	  ESC	  until	  the	  
following	  morning.	  	  The	  manual	  does	  not	  insist	  that	  a	  Democrat	  and	  Republican	  be	  present.	  	  
Security	  procedures	  are	  not	  reinforced	  by	  requiring	  documentation	  of	  who	  set	  the	  polls	  up.	  
Essentially,	  this	  information	  is	  not	  asked	  for,	  nor	  is	  it	  collected	  (Handbook	  pages	  10-‐11).	  

We	  documented	  instances	  where	  only	  the	  booths	  (no	  voting	  materials)	  were	  set-‐up	  and	  others	  
where	  the	  entire	  poll	  was	  set-‐up	  the	  night	  before.	  	  This	  becomes	  a	  compliance	  issue	  when	  voting	  
materials	  are	  left	  unsecured	  when	  election	  judges	  are	  not	  present.	  	  Also,	  the	  ESC	  is	  frequently	  not	  
resealed	  following	  its	  opening.	  

The	  reason	  for	  poll	  set-‐up	  security	  lapses	  is	  ease	  of	  access,	  lack	  of	  training,	  lack	  of	  accountability,	  
and	  an	  old	  boy	  mentality	  –	  “we	  have	  always	  done	  it	  this	  way.”	  	  There	  is	  a	  systemic	  practice	  of	  
precinct	  captains	  opening	  the	  ESC	  to	  check	  it	  before	  the	  election.	  	  

Importantly,	  as	  already	  noted,	  a	  sealed	  ESC	  does	  not	  assure	  it	  was	  not	  tampered	  with.	  	  The	  seal	  is	  
essentially	  window	  dressing.	  

Voter	  Privacy:	  	  The	  auditors	  documented	  numerous	  instances	  where	  the	  arrangement	  of	  the	  polls	  
did	  not	  provide	  voter	  privacy.	  	  We	  noted	  this,	  but	  otherwise	  did	  not	  score	  it.	  

9%	  Fail	  Rate	  (20	  out	  of	  230):	  Seal	  missing	  on	  the	  T/S	  Cartridge	  Port.	  	  The	  T/S	  is	  a	  firmware	  
shell	  driven	  by	  the	  software	  that	  is	  accessed	  through	  the	  cartridge	  ports.	  	  It	  records	  the	  vote	  totals	  
onto	  the	  USB	  flash	  drive.	  	  The	  USB	  flash	  drive	  loads	  the	  ballots	  and	  records	  the	  vote.	  	  It	  is	  called	  a	  
results	  cartridge.	  

The	  touch	  screen	  machine	  has	  a	  cartridge	  port	  where	  the	  results	  cartridge	  is	  inserted.	  	  In	  9%	  of	  the	  
instances,	  the	  seal	  securing	  this	  critical	  results	  cartridge	  was	  missing.	  	  This	  seal	  is	  put	  on	  at	  the	  
warehouse.	  	  After	  the	  election,	  the	  judges	  break	  this	  seal	  and	  remove	  the	  USB	  flash	  drive.	  	  This	  
results	  cartridge	  contains	  the	  record	  of	  the	  vote,	  specific	  to	  the	  precinct’s	  ballot	  styles.	  	  There	  is	  no	  
reason	  for	  it	  to	  be	  touched	  by	  anyone	  until	  after	  the	  election.	  
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The	  causes	  for	  security	  lapse	  could	  be	  as	  innocent	  as	  an	  election	  judge	  opening	  the	  wrong	  
compartment,	  to	  seals	  not	  being	  placed	  correctly	  on	  machines	  at	  the	  warehouse.	  	  Even	  if	  a	  seal	  is	  
there,	  it	  does	  not	  mean	  the	  machine	  was	  not	  tampered	  with.	  	  Multiple	  untracked	  seals	  are	  stored	  in	  
the	  supply	  box	  for	  easy	  replacement	  after	  tampering.	  

In	  20	  instances	  the	  T/S	  Cartridge	  Port	  was	  not	  sealed.	  	  We	  are	  not	  aware	  of	  any	  calls	  to	  Election	  
Central	  about	  these	  seals	  despite	  these	  instructions:	  

Election	  Judge	  Handbook	  states:	  “Verify	  that	  a	  red	  seal	  is	  on	  the	  Cartridge	  Ports	  (results	  
cartridge)	  door.	  	  If	  the	  seal	  is	  missing,	  immediately	  call	  ELECTION	  CENTRAL	  at	  312-‐269-‐7870	  
(pg	  22).	  

The	  results	  cartridge	  drives	  the	  T/S	  machine.	  	  Tampering	  with	  results	  cartridges	  of	  the	  exact	  same	  
T/S	  model	  was	  recorded	  in	  2009	  in	  the	  Philippines,	  where	  results	  cartridges	  were	  found	  in	  the	  
garbage	  dumpster	  with	  recorded	  votes	  on	  them.	  	  A	  lack	  of	  security	  on	  the	  results	  cartridge	  assures	  
there	  is	  immeasurable	  vulnerability	  to	  vote	  manipulation.	  	  

Note:	  Even	  though	  the	  T/S	  machine	  is	  broken,	  the	  chain	  of	  custody	  of	  the	  results	  cartridge	  should	  
be	  similar	  to	  the	  ballots.	  	  This	  is	  not	  the	  case.	  Seals	  are	  routinely	  not	  replaced	  or	  ignored	  altogether.	  	  

It	  is	  impossible	  to	  state	  that	  a	  sealed	  T/S	  cartridge	  port	  provides	  security	  that	  the	  results	  cartridge	  
was	  not	  tampered	  with.	  	  There	  is	  no	  evidence	  recording	  the	  chain	  of	  custody	  on	  the	  seal	  securing	  
the	  port.	  Because	  the	  seal	  numbers	  are	  not	  recorded	  and	  cross-‐checked,	  election	  judges	  cannot	  
reliably	  detect	  tampering	  which	  effectively	  is	  a	  100%	  fail	  rate.	  

7%	  Fail	  Rate	  (16	  out	  of	  234):	  The	  Touch-‐Screen	  voter	  verification’s	  paper	  scroll.	  	  The	  seal	  on	  
the	  paper	  scroll	  is	  essential	  as	  a	  record	  of	  the	  ballot.	  It	  can	  be	  legally	  argued	  that	  it	  requires	  a	  seal.	  	  
The	  T/S	  Scroll	  was	  not	  secured	  with	  a	  seal	  7%	  of	  the	  time.	  	  This	  scroll	  is	  the	  printed	  record	  of	  the	  
vote	  and	  is	  considered	  a	  backup	  for	  the	  results	  cartridge.	  	  The	  seal	  is	  secured	  to	  the	  machine	  by	  the	  
CBE	  contractors	  at	  the	  warehouse.	  	  	  

The	  printing	  mechanism	  that	  prints	  the	  scroll	  frequently	  breaks.	  	  When	  it	  does,	  training	  
instructions	  and	  follow-‐up	  do	  not	  assure	  a	  seal	  is	  placed	  on	  the	  machine	  when	  it	  is	  repaired.	  	  It	  is	  
not	  credible	  to	  say	  that	  the	  error	  is	  caused	  by	  the	  election	  judges.	  Technicians	  and	  PPAs	  repairing	  
the	  scroll	  are	  documented	  as	  not	  replacing	  the	  seal.	  	  	  

In	  addition,	  the	  scroll	  container	  is	  attached	  to	  the	  T/S	  machine	  as	  a	  separate	  numbered	  part.	  	  The	  
part	  number	  should	  be	  the	  same	  as	  the	  machine’s	  SN	  number.	  	  This	  is	  not	  checked.	  	  This	  is	  
important	  because	  the	  scroll	  is	  the	  paper	  record	  of	  the	  vote.	  	  The	  chain	  of	  custody	  on	  the	  scroll	  
recording	  the	  vote	  should	  be	  similar	  as	  the	  paper	  ballot.	  	  The	  scroll	  can	  be	  changed	  without	  
touching	  the	  seal	  simply	  by	  switching	  the	  parts.	  

Voters	  are	  assured	  that	  the	  paper	  record	  provides	  security	  that	  the	  vote	  is	  recorded	  correctly.	  In	  
fact,	  this	  is	  a	  smoke	  and	  mirrors	  illusion.	  	  Yes,	  a	  paper	  record	  does	  help,	  but	  without	  access	  to	  the	  
software,	  proper	  auditing	  techniques	  for	  the	  paper	  scroll§§§§,	  and	  to	  a	  chain	  of	  custody	  on	  the	  parts	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
§§§§	  We	  do	  not	  audit	  Early	  Voting	  which	  is	  all	  done	  on	  the	  T/S.	  	  In	  April	  2011,	  the	  CBE	  has	  admitted	  to	  the	  Audit	  
investigators	  that	  they	  do	  not	  have	  techniques	  available	  to	  audit	  Early	  Voting	  and	  the	  ISBE	  has	  not	  provided	  them	  with	  
techniques.	  Further	  report	  is	  forthcoming.	  
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and	  seal,	  this	  record	  of	  the	  vote	  is	  vulnerable	  to	  manipulation.	  This	  security	  vulnerability	  is	  
magnified	  when	  there	  are	  security	  lapses	  with	  the	  results	  cartridges.	  

7%	  Fail	  Rate	  (14	  out	  of	  212):	  Taking	  the	  Election	  Judge	  Oath.	  	  In	  at	  least	  7%	  of	  the	  instances,	  
the	  election	  judges	  did	  not	  take	  their	  oath.	  	  This	  is	  critical	  because	  every	  act	  the	  election	  judge	  takes	  
in	  their	  official	  role	  is	  potentially	  nullified	  if	  they	  are	  not	  under	  oath.	  

The	  oath	  is	  taken	  by	  reading	  a	  card.	  	  It	  is	  included	  in	  the	  handbook	  as	  an	  important	  procedure.	  	  In	  
one	  instance	  an	  auditor	  noted	  that	  an	  experienced	  team	  did	  not	  take	  their	  oath.	  	  Apparently,	  they	  
did	  not	  see	  the	  immediate	  importance	  for	  it.	  	  Investigators	  are	  not	  aware	  of	  a	  back-‐up	  procedure	  to	  
assure	  the	  oath	  has	  been	  taken	  or	  to	  follow	  up	  when	  it	  was	  not.	  

6%	  Fail	  Rate	  (13	  out	  of	  218):	  Marking	  of	  100ft	  with	  the	  blue	  cones.	  	  The	  blue	  no-‐electioneering	  
cones	  were	  not	  correctly	  placed	  outside.	  	  This	  is	  considered	  a	  critical	  area	  because	  of	  the	  
importance	  of	  allowing	  voters	  to	  vote	  unmolested	  by	  electioneering	  conducted	  too	  close	  to	  the	  
polling	  place.	  

Election	  judges	  tend	  to	  be	  aware	  of	  the	  placement	  of	  the	  cones	  because	  without	  them,	  voters	  will	  
complain	  when	  electioneering	  does	  take	  place.	  	  Some	  teams	  did	  not	  have	  the	  cones	  in	  their	  ESC.	  	  
Sometimes	  the	  cones	  had	  been	  moved	  and	  sometimes	  they	  were	  improperly	  placed.	  	  Besides	  the	  
election	  judges,	  the	  PPAs	  should	  assure	  that	  signage	  and	  cones	  are	  placed	  correctly.	  	  This	  needs	  to	  
be	  re-‐checked	  intermittently	  throughout	  the	  day.	  

We	  also	  noted,	  but	  did	  not	  score,	  multiple	  instances	  where	  the	  signage	  was	  incorrect.	  

Summary	  of	  Results	  by	  Ward:	  	  More	  in-‐depth	  data	  analysis	  is	  available	  in	  the	  Summary	  of	  Results.	  
The	  raw	  data	  was	  consolidated	  into	  summary	  sheets	  for	  each	  ward	  and	  are	  included	  in	  this	  report.	  
This	  Summary	  of	  Results	  by	  Ward	  provides	  a	  visual	  overview	  of	  the	  results	  of	  the	  scores.	  	  They	  are	  
sorted	  based	  on	  the	  number	  of	  “Red”	  and	  then	  “Yellow”	  scores.	  	  The	  precincts	  with	  the	  highest	  
number	  of	  Red	  scores	  are	  sorted	  top	  to	  bottom.	  

General	  Limitations	  and	  Assumptions:	  

This	  study	  represents	  a	  surprise	  audit	  of	  239	  precincts	  on	  Election	  Day,	  April	  5,	  2011.	  	  We	  did	  not	  
look	  for	  fraud,	  nor	  did	  we	  identify	  the	  presence	  or	  lack	  of	  fraud.	  	  Our	  study	  is	  on	  the	  procedures	  
used	  to	  keep	  tampering	  or	  fraud	  from	  occurring,	  or	  to	  alert	  us	  that	  it	  did	  happen.	  

It	  is	  impossible	  to	  assess	  fraud	  caused	  by	  a	  lack	  of	  procedures	  because	  data	  is	  not	  collected.	  	  
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DISCUSSION	  

Summary	  of	  Main	  Findings:	  
One	  of	  the	  primary	  responsibilities	  of	  government	  is	  to	  assure	  the	  accuracy	  of	  the	  vote.	  	  There	  is	  a	  
tendency	  of	  the	  citizenry	  to	  trust	  this	  is	  being	  done.	  	  Equally	  so,	  there	  is	  a	  frustration	  among	  the	  
electorate	  that	  feels	  the	  integrity	  of	  the	  vote	  is	  so	  corrupted,	  why	  bother	  to	  vote.	  This	  is	  especially	  
true	  in	  Illinois,	  which	  has	  a	  globally	  infamous	  reputation	  for	  holding	  corrupt	  elections.	  	  

With	  the	  evolution	  of	  technology,	  balloting	  systems	  have	  been	  undergoing	  rapid	  change.	  Since	  
2000,	  the	  rise	  in	  electronic	  voting	  has	  substantially	  changed	  how	  Americans	  vote.	  	  In	  addition,	  
changes	  to	  Absentee	  Voting	  and	  Early	  Voting	  have	  impacted	  how	  we	  cast,	  record,	  and	  tally	  the	  vote.	  	  
These	  changes	  continue,	  frequently	  untested	  by	  objective	  analysis	  about	  their	  impact	  to	  the	  
integrity	  of	  the	  vote.	  	  We	  are	  in	  a	  place	  of	  rapid	  change	  in	  voting	  methodologies.	  	  This	  impacts	  
legislation;	  especially	  in	  Illinois,	  which	  is	  infamous	  for	  its	  patchwork	  approach	  to	  election	  
legislation	  and	  the	  related	  case	  law.	  	  

There	  are	  several	  trends	  in	  elections	  which	  are	  noteworthy	  of	  investigation,	  but	  this	  study	  
primarily	  addresses	  the	  veil	  that	  is	  placed	  on	  equipment	  to	  provide	  an	  appearance	  of	  security.	  	  A	  
lack	  of	  transparency	  of	  the	  voting	  process	  is	  inherent	  in	  electronic	  voting.	  	  	  Voters	  are	  told	  that	  
there	  is	  enhanced	  accountability	  and	  security	  in	  recording	  the	  vote	  electronically,	  but	  don’t	  know	  
how	  or	  where	  to	  determine	  if	  there	  is	  such	  security.	  	  

Our	  study	  did	  not	  look	  for	  fraud.	  	  We	  studied	  how	  adequate	  the	  system	  is	  in	  preventing	  and/or	  
catching	  fraud	  through	  maintenance	  of	  procedures	  designed	  to	  assure	  the	  system’s	  security	  and	  
thus,	  the	  integrity	  of	  the	  vote.	  

Our	  findings	  prove	  that	  the	  Chicago	  Board	  of	  Elections	  fails	  to	  maintain	  security	  sufficient	  to	  assure	  
that	  each	  vote	  is	  accurately	  cast	  and	  counted.	  	  Generally	  the	  system	  relies	  on	  seals	  as	  measures	  of	  
security.	  Seal	  use	  protocols	  are	  crucial	  to	  understanding	  the	  use	  of	  seals	  on	  election	  equipment	  and	  
supplies.	  	  	  

Seal	  use	  Protocol:	  Election	  authorities	  need	  to	  have	  secure,	  consistent	  and	  verifiable	  seal	  use	  
protocols.	  

	  
	  “Seal	  use	  protocols	  are	  the	  formal	  and	  informal	  procedures	  for	  choosing,	  procuring,	  transporting,	  
storing,	  securing,	  assigning,	  installing,	  inspecting,	  removing,	  and	  destroying	  seals.	  Other	  
components	  of	  a	  seal	  use	  protocol	  include	  procedures	  for	  securely	  keeping	  track	  of	  seal	  serial	  
numbers,	  and	  the	  training	  provided	  to	  seal	  installers	  and	  inspectors.	  The	  procedures	  for	  how	  to	  
inspect	  the	  object	  or	  container	  onto	  which	  seals	  are	  applied	  is	  another	  aspect	  of	  a	  seal	  use	  protocol.	  
Seals	  and	  a	  tamper-‐detection	  program	  are	  no	  better	  than	  the	  seal	  use	  protocols	  that	  are	  in	  place.”	  
[Dr.	  Roger	  Johnston,	  Argonne	  Labs	  2010,	  *****¶24]	  

	  

	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
*****	  JOHNSTON,	  R.	  G.	  2010.	  Insecurity	  of	  New	  Jersey's	  seal	  protocols	  for	  voting	  machines.	  
http://www.cs.princeton.edu/~appel/voting/Johnston-‐AnalysisOfNJSeals.pdf	  
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Dr.	  Johnston	  discusses	  vital	  considerations	  in	  choosing	  seals	  for	  election	  equipment.	  	  “The	  physical	  
design	  of	  seals	  used	  for	  this	  purpose	  need	  to	  be	  easy	  to	  remove,	  and	  should	  provide	  evidence	  when	  
they	  are	  removed	  or	  tampered	  with.	  	  These	  seals	  need	  to	  be	  serial-‐numbered	  so	  that	  when	  new	  
seals	  are	  applied,	  the	  numbers	  are	  recorded	  as	  part	  of	  the	  trail	  of	  evidence	  of	  security.”	  	  (Personal	  
communication	  with	  Roger	  Johnston,	  Vulnerability	  Assessment	  Team,	  Argonne	  National	  Laboratory)	  

Standard	  protocols	  for	  seal	  security	  include	  a	  number	  of	  steps	  to	  be	  effective.	  

•	  	  	  Organized	  records	  must	  be	  kept	  relating	  to	  seal	  numbers	  and	  to	  when	  the	  seal	  was	  put	  on	  
and	  removed.	  	  These	  records	  need	  to	  be	  secured.	  
•	  	  	  Quality	  Assurance	  procedures	  need	  to	  be	  followed	  that	  include	  inspection	  of	  the	  seals	  
and	  the	  documents	  supporting	  the	  application	  of	  the	  seals.	  	  
•	  	  	  Seal	  users	  need	  to	  be	  trained	  on	  the	  proper	  use	  of	  seals.	  This	  includes	  how	  to	  apply	  seals	  
and	  how	  to	  detect	  obvious	  and	  subtle	  signs	  of	  tampering.	  
	  

This	  study	  provides	  indisputable	  evidence	  there	  are	  few	  controls	  providing	  accountability	  that	  
security	  procedures	  are	  followed.	  	  Most	  of	  the	  security	  related	  procedures	  in	  place	  present	  a	  mere	  
veneer	  of	  security,	  when	  in	  truth	  they	  are	  not	  tracked,	  maintained,	  or	  reinforced.	  	  	  

When	  seal	  protocol	  is	  accounted	  for,	  this	  study	  finds	  there	  is	  a	  100%	  fail	  rate.	  	  The	  seal	  use	  
protocols	  used	  by	  the	  Chicago	  Board	  of	  Elections	  are	  completely	  inadequate	  in	  detecting	  
tampering.	  	  

Importance	  of	  Quality	  Assurance:	  	  Without	  tracking,	  we	  frequently	  don’t	  get	  to	  “If”	  it	  was	  
tampered	  with.	  	  Forensically,	  it	  becomes	  difficult	  to	  reconstruct	  what	  is	  lost.	  	  Statistically,	  we	  cannot	  
assess	  vulnerabilities	  when	  there	  is	  no	  data	  collected	  by	  the	  election	  authorities.	  	  To	  establish	  a	  
base	  line	  for	  assessment	  requires	  extraordinary	  means	  such	  as	  this	  Audit	  represents.	  	  Otherwise,	  
the	  data	  is	  not	  collected!	  

The	  CBE’s	  	  management	  of	  seals	  is	  entirely	  ineffective,	  which	  causes	  the	  seals	  to	  create	  a	  mere	  
veneer	  of	  security.	  	  Generally,	  election	  judges	  and	  PPAs	  do	  not	  know	  the	  purpose	  of	  the	  seals	  and	  no	  
one	  records	  their	  numbers.	  	  Moreover,	  there	  are	  uncontrolled	  supplies	  in	  the	  ESC,	  allowing	  seals	  to	  
be	  broken	  and	  reinstalled	  without	  raising	  any	  alerts	  of	  tampering	  to	  responsible	  parties.	  	  	  

The	  vote	  is	  vulnerable	  at	  any	  point	  where	  the	  process	  is	  not	  transparent.	  	  We	  lose	  control	  over	  the	  
process	  when	  we	  lose	  sight	  of	  the	  chain	  of	  custody.	  	  An	  offender	  finds	  places	  to	  compromise	  the	  
vote	  according	  to	  their	  access	  point	  to	  do	  so.	  	  There	  are	  multiple	  points	  of	  access:	  warehouse,	  
shipping,	  inventory,	  polling	  place	  interference,	  computer	  rooms,	  mechanical	  and	  electrical	  
interference,	  etc.	  	  Assuring	  security	  becomes	  especially	  problematic	  with	  varied	  voting	  options	  such	  
as	  is	  presented	  in	  Election	  Day	  and	  Early	  Voting.	  

The	  results	  from	  this	  audit	  are	  stunning!	  	  Were	  they	  predictable?	  	  In	  the	  complicated	  polling	  
place,	  surely	  there	  is	  always	  room	  for	  variations	  and	  mistakes!	  	  The	  task	  of	  administering	  elections	  
is	  not	  a	  small	  one.	  	  Variations	  in	  procedural	  compliance	  do	  not	  necessarily	  represent	  evidence	  of	  
fraud.	  	  Indeed,	  most	  of	  our	  election	  authorities	  are	  elected	  and	  the	  County	  Clerks	  are	  accountable	  to	  
the	  people.	  	  
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This	  does	  not	  mean	  the	  voting	  system	  is	  secure	  nor,	  is	  it	  an	  excuse	  for	  a	  lack	  of	  security!	  	  

The	  problem	  remains:	  how	  do	  we	  hold	  our	  government	  accountable	  to	  conduct	  secure,	  fair,	  and	  
honest	  elections?	  	  	  The	  only	  way	  to	  assure	  an	  accurate	  vote	  is	  to	  have	  security	  oversight.	  	  This	  
oversight	  must	  be	  100%	  transparent	  and	  accessible	  to	  voters	  and	  to	  candidates.	  It	  must	  include	  seal	  
use	  protocols.	  	  There	  must	  be	  a	  quality	  assurance	  program	  employed	  to	  hold	  election	  authorities	  
accountable	  for	  standards	  that	  are	  recognized	  in	  the	  industry	  as	  providing	  a	  reasonable	  measure	  of	  
security	  over	  the	  process	  of	  casting	  and	  counting	  the	  American	  vote.	  	  

The	  citizens	  must	  also	  recognize	  the	  importance	  of	  their	  involvement	  in	  the	  process	  of	  casting	  and	  
counting	  the	  vote.	  	  There	  is	  an	  element	  of	  citizen	  involvement	  that	  is	  part	  of	  the	  oversight	  of	  
elections	  and	  thus	  part	  of	  election	  security.	  	  For	  the	  most	  part,	  to	  be	  involved,	  you	  must	  be	  a	  
registered	  voter.	  	  Pollwatching	  programs	  provide	  important	  access	  and	  as	  pollwatchers,	  voters	  
have	  access	  to	  view	  all	  election	  equipment	  and	  materials.	  	  Election	  judge	  programs	  are	  another	  
avenue	  for	  voter	  involvement.	  	  Individuals	  and	  groups	  (you	  don’t	  have	  to	  be	  registered	  to	  vote)	  
have	  the	  right	  to	  FOIA	  documents	  and	  to	  attend	  public	  demonstrations	  of	  the	  equipment.	  	  

Citizens	  cannot	  assume	  elected	  officials	  have	  the	  integrity	  of	  the	  vote	  secured.	  	  	  
This	  Audit	  proves	  they	  don’t!	  
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ADDITIONAL	  VULNERABILITIES	  

Our	  investigations	  have	  uncovered	  the	  following	  additional	  vulnerabilities:	  

Stacks	  of	  open	  ballots	  in	  the	  warehouse:	  

	  	  	   	  	  
Unprotected	  ballots	  photographed	  during	  the	  5%	  audit	  and	  the	  open	  doorway	  65ft	  away.	  	  

Unprotected	  ballots	  photographed	  at	  the	  Pershing	  Street	  Warehouse;	  	  around	  the	  corner	  from	  
these	  ballots	  is	  an	  open	  doorway	  to	  the	  shipping	  dock	  and	  street	  ally	  which	  employees	  routinely	  
use	  without	  visible	  security	  present.	  	  Audit	  investigators	  were	  repeatedly	  denied	  access	  to	  this	  
doorway’s	  security.	  	  These	  ballots	  were	  stored	  just	  feet	  away	  from	  the	  5%	  State-‐wide	  audit	  that	  was	  
taking	  place	  in	  the	  same	  area.	  

Lack	  of	  Security	  around	  Memory	  Devices:	  	  Note	  in	  the	  picture	  of	  the	  open	  door	  (taken	  during	  a	  
different	  visit	  to	  the	  warehouse),	  the	  unsealed	  cardboard	  boxes	  to	  the	  left	  (close-‐up	  below).	  

INCREDIBLY,	  each	  one	  of	  these	  boxes	  contains	  ALL	  of	  the	  electronic	  memory	  devices	  for	  one	  of	  the	  
City’s	  wards.	  	  These	  memory	  devices	  (USB	  flash	  drives	  called	  results	  cartridges	  and	  the	  ballot	  
scanner’s	  memory	  pack)	  control	  the	  election	  machines.	  	  These	  boxes	  were	  left	  unsealed	  next	  to	  the	  
open	  doorway	  while	  warehouse	  contractors	  were	  testing	  the	  machines	  and	  while	  dock	  workers	  and	  
truckers	  were	  busy	  moving	  election	  equipment.	  	  The	  unsealed	  boxes	  were	  waiting	  for	  shipment	  
back	  to	  Washington	  Street	  and	  were	  stored	  in	  the	  location	  in	  the	  picture	  for	  weeks.	  	  

	  	  	  	  	  	  	  	  	  	    

Close-‐up	  -‐	  These	  are	  the	  boxes	  waiting	  for	  shipment	  back	  to	  Washington	  Street	  and	  are	  left	  without	  security	  for	  extended	  
periods	  of	  time	  next	  to	  the	  open	  door	  leading	  to	  a	  shipping	  dock.	  	  The	  box	  on	  the	  left	  is	  the	  box	  being	  used	  for	  Pre-‐LAT	  
testing	  of	  Ward	  11	  at	  the	  same	  location.	  All	  memory	  devices	  are	  shipped	  and	  stored	  in	  this	  box.	  
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Contractors	  and	  Employees:	  	  The	  Chicago	  Board	  uses	  both	  contractors	  and	  employees	  to	  
supervise	  and	  operate	  all	  aspects	  of	  the	  election	  process.	  	  Although	  not	  included	  in	  this	  report,	  our	  
investigations	  have	  proven	  that	  the	  Chicago	  Board	  of	  Elections	  is	  not	  in	  compliance	  with	  I-‐9	  
regulations	  which	  identify	  the	  right	  for	  the	  individual	  to	  work	  in	  the	  USA.	  	  Evidence	  conclusively	  
proves	  the	  Board	  approves	  Forms	  I-‐9	  where	  the	  employee	  did	  not	  check	  their	  work	  status.	  	  Further	  
investigation	  is	  underway.	  	  

As	  the	  picture	  above	  proves,	  contractors	  have	  access	  to	  the	  most	  vulnerable	  parts	  used	  in	  voting.	  
Yet	  who	  are	  they?	  	  The	  CBE	  does	  not	  secure	  they	  are	  legally	  entitled	  to	  work	  and	  routinely	  looks	  
the	  other	  way	  when	  they	  do	  not	  identify	  their	  right	  to	  work	  on	  the	  I-‐9.	  

This	  security	  lapse	  is	  critical.	  	  Who	  is	  working	  as	  PPAs,	  contractors	  at	  the	  warehouse,	  and	  in	  other	  
critical	  roles?	  	  What	  background	  check	  is	  completed?	  	  Who	  is	  responsible	  for	  screening	  procedures?	  	  
What	  are	  these	  procedures?	  	  Who	  checks	  up?	  	  	  

Importantly:	  	  Early	  Voting	  sites	  in	  Chicago	  use	  employees	  in	  place	  of	  election	  judges.	  	  These	  
employees	  are	  not	  required	  to	  be	  citizens.	  	  Defend	  the	  Vote	  has	  documented	  the	  re-‐occurring	  
procedure	  of	  Chicago	  Early	  Voting	  sites	  being	  operated	  by	  non-‐citizens.	  	  In	  addition,	  we	  
document	  the	  CBE	  has	  workers	  running	  Early	  Voting	  with	  Forms	  I-‐9	  on	  record	  that	  are	  filled	  
out	  without	  the	  declaration	  (under	  perjury)	  of	  the	  right	  to	  work	  	  status	  of	  these	  individuals	  
running	  the	  Early	  Voting	  polling	  locations.	  	  This	  means	  we	  don’t	  have	  any	  declaration	  or	  
confirming	  record	  that	  they	  are	  legally	  eligible	  to	  work!	  	  

Equipment	  Failures:	  	  Election	  Code	  requires	  a	  state-‐wide	  5%	  audit	  of	  all	  election	  equipment	  and	  
results.	  In	  the	  April	  election,	  investigators	  observed	  that	  there	  was	  a	  precinct	  with	  34	  ballots;	  22:12	  
votes	  cast	  by	  paper	  ballot	  for	  the	  Alderman’s	  race	  in	  the	  24th	  Ward,	  16th	  Precinct.	  	  This	  precinct	  was	  
randomly	  chosen	  as	  part	  of	  the	  5%	  audit	  which	  Defend	  the	  Vote	  investigators	  attended.	  	  	  During	  the	  
5%	  audit,	  the	  CBE	  contractors	  re-‐scanned	  the	  ballots	  (into	  a	  new	  ballot	  scanner	  and	  memory	  pack)	  
and	  the	  votes	  recorded	  21:13.	  	  Visual	  counting	  assured	  the	  results	  were	  22:12.	  	  Multiple	  attempts	  to	  
get	  the	  same	  results	  from	  the	  ballot	  scanner	  were	  futile.	  	  After	  about	  2	  hours,	  the	  auditors	  (CBE	  
contractors)	  discerned	  they	  could	  not	  figure	  out	  what	  the	  error	  was	  and	  sent	  in	  their	  results	  for	  
that	  precinct,	  noting	  but	  not	  resolving	  the	  vote	  discrepancy.	  	  Multiple	  CBE	  supervisors	  were	  
involved	  in	  this	  situation.	  

CBE	  supervisors	  reported	  that	  there	  was	  no	  paper	  trail	  following	  this	  audit	  result.	  	  No	  repair	  record	  
or	  trouble	  shooting	  report	  would	  be	  filed.	  	  Essentially,	  there	  was	  no	  way	  for	  our	  team	  to	  track	  the	  
resolution	  of	  this	  problem	  in	  the	  system.	  	  No	  further	  resolution	  was	  forthcoming	  with	  the	  CBE.	  

This	  is	  a	  critical	  flaw	  in	  testing	  procedures.	  	  The	  lack	  of	  accountability	  when	  error	  is	  found	  
secures	  that	  it	  cannot	  be	  investigated	  to	  discern	  the	  potential	  reasons	  for	  and	  implications	  to	  the	  
vote	  this	  flaw	  causes.	  	  How	  can	  we	  assess	  the	  flaw	  when	  it	  is	  not	  recorded?	  	  Simply,	  by	  
maintaining	  no	  tracking	  procedures,	  the	  issue	  remains	  incidental	  and	  cannot	  be	  used	  to	  
discern	  flaws	  in	  the	  voting	  system	  that	  the	  5%	  State-‐wide	  audit	  is	  designed	  to	  catch.	  	  

Absentee	  Voting	  and	  Early	  Voting:	  	  Defend	  the	  Vote	  has	  documented	  substantial	  irregularities	  in	  
Early	  Voting	  and	  Absentee	  Voting	  procedures.	  	  A	  follow-‐up	  report	  on	  this	  topic	  will	  be	  forthcoming.	  

Cellular	  Technology:	  	  The	  CBE	  has	  a	  policy	  restricting	  cellular	  technology	  around	  the	  voting	  
equipment	  at	  the	  Washington	  Street	  facility	  and	  at	  the	  Pershing	  Street	  warehouse.	  	  They	  have	  only	  
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stated	  that	  it	  could	  interfere	  with	  the	  operation	  of	  the	  equipment.	  	  How	  is	  interference	  caused,	  what	  
can	  it	  do,	  and	  what	  measures	  are	  in	  place	  to	  prevent	  it	  and/or	  catch	  it	  should	  it	  occur?	  
Importantly,	  why	  is	  such	  equipment	  used	  in	  polling	  places	  where	  cellular	  phones	  are	  used	  
by	  election	  personnel?	  

Note:	  The	  card	  activators	  transmit	  election	  results	  by	  cellular	  technology.	  There	  is	  no	  notation	  in	  
the	  Handbook	  restricting	  cell	  phones	  at	  the	  polling	  place.	  

Software:	  The	  fact	  that	  we	  have	  no	  public	  or	  private	  records	  proving	  the	  veracity	  or	  not	  of	  software	  
running	  our	  voting	  equipment	  demonstrates	  just	  how	  vulnerable	  we	  are	  to	  vote	  manipulation.	  
Security	  checks	  on	  contractors	  who	  work	  for	  the	  Board	  programming	  the	  software	  is	  problematic	  
and	  must	  be	  investigated.	  	  	  	  

There	  are	  multiple	  pieces	  of	  equipment	  involved	  in	  elections,	  each	  with	  firmware	  and	  
software	  that	  is	  not	  accessible	  to	  public	  review.	  	  	  Some	  of	  this	  equipment	  has	  been	  
investigated,	  but	  is	  not	  mentioned	  in	  this	  report.	  	  With	  a	  90%	  failure	  rate	  on	  security	  
procedures,	  we	  prove	  how	  closely	  the	  CBE	  monitors	  security	  procedures.	  	  The	  current	  
system	  relies	  on	  proof	  of	  fraud	  to	  inspire	  corrective	  procedures	  and	  establishes	  practices	  
that	  make	  it	  impossible	  to	  prove	  if	  there	  was	  tampering	  with	  the	  vote.	  

There	  is	  no	  security	  check	  accessible	  to	  the	  public	  verifying	  the	  accuracy	  of	  the	  software	  
recording	  the	  vote.	  	  The	  software	  code	  must	  be	  transparent	  to	  provide	  any	  hope	  for	  security	  
of	  the	  vote.	  	  Yet,	  access	  is	  denied	  by	  vendor	  contract,	  lack	  of	  procedures,	  and	  with	  other	  
security-‐related	  justifications.	  	  	  
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CORRECTIVE	  ACTIONS	  AND	  NEXT	  STEPS	  

There	  are	  several	  next	  steps	  that	  we	  recommend	  that	  will	  solve	  some	  of	  the	  security	  issues.	  	  

1) Election	  judges	  should	  be	  given	  a	  check	  list	  that	  must	  be	  completed	  and	  signed	  off	  by	  all	  
judges	  at	  6:00am.	  	  This	  includes	  checking	  and	  recording	  seal	  numbers.	  	  The	  check	  list	  will	  
remind	  the	  election	  team	  of	  each	  step	  and	  hold	  them	  responsible	  for	  compliance	  as	  a	  team.	  
When	  equipment	  comes	  without	  a	  seal	  or	  with	  a	  damaged	  seal,	  the	  election	  judges	  should	  
note	  that	  for	  immediate	  follow	  up	  investigation.	  

2) All	  seal	  numbers	  applied	  at	  the	  Pershing	  Street	  Warehouse	  should	  be	  recorded	  on	  a	  
triplicate-‐duplicate	  form.	  One	  copy	  is	  for	  warehouse	  records,	  one	  for	  the	  CBE,	  and	  the	  other	  
goes	  to	  the	  election	  judges.	  	  Election	  judges	  check	  these	  seal	  numbers	  to	  confirm	  they	  are	  
the	  same.	  	  Currently,	  the	  CBE	  uses	  forms	  with	  multiple	  duplicates	  for	  other	  aspects	  of	  
record	  keeping	  at	  the	  warehouse.	  	  Adjusting	  the	  form	  is	  all	  that	  is	  required	  to	  fix	  this	  aspect	  
of	  the	  problem.	  

3) Seals	  numbers	  placed	  on	  equipment	  and	  on	  the	  blue	  transfer	  case	  by	  elections	  judges	  
should	  be	  cross-‐checked	  at	  the	  Receiving	  Stations	  and	  for	  the	  5%	  Audit.	  	  

4) All	  used	  and	  unused	  seals	  should	  be	  returned	  to	  the	  warehouse	  in	  a	  separate	  envelope	  in	  
the	  blue	  transfer	  case	  and	  stored	  along	  with	  the	  ballots	  until	  the	  ballots	  are	  destroyed.	  	  
Confirming	  the	  chain	  of	  custody	  on	  the	  seals	  and	  the	  recorded	  numbers	  should	  be	  part	  of	  
each	  step	  of	  the	  process	  and	  part	  of	  the	  5%	  Audit.	  	  

5) A	  different	  color	  must	  be	  used	  for	  replacement	  seals	  in	  the	  ESC	  for	  use	  at	  the	  polling	  place.	  	  	  
The	  use	  of	  these	  seals	  should	  be	  recorded	  in	  the	  judge’s	  paperwork.	  	  Different	  seals	  (in	  
appearance)	  provide	  a	  way	  to	  replace	  seals	  without	  compromising	  the	  integrity	  of	  the	  seals.	  	  
This	  procedure	  must	  be	  accompanied	  by	  a	  documentation	  sheet	  that	  records	  when	  the	  seal	  
is	  changed,	  by	  whom,	  and	  the	  reason	  for	  the	  change.	  

6) The	  Handbook	  should	  be	  changed	  to	  include	  information	  on	  the	  seals	  and	  their	  importance.	  
There	  should	  be	  a	  section	  on	  security	  and	  there	  should	  be	  a	  FAQ	  that	  specifically	  pertains	  to	  
seal	  issues.	  Seal	  training	  should	  be	  required	  for	  all	  election	  judges	  and	  PPAs.	  

7) CBE	  technicians	  and	  PPAs	  must	  replace	  seals	  when	  they	  repair	  equipment	  and	  include	  the	  
new	  seal	  numbers	  in	  the	  judge’s	  paperwork	  before	  the	  repair	  is	  considered	  completed.	  	  The	  
recording	  of	  the	  change	  should	  be	  made	  in	  election	  judge	  paper	  work	  as	  described	  in	  #2.	  	  	  

8) When	  the	  CBE	  mails	  pay	  checks	  to	  the	  election	  judges,	  they	  should	  include	  blank	  polling	  
place	  evaluation	  forms	  to	  allow	  for	  continuing	  opportunities	  to	  election	  judges	  to	  provide	  
feedback	  on	  the	  polling	  place	  experience.	  	  Election	  judges	  need	  to	  have	  the	  opportunity	  to	  
report	  polling	  place	  concerns	  after	  the	  election.	  	  This	  would	  help	  catch	  reoccurring	  
problems	  and	  provide	  the	  election	  judges	  with	  an	  opportunity	  to	  confidentially	  report	  
concerns.	  	  

9) Election	  judges	  and	  PPAs	  are	  given	  pinned	  badges.	  The	  paper	  adhesive	  ones	  do	  not	  last	  
through	  the	  day	  and	  are	  hard	  to	  read.	  



	   	  	  	  Journal	  of	  Physical	  Security	  5(1),	  12-‐72	  (2011)	  

	   	   49	  

IMPLICATIONS	  OF	  THE	  STUDY	  	  

Implications	  /	  Significance	  of	  the	  Study	  

This	  study	  should	  be	  published	  across	  the	  state	  and	  nationwide.	  	  Voters	  should	  understand	  that	  the	  
Chicago	  Board	  of	  Elections	  issues	  reported	  here	  are	  not	  exceptions	  to	  the	  rule,	  but	  are	  the	  rule.	  239	  
out	  of	  700	  precincts	  is	  a	  significant	  sampling	  providing	  indisputable	  evidence	  that,	  left	  on	  their	  
own,	  election	  authorities	  do	  not	  necessarily	  provide	  adequate	  security.	  

Nationally,	  until	  we	  begin	  to	  measure	  security	  of	  voting	  procedures,	  the	  implication	  to	  the	  vote	  is	  
literally	  immeasurable!	  	  Local	  groups	  should	  feel	  empowered	  by	  this	  result	  to	  audit	  election	  
practices	  in	  their	  communities.	  

Conversations	  should	  be	  immediately	  initiated	  with	  election	  authorities	  across	  the	  state,	  seeking	  
voluntary	  inclusion	  of	  audit	  procedures	  to	  assure	  the	  polling	  place	  maintains	  security.	  

The	  Illinois	  State	  Board	  of	  Elections	  should	  receive	  a	  copy	  of	  this	  report	  with	  a	  request	  to	  respond	  
to	  its	  results.	  	  The	  Board	  is	  responsible	  under	  law	  to	  report	  to	  the	  State	  Legislature	  on	  election	  
matters,	  and	  this	  report	  should	  be	  the	  basis	  of	  such	  a	  communication.	  	  

The	  State	  Legislature	  should	  be	  contacted	  with	  the	  purpose	  of	  launching	  a	  statewide	  investigation.	  

Building	  upon	  the	  depth	  of	  experience	  gained	  in	  conducting	  the	  Audit,	  Defend	  the	  Vote	  will	  now	  
seek	  to	  create	  a	  citizen	  advocacy	  mechanism	  to	  audit	  the	  vote	  and	  advance	  ballot	  integrity	  across	  
Illinois.	  	  Our	  next	  step	  is	  to	  perform	  a	  vulnerability	  assessment	  and	  security	  audit	  across	  the	  entire	  
state	  of	  Illinois	  for	  the	  upcoming	  2012	  elections.	  	  We	  ask	  all	  interested	  parties	  to	  join	  our	  ongoing	  
and	  upcoming	  efforts.	  	  
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Summary Data Chart for the April 5th 2011 Chicago Audit
Ward Audited 20 36 38 41 43 45 46 Totals Percentage

The number of 

precincts audited by 9 (x 13) = 117 42 (x 13) = 546 52 (x 13) = 676 33 (x 13) = 429 45 (x 13) = 585 38 (x 13) = 494 20 (x 13) = 260 239 (x 13) = 3107

Procedure Fail Rate 

% + ProcFR%

13 ques = total Items:                       

Answers = Y, N, N/A  Yes - No - N/A  Yes - No - N/A  Yes - No - N/A  Yes - No - N/A  Yes - No - N/A  Yes - No - N/A  Yes - No - N/A

 (Yes + No)             

Yes - No - N/A

 FR = % of No's  

(Yes + No) 

1

2 Judges present when 
the ESC opened and poll 
set up. (Red Error)  6      3     1 29     8      5 39     12     1 26    6    1 42     0     3 28     6     4 20     0     0

(225)                             

190    35    14       

35 No's  is    11% of 

225

2
Green Seal closed on 
ESC. (Red Error) 4      5      0 35      6      1 38     12     2 26    7    0 30     15     0 25     12    1 16      2      2

(233)                          

174    59    6

59 No's is     25% of 

233

3
Judges have badges on. 
(Yellow Error) 4      4      1 32      4      6 42     0     10 25    4    4 36     3    6 29     3     6 9      6      5

(201)                              

177     24     38

24 No's is     12% of 

201

4
PPA have badge on. 
(Yellow Error) 7      2      0 24      8      10 29     9     14 27    4    2 32     8     5 25     6      7 8      2     10

(191)                         

152    39    48

39 No's is     21% of 

191

5
Judges took their oath. 
(Red Error) 7       0       2 31      0      11 48     2     2 29    2    2 41     0     4 29     5     4 13     5      2

(212)                         

198    14   27

14 No's is       7% of 

212

6
Blue cones were at 100ft. 
(Red Error) 6       3      0 36      2      4 43      4      5 32   1    0 42     0     3 34    3    1 11     0      9

(217)                         

204    13    22

13 No's is       6% of 

218

7
T/S scroll is sealed. (Red 
Error) 8      1       0 38    4     0 49      3      0 30    3    0 43     0     2 34    4    0 16      1      3

(234)                         

218    16    5

16 No's is       7% of 

234

8

Red seal is on T/S 
Open/Close port (Red 
Error) 5       2       2 32    10     0 46      6      0 29    4    0 38     7     0 29    7    2 10      5     5

(230)                         

189    41    9

41 No's is      18% of 

230

9
T/S Cartridge Port is  
sealed. (Red Error) 5       2       2 39    2     1 48       4      0 31    2    0 41     4     0 32    3    3 14     3      3

(230)                         

210    20    9

20 No's is       9% of 

230

#
The Card Activator is 
sealed. (Red Error) 6       0       3 38    4     0 46      6       0 30   3    0 42    3     0 25    7    6 16     1     3

(227)                         

203    24    12

24 No's is     12% of 

227

#
The Ballot Box is sealed.  
(Red Error) 4       3      2 16    26    0 33      19      0 16    17    0 12     33     0 13    25    0 3     16      1

(236)                          

97    139     3

139 No's is   59% of 

236

#

Ballot Scanner is locked 
and the Red Seal is on 
the back. (Red Error) 5       1       3 24    13    5 30      19      3 30   3    0 34     4     7 31    4    3 14      3      3

(215)                        

168    47    24

47 No's is     22% of 

215

#

Early Voter labels are on 
the ballot applications at 
6am. (Red Error) 5       0       4 23    2    17 35      2      15 23    9    1 37    1     7 15    7    16 12      2      6

(173)                         

150    23    66

23 No's is     14% of 

173

Total = (Y+N)              

N/A not figured in FR %                   

Yes    No    N/A

(98)                      

72      26      19

(486)                 

397    88    60

(624)                 

526     98     52

(419)                 

354    65    10

(548)                  

470    78    37

(441)                 

349   92    53

(208)                

162     46     52

(2824)                    

2330    494    283 

(484=18% Avg FR)

(ProcFR%)+ = 228% 

No's.     

ProcFR% is N% of 

(Y+N): On 13 ques, Avg 

FR of precs per Ward

27%                  
Total 98: 26 No =                      

27% of 9 prec

18%                     
Total 486: 88 No 
= 19% of 42 Prec

16%                  
Total 624: 98 No 
= 16% of 52 Prec

16%                   
Total 419: 65 No= 

16% of 33 Prec

15%                   
Total 548: 78 No= 

15% of 45 Prec

21%                   
Total 441: 92 No= 

21% of 38 Prec

23%                 
Total 208: 46 No= 

23% of 20 Prec

20% - Avg FR per 

procedural item,   city 

wide.

ProcFR Avg 18%                   

228% /13 = 18%  

AvgProcFR-18%                                       

 

239 Precincts audited                      

CityProcFR                                      

By  Ward, precincts 

results are tallied. 

81% Red Errors                     
2 Perfect 

Precincts 0 Prec 
Yel Errors      7 
Prec-Red Errors       

91% Red Errors                       
2 Perfect 

Precincts     2 
Prec-Yel Errors        

38 Prec-Red 
Errors

91% Red Errors     
5 Perfect 

Precincts 0 Prec-
Yel Errors       47 
Prec-Red Errors

83% Red Errors     
5 Perfect 

Precincts     1 
Prec -Yel Errors        

27 Prec-Red 
Error

94% Red Errors     
3 Perfect 

Precincts 0 Prec-
Yel Errors       42 
Prec-Red Errors

90% Red Errors     
4 Perfect 

Precincts 0 Prec-
Yel Errors       34 
Prec-Red Errors

100% Red Errors  
0 Perfect Precinct 
0  Prec-Yel Errors 

20 Prec-Red 
Error

90% of 239 Failed                   

215 with Red Errors  

21 Perfect Precinct                

3 Prec w/Yel Errors        

90% CityPrecFR

215 Red  = 90%                                 

21 Perfect = 9%                                      

3 Yellow   = 1%  
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Summary of Results for Ward 20

Ward

Prec

FR

Who was 

present 

when the 

ESC was 

opened 

and the  

poll was 

set up?

Was the 

Green 

Seal 

closed on 

the ESC?

Did the 

Judges 

have their 

badges 

on?

Did the 

PPA have 

their 

badge 

on?

Did the 

judges 

take the 

oath?

Are there 

blue 

cones at 

100ft?

Is the T/S 

Scroll 

Sealed?

Is there a 

red seal 

on the 

T/S polls 

Open/ 

Close 

port?

On the 

T/S is the 

Cartridge 

Port 

sealed?

Is the 

Card 

Activator 

sealed?

Is the 

Ballot 

Box 

Sealed?

Is the 

Ballot 

Scanner 

locked 

and the 

Red Seal 

on the 

back?

Are the 

EV labels 

placed on 

the ballot 

app's? Notes

20 9 MA Only No No No N/A No No No No N/A No N/A N/A

Wasn't able to complete  inspection of  
election equipment due to Election 

Judge refusing access

20 7 BB Only No No No PPA N/A No Yes No No N/A N/A N/A N/A

Wasn't able to complete  inspection of  
election equipment due to Election 

Judge refusing access

20 3
All - PPA 

set up Yes No Yes Yes No Yes N/A N/A Yes No Yes N/A N/A
Ballot counter was locked no access 

didn't let me proceed

20 2 SC Only Yes N/A Yes Yes Yes Yes Yes Yes Yes No Yes Yes N/A

20 2 PPA ALL No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes - No Yes N/A

20 2 All No No Yes Yes Yes Yes N/A N/A N/A N/A N/A N/A Didn't let me proceed

20 1 All - PPA No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes N/A

20 0 All + PPA Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes - N/A Yes Ballot boxes locked

20 0
All and 

PPA Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
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Summary of Results for Ward 36

Ward

Prec 

FR

Who was 

present 

when the 

ESC was 

opened 

and the  

poll was 

set up?

Was the 

Green 

Seal 

closed on 

the ESC?

Did the 

Judges 

have their 

badges 

on?

Did the 

PPA have 

their 

badge 

on?

Did the 

judges 

take the 

oath?

Are there 

blue 

cones at 

100ft?

Is the T/S 

Scroll 

Sealed?

Is there a 

red seal 

on the 

T/S polls 

Open/ 

Close 

port?

On the 

T/S is the 

Cartridge 

Port 

sealed?

Is the 

Card 

Activator 

sealed?

Is the 

Ballot 

Box 

Sealed?

Is the 

Ballot 

Scanner 

locked 

and the 

Red Seal 

on the 

back?

Are the 

EV labels 

placed on 

the ballot 

app's? Notes

36 5 All Yes N/A Yes Yes Yes No No No Yes No Yes-  ? No No Label 3

36 5 S alone No Yes Yes N/A Yes Yes 
Yel Seal 
missing N/A Yes No No N/A N/A

36 5 N alone Yes Yes No Yes Yes No Yes Yes Yes No Yes -No Yes Broken seal reported to Tech

36 5
1 or 2 
Judges No No Yes N/A Yes Yes Yes Yes Yes No No N/A N/A

36 4 N/A No seal Yes Yes N/A Yes Yes
Yel Seal 
missing Yes Yes No No N/A N/A

36 3 A. alone Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes -No Yes N/A

36 3
2 or 3 
Judges No Yes N/A N/A Yes Yes

Yel Seal 
missing Yes Yes No N/A N/A

Ballot Scanner Key is kept in EJ's  
pocket

36 3 All Yes Yes Yes Yes Yes Yes No Yes Yes No Yes -No Yes N/A

36 3 All No Yes N/A N/A Yes Yes
Yel Seal 
missing Yes N/A No Yes Yes N/A

36 3 S. alone No N/A Yes Yes Yes Yes Yes Yes Yes No Yes N/A Yes

Green Seal was removed the 
night before, and not replaced. S.  
set the polls up.

36 3 All - Yes Yes No Yes Yes No Yes Yes Yes No Yes N/A N/A

36 3 3 Judges Yes Yes No Yes Yes Yes No Yes Yes No N/A Yes
No cones when I arrived, in place 
when I left

36 3 DA alone Yes No Yes Yes Yes Yes Yes Yes Yes No Yes Yes N/A

36 3 All Yes Not all No Yes Yes Yes Yes Yes Yes No Yes - Yes Yes
Did not observe seal on ballot 
scanner.
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Summary of Results for Ward 36

Ward

Prec

FR

Who was 

present 

when the 

ESC was 

opened 

and the  

poll was 

set up?

Was the 

Green 

Seal 

closed on 

the ESC?

Did the 

Judges 

have their 

badges 

on?

Did the 

PPA have 

their 

badge 

on?

Did the 

judges 

take the 

oath?

Are there 

blue 

cones at 

100ft?

Is the T/S 

Scroll 

Sealed?

Is there a 

red seal 

on the 

T/S polls 

Open/ 

Close 

port?

On the 

T/S is the 

Cartridge 

Port 

sealed?

Is the 

Card 

Activator 

sealed?

Is the 

Ballot 

Box 

Sealed?

Is the 

Ballot 

Scanner 

locked 

and the 

Red Seal 

on the 

back?

Are the 

EV labels 

placed on 

the ballot 

app's? Notes

36 2 All Yes Yes Yes Yes Yes Yes Yellow  Yes Yes No Yes Yes N/A

36 2 J. alone Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes -No Yes N/A

36 2 All Yes  Yes Yes Yes Yes Yes Yes No Yes No Yes Yes

36 2 C. alone Yes N/A N/A N/A N/A Yes Yes Yes Yes Yes Yes -No Yes N/A

36 2 S. alone Yes Yes N/A Yes Yes Yes Yes Yes Yes Yes Yes- No Yes

One Judge set the polls up alone 
and self reported the green seal 
was present.

36 2 N/A N/A Yes N/A N/A Yes Yes
Yel Seal 
missing Yes Yes No Yes - N/A Yes

There was no yellow seal, but a 
red seal was put on. - Did not see 
locks on ballot machine -

36 2 All Yes Yes Yes Yes Yes Yes Yes Yes No No Yes N/A
Refused access to Ballot Box 
Back

36 2 All Yes Yes Yes Yes No Yes Yes Yes Yes No Yes - ? Yes N/A

36 2 All Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes -No N/A N/A

36 2 S. alone Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes -No Yes N/A

36 2 All Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No Labels Labels were not delivered.

36 2 3 Judges Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes -No Yes N/A

36 2 All Yes Yes No Yes Yes No Yes Yes Yes Yes Yes N/A Missing Republican judge

36 2 All Yes Not all Yes Yes Yes Yes Yes Yes Yes Yes No - yes Yes Not all judges wore their badges

36 1 All - Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes
Seal on card activator broken on 
table

36 1 All Yes N/A N/A N/A N/A Yes Yes Yes Yes No Yes - Yes N/A N/A

36 1 3 out of 5 Yes Yes N/A Yes N/A Yes Yes Yes
Damaged 
Seal Yes Yes -? Yes N/A
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Summary of Results for Ward 36

Ward

Prec

FR

Who was 

present 

when the 

ESC was 

opened 

and the  

poll was 

set up?

Was the 

Green 

Seal 

closed on 

the ESC?

Did the 

Judges 

have their 

badges 

on?

Did the 

PPA have 

their 

badge 

on?

Did the 

judges 

take the 

oath?

Are there 

blue 

cones at 

100ft?

Is the T/S 

Scroll 

Sealed?

Is there a 

red seal 

on the 

T/S polls 

Open/ 

Close 

port?

On the 

T/S is the 

Cartridge 

Port 

sealed?

Is the 

Card 

Activator 

sealed?

Is the 

Ballot 

Box 

Sealed?

Is the 

Ballot 

Scanner 

locked 

and the 

Red Seal 

on the 

back?

Are the 

EV labels 

placed on 

the ballot 

app's? Notes

36 1 2 out of 3 Yes Yes N/A Yes N/A Yes Yes Yes Yes No Yes N/A N/A

36 1 All Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes N/A Refuse

36 1 All Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes N/A N/A   

36 1 All Yes N/A N/A N/A Yes Yes
Yel Seal 
missing Yes Yes Yes  N/A Yes N/A

36 1 All Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes - ? N/A
Refused to show back of ballot 
counting machine

36 1 All Yes Yes N/A Yes Yes Yes Yes Yes Yes No N/A N/A N/A

36 1 All Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes N/A N/A

36 1 All Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes N/A N/A

36 0 All Yes Yes Yes N/A Yes Yes Yes Yes Yes Yes Yes - Yes N/A
Refused to show back of ballot 
machine

36 0 A & F (2) Yes Yes Yes N/A Yes Yes Yes Yes Yes Yes N/A Yes

36 0 All Yes N/A Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes N/A
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Summary of Results for Ward 38

Ward

Prec 

FR

Who was 

present 

when the 

ESC was 

opened 

and the  

poll was 

set up?

Was the 

Green 

Seal 

closed on 

the ESC?

Did the 

Judges 

have their 

badges 

on?

Did the 

PPA have 

their 

badge 

on?

Did the 

judges 

take the 

oath?

Are there 

blue 

cones at 

100ft?

Is the T/S 

Scroll 

Sealed?

Is there a 

red seal 

on the 

T/S polls 

Open/ 

Close 

port?

On the 

T/S is the 

Cartridge 

Port 

sealed?

Is the 

Card 

Activator 

sealed?

Is the 

Ballot 

Box 

Sealed?

Is the 

Ballot 

Scanner 

locked 

and the 

Red Seal 

on the 

back?

Are the 

EV labels 

placed on 

the ballot 

app's ? Notes

38 6 V. No Yes No Yes No Yes Yes Yes Yes No Yes -No Yes N/A

38 6 B. No Yes No Yes Yes No Yes - No Yes Yes Yes Yes -No Yes N/A

38 6 C and J No Yes No No N/A Yes Yes
Yes- 
damaged Yes No Yes - Yes N/A

N/A - Key was discarded and they 
had to fish it from the trash

38 5 J. No Yes Yes Yes Yes Yes Yes Yes Yes No Yes -No No N/A

38 5 CK No Yes No Yes Yes Yes Yes Yes Yes No Yes -No Yes N/A

38 5 All No Yes No Yes Yes No Yes Yes Yes No Yes - No N/A N/A

38 5 EG, CG Yes Yes N/A Yes No Yes
open 

yellow Yes Yes N o Yes -No Yes
PPA not around and no one knew her 
name

38 4 B Yes Yes N/A Yes Yes Yes No Yes Yes No Yes -No Yes
Seal was laying on top of the 
machine- opened

38 4 CK Yes Yes Yes Yes Yes Yes No Yes Yes No No - No Yes
Red O/C seal was unused, laying in 
the case.

38 4 P & M No Yes N/A Yes Yes Yes No Yes Yes Yes Yes -No Yes

The PPA was not around, EJ's  
complained.  They did not have 
PPA's name either.

38 4 BJ Yes Yes N/A Yes Yes Yes Yes Yes No No Yes -No Yes No PPA showed up

38 4 All No N/A Yes Yes No Yes Yes Yes No No Yes - N/A N/A
No cones in the ESC .  The ESC was 
locked but did not have a seal.

38 4 All No Yes No No Yes Yes Yes Yes Yes No Yes - Yes Yes
When EJ showed the seal, it was so 
flimsy it broke - No Extra Names List.

38 3 S Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes -No Yes N/A

38 3 All Yes N/A Yes Yes Yes Yes Yes Yes No No Yes -No Yes N/A
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Summary of Results for Ward 38

Ward

Prec 

FR

Who was 

present 

when the 

ESC was 

opened 

and the  

poll was 

set up?

Was the 

Green 

Seal 

closed on 

the ESC?

Did the 

Judges 

have their 

badges 

on?

Did the 

PPA have 

their 

badge 

on?

Did the 

judges 

take the 

oath?

Are there 

blue 

cones at 

100ft?

Is the T/S 

Scroll 

Sealed?

Is there a 

red seal 

on the 

T/S polls 

Open/ 

Close 

port?

On the 

T/S is the 

Cartridge 

Port 

sealed?

Is the 

Card 

Activator 

sealed?

Is the 

Ballot 

Box 

Sealed?

Is the 

Ballot 

Scanner 

locked 

and the 

Red Seal 

on the 

back?

Are the 

EV labels 

placed on 

the ballot 

app's ? Notes

38 3 All Yes N/A N/A Yes Yes Open seal Yes Yes No No N/A Yes

PPA was sleeping - EJ's  put up 
stands last night as a team. Card 
Activator seal was missing, seal on 
Scroll for T/S open.

38 3 GF Yes Yes N/A Yes Yes Yes Yes Yes Yes No Yes -No Yes N/A

38 3 All
Yes 

unlocked Yes No Yes Yes Yes Yes Yes Yes No Yes - Yes Yes N/A

38 3 N/A No Yes No Yes Yes Yes Yes Yes No Yes Yes - Yes Yes Seal added at PW request

38 3 All Yes Yes No Yes Yes Yes Yes
Damaged 

Seal Yes No Yes - Yes Yes N/A

38 2 All Yes Yes Yes Yes Yes Yes Yes No Yes No Yes - Yes Yes

Placed seal on at PW request.  Also, 
M.was concerned that the PPA was 
not doing anything  .  

38 2 All N/A N/A N/A N/A N/A Yes
No - EJ 
failure Yes Yes No N/A N/A

EJ's  mishandled putting the 
open/close seal on

38 2 All Yes Yes N/A Yes No Yes Yes Yes Yes No Yes - Yes N/A N/A

38 2 W & J Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes -No Yes N/A

38 1 All N/A Yes Yes Yes Yes Yes Yes Yes Yes No One Yes - Yes N/A Ballot box was replaced.

38 1 All Yes N/A Yes Yes Yes Yes Yes Yes Yes Yes No - No Yes N/A

38 1 All Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes - ? N/A N/A

38 1 All Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes - ? N/A Refused to open Ballot Scanner

38 1 All Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No - Yes Yes N/A

38 1 All Yes N/A N/A Yes N/A Yes Yes Yes Yes Yes Yes -No Yes N/A

38 1 All Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes - Yes Yes
Ballot box seals off until requested. 
Said they couldn't find the seals.
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Summary of Results for Ward 38

Ward

Prec 

FR

Who was 

present 

when the 

ESC was 

opened 

and the  

poll was 

set up?

Was the 

Green 

Seal 

closed on 

the ESC?

Did the 

Judges 

have their 

badges 

on?

Did the 

PPA have 

their 

badge 

on?

Did the 

judges 

take the 

oath?

Are there 

blue 

cones at 

100ft?

Is the T/S 

Scroll 

Sealed?

Is there a 

red seal 

on the 

T/S polls 

Open/ 

Close 

port?

On the 

T/S is the 

Cartridge 

Port 

sealed?

Is the 

Card 

Activator 

sealed?

Is the 

Ballot 

Box 

Sealed?

Is the 

Ballot 

Scanner 

locked 

and the 

Red Seal 

on the 

back?

Are the 

EV labels 

placed on 

the ballot 

app's ? Notes

38 1 All No Yes Yes Yes Yes Yes Yes Yes Yes Yes - Yes - Yes Yes N/A

38 1 All Yes N/A Yes N/A N/A Yes Yes Yes Yes No N/A N/A N/A

38 1 All Yes N/A N/A Yes Yes Yes Yes Yes Yes No Yes  - ? N/A Refused to open the back

38 1 All Yes N/A Yes Yes Yes Yes Yes Yes Yes No Yes -N/A Yes N/A

38 1 All Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes - ? Yes

No seals for the ballot box in the ESC 
- Judges refuse to open back of the 
ballot scanner.

38 1 3 judges Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes N/A N/A
refused to place seals on Ballot 
Boxes

38 1 All Yes Yes Yes Yes N/A Yes Yes Yes Yes Yes No - No Yes N/A

38 1 All Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No - No Yes
Voting booth open to judges (see 
paper for picture)

38 1 All Yes N/A N/A Yes Yes Yes Yes Yes No Yes Yes - Yes Yes N/A

38 1 MK Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes - N/A Yes N/A

38 1 DD Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes - Yes Yes N/A

38 1
PPA + 2 
judges Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes - Yes No

EJ's  report they did not receive 
stickers for early voting/absentee. 
EJs explained they have been 
checking list as votes come in.Key 
Judge no show - PPA has key

38 1 All Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes- ? Yes

They do not have the seals to seal it - 
Refuse to open the back of the 
memory pack seal.

38 1 All Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes - Yes Yes C/P was on, but it was open

38 1 All Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes - Yes N/A N/A
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Summary of Results for Ward 38

Ward

Prec 

FR

Who was 

present 

when the 

ESC was 

opened 

and the  

poll was 

set up?

Was the 

Green 

Seal 

closed on 

the ESC?

Did the 

Judges 

have their 

badges 

on?

Did the 

PPA have 

their 

badge 

on?

Did the 

judges 

take the 

oath?

Are there 

blue 

cones at 

100ft?

Is the T/S 

Scroll 

Sealed?

Is there a 

red seal 

on the 

T/S polls 

Open/ 

Close 

port?

On the 

T/S is the 

Cartridge 

Port 

sealed?

Is the 

Card 

Activator 

sealed?

Is the 

Ballot 

Box 

Sealed?

Is the 

Ballot 

Scanner 

locked 

and the 

Red Seal 

on the 

back?

Are the 

EV labels 

placed on 

the ballot 

app's ? Notes

38 1 All Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes - Yes N/A N/A

38 0 All Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes - Yes N/A N/A

38 0 All Yes Yes N/A Yes Yes Yes Yes Yes Yes Yes Yes N/A N/A

38 0 All Yes Yes N/A Yes Yes Yes Yes Yes Yes Yes Yes - Yes Yes N/A

38 0 All Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes - Yes Yes
Advised them to turn electronic 
polling so screen isn't visible to crowd

38 0 All Yes Yes N/A Yes Yes Yes Yes Yes Yes Yes Yes - Yes Yes
Poll watchers present checking 
names
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Summary of Results for Ward 41

Ward

Prec 

FR

Who was 

present 

when the 

ESC was 

opened 

and the  

poll was 

set up?

Was 

the 

Green 

Seal 

closed 

on the 

ESC?

Did the 

Judges 

have 

their 

badges 

on?

Did the 

PPA 

have 

their 

badge 

on?

Did the 

judges 

take the 

oath?

Are 

there 

blue 

cones 

at 

100ft?

Is the T/S 

Scroll 

Sealed?

Is there a 

red seal 

on the 

T/S polls 

Open/ 

Close 

port?

On the 

T/S is the 

Cartridge 

Port 

sealed?

Is the 

Card 

Activator 

sealed?

Is the 

Ballot 

Box 

Sealed?

Is the 

Ballot 

Scanner 

locked 

and the 

Red Seal 

on the 

back?

Are the 

EV 

labels 

placed 

on the 

ballot 

app's? Notes

41 5 All No No N/A Yes Yes No No Yes Yes No
Yes - 
Yes N/A N/A

41 4 No No Yes N/A N/A No Yes Yes Yes Yes No
Yes - 
Yes Yes

Green Seal -No seal last night, A green seal was put 
on last night and it was there this morning - Booths 
set up last night  by K. - Alone

41 4 All No Yes Yes Yes Yes Yes No No Yes No
Yes - 
Yes Yes

Put seal on upon request - said had to remove seal 
to start machine - Seals missing in 3 locations

41 4 No No N/A Yes N/A Yes Yes
Yellow 
Seal only Yes Yes Yes Yes No

WM opened the ESC alone and set the poll up 
alone. Not done with the EV stickers when the PW 
left

41 4 All Yes Not All Fell off Yes Yes Yes Yes Yes No No 
Yes - 
Yes Yes

The PPA had a badge that fell off.   The team put 
card activator seal on upon request at 5:47

41 4 All Yes No No Yes Yes Yes Yes Yes No No Yes-Yes Yes

41 3 B. Only Yes Yes Yes Yes Yes Yes Yes No Yes No
Yes - 
Yes Yes N/A

41 3 All No Yes No Yes Yes Yes Yes Yes Yes No
Yes - 
Yes Yes

Took down touch screen prior to my arrival. Tags 
were off. Said no one used it all day.  The PPA 
reported she left the envelope at home with badges.

41 3 3 judges Yes Not All Yes Yes Yes Yes Yes Yes Yes Yes No - No
No - not 
all

120 stickers - most were done before open - 20 left. 
1 extra name - was checked and inserted.

41 3 All Yes Yes No Yes Yes Yes Yes Yes Yes No 
Yes - 
Yes Yes - No

Sticker not completely applied - Voter not in book 
per Rachel M.

41 2 All Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes -No Yes N/A

41 2

No - Key 
Judge 
only Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes

KW (key judge) set up poll alone (Double check this 
) Card Activator was not sealed.  PW request 
caused for it to be sealed.

41 2 3 judges No Yes Yes Yes Yes Yes
Yes-Seal 
Damaged Yes Yes Yes Yes Yes

Set up evening of 4/4/11 Mr. C. reported there was 
no green seal, they did not call

41 2 All + ppa Yes Yes Yes Yes Yes No Yes Yes Yes No Yes Yes N/A
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Summary of Results for Ward 41

Ward

Prec 

FR

Who was 

present 

when the 

ESC was 

opened 

and the  

poll was 

set up?

Was 

the 

Green 

Seal 

closed 

on the 

ESC?

Did the 

Judges 

have 

their 

badges 

on?

Did the 

PPA 

have 

their 

badge 

on?

Did the 

judges 

take the 

oath?

Are 

there 

blue 

cones 

at 

100ft?

Is the T/S 

Scroll 

Sealed?

Is there a 

red seal 

on the 

T/S polls 

Open/ 

Close 

port?

On the 

T/S is the 

Cartridge 

Port 

sealed?

Is the 

Card 

Activator 

sealed?

Is the 

Ballot 

Box 

Sealed?

Is the 

Ballot 

Scanner 

locked 

and the 

Red Seal 

on the 

back?

Are the 

EV 

labels 

placed 

on the 

ballot 

app's? Notes

41 2
3 judges + 
ppa Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No Judges report no EV stickers received.

41 2
D.E & 
PPA alone Yes Yes Yes Yes Yes Yes Yes Yes Yes No

Yes - 
Yes Yes N/A

41 2 BS Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No
BS openned ESC alone, BS and JJ set up the poll - 
at 6:50 the EV stickers still had not been started

41 2 All Yes N/A Yes Yes Yes No Yes Yes Yes Yes Yes No

Scroll Seal - Not present, but was placed on while 
pollwatcher was present.  - EV Stickers were not 
completed until 6:45 am

41 2 3 judges Yes Yes Yes Yes Yes Yes Yes Yes Yes No
No - 
Broken Yes

Judges reported the Ballot Scanner had to be 
replaced. New unit came about 6:45am. Judges 
stowed ballots in ESC until new came per instruction 

41 1 3 judges Yes Yes Yes Yes Yes Yes Yes Yes Yes No
Yes - 
Yes Yes N/A

41 1 All + PPA Yes Yes Yes Yes Yes Yes Yes Yes Yes No
Yes - 
Yes Yes N/A

41 1 All + ppa Yes Yes Yes Yes Yes Yes Yes Yes Yes No 
Yes - 
Yes Yes N/A

41 1 All Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes N/A

41 1 All Yes N/A Yes N/A Yes Yes Yes Yes Yes Yes Yes No EV not finished when the polls opened

41 1 All No Yes Yes Yes Yes Yes Yes Yes Yes Yes
Yes - 
Yes Yes N/A

41 1 All Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Not at 
6:35

Electronic ballot box allows visibility beyond voter 
visibility. The EV stickers were not completed when 
the PW left at 6:45 am

41 1 3 Judges Yes N/A Yes N/A Yes Yes Yes Yes Yes Yes Yes No

HS opened precinct 21 ESC with key from precinct 
22 (ward 41) because AC (key judge for precinct 21) 
was late. HS stated "all the keys for the ESC are the 
same."

41 1 All Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes T/S broken in the morning.

41 0 All Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Yes - 
Yes Yes N/A

41 0 N/A Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Yes - 
Yes Yes N/A
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Summary of Results for Ward 41

Ward

Prec 

ER

Who was 

present 

when the 

ESC was 

opened 

and the  

poll was 

set up?

Was 

the 

Green 

Seal 

closed 

on the 

ESC?

Did the 

Judges 

have 

their 

badges 

on?

Did the 

PPA 

have 

their 

badge 

on?

Did the 

judges 

take the 

oath?

Are 

there 

blue 

cones 

at 

100ft?

Is the T/S 

Scroll 

Sealed?

Is there a 

red seal 

on the 

T/S polls 

Open/ 

Close 

port?

On the 

T/S is the 

Cartridge 

Port 

sealed?

Is the 

Card 

Activator 

sealed?

Is the 

Ballot 

Box 

Sealed?

Is the 

Ballot 

Scanner 

locked 

and the 

Red Seal 

on the 

back?

Are the 

EV 

labels 

placed 

on the 

ballot 

app's? Notes

41 0 3 judges Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Yes - 
Yes Yes

DS noted that one early voter sticker did not have 
corresponding page on applications for ballot. DS 
called board regarding this

41 0 All Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Yes - 
Yes Yes N/A

41 0 All Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes - es Yes N/A

Ward 41 Summary of Data 62



Summary of Results for Ward 43

Ward

Prec 

FR

Who was 

present 

when the 

ESC was 

opened 

and the  

poll was 

set up?

Was the 

Green 

Seal 

closed on 

the ESC?

Did the 

Judges 

have their 

badges 

on?

Did the 

PPA have 

their 

badge 

on?

Did the 

judges 

take the 

oath?

Are there 

blue 

cones at 

100ft?

Is the T/S 

Scroll 

Sealed?

Is there a 

red seal 

on the 

T/S polls 

Open/ 

Close 

port?

On the 

T/S is the 

Cartridge 

Port 

sealed?

Is the 

Card 

Activator 

sealed?

Is the 

Ballot 

Box 

Sealed?

Is the 

Ballot 

Scanner 

locked 

and the 

Red Seal 

on the 

back?

Are the 

EV labels 

placed on 

the ballot 

app's? Notes

43 4 All + PPA No N/A Yes Yes Yes Yes
Open Red 
Seal No No No Yes - N/A Yes N/A

43 4 All + PPA No Yes No N/A Yes Yes Yes Yes Yes No Yes- Yes N/A
The Judges would not disclose if they 
had the stickers on.

43 4 All + PPA No Yes No Yes Yes Yes No Yes Yes No Yes - N/A Yes N/A

43 3
3 judges 
PPA Yes Yes Yes Yes Yes Yes

Open Red 
Seal No Yes No Yes- Yes N/A N/A

43 3 All No Yes N/A N/A N/A Yes Yes Yes Yes No No - No Yes N/A

43 3 2 + PPA Yes Yes Yes Yes Yes N/A
Machine 
Broken

Machine 
Broken Yes No Yes- Yes Yes

43 3 All + PPA No N/A Yes Yes N/A Yes Yes Yes Yes No Yes - No Yes N/A

43 3 N/A No N/A No N/A Yes N/A Yes Yes No Yes N/A N/A
Judge refused to the ballot scanner and 
called Election Central

43 2 4 + PPA No Yes Yes Yes Yes Yes Yes Yes Yes No Yes- Yes Yes N/A

43 2 All + PPA No Yes Yes Yes Yes Yes Yes Yes Yes Yes No - No Yes N/A

43 2 All Yes Yes N/A N/A Yes Yes No Yes Yes No Yes - ? Yes
Yellow Seal was on, no Red Seal (T/S 
O/C)Locked did not show me

43 2 All + PPA Yes Yes Yes Yes Yes Yes Yes No Yes No Yes- Yes Yes

All signature papers w/ labels were 
removed from the binder and placed on 
the spindle before polls opened and 
were not numbered. 

43 2 All + PPA No Yes N/A Yes Yes Yes Yes Yes Yes No Yes - Yes Yes N/A

43 2 All + PPA Yes Yes Yes Yes Yes Yes
Open Yel 
Seal Yes Yes No Yes- Yes Yes N/A
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Summary of Results for Ward 43

Ward

Prec 

FR

Who was 

present 

when the 

ESC was 

opened 

and the  

poll was 

set up?

Was the 

Green 

Seal 

closed on 

the ESC?

Did the 

Judges 

have their 

badges 

on?

Did the 

PPA have 

their 

badge 

on?

Did the 

judges 

take the 

oath?

Are there 

blue 

cones at 

100ft?

Is the T/S 

Scroll 

Sealed?

Is there a 

red seal 

on the 

T/S polls 

Open/ 

Close 

port?

On the 

T/S is the 

Cartridge 

Port 

sealed?

Is the 

Card 

Activator 

sealed?

Is the 

Ballot 

Box 

Sealed?

Is the 

Ballot 

Scanner 

locked 

and the 

Red Seal 

on the 

back?

Are the 

EV labels 

placed on 

the ballot 

app's? Notes

43 2 All Yes Yes Yes Yes Yes Yes
T/S 
Broken Yes Yes No Yes- Yes Yes N/A

43 2 N/A No Yes Yes Yes N/A Yes Yes Yes Yes No Yes- Yes Yes N/A

43 2 3 Judges No Yes No Yes Yes Yes Yes Yes Yes Yes N/A N/A N/A

43 2 All No N/A No Yes Yes Yes Yes Yes Yes Yes N/A N/A N/A

43 2 All + PPA No N/A No Yes Yes Yes Yes Yes Yes Yes N/A Yes N/A

43 1 All PPA Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes- Yes Yes

Lots of pages of signature book doesn't 
contain any signature for long time 
voters

43 1
All and 
PPA Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes - N/A Yes N/A

43 1
3 Ej's + 
PPA Yes N/A Yes Yes Yes Yes Yes Yes Yes No Yes- Yes Yes N/A

43 1
5 EJ's + 
PPA Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes- Yes Yes N/A

43 1 All Yes Yes Yes Yes Yes Yes Yes Yes Yes No N/A Yes N/A

43 1 All + PPA Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes- Yes Yes N/A

43 1 All PPA Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes- Yes Yes N/A

43 1 All + PPA Yes Yes N/A Yes Yes Yes Yes Yes Yes No Yes- Yes Yes N/A

43 1 All Yes Yes Yes N/A Yes Yes Yes Yes Yes No Yes - Yes Yes N/A

43 1
3 Judges 
+ PPA Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes- Yes Yes N/A

43 1 All + PPA Yes Yes N/A Yes Yes Yes Yes Yes Yes No Yes- Yes Yes N/A

43 1 All + PPA Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes- Yes N/A N/A
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Summary of Results for Ward 43

Ward

Prec 

FR

Who was 

present 

when the 

ESC was 

opened 

and the  

poll was 

set up?

Was the 

Green 

Seal 

closed on 

the ESC?

Did the 

Judges 

have their 

badges 

on?

Did the 

PPA have 

their 

badge 

on?

Did the 

judges 

take the 

oath?

Are there 

blue 

cones at 

100ft?

Is the T/S 

Scroll 

Sealed?

Is there a 

red seal 

on the 

T/S polls 

Open/ 

Close 

port?

On the 

T/S is the 

Cartridge 

Port 

sealed?

Is the 

Card 

Activator 

sealed?

Is the 

Ballot 

Box 

Sealed?

Is the 

Ballot 

Scanner 

locked 

and the 

Red Seal 

on the 

back?

Are the 

EV labels 

placed on 

the ballot 

app's? Notes

43 1 All Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No  - Yes Yes N/A

43 1
3 Judges 
+ PPA Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes- Yes Yes N/A

43 1 All No N/A Yes Yes Yes Yes Yes Yes Yes Yes Yes- Yes Yes N/A

43 1 All Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes - N/A Yes N/A

43 1 All No Yes N/A Yes Yes Yes Yes Yes Yes Yes N/A Yes EV stickers done last night - 

43 1 All  + PPA Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes- Yes N/A N/A

43 1 All + PPA Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes - N/A Yes
Why are so many signatures missing 
from ballot application book?

43 1 All + PPA Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes- Yes Yes N/A

43 1 All + PPA Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes- Yes Yes N/A

43 1 All + PPA Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes- Yes Yes N/A

43 1 All + PPA Yes N/A Yes Yes Yes Yes Yes Yes Yes No Yes - N/A N/A N/A

43 0
3 Judges 
+ PPA Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes- Yes Yes N/A

43 0 N/A Yes N/A N/A Yes Yes Yes Yes Yes Yes Yes N/A Yes N/A

43 0 All + PPA Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes- Yes Yes N/A
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Summary of Results for Ward 45

Ward

Prec 

FR

Who was 

present 

when the 

ESC was 

opened 

and the  

poll was 

set up?

Was the 

Green 

Seal 

closed 

on the 

ESC?

Did the 

Judges 

have 

their 

badges 

on?

Did the 

PPA 

have 

their 

badge 

on?

Did the 

judges 

take the 

oath?

Are there 

blue 

cones at 

100ft?

Is the T/S 

Scroll 

Sealed?

Is there a 

red seal 

on the 

T/S polls 

Open/ 

Close 

port?

On the 

T/S is the 

Cartridge 

Port 

sealed?

Is the 

Card 

Activator 

sealed?

Is the 

Ballot 

Box 

Sealed?

Is the 

Ballot 

Scanner 

locked 

and the 

Red Seal 

on the 

back?

Are the 

EV labels 

placed 

on the 

ballot 

app's? Notes

45 8

G. and S. 
did it 
alone the 
night 
before No No N/A No

Yes - 
Signs 
were 
wrong Yes Yes Yes No No Yes- Yes

No 
Stickers 
placed on

Judge (S.)and the Janitor (G.) live there.  
They set up the polls night before in a 
Gym.  S. was poorly trained yet considered 
the lead judge. He recently moved in to live 
there. The signage was incorrect out front. 
The EV stickers were not on at 6:30PM. I 
reported this to the EC at 6:49 PM.  The 
Card Activator seal was missing. G. 
insisted we look at the kitchen he just 
finished painting,

45 4 N/A No Yes Yes Yes Yes No Yes Yes No No N/A N/A

There was no sign on the front door. No 
seals on ballot box. - T/S Scroll was broken 
from the morning - When repaired the 
technician did not replace the seal.

45 4 All Yes Yes Yes N/A Yes No Yes No No Only 1 Yes - Yes N/A
No seal on the Card Activator.  T/S missing 
seal on scroll 

45 4 T - Alone
Yes 
Broken Yes Yes Yes Yes Yes Yes Yes No No Yes - Yes Yes

The PPA fixed the invalid message by 
powering up and down the machine 5-6 
times. They report the card activator does 
not consolidate properly (last 3 elections). 
They report the ballot counter got an error 
"wrong cartridge" they rebooted and it 
connected itself. They want the machines 
fixed - noteworthy because ESC label 
wasn't on. The TS had to be repaired 4 or 
5 times. Judges felt the paperwork was 
confusing. (Green Seal Notes: T. reported 
seal was broken - she inspected the ESC 
alone and resealed it )

45 4

One 
judge set 
up alone 
on 
Sunday 
night N/A Yes Yes No Yes Yes

Open -
Damaged 
Seal Yes Yes No Yes N/A N/A

One Dem judge set up polling place alone 
on Sunday night - same judge placed EV 
stickers on the books - alone. EC had a 
phone check. The PPA was very adamant 
she was not trained in seals. (Green ESC 
Seal Notes moved:  Reported yes but no 
seal was there.)
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Summary of Results for Ward 45

Ward

Prec

FR

Who was 

present 

when the 

ESC was 

opened 

and the  

poll was 

set up?

Was the 

Green 

Seal 

closed 

on the 

ESC?

Did the 

Judges 

have 

their 

badges 

on?

Did the 

PPA 

have 

their 

badge 

on?

Did the 

judges 

take the 

oath?

Are there 

blue 

cones at 

100ft?

Is the T/S 

Scroll 

Sealed?

Is there a 

red seal 

on the 

T/S polls 

Open/ 

Close 

port?

On the 

T/S is the 

Cartridge 

Port 

sealed?

Is the 

Card 

Activator 

sealed?

Is the 

Ballot 

Box 

Sealed?

Is the 

Ballot 

Scanner 

locked 

and the 

Red Seal 

on the 

back?

Are the 

EV labels 

placed 

on the 

ballot 

app's? Notes

45 4
C. only 
one No - N/A N/A Yes Yes Yes No Yes Yes No Yes - Yes Yes

M. was the Dem judge at the table. Literally 
building the poll list for a pollwatcher who 
was not there. Missing ballot box and 
TS/OC seals - C. set up alone - 
unsupervised - Dem judge  (Green Seal 
Notes C set up booths alone, then he 
applied a seal for the morning - no seal 
from factory.)

45 4 N/A No Yes No Yes N/A Yes Yes Yes N/A No Yes - No N/A

This poll had several Garrido pollwatchers 
out front and inside. They were missing 1 
judge and couldn't take the time

45 4 All Yes Yes No Yes on 1 side Yes Yes Yes Yes No Yes - No N/A Investigator 5x 

45 4
All set up 
Mon night Yes Some Yes Yes Yes Yes

Yes- 
Damaged Yes Yes No Yes - Yes N/A

Ballot box won't transmit to consolidator. 
Last two elections.

45 3 All Yes Yes Yes Yes Yes

No seal & 
broken 
machine No

No seal - 
Broken Yes Yes Yes - N/A N/A

Experienced team. Report that the last 5 
elections the same TS was sent to them 
broken (placed a small mark on a label to 
ID the same machine). No seals on TS. 
This team gets an error message 
(001445). This team set the polling place 
up the night before.

45 3 All
Yes -
broken Yes Yes No Yes Yes Yes Yes Yes No Yes - N/A Yes

Sign announcing the polling place was 
inside the door, not outside. EV stickers 
were placed on. D. reported she called in 
that the ESC had a broken seal on it when 
she arrived - she was very concerned 
about it. Young man repeated they did not 
take the oath. No ballot box seals. D. 
reported the Green Seal was broken when 
she arrived 

45 3 All No Yes Yes No Yes Yes Yes Yes Yes No Yes -N/A Yes

Taught Judges how to put seals on Ballot 
Box.  There was no sign out front.  V. 
called EC to check if she had to show the 
back of the ballot machine

45 3 All No Yes Yes Yes No Yes Yes Yes No Yes Yes - Yes N/A
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Summary of Results for Ward 45

Ward

Prec

FR

Who was 

present 

when the 

ESC was 

opened 

and the  

poll was 

set up?

Was the 

Green 

Seal 

closed 

on the 

ESC?

Did the 

Judges 

have 

their 

badges 

on?

Did the 

PPA 

have 

their 

badge 

on?

Did the 

judges 

take the 

oath?

Are there 

blue 

cones at 

100ft?

Is the T/S 

Scroll 

Sealed?

Is there a 

red seal 

on the 

T/S polls 

Open/ 

Close 

port?

On the 

T/S is the 

Cartridge 

Port 

sealed?

Is the 

Card 

Activator 

sealed?

Is the 

Ballot 

Box 

Sealed?

Is the 

Ballot 

Scanner 

locked 

and the 

Red Seal 

on the 

back?

Are the 

EV labels 

placed 

on the 

ballot 

app's? Notes

45 3 Team
Yes - 
Unsure Yes

N/A     No 
PPA Yes Yes Yes No Yes Yes No Yes N/A Yes

I was unclear if ESC had a seal but did not 
want to press the judge who did not want to 
show it. Touch screen did not have the 
open/close seal. Ballot box unsealed.

45 3 All Yes Yes
PPA 
asleep Yes Yes Yes Yes Yes Yes No

Yes -See 
Notes N/A

When this team arrived the ballot scanner 
was out on the table. The judges were 
upset about this because it was not there 
the night before. They all state they did not 
leave it out. No seal on ballot box.

45 3 All Yes N/A No Yes Yes Yes Yes
No Seal 
Open Yes No Yes - Yes N/A

The seal on the T/S Cartridge Port was 
open.

45 3 All Yes No No Yes Yes Yes N/A N/A Yes None Yes ? N/A Could not read seals on the T/S

45 2 All No Yes N/A Yes Yes Yes

Yes - 
Strange 
seal from 
U-Line N/A N/A Yes Yes - Yes N/A

When they take ballots to transfer station - 
officials seal them there (big box of them). - 
The T/S open/close seal was an 
unrecognized seal from "U-Line"

45 2 All Yes Yes Yes No No Yes Yes Yes Yes Yes Yes - Yes Yes

The location lacked the cone - there was a 
large group (10 - 12) of people outside the 
poll, too close - electioneering - Asked the 
Ejs to put the cone out. They walked 
outside but were not too concerned - we 
did not remain to see it resolved.

45 2 All Yes Yes N/A Yes Yes No Yes Yes Yes No Yes - Yes Yes

Mature EJ team - did not have ballot seals 
on - they had a tech for the broken seal. 
The T/S Malfunctioned. - Technician did 
not replace the seal.  The T/S Scroll seal is 
open and damaged.

45 2 All Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes -N/A No

No Ballot Box Seals - Added the seals - 
They forgot to add the EV stickers and 
added them in the mornings.

45 2 J - Alone Yes Yes Yes Yes Yes Yes Yes Yes Yes No N/A N/A N/A

45 2 All No Yes Yes Yes Yes Yes Yes Yes Yes No Yes - Yes Yes No seals on the ballot boxes.
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Summary of Results for Ward 45

Ward

Prec

FR

Who was 

present 

when the 

ESC was 

opened 

and the  

poll was 

set up?

Was the 

Green 

Seal 

closed 

on the 

ESC?

Did the 

Judges 

have 

their 

badges 

on?

Did the 

PPA 

have 

their 

badge 

on?

Did the 

judges 

take the 

oath?

Are there 

blue 

cones at 

100ft?

Is the T/S 

Scroll 

Sealed?

Is there a 

red seal 

on the 

T/S polls 

Open/ 

Close 

port?

On the 

T/S is the 

Cartridge 

Port 

sealed?

Is the 

Card 

Activator 

sealed?

Is the 

Ballot 

Box 

Sealed?

Is the 

Ballot 

Scanner 

locked 

and the 

Red Seal 

on the 

back?

Are the 

EV labels 

placed 

on the 

ballot 

app's? Notes

45 2 N/A No Yes Yes Yes Yes Yes Yes Yes Yes No Yes N/A N/A

EV stickers were on. They did not have 
seals on the ballot box. This team has a 
card activator that has had trouble 
transmitting in the past.

45 2 All Yes Yes Yes Yes Yes Yes Yes N/A N/A No Yes - Yes Yes

2 broken seals were besides the machine - 
red and yellow - PPA/Judge reported the 
red one came broken so they replaced it.

45 2 All Yes Yes No Yes Yes Yes No Yes Yes Yes -N/A Yes Yes

Yellow seal on O/C was broken before they 
arrived and there was o Red Seal. (T/S - 
O/C)

45 1 All Yes N/A Yes Yes Yes Yes Yes Yes N/A Yes Yes - No N/A N/A

45 1 Alll No N/A Yes Yes Yes Yes Yes Yes N/A Yes Yes - Yes Yes No ESC Seal

45 1 All Yes Yes N/A Yes Yes Yes Yes Yes Yes No Yes -? Yes Judges placed blue seals on after I arrived 

45 1 All Yes Yes N/A N/A Yes Yes Yes Yes No Yes Yes - Yes N/A No seal on the card activators

45 1 All Yes Yes Yes N/A Yes Yes Yes Yes Yes No Yes -Yes Yes
They worked together for a long time. No 
seals on ballot box.

45 1 All Yes N/A Yes Yes Yes Yes Yes Yes Yes No Yes -Yes N/A N/A

45 1 Team Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes - Yes Yes

EV stickers were on. The EJ reported the 
ballott scanner was broken. The technician 
came out to repair it and he did not place 
seals on the machine. I viewed the work 
order proving he came out. No ballot box 
stickers.

45 1 N/A Yes Yes N/A N/A Yes Yes Yes Yes No Yes N/A N/A N/A

45 1 R. alone Yes N/A Yes Yes Yes Yes Yes Yes Yes Yes Yes - Yes N/A N/A
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Summary of Results for Ward 45

Ward

Prec 

FR

Who was 

present 

when the 

ESC was 

opened 

and the  

Was the 

Green 

Seal 

closed 

on the 

ESC?

Did the 

Judges 

have 

their 

badges 

on?

Did the 

PPA 

have 

their 

badge 

on?

Did the 

judges 

take the 

oath?

Are there 

blue 

cones at 

100ft?

Is the T/S 

Scroll 

Sealed?

Is there a 

red seal 

on the 

T/S polls 

Open/ 

Close 

On the 

T/S is the 

Cartridge 

Port 

sealed?

Is the 

Card 

Activator 

sealed?

Is the 

Ballot 

Box 

Sealed?

Is the 

Ballot 

Scanner 

locked 

and the 

Red Seal 

Are the 

EV labels 

placed 

on the 

ballot 

app's? Notes

45 0 All Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes - N/A Yes

This team loved their PPA, who set the poll 
up for them in the morning (they were all 
present). This team worked great together - 
they had the judges table with 8 people on 
it (too many) but otherwise this was a well 
run team

45 0 All Yes Yes Yes Yes Yes Yes N/A Yes N/A Yes Yes - Yes N/A

One EJ pointed out that we should check 
the serial #s on the touch screen unit and 
printer - also wanted us to make sure metal 

45 0 All Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes - Yes N/A N/A
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Summary of Results for Ward 46

Ward

Prec 

FR

Who was 

present 

when the 

ESC was 

opened 

and the  

poll was 

set up?

Was the 

Green 

Seal 

closed on 

the ESC?

Did the 

Judges 

have their 

badges 

on?

Did the 

PPA have 

their 

badge 

on?

Did the 

judges 

take the 

oath?

Are there 

blue 

cones at 

100ft?

Is the T/S 

Scroll 

Sealed?

Is there a 

red seal 

on the 

T/S polls 

Open/ 

Close 

port?

On the 

T/S is the 

Cartridge 

Port 

sealed?

Is the 

Card 

Activator 

sealed?

Is the 

Ballot 

Box 

Sealed?

Is the 

Ballot 

Scanner 

locked 

and the 

Red Seal 

on the 

back?

Are the 

EV labels 

placed on 

the ballot 

app's? Notes

46 6 All Yes No No Yes Yes No N/A No Yes No Yes -No Yes
The T/S machine was broken. Seals 
were removed.

46 5 All Yes Most No Yes Yes Yes No - Yes Yes No Yes -No Yes
Yellow Seal is open on the T/S Open 
Close Port.

46 5 All No No Yes Yes N/A Yes No N/A Yes No Yes- Yes No N/A

46 4 All No Yes Yes No - Yes Yes Yes Yes Yes No Yes- Yes No

They were checking lists and judge 
said they did not have stickers. After 
asked, another judge found stickers. - 
PPA showed ballot scanner seal - 
Election Judges 5-40 years 
experience, skipped swearing in.

46 3 All Yes Yes N/A Yes N/A Yes Yes Open Seal No No N/A N/A

Broken scroll on the Card Activator  
The tape broke and they had to break 
the seal and did not replace it.

46 3 All Yes No 4/6 N/A Yes Yes Yes
No - Seal 
broken Yes Yes No N/A- N/A Yes

Additional list of names not marked in 
book, said they were checking but list 
was buried under activator at the 
time…

46 3 All Yes No Yes Yes Yes Yes No Yes Yes No Yes- Yes N/A N/A

46 2 All Yes Yes N/A No Yes N/A Yes Yes Yes No Yes- Yes Yes

Checking extra list? Yes-  
Touchscreen display visible to 
everyone entering polling location 
(see paper for drawing)  Veteran 
judges skipped swear in.

46 2 All Yes N/A Yes Yes Yes Yes Yes Yes Yes No Yes -No Yes N/A
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Summary of Results for Ward 46

Ward

Prec 

FR

Who was 

present 

when the 

ESC was 

opened 

and the  

poll was 

set up?

Was the 

Green 

Seal 

closed on 

the ESC?

Did the 

Judges 

have their 

badges 

on?

Did the 

PPA have 

their 

badge 

on?

Did the 

judges 

take the 

oath?

Are there 

blue 

cones at 

100ft?

Is the T/S 

Scroll 

Sealed?

Is there a 

red seal 

on the 

T/S polls 

Open/ 

Close 

port?

On the 

T/S is the 

Cartridge 

Port 

sealed?

Is the 

Card 

Activator 

sealed?

Is the 

Ballot 

Box 

Sealed?

Is the 

Ballot 

Scanner 

locked 

and the 

Red Seal 

on the 

back?

Are the 

EV labels 

placed on 

the ballot 

app's? Notes

46 2 All Yes Yes Yes No N/A Yes Yes Yes Yes No N/A Yes N/A

46 2 All N/A Yes
N/A        
No PPA N/A N/A N/A N/A N/A N/A No Yes N/A PPA was not present

46 2 G and G Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes- Yes Yes N/A

46 2 All Yes No N/A Yes Yes Yes Yes Yes Yes No Yes- Yes Yes N/A

46 1 All Yes Yes N/A Yes Yes Yes No Yes Yes Yes Yes - N/A Yes

Could not see Ballot scanner seal, 
Judges wouldn't open it until polls 
close

46 1 All Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes- Yes Yes N/A

46 1 All Yes N/A N/A No N/A N/A N/A N/A N/A N/A Yes - N/A N/A

1 judge difficult - question re: opening 
ballot box seal door.They called 
Election Central. 

46 1 All N/A N/A N/A Yes N/A Yes N/A Yes N/A No Yes N/A N/A

46 1 All Yes N/A Yes No N/A Yes Yes Yes Yes Yes Yes- Yes Yes N/A

46 1 All Yes Yes N/A N/A N/A Yes N/A Yes Yes No Yes- Yes N/A
Judges volunteered to unlock and 
show seal

46 1 All Yes N/A
N/A        
No PPA Yes N/A Yes Yes No Yes Yes Yes N/A Yes N/A
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