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1 Introduction
1.1 Background

FOIlAonline is intended to create efficiencies and consistency in the way Government agencies
respond to FOIA requests. The system is a multi-tenant, online FOIA repository and secure
agency processing system to be used by partner agencies across the federal government. This
system will improve upon the functionality currently available to agency FOIA professionals,
subject matter experts, and the public.

The public will benefit from submitting FOIA requests to fewer government websites, tracking
the status of requests, and searching and reviewing public requests and agency responses.
Participating agencies will benefit through storing FOIA requests and responses in a repository
for reuse, and report generation.

1.2 System Roles

Various user roles will be included in the system to accommodate the various usage patterns
expected across agencies. Users of the system include:

e National Team: These users are in charge of the initial evaluation of requests for
centralized agencies, re-routing incorrectly sent requests, and assigning requests,
consultations, and referrals. Privileges include: access to the Agency User Administration
page, adjusting requests’ billing sheets, flagging a record as “frequently requested,” and
reassigning requests. The National Team can view the workload of all agency and sub-
agency users. The National Team role has access to the Agency Administration pages and
can assign/re-assign requests, consultations, and referrals.

e Coordinator: These users have access to the Unassigned Cases and Assigned Cases
dashboards for their organizational level and edit access to the sub-Agency
Administration pages. The Coordinator has the following privileges: overwriting a
request’s complexity, flagging a request as perfected or unperfected (as long as a higher
role has not already marked it as either), extend the retention schedule for a record, and
toggle notifications.

e Public Liaison: These users have the Unassigned Cases and Assigned Cases dashboards
for their organizational level and the ability to: run the workload report, view sub-agency
requests, reassign requests, assess the complexity of a request, reassign requests, and
adjust a request’s billing sheet. When a Public Liaison user runs the audit trail report,
they can view only their own requests and the edits made to them.

e Professional: These users have access to only the requests that are assigned to them via
the My Cases dashboard.

e Subject Matter Expert (SME): These users have access to only the tasks that are assigned
to them via the My Cases dashboard.

e Reviewer: These users have read only privileges to all case files within an Agency.

FOIlAonline User Guide August 27, 2012
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1.3 Terminology

The following is a list of terms used throughout this document:

General Public vs. Registered User: General Public and Registered Users are both non-agency
system users. A General Public user can create requests via the system, search, and generate
reports, but does not have access to appeal, system correspondence, and in-depth request
tracking. A Registered User views a dashboard of all previously created requests and appeals,
has access to streamlined request creation, send correspondence via the system, notifications, and
in-depth request tracking.

Action: An action is a link that displays in the Actions Menu, allowing the user to quickly
navigate to key functionality.

Actions Menu: The list of actions that displays when on the Request Details page.
Agency User: The officer or analyst in charge of handling and processing requests or appeals.

Confirmation Message: Text inside a green bar that displays on the top of the page when an
action is performed successfully.

Dashboard: The dashboard is a central location for FOIA content. Registered Public Users and
Agency Users have access to a dashboard(s).

Error Message: Text inside a red bar that displays on the top of the page when an action is
performed unsuccessfully.

Hover Text: Hover text displays when hovering over a “?” icon next to various fields throughout
the system.

FOIlAonline User Guide August 27, 2012
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2 General Public
2.1 Home Page

The Home page of FOlIAonline is the landing screen for both public and agency users. This page
allows users to quickly access important system functionality, including searching, reporting,
account creation, and request creation. Exhibit 2-1 Home Page shows the layout of the landing

page.
Exhibit 2- 1 Home Page

et adiess : | :sswo-i: I SIGNN  FORGOT PASSWORD

News Glossary FAQs About

Reports

Welcome to FOIAonline

SEARCH FOIA
REQUESTS

MAKE A FOIA
REQUEST

CREATE AN
ACCOUNT

Guest users are welcome to submit
requests, search for previously released
records, and generate reports, but the
tracking and communications features

Benefits of an Account : Sign up for a FOIA account today to receive the benefits of streamlined request will not be available.

creation and monitoring of created requests. Create An Account

About The Freedom of Information Act

Enactedin 1966, and taking effect on July5, 1967, the Freedom of Information Act (FOIA] provides that any person® has a right, enforceable in court, to obtain
access to federal agency records, except tothe extent that such records {or portions of them) are protected from public disclosure by one of nine exemptions or
by one of three special law enforcement record exclusions. A FOIA request can be made for any agency record.

* Fugitives from the law excluded,

Requests under the Privacy Act must be sent directly to the appropriate agency.

Key functionality includes the login bar at the top of the screen; two quick links in the top right
corner for the glossary and more information about FOIAonline; three tabs to access the Home,
Search, and Reports pages; a search field; four cycling pictures that elaborate on key system
functionality; and three buttons to allow the user to search, make a FOIA request, and create an
account.

The user can manually cycle through the pictures by clicking on the four radio buttons that
display in the top right corner of the pictures. Clicking any of the radio buttons stops the
automatic cycling.

FOIAonline User Guide August 27, 2012
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2.1.1 Search FOIA Requests

There are two ways a public user can access the Search page from the Home page: by clicking
either the Search tab or the Search FOIA Requests button. A user can skip the Search page and
quickly access search results by entering criteria in the text field that is located on the upper right
corner of every page, (see Exhibit 2-2 Search Bar). The Search Bar searches all agencies for
requests only.

Exhibit 2- 2 Search Bar

T -

Once criteria are entered in the text field, the user can either press the Enter button on the
keyboard, or click the magnifying glass icon to begin the search.

There are three different pages associated with searching: Search, Search Results, and Search
Details.

Search Criteria

A public user can search for all previously created requests, appeals, and any publically available
responsive records. Exhibit 2-3 Search Page shows the layout of the Search page and the fields
on which users can search. The Request Type checkboxes default to checked, but a user can
uncheck certain criteria in order to return more specific results.

Exhibit 2- 3 Search Page

Search
When multiple search terms are entered an OR search is performed. To search for a phrase, place the search termsin
guotations "', Tofind a request by tracking number, enter the enftire number (EPA-2012-000123), a parttal number (000123},

or by using a wildcard (*123). To search for all items in a given fiscal year, enter the year (2012).

— Search Parameters

@ x search
For:
* Feguest Type: Fequest
Appeal
B ecord (Full- Text)

Agency: U.5. Department of Commerce
U.S Environmental Protection Agency

The Agency field is a multi-select field, so a user can search for multiple agencies by pressing
the CTRL button on the keyboard and then clicking the agency names. To deselect an agency,
press the CTRL button and then the desired agency to remove from the search results.

FOIlAonline User Guide August 27, 2012
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Search Results

Search results display in a table with the following columns: Tracking Number, Type, Phase,
Requester, Submitted, Due, and Detail. Each column can be sorted, with the exception of the
Detail column, by clicking on the column header. Clicking on the Detail column header expands
the Description row of all of the search results.

Exhibit 2- 4 Search Results

Search Results

Dafina Camqrrt

& items found, displaying all items.

Tracking Number - Type =

Request
Request

Request

Request

Request

Request

& items found, displaying all items.

Export options: C5V | Excel

Results 25 [+

D cre
Fiics * Requester

Processing Laura Jones
Evaluation Logan Toms
Evaluation Carol Hammond
Evaluation Vince Lawrence

Assignment Iark Wagner

Evaluation Ryan LeBlanc

L1

Submitted &
07/35/2012
07/30/2012
08/02/2012
08/02/2012
07/31/2012

08/01/2012

08/24/2012

08/30/2012

‘fou searched for the terms {2012 from documents of type (Request, Appeal, Record) from the following agencies: DOC.

H

™
]
—+

y
-

HC G CECC

Key features to note: clicking the Refine Search link loads the previous page with the previously
entered criterion; the Results dropdown menu can filter results to display 10, 25, 50, or 100 at a
time; pagination buttons exist on top of the table; the search term(s) entered highlight(s) in the

Search Results table.

Export options display beneath the Search Results table. Clicking either of the links exports the
results into an Excel spreadsheet (see Exhibit 2-5 Search Results Excel Export), either in a CSV

or XLS format.
Exhibit 2- 5 Search Results Excel Export
AL2 -0 |
A B C D E F

{ll Tracking Number Type Phase Requester Submitted Description/Basis for Appeal

2 \DOC-2012-000501 Request Processing Laura Jones 07/25/2012 08/24/2012 The description of this request is under Agency review
3 |DOC-2012-000502 Request Evaluation Logan Toms 07/30/2012 N/A The description of this request is under Agency review
4 |DOC-2012-000505 Request Evaluation Carel Hammaond 08/02/2012  N/A The description of this request is under Agency review
5 DOC-2012-000506 Request Evaluation  Vince Lawrence 08/02/2012  N/A The description of this request is under Agency review
6 DOC-2012-000503 Request Assignment Mark Wagner  07/31/2012  08/30/2012  The description of this request is under Agency review

=

DOC-2012-000504

Request Evaluation

Ryan LeBlanc  08/01/2012 N/A

The description of this request is under Agency review

FOIlAonline User Guide
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Search Details

There are three different types of Search Details pages: Request Details, Appeal Details, and
Record Details. These pages are accessed by clicking on the Tracking Number links for the
search results with the corresponding type.

Request Details

Clicking on the Tracking Number link for a Request in the Search Results table displays the
Request Details page (see Exhibit 2-6 Request Details Initial Evaluation Page).

Exhibit 2- 6 Request Details Initial Evaluation Page

Request Details Tracking Number : DOC-2012-000504

O

Submitted Evaluation Assignment Processing Closad
Request Information Phase Information
Full Mame : Ryan LeBlanc Due Date: TED
Organizafion : N/A Final Dispositton : Undetermined
Fequest Type: Request

Description :

Mo records have been released,

|, Released Records @

Limited information displays when a request is first submitted and under the initial evaluation
stages: The Due Date is ‘TBD’ and the request’s description is under Agency review. This
information displays conditionally on how the agency user evaluates the request.

FOIlAonline User Guide August 27, 2012
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When a request is marked as publically available and records are released (see Exhibit 2-7
Publically Available Request), the Request Details page displays additional information.
Clicking the download checkbox for a responsive record downloads the record to the user’s hard
drive.

Exhibit 2- 7 Publically Available Request

Request Details Tracking Number : £PA-2012-000505

O

Submitted Evaluation Assignment Processing Closed
Request Information Phase Information
Full Mame : Laura Cordon DueDate: August 2% 2012
Organization @ N/A Final Disposition @ Full grant
Fequest Type: Request

Description :

— Released Records @

Downlood Title Type Size (KB} Release Date
O coal_mine_recovery project PDF 46.63 08/07/2012
O mining-opplicability PDF 36.93 08/07/2012

I

FOIAonline User Guide August 27, 2012
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Appeal Details

The Appeal Details page displays a brief summary of the original request the appeal is associated
to, and information about the appeal. The three buttons on the bottom of the screen offer quick
navigation for either returning to the Search Results page, the Search Criteria page, or the Home

page.

Exhibit 2- 8 Appeal Details

Appeal Details

— Request Information

Tracking Number :
Full Name :

Date Submitted :
Request Phase:
Request Track :

Final Disposition :

EP&-2012-000602
Ron Carpenter
July 27, 2012
Processing

TED

Undetermined

Tracking Number: £74-20

— Appeal Information

Tracking Number :
Full Mame:
DateSubmitted :
Appeal Status :

Final Disposition :

12-000503

EPA-2012-000503
Ron Carpenter
July 30, 2012
Closed

Affirmed on Appeal

Basis for Appeal:

FOIlAonline User Guide

Aug
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Record Details
The Record Details page (see Exhibit 2-9 Record Details page) offers a summary of the record,
with modifiable fields for the agency user. The Record Details section also displays the tracking
number of the associated request.
Exhibit 2- 9 Record Details Page

Record Details

— Record Details
Title: mining-applicability
Fequest Tracking Number : EPA-2012-000505 Exemphtions Applied @ N/A
Author : Statutes: N/A
Felease Date: 08/07/2012 Retention Period : 2vyears
File Format : PDF Size (KB : 36.93

Clicking on the Title launches a popup, depending on the browser, prompting the user to either
open or save the file, as seen in Exhibit 2-10 Download Record.

Exhibit 2- 10 Download Record

1

COpening mining-applicability. pdf

You have chosen ko open

1 mining-applicability.pdf

which is a: Adobe Acrobat Document
from: hktp:|fsaki.coifederal.com: 5080

What should Firefox do with this File?

() Save File

[] Do this automatically For Files like this Fram now on.

I Ok l [ Cancel

FOIlAonline User Guide August 27, 2012
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2.1.2 Make a FOIA Request

Create a FOIA request by pressing the Make a FOIA Request button on the Home page. This
loads a page that lists the benefits of becoming a registered user. To continue to create a request
as a public user, press the Continue as a Guest button to advance, as shown in Exhibit 2-11 Guest
Request Creation.

Exhibit 2- 11 Guest Request Creation

Create Request
Search FOIA Requests

Creating a FOIA request as a registered user provides added benefits:
o Aweb pagetoview all of the requests you have made
* Provide you the ahility to appeal a request on-line
& Provide you the ahility to withdraw a request yvou no longer are interested in, potentially reducing costs for which you
are responsible
If you would like to get the benefits of becoming a registered user create an account now by clicking here

Make a FOIA Request

Create an Account

Create Request

On this page (see Exhibit 2-12 Create Request), a public user enters, at minimum, the required
fields (distinguishable with an asterisk). If a fee waiver or expedited processing request is made
then the corresponding justification fields are required. To be accepted, the justification fields
must adhere to the agency specific guideline. Attach files to send along with the request by
pressing the Select Files button to launch a popup which allows the user to select multiple files
from the computer’s hard drive. Files display in a table in the Attach Supporting Files section,
with a removal option.

FOIlAonline User Guide August 27, 2012
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Exhibit 2- 12 Create Request Page

Create Request

The Freedom of Information Act (FOIA) is a federal law that gives the public the right to make requests f.
es are required ds available unless the r
rtain FOIA exemptions. Agen old information ding z
ntained in the statute. The FOIA applies only to federal agencies. It does not apply to records held by
courts, or by state or local government agencies. Each state has its own public access laws that
nsulted for access to state and local records.

3

Congress, th
should be

— Contact Information

* FirstMame - Lindsay * Mailing  united States/U.s. Territcrie[v]
Pidell2 Initial - Address
viddle :

Location :
* LastName : Horton © x address 2837 Springress Drive
Organization © Atural Resources Defense Counci Line 1:

Email address - Address Line 2 -

@ rPhone Chantilly
Number : * State/Province - VA [w|
Fax Mumber :

* Zip Co
Postal Co

22030

— Agency and Fee Information

@ % Agency:  Environmental Protection Agency |~
Sub-Agency:  Enwvironmental Protection Agency [General) [v]
* WillPayUpTo: 5 25.00
© * Description : 34/2000

NYS DEC General SPDES permits for storm water and related management design manual,

— Request a Fee Waiver — Request Expedited Processing

Any FOIA requester may request that all fees Under certain conditions, you may be entitled to

associated with the request be waived. The request our request processed on an expedited basis,
for the fee waiver must be submitted with the FOIA thin L0 calendar da the date on which
request. For further information about Fee Waivers, the request was received. He er, inan effortto

v, FOlA requests are

bsite. treat all requesters equitah
x cases inwl

hthere is 3 threatto
y:the requestoris
fMake Request ? | yes [v] 49,2000 primarily engagad in disseminating information and

has established that the requestis urgently needed
This request will cantribute to public knowledge. to inform the public erning some actual or

alleged arnment ac

75/2000

[Make Request 7 yasg [v]

This request is will contribute to public knowledge
of government activity.

— Attach Supporting Files
O Dttt

Attached File Type Size (KB) Remave

CX ficrosoft Weord 1296 “

FOIAonline User Guide August 27, 2012
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When selecting an Agency from the dropdown menu, if the Agency is de-centralized then the
user can send the request directly to a specific Sub-Agency’s dashboard, or to a generic agency
dashboard, where it can then be routed to the correct Sub-Agency (see Exhibit 2-13 De-

centralized Sub-Agency).
Exhibit 2- 13 De-centralized Sub-Agency

— Agency and Fee Information

© % Agency: Environmental Protection Agency

Sub-Agency ;| Environmental Protection Agency [General)
Region 1 {CT, MI, MA, NH, R, VT)

Region 2

Region 3

Region 9

Environmental Protection Agency (General)

* Will Pay Up To:

@ * Descriptio

If an Agency is configured to be centralized, then no Sub-Agency dropdown menu displays and
all requests entered in the system are submitted directly to one agency dashboard.

Before submitting a FOIA request, all public users are required to preview the request by
pressing the Preview button.

FOIlAonline User Guide August 27, 2012
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Preview Request
The Preview Request page offers the user one final chance to review the information entered
before submittal (see Exhibit 2-14 Preview Request).

Exhibit 2- 14 Preview Request

Preview Request @

— Contact Information

First Mame : Lindsay Mailing Address United States/11S. Territories
fiddle Initial : Location -
Address Line 1 - 2837 Springress Drive

Last Mame © Horton

Addrass Line 2 -

Crganization - Natural Resources Defense

council - chantilly
Email Address : e - Virginia
Phane Number : e
220
Fax Number :
— Agency and Fee Information
Agency @ Environmental Protection Agency
Will Pay Up To - & 25.00
Description :
— Request a Fee Waiver Request Expedited Handling
fake Request ? Yes falke Request ? Yes
— Attach Supporting Files
Attached File Type Size (KB)
FOIA Fee Waiver Request - EPA.docx Microsoft Word 18

o12/0]

Dutch. %

[putch. dnalls |

Agree to Privacy Act Statement. | have read the Privacy Act Statement and agree to the terms set forth.
Afirmation. Pursuantto 28 USC § 1746 clare and affirm that under penalty of perjury under the =
United Statzs of America that all of the foregoing information, statements, and signatures submitted in connaction
with this request and in any supporting documents are true and correct to the best of my knowledge.

de

Edit the request by pressing the Edit Request button as displayed in Exhibit 2- 15 Edit Request
Button to return to the Create Request page.

August 27, 2012
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Exhibit 2- 15 Edit Request Button
— Request a Fee Waiver — Request Expedited Handling

IMake Request 7 Yes IMake Request 7 Yes

— Attach Supporting Files

Mo attachments were previously added.

After editing the request or choosing to continue without editing, if the requester does not enter
the reCAPTCHA and does not check the checkboxes, as seen in Exhibit 2-16 reCAPTCHA and
Request Affirmations, then the request will not be submitted. Enter the correct anti-spam text in

the reCAPTCHA field, check the checkboxes, and press the Submit button to display the Request
Confirmation page.

Exhibit 2- 16 reCAPTCHA and Request Affirmations

self- Ao

L] agreeto Privacy Act Statement. | have read the Privacy Act Statement and agree tothe terms set forth.
[ affirmation. Pursuant to 28 USC § 1746, | declare and affirm that under penalty of perjury under the laws of the United

States of America that all of the foregeing information, statements, and signatures submitted in connection with this request
and in any suppeorting documents are true and correct to the best of my knowledge.

ol2/0]

FOIAonline User Guide August 27, 2012
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Confirmation
Pressing the Submit button on the Preview page displays the Confirmation page. The
Confirmation page contains a summary of the created request, including the unique tracking
number that is generated.

Exhibit 2- 17 Request Confirmation Page

Request Confirmation

— Request Information

Tracking Mumber : EPA-2012-000521
Fequester Mame: Lindsay Horton
DateSubmitted : 08/07/2012
Fequest Status: Submitted
Descripion @ MYS DEC General SPDES permits for storm water and related management design manual.

MAFKE ANOTHER FOIA REQUEST HOME

Clicking the tracking number sends the user to the Search Results page (see Exhibit 2-6 Request
Details Initial Evaluation Page). Make another FOIA request by clicking the Make another FOIA
Request button or return to the Home page by clicking the Home button.

2.1.3 Create an Account

Access the Create Account page via the following options:

1. The Create an Account button in the right side menu or the link in the first graphic on the
Home page.

Welcome to FOIAonline

SFARCH FOIA
REQUESTS

MAKEA FOIA
REQUEST

CREATE AN
ACCOUNT

Guest users are welcome to submit
' requests, search for previously released
records, and generate reports, but the
b w ) X tracking and communications features
Benefits of an Account : Sign up for a FOIA account today to receive the benefits of streamlined request will not be available.

creation and monitoring of created requests.[Create An Account|
L s = [
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2. Press the Make a FOIA Request button on the Home page to access the Create Request
public landing page. Either click the “clicking here” link or press the Create an Account

button.

Create Request

areresponsible

Creating a FOIA request as a registered user provides added benefits:
s Awebpagetoview all of the requests you have made
¢ Provide yvou the ahility to appeal a request on-line
# Provide you the ahility to withdraw a request you no longer are interestedin, potentrally reducing costs for which you

If you would like to get the benefits of becoming a registered user create an account now byl licki

3. Click the Create an Account action from the left side menu when on either the search or
Create Request pages.

Home

Search FOIA Requests

Make a FOIA Request

Create an Account

Enter information into the User Information section and create a password on the Create an
Account page. Press the Create Account button to create the account (see Exhibit 2-18 Create an

Account Page).

Exhibit 2- 18 Create an Account Page

* First Name:
Middle Initial :
* Last Name:
Organization :
* Email Address :

* Confirm Email
Address:

@ phone
Mumber :

Fax Mumber :

Create An Account

— User Information

* Mailing Address  United StatesfU.S. Territories M
Location :

@ % Address
Line 1:
AddressLine 2:
* City

* State/Province: .- M

* Zip Code/
Postal Code:

— Password

@ * password:

* Confirm Password:
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This displays the Confirmation page (see Exhibit 2-19 Account Confirmation Page) where a
registered user can now immediately create a FOIA request, or view the View My FOIA
Requests dashboard by clicking the Home button.

Exhibit 2- 19 Account Confirmation Page

Congratulations!

Wour account has been established.

Benefits

A public user with an account has the ability to view and track all previously created requests in
a centralized dashboard, have the User Information pre-populate upon request creation,
communicate within the system to agency users, create appeals for previously created requests
via the system, and withdraw or modify a request.

Impact

A system account allows records to be delivered to the requester electronically which reduces
reliance on paper and reduces copying costs.

2.2  Login Bar

The login bar displays at the top of every page, allowing a user to sign in conveniently.
Exhibit 2- 20 Login Bar

(2T thomas. marks @epa.gov rassword: [T sicGNIN  FORGOT PASSWORD

221 Sign In

A user can sign in to the system by entering the correct criteria in either the login bar or the Sign
In page. If an invalid attempt to sign in is made via the Login Bar, then the Sign In page displays
(see Exhibit 2-21 Sign In Page).

Exhibit 2- 21 Sign In Page

¢ Fither the email address or password are not valid, please re-enter.

Mote: Email addresses are case sensitive.
Sign In

* Email Address :

% Password:

The password can be reset by pressing the Forgot Password button (see section Forgot Password
2.2.2).
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Enter the correct credentials and press the Sign In button which displays a popup that the user
must acknowledge before being able to access the dashboard page (see Exhibit 2-22 Privacy and
Use Notice).

Exhibit 2- 22 Privacy and Use Notice

Privacy and Use Notice

You are requesting access to an official United States Federal Government application.
The use of this application is for autheorized purpeoses only. The Federal Government
may monitor or audit use and accessing this application constitutes consent to such
survelllance. Unauthorized attempts to uplead and/or change infermation on this
wehsite is strictly prohibited under the Computer Fraud and Abuse Act of 1986 and
Title 18, USC, Sec. 1001 and 10320{a){4) and may carry a punishment of 5 years
imprisonment and/or a 5250,000 fine.

2.2.2 Forgot Password

If a registered user forgets his or her password, then the password can be reset via the Forgot
Password page (see Exhibit 2-23 Forgot Password Page).

Exhibit 2- 23 Forgot Password Page

@ * Email Address:

|— Forgot Password

Enter the associated email address and press the Submit button to receive a temporary password
via email. Enter the email address and the temporary password into either the Login Bar or the
Sign In page and press the Sign In link/button.

The Change Password page displays upon signing in with the temporary password see section
3.2.2 Change Password.

2.3 Quick Links
The News, Glossary, FAQs, and About quick links display at the top of every page.

FOIAonline User Guide August 27, 2012
18



2.3.1

News

The News page (see Exhibit 2-24 News Page) offers the general public quick access to important

FOIA news.

Exhibit 2- 24 News Page

Email Address :

Password : SIGNIN FORGOT PASSWORD

News Glossary FAQs About

FOlAonline is a tool that allows both the public and agency staff to make, menitor, and manage FOIA requests from a single website. Requesters may choose to

submit requests and file appeals by registering for an account. This will alse allow requesters to track progress and communicate directly

vith agency staff. Prior

to making a request, a searchable repository of records previously released may be reviewedto eliminate the needto make a new request. Agency staff can

maove requests between organizations, re

w documents for potential withhelding, generate invoices and make referrals and consultations quickly to other

partner agencies. Agency management will be pleased with the time saved to prepare the Annual Report to the Department of Justice, a standard report in

FOlaenline.

FOlAonline was developed by a small group of government agencies looking for ways to use technology to process FOIA requests in a cost-effectiv

FOlAonline operates as a module of the eRulemaking system and, like eRulemaking, is managed by a Change Control Board of partner agencies. The current
partner agencies are: Departments of Commerce and Treasury, Environmental Protection Agency, National Archives and Records Administration, Merit System

Protection Board and Federal Labor Relations Authority.

2.3.2

Glossary

The Glossary page (see Exhibit 2-25 Glossary Page) displays the FOIA.gov glossary in a
separate and smaller window.

Exhibit 2- 25 Glossary Page

M Fois - Freedom of Informatiol

| Latest Headines || CGI Feds

|~ sak.cgifederal com: &

@ FOIA.gov - Freedom of Information Act: Glossary - Mozilla Firefox

v Foia.gov/glossary. heml

GLOSSARY

What is FOIA?

How to Make a FOIA Request

Where to Make a FOIA Request

Open Government

Frequently Asked Questions

FOIA en Espafiol

UNITED STATES DEPARTMEN"

News Glossary FAQs en Espaifol Feedback FOIA Contacts

Administrative Appeal — An independent review of the inftial determination made in response to a FOIA request.
Requesters who are dissatisfied with the response made on their initial request have a statutory right to appeal
that initral determination te an office within the agency which will then cenduct an independent review.

Annual FOIA Repart - A report required to be filed each year with the Department of Justice by all federal
agencies detailing the agency’s administration of the FOIA. Annual FOIA Reports contained detailed statistics on
the number of FOIA requests and appeals received, processed, and pending at each agency.

Backlog — The number of requests or administrative appeals that are pending beyond the statutory time period
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2.3.3 FAQs

The FAQs page (see Exhibit 2-26 FAQs PageError! Reference source not found.) contains
answers to Frequently Asked Questions about FOIA and FOlAonline.
Exhibit 2- 26 FAQs Page

Email Address : Password : SIGNIN FORGOT PASSWORD

News Glossary FAQs About

Frequently Asked Questions

What is the FOIAT
The Freedom of Information Act (FOIA) isthe law which allows individuals te gain access to federal records. Some records may be withheld or partrally withheld if
the information falls under one, or more, of nine exemptions and three exclusions.

what is FOlAonline?

FOlAonline is a muli-agency shared service that provides the public and agencies with a single peint of entry for FOIA related functions. Public users can search
for previously released requests, and responsive records, file requests and run select report for parficipating agencies. Registered users can file appeals on line
and communicate with the agency processing their request. Public user training is coming soon.

Whe are the parficipating agencies (updated DATE)?

As of October 1, 2012 agencies parficipating in FOlAonline include: the Department of Commerce, the Department of the Treasury, the Environmental Protection
Agency, the National Archives and Records Administration, Merit System Protection Board and Federal Labor Relations Autherity. (Please note: only certain
portions of some partner agencies have implemented FOlAonline at thistime. Those portions are indicated in the pull down menu of the partner agency list.)

wWhat can | doin FOlAonline?
Public users may file a request, run reports, and search for previously releasad records. Registered users may file an appeal on line and communicate with the
agency processing their request.

What arethe advantages of having an account?
Registered users may track the progress of their own requests or appeals. Registered users will not have to re-enter contact information.

How do | get multiple accounts {e.g., attorney representing several clients)?
Fegistered users who would like multiple accounts may use the organization field in the contact section to designate the client name.

2.3.4 About

The About page displays in a separate and smaller window (see Exhibit 2-27 About Page) which
offers the user more information concerning the benefits of FOlAonline.

Exhibit 2- 27 About Page

es |@ FOIA - Freedom of Information Act - Mozilla Firefox mEEE]E

| @ saki.cgifederal.com:zos0/faiajaction/publiciheme/abaut |

ABOUT THE FOIA MODULE

The FOIA Meodule is a muli-agency FOIA tracking and processing tool which allows requesters to register as a user to:
» Track progress on each request [for all parbicipating agencies):
EPAUAT - [UAT] .S Environmental Protection Agency
DOC - Department of Commerce
EPA - Environmental Protection Agency
= Communicate directly with the staff handling requests at all peints in the process
#= Receive records electronically to eliminate mailing fees and delivery delays

Guest users are welcome to submit requests, search for previously released records, and generate reports, but the tracking and communicatiens features will not
be available.

requests, 5earcn Tor previousiy reieasec N
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2.4 Reports

Reports are generated in real-time, providing a level of visibility that previously did not exist.
Public users are able to run reports through selections in three different areas: Select Report,
Select Agency, and Select Time Period.

Select Report provides nine report options which display metrics from the Annual Report
through the use of graphs and charts. Those nine reports are: 1. Requests (Disposition, Expedited
Processing), 2. Exemptions (Exemption 3 Statutes), 3. Appeals (Disposition, Disposition
Exemptions, Disposition Other Than Exemptions, Disposition*“Other” Reasons, Response Time,
Ten Oldest Pending), 4. Processing Time (Requests Granted, Simple Requests, Complex
Requests, Expedited Requests, Pending Requests, Ten Oldest Requests), 5. Fee Waiver, 6.
Administration (FOIA Personnel, FOIA Costs), 7. Backlog, 8. Consultations (Ten Oldest), and 9.
Comparisons (Requests Backlogged, Administrative Appeals, Appeals Backlogged).

2.4.1 Report Criteria

Public users are able to run reports through selections in three different areas: Report Type,
Agency, and Time Period. Multiple agencies can be selected from the Agency multi select box
by pressing the CTRL button on the keyboard, and selecting the desired agencies. An agency can
be deselected in the same manner. The Time Period provides From and To date entry fields so
the report information can be specified down to the month. Clicking either entry field opens a
date picker for the selection of the appropriate time period.

Exhibit 2- 28 Report Criteria

Reports

— Report Criteria

* Report Type:  Requests adl

* Agency: DOC- U.5. Department of Commerce
EPA - U.5 Envirenmental Protection Agency

* Time Peried : =t =

Press the Create Report button to generate the selected report.
2.4.2 Description of Public Reports

The Public has access to a variety of reports that display corresponding criteria, including:
Requests, Exemptions, Appeals, Processing Time, Fee Waiver, Administration, Backlog,
Consultations, and Comparisons reports.

Each report, if applicable, displays both a bar graph and a table of the data, as shown in Exhibit
2-29 Public ReportError! Reference source not found.. Each agency selected displays in the
bar graph in its own color, and each agency’s data displays in a table below the bar graph. Hide
and unhide agency tables by clicking the “Hide” and “Show” links next to the Agency name.
Data can be exported to .csv or .xls files by clicking on the corresponding link in the Export
Options field on the bottom of each table.
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Exhibit 2- 29 Public Report

Received, Processed and Pending FOIA Requests

Time Period: June 01, 2012 to August 23 2012

Number of Requests Number of Requests Number of Requests Number of Requests
Pending as of S1an of Received in Time Processed in Time Pending as of End of
Time Period Penod Period Time Period
Category
m DOC mEPA

DOC- U.S, Department of Commerce (show)

EPA - Environmental Protection Agency (hide)

Number of Requests Pencing 34 of Start  Number of Requests Received in - Number of Requests Processedin - Number of Requests Pencing as of End
Period Time Period Time Period

of Time of Time Pericd

HO 0 6 1 -
Rl 0 V] 0 V]
Rr2 0 0 0 o0
R3 o [} [} o
R9 o L} 0 (4]
AGENCY

OVERALL 0 6 1 S

Export options: C5V | Excel

Press the Back button to return to the Report Criteria page.

2421 Requests

There are 3 types of Request reports: Requests, Disposition, and Expedited Processing.

The Requests report is titled Received, Processed, and Pending FOIA Requests and displays in
columns for Number of Requests Pending as of Start of the Time Period, Number of Requests
Received in the Time Period, Number of Requests Processed in the Time Period, and Number of
Requests Pending as of End of the Time Period. Each additional agency’s data displays in a
different colored bar.
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Disposition
The report is titled Disposition of FOIA Requests — All Processed Requests and displays in
columns for Full Grants, Partial Grants/Partial Denials, Full Denials Based on Exemptions, and

Full Denials Based on Reasons Other than Exemptions. Each additional agency’s data displays in
a different colored bar.

Expedited Processing

The report is titled Requests for Expedited Processing and displays in columns for Number
Granted, Number Denied, Median Number of Days to Adjudicate, Average Number of Days to
Adjudicate, and Number Adjudicated within 10 Calendar Days. Each additional agency’s data
displays in a different colored bar.

2.4.2.2 Exemptions

There are 2 types of Exemptions reports: Exemptions and Exemption 3 Statutes.

The Exemptions report is titled Disposition of FOIA Requests - Number of Times Exemptions
Applied and displays in columns for Ex.1, Ex. 2, EX. 3, Ex. 4, EX. 5, EX. 6, Ex. 7(A), Ex. 7(B),
Ex. 7.(C), Ex. 7(D), Ex. 7(E), Ex. 7(F), Ex. 8, Ex. 9. Each additional agency’s data displays in a
different colored bar.

Exemption 3 Statutes

The report is titled Exemption 3 Statutes and displays only a chart displays with the columns
Statute, Type of Information Withheld, Case Citation, Number of Times Relied Upon per
Component, and Total Number of Times Relied upon by Agency.

2.4.2.3 Appeals

There are 7 types of Appeals reports: Appeals, Disposition, Exemptions, Disposition Other Than
Exemptions, Disposition “Other” Reasons, Response Time, and Ten Oldest Appeals.

The Appeals report is title Received, Processed, and Pending Administrative Appeals and
displays in columns for Number of Appeals Pending as of Start of the Time Period, Number of
Appeals Received in the Time Period, Number of Appeals Processed in the Time Period, and
Number of Appeals Pending as of End of the Time Period. Each additional agency’s data
displays in a different colored bar.

Disposition
The report is titled Appeals Received — Processed and Pending and displays in columns for
Number Affirmed on Appeal, Number Partially Affirmed & Partially Reserved/Remanded on

Appeal, Number Completely Reserved/Remanded on Appeal, Number of Appeals Closed for
Other Reasons, and Total. Each additional agency’s data displays in a different colored bar.

Exemptions

The report is titled Appeal Determinations - Based on the Use of a FOIA Exemption and displays in
columns for Ex.1, Ex. 2, Ex. 3, Ex. 4, Ex. 5, Ex. 6, Ex. 7(A), Ex. 7(B), Ex. 7.(C), Ex. 7(D), Ex. 7(E), Ex.
7(F), Ex. 8, and Ex. 9. Each additional agency’s data displays in a different colored bar.

Disposition Other Than Exemptions

The report is titled Appeal Determinations Based on Reasons Other Than the Use of a FOIA
Exemption and displays in columns for No Records, All Records Referred, Request Withdrawn,
Fee-Related Reason, Not Reasonably Described, Improper FOIA Request, Not Agency Record,
Duplicate Request, Request in Litigation, Appeal Based Solely on Denial for Expedited
Processing, and Other. Each additional agency’s data displays in a different colored bar.
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Disposition “Other” Reasons

The report is titled Appeal Determinations Based on Reasons Other Than the Use of a FOIA
Exemption and displays only a chart displays with the columns Component, Description, No. of
Times Used, and Total.

Response Time

The report is titled Response Time for Administrative Appeals and displays in columns for
Median Number of Days, Average Number of Days, Lowest Number of Days, and Highest
Number of Days. Each additional agency’s data displays in a different colored bar.

Ten Oldest Appeals

The report is titled Pending Appeal - Ten Oldest Pending Administrative Appeals and displays
only a chart with the columns Component <blank>, 10th, 9th, 8th, 7th, 6th, 5th, 4th, 3rd, 2nd,
and Oldest Appeal.

24.2.4 Processing Time

There are 7 types of Processing Time reports: Processing Time, Requests Granted, Simple
Requests, Complex Requests, Expedited Requests, Pending Requests, and Ten Oldest Requests.

The Processing Time report is titled Processed Requests - Response Time for All Processed
Perfected Requests and displays in columns for Simple — Lowest Days, Simple — Highest Days,
Complex — Lowest Days, Complex — Highest Days, Expedited — Lowest Days, and Expedited —
Highest Days. Each additional agency’s data displays in a different colored bar.

Requests Granted
The report is titled Requests Granted - Response Time for Perfected Requests in Which
Information Was Granted and displays in columns for Simple — Lowest Days, Simple — Highest

Days, Complex — Lowest Days, Complex — Highest Days, Expedited — Lowest Days, and
Expedited — Highest Days. Each additional agency’s data displays in a different colored bar.

Simple Requests

The report is titled Processing Simple Requests -- Response Time in Day Increments and
displays in columns for 1-20 Days, 21-40 Days, 41-60 Days, 61-80 Days, 81-100 Days, 101-120
Days, 121-140 Days, 141-160 Days, 161-180 Days, 181-200 Days, 201-300 Days, 301-400
Days, 400+ Days, and Total. Each additional agency’s data displays in a different colored bar.
Complex Requests

The report is titled Complex Requests -- Response Time in Day Increments and displays in
columns for 1-20 Days, 21-40 Days, 41-60 Days, 61-80 Days, 81-100 Days, 101-120 Days, 121-
140 Days, 141-160 Days, 161-180 Days, 181-200 Days, 201-300 Days, 301-400 Days, 400+
Days, and Total. Each additional agency’s data displays in a different colored bar.

Expedited Requests

The report is titled Expedited Requests -- Response Time in Day Increments and displays in
columns for 1-20 Days, 21-40 Days, 41-60 Days, 61-80 Days, 81-100 Days, 101-120 Days, 121-
140 Days, 141-160 Days, 161-180 Days, 181-200 Days, 201-300 Days, 301-400 Days, 400+
Days, and Total. Each additional agency’s data displays in a different colored bar.

Pending Requests

The report is titled Pending Requests - All Pending Perfected Requests and displays in columns
for Simple — Number Pending, Simple — Median No. of Days, Simple — Average No. of Days,
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Complex — Number Pending, Complex — Median No. of Days, Complex — Average No. of Days,
Expedited — Number Pending, Expedited — Median No. of Days, Expedited — Average No. of
Days,. Each additional agency’s data displays in a different colored bar.

Ten Oldest Requests

The report is titled Pending Requests - Ten Oldest Pending Perfected Requests and displays only
a chart with the columns Component, <blank>, 10th, 9th, 8th, 7th, 6th, 5th, 4th, 3rd, 2nd, and
Oldest Request.

2425 Fee Waiver

The report is titled Requests for Fee Waivers and displays in columns for Number Granted,
Number Denied, Median Number of Days to Adjudicate, and Average Number of Days to
Adjudicate. Each additional agency’s data displays in a different colored bar.

2.4.2.6 Administration

There are 2 types of Administration reports: FOIA Personnel and FOIA Costs.
FOIA Personnel

The report is titled FOIA Personnel and displays in columns for Number of ‘Full-Time FOIA
Employees’, Number of ‘Equivalent Full-Time FOIA Employees’, and Total Number of ‘Full-
Time FOIA Staff’. Each additional agency’s data displays in a different colored bar.

FOIA Costs

The report is titled Total Costs and Fees and displays in columns for Processing Costs,
Litigation-Related Costs, Total Costs, Collected Amount, and Collected Percentage. Each
additional agency’s data displays in a different colored bar.

2.4.2.7 Backlog

The report is titled Backlogged Requests and Appeals and displays in columns for Number of
Backlogged Requests as of the End of Time Period and Number of Backlogged Appeals as of
End of Time Period. Each additional agency’s data displays in a different colored bar.

2.4.2.8 Consultations

There are 2 types of Consultations reports: Consultations and Ten Oldest Consultations.

The Consultations report is titled Consultations on FOIA Requests Received, Processed and
Pending Consultations and displays in columns for Number of Consultations Pending as of Start
of the Time Period, Number of Consultations Received in Time Period, Number of Consultations
Processed in Time Period, and Number of Consultations Pending as of End of Time Period. Each
additional agency’s data displays in a different colored bar.

Ten Oldest

The report is titled Pending Consultations - Ten Oldest Pending Perfected Consultations and
displays only a chart displays with the columns Component <blank>, 10th, 9th, 8th, 7th, 6th, 5th,
4th, 3rd, 2nd, and Oldest Request.

2.4.2.9 Comparisons

Selecting Comparisons from the Report Type dropdown menu expands two new date fields, as
shown in Exhibit 2-30 Comparisons Report Dates: Previous Time Period and Current Time
Period.
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Exhibit 2- 30 Comparisons Report Dates

Beports

— Report Criteria

* Report Type ! Comparisons hd

* Agency: DOC- U.S. Department of Commerce
EPAUAT - [UAT] U.5 Environmental Protection Agency
TREAS - Department of Treasury
EPA - Environmental Protection Agency

& Previous Time Period : = to =

& Current Time Period : = to =

There are 4 types of Comparisons reports: Requests, Requests Backlogged, Administrative
Appeals, and Appeals Backlogged.

The report is titled Number of Requests Received and Processed Comparison and displays in
columns for Number of Requests Received During Time Period Last Year, Number of Requests
Received During Time Period From Current Year, Number of Requests Processed During Time
Period Last Year, and Number of Requests Processed During Time Period From Current Year.
Each additional agency’s data displays in a different colored bar.

Requests Backlogged

The report is titled Number of Backlogged Requests Received and Processed Comparison and
displays in columns for Number of Backlogged Requests as of End of Time Period from
Previous Year and Number of Backlogged Requests as of End of Time Period from Current
Year. Each additional agency’s data displays in a different colored bar.

Administrative Appeals

The report is titled Number of Administrative Appeals Received and Processed Comparison and
displays in columns for Number of Appeals Received During Time Period Last Year, Number of
Appeals Received During Time Period From Current Year, Number of Appeals Processed
During Time Period Last Year, and Number of Appeals Processed During Time Period From
Current Year. Each additional agency’s data displays in a different colored bar.

Appeals Backlogged

The report is titled Number of Backlogged Appeals Received and Processed Comparison and
displays in columns for Number of Backlogged Appeals as of End of Time Period from Previous
Year and Number of Backlogged Appeals as of End of Time Period from Current Year. Each
additional agency’s data displays in a different colored bar.

FOIlAonline User Guide August 27, 2012
26



3 Registered User
3.1 Home Actions Menu

The Home Page for a registered user, pre sign-in, is the same as a general public user (see section
2.1 Home Page).

3.1.1 View My FOIA Requests

After signing in to the registered user account and pressing the Proceed button in the Privacy and
Use Notice popup (see section 2.2.1 Sign In), the View My FOIA Requests dashboard displays.
This dashboard provides a central location for all requests and appeals that are created by the
user. If a registered user signs into the system and has not yet created a request, then the text “No
requests currently exist” displays.

Exhibit 3- 1 View My FOIA Requests Dashboard

Welcome, Ron Carpenter SIGN OFF

About

Glossary

FAQs

View My FOIA Bequests

View My FOIA Requests

Search FOIA Requests

3 items found, displaying all items.

Results 25 [v]

Ty, * Ti * Submitted * *
Make a FOIA Request Fequest TED 08/03/2012 TED Processing (> ]
Appeal Simple 07/20/2012 08/27,/2012 Processing > )
Fequest Simple 07/27/2012 08/24,/2012 Processing (> ]

Layout

The View My FOIA Requests dashboard displays requests and appeals in the following columns:
Tracking Number, Type, Track, Submitted, Due, Phase, and Detail. The three actions that
display in the left side menu are the View My FOIA Requests, Search FOIA Requests, and Make
a FOIA Request. Clicking the Home tab will always return the user to the dashboard.

The number of maximum items that display at one time defaults to 25, but this can be changed
by clicking the Results dropdown menu and selecting 10, 25, 50, or 100. Changing the default

results dropdown is a one-time change and does not save after navigating away from the
dashboard.

Requests that have new correspondence associated with them have a mail icon (see Exhibit 3-2
New Correspondence) that displays to the left of the tracking number.

Exhibit 3- 2 New Correspondence

C0A_37T AR50 3
LAV L U UL

i

R equest Simple O7/27/2012 08/24/2012 Processing

"

SortingThe dashboard default sorts by the Submitted date. All columns except for Detail are
sortable by clicking on the column headers.
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Table Actions

e Clicking on the Detail column header expands/collapses the Description for each of the

rOws.

e Clicking the arrow icon in the Detail column expands/collapses the individual row’s

Description.

e Clicking the Tracking Number link takes the user to the Details page.

Request Details

The Request Details page displays additional information than is available to a public user. A
workflow graphic displays at the top of the page, indicating where in the process the request is

currently.

Exhibit 3- 3 Registered User Request Details

Reguest Details

Submitted Evaluation

Tracking Number :£Pa-2012-000502
Assignment Frocesszing Closed

— Status Information

Chue Date @ 08/24/2012

Final Dispositon - Undeterminesd

— Contact Information

Full Mame : FRon Carpenter
drganizaton :
Email Address - rcarpenter @ gmail.com
Fhone Number: 703-123-9376
Fax Mumber: FO03-123-9277

Mailinglocation - United States/U1.5. Territories
Address Line 1: 1301 Constitution Swe . FLW .
Address Line 2 -

City - Washington
State/Frovince @ D.C.

Zip Code/Fostal Code - 20004

— Agency and Fee Information

Agency : Office of Inspector General

Will Pay Up To - 525,00

Description : 125/2000
— Request a Fee Waiver Request Expedited Handling
IMade Request ¥ Yes ’7 IMade Request ¥ Mo
— Supporting Files
Artached Files -
Mo attachments were previously added.
— Correspondence with Requester
Subjeact Frrom Dats Do
L Zesking Clariticaton Thomas Marks 2012-058-08 >
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3.1.2 Search FOIA Requests

Searching FOIA requests for a registered user is the same as the general public, see section 2.1.1
Search FOIA Requests.

3.1.3 Make a FOIA Request

Creating a FOIA request follows the same process as section 2.1.2 Make a FOIA Request, with
the exception that the Contact Information section pre-populates with the user’s information, as
shown in Exhibit 3-4 Registered User Create Request.

Exhibit 3- 4 Registered User Create Request

Create Hequest

The Freedom of Information Act (FOIA) is a federal law that gives the public the right to make requests for federal agency
records, All federal agencies are required to make requested records available unless the records are protected from

disclosure by certain FOIA exemplions. Agencies may withheld information according to nine exempfions contained in the
statute, The FOIA applies only to federal agencies. It does not apply to records held by Congress, the courts, or by state or

local government agencies, Each state has its own public access laws that should be consulted for accessto state and local
records.

— Contact Information

* First Name: * Mailing Address
Middle Initral : Location :
@ x nddress

# Last Name: Linel:

Organization : Address Line 2 :

Email Addrass : * City:

@ phone % State/Province :
Mumber :
. - * Zip Code /
Fax Mumber : Postal Code -
— Agency and Fee Information
@ % agency: selectan Agency v

* WillPayUpTo: 5 25.00

The Contact Information displays as read-only so if any of the contact information needs to be
changed, the account information needs to be modified (see section 3.2.1 Edit Account for more
details).

3.14 Modify a FOIA Request

One of the benefits of having a registered user account is being able to modify the description of
any previously created, open requests. Modify a request by clicking the Modify this FOIA
Request link from the Request Details page:
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Exhibit 3- 5 Modify this FOIA Request Action

View My FOIA Requests

Search FOIA Requests

Make a FOIA Request

Request Details

@

Submitted

| wiew this FOIA Request

Status Information
’7 Due Date:

@

Evaluation

@

Assignment

Tracking Number :££4-2012-000502

@ @

Processing Closed

08/24/2012

Final Dispesition : Undeterminad

| rodify this FOIA Request

Withdraw this FOIA Request

Contact Information

. Organization :
Appeal this FOIA Request
Email Address :

Phone Mumber :

Fax Mumber

Full Mame:

Ron Carpenter

rcarpenter@gmail.com

703-111-9876

s 703-111-9877

Mailing Locatien :

Address Line L :

City =
State/Province :

Zip Code/Postal Code :

Address Line 2:

United States/U.S. Territories
1301 Constitution Ave. MW,

Washington
D.C.
20004

The Modify this FOIA Request page is the same layout as the Request Details page, with the
exception that the Description field is editable, as indicated in Exhibit 3-6 Modify this FOIA

Request Page.

Exhibit 3- 6 Modify this FOIA Request Page

Request Details

o™ Pt P

Submitted Evaluation

. _l\- o ¢ _.\.

Assignment

Tracking Number :£P4-2012-(

Processing Closed

— Status Information

Due Date -

08/24/2012

Final Disposition - Undetermined

— Contact Information

FullMame : Ron Carpentesr
Cgdnizalion :
Email Address = rearpentar@gmail. com

Phone Mumber = 703-111-987¢
Fax Mumber : 703-111-9877

Mailing Location: United States/ .S, Territories

Acddress Line Lo 1301 Conslibulion &wve. MW,

Address Line 2:

Cily : Washinglon
.,

20004

State/Province :

7ip Coda/Postal Codde:

— Agency and Fee Information

Agency - Office of Inspector General

wWill Pay Up To -

£25.00

* Description . @

2000 versus 2007,

Borsuk, F. et al, Region |l Biological Assessment of the Effects of MTWWVF Mining on Twentymile Creek Watershed

Request a Fee Waiver

Made Request ¥ Yes

Reguest Expedited Handling

fade Request ¥ Mo
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Files can also be uploaded to support the description modification. Pressing the Select Files
button launches the popup for a user to select file(s) from the user’s hard drive, as indicated in
Exhibit 3-7 Modify this FOIA Request with File Upload.

Exhibit 3- 7 Modify this FOIA Request with File Upload

Supporting Files

Attached Files :
Mo attachments were previeusly added.

Attach additronal Files :

Mo new attachments have been added.

Once the desired modifications are made, press the Submit button on the bottom of the page to
update the request, as indicated in Exhibit 3-8 Modify this FOIA Request Submission. The
agency individual assigned to process the request will receive an email with the modification.

Exhibit 3- 8 Modify this FOIA Request Submission

* Description : e

Borsuk, F. et al, Region Ill Biological Assessment of the Effects of MTWWF Mining on Twentymile Creek Watershed 2000
versus 2007,

Made Request ¥ Yes IMade Request 7 Mo

— Request a Fee Waiver |7 Request Expedited Handling

— Supporting Files

Attached Files :
Mo attachments were previously added.

attach Additional Files :

Mo new attachments have been added.

— Correspondence with Requester
Subject From Drate Detail

[ Sesking Clarification Thomas Marlks 2012-08-08 <

To cancel any modifications, press the Cancel button to return to the View My FOIA Requests
dashboard.
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3.1.5 Withdraw a FOIA Request

Another benefit of a registered user account is the ability to withdraw a request. Access the
Withdraw this Request page by clicking the Withdraw this FOIA Request action from the left
side menu. The Withdraw this FOIA Request page is identical to the Request Details page, with
the exception of the Withdraw button on the bottom of the screen.
Pressing the Withdraw button displays the View My FOIA Requests dashboard with a
confirmation message of the withdrawal at the top of the page (see Exhibit 3-9 Withdrawal
Confirmation). Withdrawing a request sends an email to the agency individual assigned to
process the request, and also logs the withdrawal in the Correspondence section of the case file.
Exhibit 3- 9 Withdrawal Confirmation

View My FOIA Requests

3 items found, displaying all items.

Tracking Number & Type & Trock = Submitted
Fequest TED 08/03/2012

Appeal simple 07/30/2012

112-000502 Regquest simple 07/27/2012

e Thereguest was withdrawn. The requester may be responsible for accrued fees.

Results 25 [

Dhose - Metoil
Fhose - Detol

L1

- Due
TED Processing )
08/27/2012 Processing W

08/24/2012 Processing P

The withdrawn request’s phase will display as “Processing” until the request is manually closed
by the agency. Depending on the amount of fees that have accrued between the submittal and the
time of withdrawal, the requester may still receive an invoice.
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3.1.6 Appeal this FOIA Request

Requesters who are dissatisfied with the response made on their initial request have a statutory
right to appeal that initial determination to an office within the agency which will then conduct
an independent review; and one of the important benefits of being a registered public user is
being able to submit an appeal online.Unregistered users can only submit appeals external to

FOIAonline e.g. by mail.

Access the Appeal this FOIA Request page by clicking on Appeal this FOIA Request action
from the left side action menu. A registered user’s contact information is automatically populated
on this page. Enter the Basis of Appeal explaining the reasons for your appeal and attach any

supporting files you may have for the appeal.

Exhibit 3- 10 Appeal an Existing Request

Appeal Existing Request Tracking Number : DOC-05-2012-000218

— Contact Information for Appeal

* First Name : FOIA * Mailing Address

Middle Initial : Location :

- @ * address

* Last Name ! Training Line1:

© createdon Address Line 2 :
behalf of :

* City :

Organization :

) — - * State/Province
Email Address: fdms.training.team@gmail.com
Phone Number : * Zip Code/Postal
Code :

Fax Number :

United StatesfU.S. Territories

11 Tysons Blvd

Vienna
VA
22182

* Basis for Appeal : @

Requesting release of more records pertaining to my request.

60/2000

Attach Supporting Files

No attachments have been added.

Click on the Preview button to continue.

Preview Appeal
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The Preview Appeal page offers the user one final chance to review the information entered
before submittal of the appeal. It also allows a registered user to edit the appeal by clicking on the Edit

button.

(

Exhibit 3- 11 Preview Appeal page- bottom part

Supporting Files

Mo attachments were previously added.

A2

de gree

|xpatea degree

ot/

If no editing is necessary, enter the correct anti-spam text in the reCAPTCHA field, and press the
Submit button to display the Appeal Request Confirmation page.

Confirmation

The Confirmation page contains a summary of the original request and the newly created appeal
including the unique appeal tracking number that is generated. Users are able to navigate to the
Request details or Appeal Details page by clicking on the respective tracking numbers. This page

also contains the Home button to allow the users to go back to the Home page.

Exhibit 3- 12 Appeal Request Confirmation Page

Appeal Request Confirmation

— Original Request Information

Tracking Mumber :
Requester Name :
Date Submitted :
Request Status :

Request Track :

DOC-05-2012-000218
FOLA Training
09,/05/2012
Appealed

Simple

— Appeal Information

Appeal Number :
Requester Name :
Date Appealed :
Basis for Appeal :

DOC-05-2012-000225

FOIA Training

09,/14/2012

Requesting the release of more records pertaining to my request.
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3.2 My Account

The My Account tab contains two pages to maintain user information: The Edit Account page
and the Change Password page. System users can manually update their user information and
password as desired.

3.21 Edit Account

Clicking the My Account tab displays the Edit Account page. Update the information that
displays automatically when creating a request, edit the information on the Edit Account page
and press the Save Changes button.

Exhibit 3- 13 Edit Account

Iy Account

Edit User Account
Edit Account

— User Information
Change Password

* First Name: Ron * Mailing Address  United StatesfU.S. Territories M

Middle Initial : M Location :

* . @ * address 1301 Constitution Ave N.W.
Last Name: carpenter

Linel:
Organization : Address Line 2:
* Email Address: rcarpenter@gmail.com * City: Washington
* Confirm Email rearpenter@gmail.com * State/Province . p.c. M

Address:
* Zip Code/ 200004

@ phone 703-111-9876 Postal Code:

Number :

Fax Number: 703-111-9877

3.2.2 Change Password

The Change Password page is accessed by either logging in for the first time after receiving a
temporary password, logging in after the password expires, or by selecting the Change Password
action from the left side action menu:

Exhibit 3- 14 Change Password Action

Edit Account

Change Password
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The Change Password page (see Exhibit 3-15 Change Password Page) requires the email
address, old password, and the new password (twice for validation). Pressing the Change
Password button sets the new password and restarts the 90 day expiration clock.

Exhibit 3- 15 Change Password Page

Change Password

Once you change your password it will expire in 90 days.

— Change Password

* Email Address:
* Old Password:
* New Password: 7]

* Confirm New
Password:
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