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Chapter 1 exemptions authorized by law and approved by the Secretary of the

General Information Army. (See chap 5.)
f. Permit individuals to amend records about themselves con-
1-1. Purpose tained in Army systems of records, which they can prove are factu-

This regulation sets forth policies and procedures that govern Per-ally in error, not up-to-date, not complete, or not relevant.

sonal information kept by the Department of the Army (DA) in g Allow individuals to ask for an administrative review of deci-
systems of records. sions that deny them access to or the right to amend their records.
h. Maintain only information about an individual that is relevant
a. Required publications. and necessary for Army purposes required to be accomplished by

(1) AR 195-2, Criminal Investigation Activities. (Cited in para statute or Executive Order. .
2-10e) i. Act on all requests promptly, accurately, and fairly.

1-2. References

(2) AR 340-17, Release of Information and Records from Army 4_g Authority
Files. (Cited in paras 2-8 and 44 _ ) The Privacy Act of 1974 (5 USC 552a), as amended, is the statutory
(3) AR 340-21-8, The Army Privacy Program; System Notices pasis for the Army Privacy Program. Within the Department of
and Exemption Rules for Civilian Personnel Functions. (Cited in pefense (DOD), the Act is implemented by DODD 5400.11 and

para 2-8) _ o DOD 5400-11-R. The Act assigns—
(4) AR 380-380, Automated Systems Security. (Cited in paras 5 Overall Government-wide responsibilities for implementation
4—4pand 4-6(8).) to the Office of Management and Budget (OMB).

b. Related publicationgA related publication is merely a source b. Specific responsibilities to the Office of Personnel Manage-

of additional i_nformatio_n. The user does not have to read it to ment (OPM) and the General Services Administration (GSA).
understand this regulation.)

(1) DODD 5400.11, DOD Privacy Program. 1-7. Access and amendment refusal authority

(2) DOD 5400.11-R, DOD Privacy Program. Each access and amendment refusal authority (AARA) is responsi-

(3) Treasury Fiscal Requirements Manual. This publication can ble for action on requests for access to, or amendment of, records
be obtained from The Treasury Department, 15th and Pennsylvaniaeferred to them under this regulation. The officials listed below are

Ave, NW, Washington, DC 20220. the sole AARAs for records in their functional areas:

. o a. The Adjutant General—for personnel records of Army retired,
1-3. Explanation of abbreviations and terms _ separated, and reserve military members; DOD dependent school
Abbreviations and special terms used in this regulation are ex-gydent transcripts; and records not within the jurisdiction of another
plained in the glossary. AARA.

b. The Administrative Assistant to the Secretary of the Army—

a. The Assistant Chief of Staff for Information Managemenfﬁr records of the Secretariat and its serviced activities, as well as
(ACSIM) is responsible for issuing policy and guidance for the those records requiring the personal attention of the Secretary of the

. X X ) rmy.

égﬂr{sg_“vacy Program in consultation with the Army Generzﬁ- c._yThe president or executive secretary of boards, councils, and
b. The Adjutant General (TAG) is responsible for developing and similar bodies established by DA to consider personnel matters,

recommending policy to ACSIM concerning the Army Privacy Pro- excludln.g the Army Board for Corrgcthn of Military Records.

gram and for overall execution of the program under the policy and d- Chief of Chaplains—for ecclesiastical records. _

guidance of ACSIM. e. Chief of Engineers—for records pertaining to civil works, in-

c. Heads of Army Staff agencies, field operating agencies, major cluding litigation; military construction; engineer procurement; other
Army commands(MACOMSs), and subordinate commands are re-€Ngineering matters not under the purview of another AARA; ecolo-
sponsible for supervision and execution of the privacy program in 9Y; @nd contractor qualifications. .
functional areas and activities under their command. f. Comptroller of the Army—for financial records. .

d. Heads of Joint Service agencies or commands for which the, 9. Deputy Chief of Staff for Personnel—for the records listed
Army is the Executive Agent, or otherwise has responsibility for PEIOW- .
providing fiscal, logistical, or administrative support, will adhere to (1) Personnel records of current Federal civilian employees and
the policies and procedures in this regulation. active and former nonappropriated fund employees (except those in

e. Commander, Army and Air Force Exchange Service (AAFES), the AAF,',ES)' .
is responsible for the supervision and execution of the privacy (2) Military police records.

1-4. Responsibilities

program within that command pursuant to this regulation. (3) Prisoner confinement and correctional records.
(4) Safety records.
1-5. Policy (5) Alcohol and drug abuse treatment records.

Army policy concerning the privacy rights of individuals and the Note. (Requests from former civilian employees to amend a record in an

Army’s responsibilities for compliance with operational requir®PM system of records such as the Official Personnel Folder should be sent

ments established by the Privacy Act are as follows: to the Office of Personnel Management, Assistant Director for Workforce
a. Protect, as required by the Privacy Act of 1974 (5 USC 552a), Information, Compliance and Investigations Group, 1900 E Street, NW,

as amended, the privacy of individuals from unwarranted intrusion. WASH DC 20415-0001.)

Individuals covered by this protection are living citizens of the h. The Inspector General (TIG)—for TIG investigative records.

United States and aliens lawfully admitted for permanent residence. i. The Judge Advocate General (TJAG)—for legal records under
b. Collect only the personal information about an individual that TJAG responsibility.

is legally authorized and necessary to support Army operations. j. The Surgeon General—for medical records, except those prop-
Disclose this information only as authorized by the Privacy Act and erly part of the Official Personnel Folder (OPM/GOVT-1 system of
this regulation. records).

c. Keep only personal information that is timely, accurate, com- k. Commander, AAFES—for records pertaining to employees,
plete, and relevant to the purpose for which it was collected.  patrons, and other matters that are the responsibility of the Ex-
d. Safeguard personal information to prevent unauthorized use,change Service.
access, disclosure, alteration, or destruction. I. Commanding General, U.S. Army Criminal Investigation Com-
e. Let individuals know what records the Army keeps on them mand(USACIDC)—for criminal investigation reports and military
and let them review or get copies of these records, subject topolice reports included therein.
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m. Commanding General, U.S. Army Intelligence and Security 2—4. Functional requests

Command—for intelligence and security investigative records. If an individual asks for his or her record and does not cite or
n. Commanding General, U.S. Army Materiel Command—for re- reasonably imply either the Privacy Act or the Freedom of Informa-
cords of Army contractor personnel, exclusive of thosmbove. tion Act, and another prescribing directive authorizes release, the

0. Commanding General, U.S. Army Military Personnel Center— records should be released under that directive. Examples of func-
for personnel and personnel-related records of Active duty Army tional requests are military members asking to see their Military
members. Personnel Records Jacket, or civilian employees asking to see their

p. Commander, Military Traffic Management Command—fofOfficial Personnel Folder.
transportation records.

g. Chief, National Guard Bureau—for personnel records of the 2-5. Medical records

Army National Guard. If it is determined that releasing medical information to the data
subject could have an adverse effect on the mental or physical
1-8. DA Privacy Review Board health of that individual, the requester will be asked to name a

The DA Privacy Review Board acts on behalf of the Secretary of physician to receive the record. The data subject’s failure to desig-
the Army to decide appeals from refusal of the appropriate AARAs nate a physician is not a denial under the Privacy Act and cannot be
to amend records. Board membership is comprised of the Adminis-appealed.
trative Assistant to the Secretary of the Army, The Adjutant Gener-
al, and The Judge Advocate General, or their representatives. Th@—6. Third party information
AARA may serve as a nonvoting member when the Board considersThird party information pertaining to the data subject may not be
matters in the AARA'’s area of functional specialization. The Adju- deleted from a record when the data subject requests access to the
tant General chairs the Board and provides the Recording Secretaryrecord unless there is an established exemption. (See para 5-5.)
However, personal data such as SSN and home address of a third
1-9. Privacy official party in the data subject’s record normally do not pertain to the data
a. Heads of Army Staff agencies and commanders of MACOMSs sybject and therefore may be withheld. Information about the rela-
and subordinate commands and activities will designate a privacytionship between the data subject and the third party would normally
official who will serve as a staff adviser on privacy matters. This pe disclosed as pertaining to the data subject.
function will not be assigned below battalion level.
b. The privacy official will insure that— 2-7. Referral of records
(1) Requests are processed promptly and responsively. Requests for access to Army systems of records containing records
(2) Records subject to the Privacy Act in his or her command or that originated with other DOD components or Federal agencies that
agency are described properly by a published system notice. claimed exemptions for them will be coordinated with or referred to
(3) Privacy statements are included on forms and questionnaireghe originator for release determination. The requester will be noti-
that seek personal information from an individual. fied of the referral.

(4) Procedures are in place to meet reporting requirements.
2-8. Fees

Requesters will be charged only for reproduction of requested docu-
ments. Normally, there will be no charge for the first copy of a

Chapter 2 record provided to an individual to whom the record pertains.
Individual Rights of Access and Amendment Thereafter, fees will be computed as set forth in AR 340-17.
2-1. Access under the Privacy Act 2-9. Denial of access

a. Upon a written or oral request, an individual, or his or her a. The only officials authorized to deny a request from a data
designated agent or legal guardian, will be granted access to aubject for records in a system of records pertaining to that individ-
record pertaining to that individual, maintained in a system of re- ual are the appropriate AARAs, or the Secretary of the Army, acting
cords, unless— through the General Counsel. (See para 1-7.) Denial is appropriate

(1) The record is subject to an exemption and the system man-only if the record—
ager has invoked the exemption (see chap 5), or (1) Was compiled in reasonable anticipation of a civil action or

(2) The record is information compiled in reasonable anticipation proceeding, or
of a civil action or proceeding. (2) Is properly exempted by the Secretary of the Army from the

b. The requester does not have to state a reason or justify thelisclosure provisions of the Privacy Act (see chap 5), there is a
need to gain access. An individual cannot be denied access soleljegitimate governmental purpose for invoking the exemption, and it
for refusal to provide his or her Social Security Number(SSN) is not required to be disclosed under the Freedom of Information
unless the SSN was required for access by statute or regulatiorict.
adopted prior to January 1,1975. The request should be submitted to b. Requests for records recommended to be denied will be for-

the custodian of the record. warded to the appropriate AARA within 5 workdays of receipt,
L o together with the request, disputed records, and justification for
2-2. Notifying the individual withholding. The requester will be notified of the referral.

The custodian of the record will acknowledge requests for access c. Within the 30 workday period, the AARA will give the follow-

within 10 work days of receipt. Releasable records will be provided ; ; : P o
within 30 days, excluding Saturdays, Sundays, and legal public't?]g Ipégm;g:lofgrtgéggsrse:qtjseg;erpglra\l/vrzltlr;%|f the decision is to deny

holidays. (1) Official's name, position title, and business address.

2-3. Relationship between the Privacy Act and the (2) Date of the denial. o .
Freedom of Information Act (3) Reasons for the denial, including citation of appropriate sec-
A Privacy Act request for access to records will be processed alsdions of the Privacy Act and this regulation.

as a Freedom of Information Act request. If all or any portion of the  (4) The opportunity for further review of the denial by the Gen-
requested material is to be denied, it must be considered under thgral Counsel, Office of the Secretary of the Army, The Pentagon,
substantive provisions of both the Privacy Act and the Freedom of WASH DC 20310-0104, through the AARA within 60 calendar

Information Act. Any withholding of information must be justified days. (For denials made by the Army when the record is maintained
by asserting a legally applicable exemption in each Act. in one of OPM’s Government-wide systems of records, notices for
which are described in AR340-21-8, appendix A, an individual's
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request for further review must be addressed to the Assistant Direcyecord and notify the requester and the custodian or deny the request
tor for Agency Compliance and Evaluation, Office of Personnel and inform the requester of—

Management, 1900 E Street, NW, WASH DC 20415-0001.) (1) Reasons for not amending.
(2) His or her right to seek further review by the DA Privacy
2-10. Amendment of records Review Board (through the AARA).

a. Individuals may request the amendment of their records, in g. On receipt of an appeal from a denial to amend, the AARA
writing, when such records are believed to be inaccurate as a mattefill append any additional records or background information that
of fact rather than judgment, irrelevant, untimely, or incomplete. substantiates the refusal or renders the case complete and, within 5

b. The amendment procedures are not intended to permit chal-workdays of receipt, forward the appeal to the DA Privacy Review
lenges of an event in a record that actually occurred, or to permitBoard.
collateral attack upon an event that has been the subject of a judicial h. The DA Privacy Review Board, on behalf of the Secretary of

or quasi-judicial action. the Army, will complete action on a request for further review
c. Consideration of a request for amendment would be appropri-within 30 workdays of its receipt by the AARA. The General Coun-
ate if it can be shown that— sel may authorize an additional 30 days when unusual circumstances

(1) Circumstances leading up to the event recorded on the docuand good cause so warrant. The Board may seek additional informa-
ment were challenged through administrative procedures and foundion, including the appellant’s official personnel file, if relevant and
to be inaccurately described. necessary to decide the appeal.

(2) The document is not identical to the individual's copy, or (1) If the Board determines that amendment is justified, it will

(3) The document was not constructed in accordance with theamend the record and notify the requester, the AARA, the custodian
applicable record-keeping requirements prescribed. of the record, and any prior recipients of the record.

d. For an example otabove, the amendment provisions do not _ (2) If the Board denies the request, it will obtain the General
allow an individual to challenge the merits of an adverse action. Counsel’s concurrence.Response to the appellant will include
However, if the form thatdocuments the adverse action contains arf€asons for denial and the appellant's right to file a statement of
error on the fact of the record (for example, the individual's name is disagreement with the Board's action and to seek judicial review of
misspelled, or an improper date of birth or SSN was recorded), thethe Army’s refusal to amend. . _
amendment procedures may be used to request correction of the i- Statements of disagreement will be an integral part of the
record. record to which they pertain so the fact that the record is disputed is

e. USACIDC reports of investigation (records in system notices @Pparent to anyone who may have access to, use of, or need to
A0501.08e Informant Register, A0508.11b Criminal Informatigfsclose from it. The disclosing authority may include a brief sum-
Reports and Cross Index Card Files, and A0508.25a Index to Crimi-mary of the Board’s reasons for not amending the disputed record.
nal Investigative Case Files) have been exempted from the amengl he summary will be limited to the reasons stated to the individual
ment provisions of the Privacy Act. Requests to amend these reportdy the Board.
will be considered under AR 195-2 by the Commander, U.S. Army 2-12. Pri i

—12. Privacy case files

Criminal Investigation Command. Action by the Commander, U.S.- Whenever an individual submits a Privacy Act request, a case file

A;mg ﬁ:rll?mnfalthlnvgsn?a:lc:n Cfortr;]maz(rjrhwnlncdonrs?;[]utterfmall "’t‘.Ct'non will be established. (See system notice A0240.01DAAG.) In no
0 f eha g Ie de.c ehay ot el hY under tha egl&?'o ’ h instance will the individual's request and Army actions thereon be
- Records placed in the National Archives are exempted from thej,q,,deq in the individual's personnel file. The case file will com-

Privacy Act provision allowing individuals to request amendment of ice the request for access/amendment, grants, refusals, coordina-
records. Most provisions of the Privacy Act apply only to those qn action, and related papers. This file will not be used to make
systems of records that are under the legal control of the orlglnatlngany determinations about the individual.

agency; for example, an agency’s current operating files or records
stored at a Federal Records Center.

2-11. Procedures Chapter 3

a. Requests to amend a record should be addressed to the custeyisciosure of Personnel Information to Other
dian or system manager of that record. The request must reasonabl)g\gencieS and Third Parties
describe the record to be amended and the changes sought (that is,
deletion, addition, or amendment). The burden of proof rests with3_1  Disclosure without consent
the requester; therefore, the alteration of evidence presentedH® Army is prohibited from disclosing a record from a system of
courts, boards, and other official proceedings is not permitted. (Anrecords without obtaining the prior written consent of the data sub-
individual acting for the requester must supply a written consent ject, except when disclosure is—
signed by the requester.) a. Made to officers and employees of DOD who have a need for

b. The custodian or system manager will acknowledge the re-the record in the performance of their duties.
quest within 10 workdays and make final responses within 30p. Required under the Freedom of Information Act. (See para 3-3
workdays. for information normally releasable.)

c. The record for which amendment is sought must be reviewed c. Permitted by a routine use that has been published in the
by the proper system manager or custodian for accuracy, relevancerederal Register.
timeliness, and completeness to assure fairness to the individual in d. Made to the Bureau of the Census for planning or carrying out
any determination made about that individual on the basis of thata census or survey, or to a related activity pursuant to title 13 of the
record. United States Code.

d. If the amendment is proper, the custodian or system manager e. Made to a recipient who has provided the Army with advance
will physically amend the record by adding or deleting information, written assurance that the record will be—
or destroying the record or a portion of it. He or she will notify the (1) Used solely as a statistical research or reporting record.
requester of such action. (2) Transferred in a form that is not individually identifiable.

e. If the amendment is not justified, the request and all relevant f, Made to the National Archives of the United States as a record
documents, including reasons for not amending, will be forwarded that has sufficient historical or other value to warrant its continued
to the proper AARA within 5 workdays; the requester will be preservation by the U.S. Government, or for determination of such
notified. value by the Administrator of the General Services Administration

f. The AARA, on the basis of the evidence, either will amend the (GSA), or designee. (Records sent to Federal Records Centers for
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storage remain under Army control. These transfers are not disclo- f. Disclosures required by international agreemems.record
sures and do not therefore need an accounting.) may be disclosed to foreign law enforcement, security, inves-

g. Made to another agency or to an instrumentality of any gov- tigatory, or administrative authorities. These disclosures are in com-
ernmental jurisdiction within or under the control of the United pliance with requirements imposed by, or to claim rights conferred
States for a civil or criminal law enforcement activity if— in, international agreements and arrangements including those regu-

(1) The activity is authorized by law. lating the stationing and status in foreign countries of DOD military

(2) The head of the agency or instrumentality has made a writtenand civilian personnel.
request to the Army element that maintains the record. The request g. Disclosure to State and local taxing authoritiégsly informa-
must specify the particular portion desired and the law enforcementtion normally contained in Internal Revenue Service Form W-2,
activity for which the record is sought. which is maintained in a record from a system of records of the

h. Made to a person pursuant to a showing of compelling circum- Army, may be disclosed to State and local taxing authorities with
stances affecting the health or safety of an individual. Upon suchwhich the Secretary of the Treasury has entered into agreements
disclosure notification will be transmitted to the last known address under 5 USC 5516, 5517, and 5520; only to those State and local
of such individual. taxing authorities for which an employee or military member is or

i. Made to either House of Congress, or, to the extent of matterwas subject to tax regardless of whether tax is or was withheld.This
within its jurisdiction, any committee or subcommittee thereof, any routine use complies with Treasury Fiscal Requirements Manual,
joint committee of Congress, or subcommittee of any such joint S€C 5060.
committee. h. Disclosure to OPMA record may be disclosed to OPM con-

j. Made to the Comptroller General, or authorized representa-Cerning information on pay and leave, benefits, retirement deduc-
tives, in the course of the performance of the duties of the Generafion, and any other information necessary for OPM to carry out its
Accounting Office(GAO). It_egally authorlz_ed Government-wide personnel management func-

k. Pursuant to the order signed by a judge of a court of compe-tions and studies. _ .
tent jurisdiction.(Reasonable efforts must be made to notify the i- Disclosure to National Archives and Records Service (NARS),
subject individual if the legal process is a matter of public record.) GSA.A record may be disclosed to NARS, GSA, in records man-

. Made to a consumer reporting agency under section 3(d) of thedgeément inspections conducted under 44 USC, 2904 and 2906.
Federal Claims Collection Act of 1966 (originally codified at 31 I Disclosure to the Department of Justice for litigatiénrecord
USC 952(d); recodified at 31 USC 3711(f)). The name, address,May be disclosed as a routine use to any component of the Depart-
SSN, and other information identifying the individual; amount, sta- ment of Justice for the purpose of representing DOD, or any officer,
tus, and history of the claim; and the agency or program undereémployee, or member of DOD in pending or potential litigation to
which the case arose may be disclosed in this instance. which the record is pertinent.

3-2. Blanket routine use disclosures 3-3. Disclosure to third parties .
In addition to routine uses in each system notice, the following Pérsonal information that may be disclosed under the Freedom of
blanket routine uses apply to all records from systems of records/"formation Act is as follows:
maintained by the Army except those which state otherwise. a. Military personnel.

a. Law enforcementRelevant records maintained to carry out (1) Name, rank, date of rank, gross salary, present and past duty
Army functions may be referred to Federal, State, local, or foreign assignments, future assignments that are officially established, office

law enforcement agencies if the record indicates a violation or ©F duty telephone number, source of commission, promotion se-
potential violation of law. The agency to which the records are 9Uence number, awards and decorations, military and civilian educa-

referred must be the appropriate agency charged with the responsit-ionzal I'_‘?"el’ and du_}y _statusf at any gfif\_/en tijn;e. leoh
bility of investigating or prosecuting the violation or charged with _ (2) Lists or compilations of unit or office addresses or telephone
enforcing or implementing the statute, rule, regulation, or order NUMbers of military personnel are not released where the requester's
issued pursuant thereto primary purpose in seeking the information is to use it for commer-

b. Disclosure when requesting informatioA. record may be cial solicitation.

disclosed to a Federal, State, or local agency that maintains civil, bi C’\llvman en;lployees.t d past position it q ari
criminal, or other relevant enforcement information, or other perti- (1) Name and present and past position titles, grades, salaries,

nent information, such as licensing, to obtain data relevant to anad duty stations that include office or duty telephone numbers.
Army decision concerning— (2) Disclosure of information in (1) above will not be made when

(1) Hiring or retention of an employee the request is a list of present or past position titles, grades, salaries,
(2) Issuance of a security clearance. andfor duty stations and— : ;

(3) Letting of a contract (a) Is selected to constitute a clearly unwarranted invasion of
@) Issuar?ce of a Iicensé grant, or other benefit personal privacy. For example, the nature of the request calls for a

c. Disclosure of requested informatidh the information is rele- response that would reveal more about the employee than the items

vant and necessary to the requesting agency’s decision, a record’ (1) above.

. ; . .~ (b) Would be protected from mandatory disclosure under an ex-
may be disclosed to a Federal agency in response to its request 'Qmption of the Freedom of Information Act
connection with— :

1) Hiri tenti f | (3) In addition to the information in (1) above, the following
523 Isglunzgn:er ;‘? 2” ;%réucr)ityaZIeZT;)ngee. information may be made available to a prospective employer of a

; . T current or former Army employee:
Eig E:t%?]gm(% gf Ca;)nmlrr;\(/:?stlgatlon of an employee. (a) Tenure of employment.

: ) (b) Civil service status.
(5) Issuance of a license, grant, or other benefit. (c) Length of service in the Army and the Government.

d. Congressional inquiriesDisclosure from a system of records (d) Date and reason for separation shown on SF 50 (Notification
maintained by the Army may be made to a congressional office 5t personnel Action).

from the record of an individual in response to an inquiry from the
congressional office made at the request of that individual. 3—4. Accounting of disclosure

e. Private relief legislationRelevant information in all systems a. An accounting of disclosure is required whenever a record
of records of DOD published on or before August 22, 1975, will be from an Army system of records is disclosed to someone other than
disclosed to OMB for review of private relief legislation, as set forth the data subject, except when that record—
in OMB Circular A-19. Information may be disclosed at any stage (1) Is disclosed to officials within DOD who have a need for it to
of the legislative coordination and clearance process. perform official business.
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(2) Is required to be disclosed under the Freedom of Information being collected so they can make an informed decision on whether
Act. or not to furnish it. As a minimum, the Privacy Act Statement will
b. Since the characteristics of records maintained within theclude the following information in language that is explicit and
Army vary widely, no uniform method for keeping the disclosure of easily understood and not so lengthy as to deter an individual from
accounting is prescribed. For most paper records, the accountingeading it:
may be affixed to the record being disclosed. It must be a written (1) Cite the specific statute or Executive order, including a brief

record and consist of— title or subject, that authorizes the Army to collect the personal
(1) Description of the record disclosed. information requested. Inform the individual whether or not a re-
(2) Name, position title, and address of the person to whom sponse is mandatory or voluntary and any possible consequences of
disclosure was made. failing to respond.
(3) Date, method, and purpose of the disclosure. (2) Cite the principal purposes for which the information will be

(4) Name and position title of the person making the disclosure. used.
c. Purpose of the accounting of disclosure is to enable an(3) Cite the probable routine uses for which the information may

individual— be used. This may be a summary of information published in the
(1) To ascertain those persons or agencies that have receivedpplicable system notice.
information about the individual. b. The above information normally will be printed on the form

(2) To provide a basis for informing recipients of subsequent used to record the information. In certain instances, it may be
amendments or statements of dispute concerning the record. printed in a public notice in a conspicuous location such as at
d. When an individual requests such an accounting, the systemcheck-cashing facilities; however, if the individual requests a copy
manager or designee will respond within 10 workdays and inform of its contents, it must be provided.
the individual of the items babove. ] ]
e. The only bases for not furnishing the data subject an account-4-3. Social Security Number
ing of disclosures are if disclosure was made for law enforcementExecutive Order 9397 authorizes DA to use the SSN as a system to
purposes under 5 USC 552a(b)(7), or the disclosure was from ddentify Army members and employees. Once a military member or

system of records for which an exemption from 5 USC 552a(c)(3) Civilian employee of DA has disclosed his or her SSN for purposes
has been claimed. (See table 5-1.) of establishing personnel, financial, or medical records upon entry

into Army service or employment, the SSN becomes his or her
identification number. No other use of this number is authorized.
Therefore, whether the SSN alone is requested from the individual,

Chapter 4 or the SSN together with other personal information, the Privacy

Recordkeeping Requirements Under the Privacy Act Act Statement must make clear that disclosure of the number is
voluntary. If the individual refuses to disclose the SSN, the Army

4-1. Systems of records activity must be prepared to identify the individual by alternate

a. Notices of all Army systems of records are required by the means.
Privacy Act to be published in thederal RegisterAn example is
at figure 4-1. When new systems are established, or major change4—4. Safeguarding personal information
occur in existing systems, which meet the criteria of OMB guide- @. The Privacy Act requires establishment of proper administra-
lines summarized in paragraph #-Gdvance notice must be fur- tive, technical, and physical safeguards to—
nished OMB and the Congress before the system or proposefl) Ensure the security and confidentiality of records.
changes become operational. (2) Protect against any threats or hazards to the subject’s security
b. Uncirculated personal notes, papers, and records that are reor integrity that could result in substantial harm, embarrassment,
tained at the author’s discretion and over which the Army exercisesinconvenience, or unfairness.
no control or dominion are not considered Army records within the b. At each location, and for each system of records, an official
meaning of the Privacy Act. Individuals who maintain such notes will be designated to safeguard the information in that system.
must restrict their use to that of memory aids. Any disclosure from Consideration must be given to such items as sensitivity of the data
personal notes, either intentional or through carelessness, removeseed for accuracy and reliability in operations, general security of
the information from the category of memory aids and the notesthe area, and cost of safeguards. (See AR 380-380.)
then become subject to provisions of the Act. c. Ordinarily, personal information must be afforded at least the
c. Only personal information that is necessary to accomplish a protection required for information designated “For Official Use
purpose or mission of the Army, required by Federal statute orOnly."(See AR340-17, chap IV.) Privacy Act data will be afforded
Executive Order of the President, will be maintained in Army sys- reasonable safeguards to prevent inadvertent or unauthorized disclo-
tems of records. Statutory authority or regulatory authority to estab-sure of record content during processing, storage, transmission, and
lish and maintain a system of records does not convey unlimiteddisposal.
authority to collect and maintain all information that may be useful
or convenient. The authority is limited to relevant and necessary4—5. First amendment rights
information. No record describing how an individual exercises rights guaranteed
d. Except for statistical records, most records could be used toby the first amendment will be kept unless expressly authorized by
determine an individual's rights, benefits, or privileges. To ensure Federal statute, by the subject individual, or unless pertinent to and
accuracy, personal information to be included in a system of recordgwithin the scope of an authorized law enforcement activity. Exercise
will be collected directly from the individual if possible. Collection ©f these rights includes, but is not limited to, religious and political
of information from third parties will be limited to verifying infor-  beliefs, freedom of speech and the press, and the right of assembly
mation for security or employment suitability or obtaining perform- and to petition.

ance data or opinion-type evaluations. )
4-6. System notice

4-2. Privacy Act Statement a. The Army publishes in thEederal Registex notice describing

a. Whenever personal information is requested from an individ- €ach system of records for which it is responsible. A notice
ual that will become part of a system of records retrieved by refer-contains—
ence to the individual's name or other personal identifier, the(l) Name and locations of the records.
individual will be furnished a Privacy Act Statement. This State- (2) Categories of individuals on whom records are maintained.
ment is to ensure that individuals know why this information is  (3) Categories of records in the system.
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(4) Authority (statutory or executive order) authorizing thé&-9. Judicial sanctions

system. The Privacy Act has both civil remedies and criminal penalties for

(5) Purpose of the system. violations of its provisions.

(6) Routine uses of the records, including categories of users and @. Civil remediesAn individual may file a civil suit against the
purposes of such uses. Army if Army personnel fail to comply with the Privacy Act.

(7) Policies and practices for storing, retrieving, accessing, retain- 0. Criminal penaltiesA member or employee of the Army may
ing, and disposing of the records. be found guilty of a misdemeanor and fined not more than $5,000

(8) Position title and business address of the responsible official.for willfully— _ _ )

(9) Procedures an individual must follow to learn if a system of (1) Maintaining a system of records without first meeting the
records contains a record about the individual. public noticerequirements of publishing in thederal Register

(10) Procedures an individual must follow to gain access to a 2) Dlsclo_s,lng |nd!V|duaIIy identifiable personal information to
record about that individual in a system of records, to contest con-O"€ not entitled to it. ,
tents, and to appeal initial determinations. (3) Asking for or getting another’s record under false pretenses.

(11) Categories of sources of records in the system.

(12) Exemptions from the Privacy Act claimed for the system.
(See table 5-1.) Chaoter 5

b. New, or altered systems that meet the requirements beIOWExerFT)] tions
require a report to the Congress and OMB. A new system is one for P
which no system notice is published in Fladeral Register An 5-1. Exempting systems of records

altered system is one that— o The Secretary of the Army may exempt Army systems of records
(1) Increases or changes the number or types of individuals onfrom certain requirements of the Privacy Act. The two kinds of
whom records are kept so that it significantly alters the characterexemptions are general and specific. The general exemption relieves

and purpose of the system of records. systems of records from most requirements of the Act; the specific
(2) Expands the types or categories of information maintained. exemptions from only a few. (See table 5-1.)

(3) Alters the manner in which records are organized, indexed, or
retrieved to change the nature or scope of those records. 5-2. General exemptions

(4) Alters the purposes for which the information is used, or adds Only Army activities actually engaged in the enforcement of crimi-
a routine use that is not compatible with the purpose for which thenal laws as their primary function may claim the general exemption.
system is maintained. To qualify for this exemption, a system must consist of—

(5) Changes the equipment configuration on which the system is @. Information compiled to identify individual criminals and al-
operated, to create potential for either greater or easier access. leged criminals, which consists only of identifying data and arrest

c. Report of a new or altered system must be sent t&cords; type and disposition of charges; sentencing, confinement,
HQDA(DAAG-AMR-S) at least 120 days before the system or @nd release records; and parole and probation status.
changes become operational and include a narrative statement and D- Information compiled for the purpose of a criminal investiga-
supporting documentation. The narrative statement must contain thdion, including efforts to prevent, reduce, or control crime, and

following items: reports of informants and investigators associated with an identifia-
(1) System identification and name. ble individual. — .
(2) Responsible official. c. Reports identifiable to an individual, compiled at any stage of

r{he process of enforcement of the criminal laws, from arrest or

(3) Purpose of the system, or nature of changes proposed (if amdictment through release from supervision.

altered system).
(4) Authority for th_e system. _ 5-3. Specific exemptions
(5) Number (or estimate) of individuals on whom records will be The Secretary of the Army has exempted from certain parts of the

kept. Privacy Act all properly classified information and a few systems of
(6) Information on First Amendment activities. records that have the following kinds of information. The Privacy
(7) Measures to assure information accuracy. Act exemption cited appears in parentheses after each category.
(8) Other measures to assure system security. (Automated sys- a. Classified information in every Army system of records. This

tems require risk assessment under AR 380-380.) exemption is not limited to the systems listed in paragraph 5-5.

(9) Relations to State/local government activities. (See fig 4-2.) Before denying an individual access to classified information, the
d. Supporting documentation consists of system notice for the Access and Amendment Refusal Authority must make sure that it
proposed new or altered system and proposed exemption rule, ifvas properly classified under the standards of Executive Order

applicable. 11652, 12065, or 12356 and that it must remain so in the interest of
national defense or foreign policy. (5 USC 552a(k)(1))
4—7. Reporting requirements b. Investigatory data for law enforcement purposes (other than

a. The annual report required by the Privacy Act, as amended bythat claimed under the general exemption). However, if this infor-
Public Law 97-375, 96 Statute 1821, focuses on two primary areasmation has been used to deny someone a right, privilege, or benefit
(1) Information describing the exercise of individuals' rights of to which the individual is entitled by Federal law, it must be re-

access to and amendment of records. leased, unless doing so would reveal the identity of a confidential
(2) Changes or additions to systems of records. source. (5 USC 552a(k)(2))
b. Specific reporting requirements will be disseminated each year €. Records maintained in connection with providing protective
by HQDA(DAAG-AMR-S) in a letter to reporting elements. services to the President of the United States or other individuals
protected pursuant to 18 USC 3056. (5 USC 552a(k)(3))
4-8. Rules of conduct d. Statistical data required by statute and used only for statistical

Systems managers will ensure that all personnel, including Govern-purposes and not to make decisions on the rights, benefits, or en-

ment contractors or their employees who are involved in the designtittements of individuals, except for census records that may be

development, operation, maintenance, or control of any system ofdisclosed under 13 USC 8. (5 USC 552a(k)(4))

records are informed of all requirements to protect the privacy of e. Data compiled to determine suitability, eligibility, or qualifica-

individuals who are subjects of the records. tions for Federal service, Federal contracts, or access to classified
information. This information may be withheld only to the extent
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that disclosure would reveal the identity of a confidential source. (5 c¢. ID-AO0239.01DAAG.
USC 552a(k)(5)) (1) SysnameRequest for Information Files.

f. Testing material used to determine if a person is qualified for (2) Exemption.Portions of this system of records that fall within
appointment or promotion in the Federal service. This information 5 USC 552a(j)(2) are exempt from the following provisions of 5
may be withheld only if disclosure would compromise the objectiv- USC 552a: (c)(3), (c)(4), (d), (e)(1), (e)(2), (e)(3), (e)(4)(G),
ity or fairness of the examination process. (5 USC 552a(k)(6)) (e)(4)(H), (e)(5), (e)(8), (f), and (g). Portions of the system main-

g. Information to determine promotion potential in the Armed tained by offices of Initial Denying Authorities that do not have a
Forces. Information may be withheld, but only to the extent that law enforcement mission and that fall within 5 USC
disclosure would reveal the identity of a confidential source.(5 USC 552a(k)(1)through (k)(7) are exempt from the following provisions
552a(k)(7)) of 5 USC 552a: (c)(3), (d), (e)(1),(e)(4)(G), (e)(4)(H), and (f).

(3) Authority. 5 USC 552a(j)(2) and (k)(1) through (K)(7).
5-4. Procedures (4) ReasonsThis system of records is maintained solely for the

a. When a system manager seeks an exemption for a system opurpose of administering the Freedom of Information Act and
records, the following information will be furnished toprocessing routine requests for information. To ensure an accurate

HQDA(DAAG-AMR-S), Alexandria, VA 22331-0301:
(1) Applicable system notice.
(2) Exemptions sought.
(3) Justification.

and complete file on each case, it is sometimes necessary to include
copies of records that have been the subject of a Freedom of Infor-
mation Act request. This situation applies principally to cases in

which an individual has been denied access and/or amendment of

b. After appropriate staffing and approval by the Secretary of the personal records under an exemption authorized by 5 USC 552. The
Army, a proposed rule will be published in tRederal Register same justification for the original denial would apply to a denial of
followed by a final rule 30 days later. No exemption may be in- access to copies maintained in the Freedom of Information Act file.
voked until these steps have been completed. It should be emphasized that the majority of records in this system

are available on request to the individual and that all records are
5-5. Exempt Army records used solely to process requests. This file is not used to make any
The following records are exempt from certain parts of the Privacy other determinations on the rights, benefits, or privileges of
Act: individuals.

a. ID-A0224.04DAIG. d. ID-AO240.01DAAG.

(1) Sysnamelnspector General Investigative Files. (1) SysnamePrivacy Act Case Files.

(2) Exemption.All portions of this system of records that fall (2) Exemptions.Portions of this system that fall within 5 USC
within 5 USC 552a(k)(2) or (5) are exempt from the following 552a(j)(2) are exempt from the following provisions of 5 USC 552a:
provisions of 5 USC 552a: (c)(3), (d), (e)(4)(G), (e)(4)(H), and(f). (c)(3), (c)(4), (d), (e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H).(e)(5),

(3) Authority. 5 USC 552a(k)(2) and (5). (e)(8), (), and (g). Portions of this system maintained by the DA

(4) ReasonsSelected portions and/or records in this system are Privacy Review Board and by those Access and Amendment Re-
compiled for the purposes of enforcing civil, criminal, or military fusal Authorities that do not have a law enforcement mission and
law, including Executive orders or regulations validly adopted pur- that fall within 5 USC 552a(k)(1) through (k)(7) are exempt from
suant to law. Granting individuals access to information collected the following provisions of 5 USC 552a: (c)(3), (d), (e)(1),
and maintained in these files could interfere with enforcemd/i(4)(G), (e)(4)(H), and (f).
proceedings; deprive a person of a right to fair trial or an impartial  (3) Authority. 5 USC 552a(j)(2) and (k)(1) through (k)(7).
adjudication or be prejudicial to the conduct of administrative action (4) ReasonsThis system of records is maintained solely for the
affecting rights, benefits, or privileges of individuals; constitute an purpose of administering the Privacy Act of 1974. To ensure an
unwarranted invasion of personal privacy; disclose the identity of aaccurate and complete file on each case, it is sometimes necessary
confidential source; disclose nonroutine investigative techniques andi© include copies of records which have been the subject of a
procedures, or endanger the life or physical safety of law enforce-Privacy Act request. This situation applies principally to cases in
ment personnel; violate statutes which authorize or require certainwhich an individual has been denied access and/or amendment of

information to be withheld from the public such as: trade or finan- Personnel records under an exemption authorized by 5 USC 552a.

cial information, technical data, National Security Agency informa-
tion, or information relating to inventions.Exemption from access
necessarily includes exemption from the other requirements.

b. ID-A0224.05DAIG.

(1) Sysnamelnspector General Action Request/Complaint Files.
(2) Exemption.All portions of this system of records which fall
within 5 USC 552a(k)(2) or (5) are exempt from the following
provisions of 5 USC 552a: (c)(3), (d), (e)(4)(G), (e)(4)(H), and(f).

(3) Authority. 5 USC 552a(k)(2) and (5).

(4) ReasonsSelected portions and/or records in this system are
compiled for the purposes of enforcing civil, criminal, or military
law, including executive orders or regulations validly adopted pur-
suant to law. Granting individuals access to information collected
and maintained in these files could interfere with enforcem
proceedings; deprive a person of a right to fair trial or an impartial
adjudication or be prejudicial to the conduct of administrative action
affecting rights, benefits, or privileges of individuals; constitute an

unwarranted invasion of personal privacy; disclose the identity of aomtroduction of documents is largely unregulatable, specific portions

confidential source; disclose nonroutine investigative techniques an

procedures, or endanger the life or physical safety of law enforce-
ment personnel; violate statutes that authorize or require certain

information to be withheld from the public such as trade or financial
information, technical data, National Security Agency information,

or information relating to inventions.Exemption from access neces-

sarily includes exemption from the other requirements.
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The same justification for the original denial would apply to a
denial of access and/or amendment of copies maintained in the
Privacy Act Case File. It should be emphasized that the majority of
records in this system are available on request to the individual and
that all records are used solely to administer Privacy Act requests.
This file is not used to make any other determinations on the rights,
benefits, or privileges of individuals.

e. ID-AO241.01HQDA.

(1) SysnameHQDA Correspondence and Control/Central File
System.

(2) Exemption.Portions of this system of records that fall within
5 USC 552a(k)(1) through (k)(7)are exempt from the following
provisions of 5 USC 552a: (c)(3), (d), (e)(1), (e)(@)(G), (e)(4)(H),

d (f).

3) Authority. 5 USC 552a(k)(1) through (k)(7).

(4) ReasonsDocuments are generated by other elements of the
Army or are received from other agencies and individuals. Because
of the broad scope of the contents of this system and since the
or documents that may require an exemption cannot be predeter-
mined. Therefore, and to the extent that such material is received
and maintained, selected individual documents may be exempted
from disclosure under any of the provisions of 5 USC 552a(k)(1)
through (k)(7).

f. ID-AO401.08DAJA.

(1) SysnameProsecutorial Files.
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(2) Exemption.Portions of this system of records that fall within Military Appeals and Courts of Military Review. The right of the
5 USC 552a(j)(2) are exempt from the following provisions of 5 accused not to be compelled to be a witness against himself or
USC 552a: (c)(3), (e)(4), (d), (e)(2), (e)(3), (e)(4)(G), (e)(d)(H), herself and the need to obtain accurate and reliable information with

(e)(8), (f), and (g). regard to criminal misconduct necessitate the collection of informa-
(3) Authority. 5 USC 552a(j)(2). tion from sources other than the individual accused.
(4) Reasons. (a) Advising the accused or any other witness of the authority for

(a) From subsection (c)(4), (d), (e)(4)(G), (e)(4)(H), (f), and (g) collection of the information, the purpose for which it is to be used,
because granting individuals access to information collected andwhether disclosure is voluntary or mandatory, and the effects on the
maintained by this component relating to the enforcement of lawsindividual of not providing the information would unnecessarily
could interfere with proper investigations and the orderly adminis- disrupt and confuse court-martial proceedings. It is the responsibility
tration of justice. Disclosure of this information could result in the of the investigating officer or military judge to determine what
concealment, alteration or destruction of evidence; the identificationinformation will be considered as evidence. In making the determi-
of offenders or alleged offenders; nature and disposition of char-nation, the individual's rights are weighed against the accused’s
ges;and jeopardize the safety and well-being of informants, wit- right to a fair trial. The determination is final for the moment and
nesses and their families, and law enforcement personnel and theithe witness’ failure to comply with the decision would delay the
families. Disclosure of this information could also reveal and render proceeding and may result in prosecution of the witness for wrong-
ineffectual investigative techniques, sources and methods used byul refusal to testify.
this component, and could result in the invasion of the privacy of (b) In a trial by court-martial, the accused has a unique opportu-
individuals only incidentally related to an investigation.Exemption nity to assure that the record is accurate, relevant, timely, and
from access necessarily includes exemption from otheomplete as it is made. He or she has the right to be present at the
requirements. trial, to be represented by counsel at general and special courts-

(b) From subsection (c)(3) because the release of accounting ofmartial, and to consult with counsel in summary courts-martial, to
disclosure would place the subject of an investigation on notice thatreview and challenge all information before it is introduced into
he or she is under investigation and provide him or her with signifi- evidence, to cross-examine all witnesses against him or her, to
cant information concerning the nature of the investigation, thus present evidence in his or her behalf, and in general and special
resulting in a serious impediment to law enforcement investigations.courts-martial, to review and comment upon the record of trial

(c) From subsection (e)(2) because in a criminal or other law before it is authenticated. Procedures for correction of the record are
enforcement investigation, the requirement that information be col- controlled by the Manual for Courts-Martial, 1984. After completion
lected to the greatest extent practicable from the subject individualof appellate review, the record may not be amended. The Uniform
would alert the subject as to the nature or existence of the investigaCode of Military Justice (10 USC 876) provides that the proceed-
tion and thereby present a serious impediment to effective lawings, findings, and sentences of courts-martial as approved, re-
enforcement. viewed, or affirmed are final and conclusive and binding upon all

(d) From subsection (e)(3) because compliance would constitutedepartments, courts, agencies, and officers of the United States sub-
a serious impediment to law enforcement in that it could compro- ject only to action upon a petition for new trial, action by the
mise the existence of a confidential investigation or reveal the iden-Secretary concerned, and the authority of the President.
tity of witnesses or confidential informants. i. ID-A0501.08eUSACIDC.

(e) From subsection (e)(8) because compliance with this provi- (1) Sysnamelnformant Register.
sion would provide an impediment to law enforcement by interfer- (2) Exemption.All portions of this system of records that fall
ing with the ability to issue warrants or subpoenas and by revealingwithin 5 USC 552a(j)(2) are exempt from the following provisions

investigative techniques, procedures, or evidence. of 5 USC 552a: (c)(3), (c)(4), (d), (e)(1), (e)(2), (e)(3), (e)(4)(G),
g. ID-A0402.01aDAJA. (e)(@)(H), (e)(5), (e)(8), (f), and ().
(1) SysnameGeneral Legal Files. (3) Authority. 5 USC 552a(j)(2).

(2) Exemption.Those portions of this system of records falling (4) Reasons.
within 5 USC 552a(k)(1), (2), (5),(6), and (7) may be exempt from (a) From subsection (c)(3) because release of accounting of dis-
the following provisions of 5 USC 552a: (c)(3), (d), (e)(1), and(f). closures would provide the informant with significant information
(3) Authority. 5 USC 552a(k)(1), (2), (5), (6), and (7). concerning the nature of a particular investigation, the internal meth-
(4) Reasons.Various records from other exempted systems of ods and techniques involved in criminal investigation, and the inves-
records are sometimes submitted for legal review or other action. Atigative agencies(State, local or foreign) involved in a particular case
copy of such records may be permanently incorporated into theresulting in a serious compromise of the criminal law enforcement
General Legal Files system of records as evidence of the facts upoprocesses.
which a legal opinion or review was based. Exemption of the Gen- (b) From subsection (c)(4), (d), (e)(4)(G), (e)(4)(H), (f), and (g)
eral Legal Files system of records is necessary in order to ensurdecause disclosure of portions of the information in this system of
that such records continue to receive the same protection affordeadecords would seriously impair the prudent andefficient handling of
them by exemptions granted to the system of records in which theythese uniquely functioning individuals; hamper the inclusion of

were originally filed comments and evaluations concerning the performance qualification,
h. ID-AO404.02DAJA. character, identity, and propensities of the informant; and prema-
(1) SysnameCourts-Martial Files. turely compromise criminal investigations which either concern the

(2) Exemption All portions of this system that fall under 5 USC conduct of the informant, or investigations wherein he or she is
552a(j)(2) are exempt from the following provisions of 5 USC 552a: integrally or only peripherally involved.Additionally, the exemption
(d)(2), (d)(3), (d)(4), (©)(2), (e)(3), (e)M)(H), and(q). from access necessarily includes exemption from amendment, cer-

(3) Authority. 5 USC 552a(j)(2). tain agency requirements relating to access and amendment of re-

(4) ReasonsCourts-martial files are exempt because a large body cords and civil liability predicated upon agency compliance with
of existing criminal law governs trials by court-martial to the exclu- specific provisions of the Privacy Act.
sion of the Privacy Act. The Congress recognized the judicial nature (c) From subsections (d), (e)(4)(G), (e)(4)(H), and (f) are also
of court-martial proceedings and exempted them from the Adminis- necessary to protect the security of information properly classified
trative Procedures Act by specifically excluding them from the defi- in the interest of national defense and foreign policy.
nition of the term “agency”(5 USC 551(1)(f)). Substantive and (d) From subsection (e)(1) because the nature of the criminal
procedural law applicable in trials by court-martial is set forth in the investigative function creates unique problems in prescribing what
Constitution, the Uniform Code of Military Justice (UCMJ) Manual information concerning informants is relevant or necessary. Due to
for Courts-Martial, 1984, and the decisions of the U.S. Court of close liaison and existing relationships with other Federal, State,
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local, and foreign law enforcement agencies, information about in- (2) Exemption.All portions of this system of records that fall
formants may be received, which may relate to a case then undewithin 5 USC 552a(k)(1), (2) or (5)are exempt from the following
the investigative jurisdiction of another Government agency; but it provisions of 5 USC 552a; (c)(3), (d), (€)(4)(G), (e)(4)(H), (e)(4)(),
is necessary to maintain this information in order to provide leadsand (f).
for appropriate law enforcement purposes and to establish patterns (3) Authority. 5 USC 552a(k)(1), (2), and (5).
of activity that may relate to the jurisdiction of both the USACIDC (4) ReasonsExecutive Order 12356 and predecessor orders pro-
and other agencies. Additionally, the failure to maintain all known vide for the protection of some official information and material
information about informants could affect the effective utilization of which, because it bears directly on the effectiveness of our national
the individual and substantially increase the operational hazardsdefense and the conduct of our foreign relations, must be subject to
incumbent in the employment of an informant in very compromising some constraints for the security of our Nation and the safety of our
and sensitive situations. people and our Allies. To protect against actions hostile to the
(e) From subsection (e)(2) because collecting information from United States, of both overt and covert nature, it is essential that
the informant would potentially thwart both the criminal investiga- such official information and material be given only limited dissem-
tive process and the required management control over these indiination. This exemption is also essential to protect the privacy and
viduals by appraising the informant of investigations or managementpersonal safety of the sources involved. It is vital to the conduct of
actions concerning his or her involvement in criminal activity or secure operations under Director, Central Intelligence Directives 4
with USACIDC personnel. and 5 and Defense Intelligence Agency Manual 58-11. Additional-
(f) From subsection (e)(3) because supplying an informant with aly, the disclosure of data within this system of records is exempt to
form containing the information specified could result in the com- the extent the disclosure of such data would reveal the identity of
promise of an investigation, tend to inhibit the cooperation of the sources who furnished information to the Government under an
informant, and render ineffectual investigative techniques and meth-express or implied promise that source identities would be held in
ods utilized by USACIDC in the performance of its criminal law confidence. These assurances are essential to the candid disclosure
enforcement duties. of information that is essential to the investigative purpose. Confi-
(g) From subsection (e)(5) because this requirement would un-dence in the integrity of government assurances must be maintained
duly hamper the criminal investigative process due to type of re-or the investigative process will be severely damaged. Exemption
cords maintained and necessity for rapid information retrieval andfrom the other requirements is premised on and follows from the
dissemination. Also, in the collection of information about inform- rationale that requires exemption from access.
ants, it is impossible to determine what information is then accurate, |. ID-AO502.03bDAMI.
relevant, timely, and complete. With the passage of time, seemingly (1) SysnameTechnical Surveillance Index.
irrelevant or untimely information may acquire new significance as (2) Exemption.All portions of this system of records that fall
further investigation or contact brings new details to light. In the within 5 USC 552a(k)(1), (2), or (5)are exempt from the following
criminal investigative process, accuracy and relevance of informa-provisions of 5 USC 552a: (c)(3), (d), (e)(1), (e)(4)(G), (e)(4)(H),
tion concerning informants can only be determined in a court of and (e)(4)(l).
law. The restrictions imposed by subsection (e)(5) would restrict the (3) Authority. 5 USC 552a(k)(1), (2), or (5).
ability of trained investigators to exercise their judgment in report- (4) ReasonsThe material contained in this record system con-
ing information relating to informant’s actions and would impede tains data concerning sensitive sources and operational methods
the development of criminal intelligence necessary for effective law whose dissemination must be strictly controlled because of national
enforcement. security intelligence considerations. Disclosure of documents or the
(h) From subsection (e)(8) because the notice requirements ofdisclosure accounting record may compromise the effectiveness of
this provision could present a serious impediment to criminal law the operation, and negate specialized techniques used to support
enforcement by revealing investigative techniques, procedures, andntelligence or criminal investigative programs, or otherwise inter-

the existence of confidential investigations. fere with the orderly conduct of intelligence operations or criminal
j- ID—AO501.10DAMI. investigations.
(1) SysnameCounterintelligence Research File System(CIRFS). m. ID-A0502.10aDAMI.
(2) Exemption.All portions of this system of records which fall (1) SysnameUSAINTA Investigative File System.

within 5 USC 552a(k)(1), (2), or(5) are exempt from the following (2) Exemption.All portions of this system of records that fall
provisions of 5 USC 552a: (c)(3), (d), (e)(1), (e)(4)(G),(e)(4)(H), within 5 USC 552a(k)(1), (2), or (5)are exempt from the following
()@, and (). provisions of 5 USC 552a: (d), (e)(4)(G), (e)(4)(H), and(e)(4)(l).

(3) Authority. 5 USC 552a(k)(1), (2), and (5). (3) Authority. 5 USC 552a(k)(1), (2), and (5).

(4) Reasonslinformation in the files is obtained from overt and (4) ReasonsExecutive Order 12356 and predecessor orders
sensitive intelligence sources, and contains information classified inprovides for the protection of some official information and material
the interest of national security under the provisions of EO 12356 which, because it bears directly on the effectiveness of our national
and predecessor orders. The system contains investigatory materialefense and the conduct of our foreign relations, must be subject to
compiled for law enforcement purposes as well as for determiningsome constraints for the security of our Nation and the safety of our
the suitability for employment or military service and thus will also people and our Allies. To protect against actions hostile to the
require the protection of confidential sources. Information may re- United States, of both overt and covert nature, it is essential that
flect the efforts of hostile intelligence services in the collection such official information and material be given only limited dissem-
effort against the U.S. Army. Additionally, the following factors are ination. Additionally, in the conduct of such operations which pro-
at issue in disclosure of data from this system of records: release ofluce these records, at times the methods and arrangements with our
exempted information would endanger the safety of sources in-Allies pertinent to the conduct of intelligence operations are relevant
volved in intelligence programs; release would invade the privacy of to this issue of national security interests and must be safeguarded.
those individuals involved in intelligence programs; release would Further, the disclosure of unclassified data within this record system
compromise and thus negate specialized techniques used to suppog exempt only to the extent that the disclosure of such material
intelligence programs; and release would interfere with and negatewould reveal the identity of a source who furnished information to
the orderly conduct of intelligence operations. Exemption from the the Government under an express or implied promise that the iden-
remaining provisions is predicated upon the exemption from disclo- tity of the source would be held in confidence. These assurances are
sure or upon the need for conducting complete and propessential to the candid disclosure of information that is essential to

investigations. the purposes of these investigations. Confidence in the integrity of
k. ID-AO502.03DAMI. the Government's assurances must be maintained or the investiga-
(1) Sysnamelntelligence Collection Files. tive process will be severely damaged. Exemption from the other
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requirements is premised on and follows from the rationale thatindividuals for Federal civilian employment, military service, Fed-

requires exemption from access. eral contracts, or access to classified information.

n. ID-A0O503.03aDAMI. p. ID-AO506.01fDAMI.

(1) SysnameDepartment of the Army Operational Support Ac- (1) SysnamePersonnel Security Clearance Information Files.
tivities Files. (2) Exemption.All portions of this system which fall within 5

(2) Exemption.All portions of this system of records that fall USC 552a(k)(1), (2), or (5) are exempt from the following provi-
within 5 USC 552a(k)(1), (2), or (5)are exempt from the following sions of 5 USC 552a: (d), (e)(4)(G), (e)(4)(H), (e)(4)(), and(f).
provisions of 5 USC 552a: (c)(3), (d), (€)(4)(G), (e)(4)(H), (e)(4)(1),  (3) Authority. 5 USC 552a(k)(1), (2), and (5). ,
and (f). (4) Reasons.Material contained in this record system that is

(3) Authority. 5 USC 552a(k)(1), (2), and (5). properly and currently classified under Executive Order 12356 and

(4) ReasonsExecutive Order 12356 and predecessor orders pro- predecessor orders includes data concerning sensitive source and
vide for the protection of official information and material which operational methods whose dissemination must be strictly controlled

because it bears directly on the effectiveness of our national defens@8cause of its relationship to national security intelligence consider-
and the conduct of our foreign relations, must be limited in its ations. Additionally, in the conduct of operations that produce these

accessibility. To protect against hostile actions, both overt and cov-'€c0rds, at times the methods and arrangements with our Allies
ert, it is essential that such official information and material be Pertinent to the conduct of intelligence operations are relevant to
this issue of national security interests and must be safeguarded.

Eurther, the disclosure of unclassified data is exempt only to the
extent that the disclosure of such material would reveal the identity
of a source who furnished information to the Government under an
express promise that the identity of the source would be held in
ogpnfidence, or, prior to the effective date of 5 USC 552a, under an
eimplied promise that the identity of the source would be held in
confidence. These assurances are essential to the purposes of these
investigations. Confidence in the integrity of the Government's as-
surance must be maintained or the investigative process will be
severely damaged. Exemption from access necessarily includes ex-
emption from the other requirements.

g. ID-AO508.07USACIDC.

of exempted information would endanger the safety of sources in-
volved in intelligence programs; release would invade the privacy of
those individuals involved in intelligence programs; release would
compromise and thus negate specialized techniques used to supp
intelligence programs; and release would interfere with and negat
the orderly conduct of intelligence operations. Exemption from the
other provisions is premised on and follows from the rationale that
exempts access to this system of records.

0. ID-A0503.06aDAMI.

(1) SysnameCounterintelligence Operations File.

(2) Exemption.All portions of this system of records that fall o —— - :
within 5 USC 552a(k)(1), (2) or (5)are exempt from provisions of 5 g; gzmﬁgﬁ E&Tlr‘;zlrt;g;‘/gsg?a;‘ﬂic;n S@gg?ﬂdlﬁuﬁgc(;ﬂgs'that fall
USC 552a: (€)(3), (d), (€)(1), (e)A)(C), (e)(4)(H), (e)(4)(]), and (D). within 5 USC 552a(k)(2), (5), or (7)are exempt from the following

(3) Authority. 5 USC 552a(k)(1), (2), and (5). provisions of 5 USC 552a: (d), (e)(1), (€)(4)(G), (e)(4)(H), and(f).
(4) ReasonsExecutive Order 12356 and predecessor orders pro- - (3) Authority. 5 USC 552a(k)(2), (5), and (7).
vide for the protection of official information and material which, (4) Reasons.

because it bears directly on the effectiveness of our national defense (3) From subsections (d), (€)(4)(G), (e)(4)(H), and (f) because
and the conduct of our foreign relations, must be limited in its gisclosure of portions of the information in this system of records
ert, it is essential that such official information and material be ynjquely functioning individuals; hamper the inclusion of com-

giVen Only limited dissemination. Addltlona“y, the fO||0Wing factors ments’ reportsl and evaluations Concerning the performance’ qua”fi_
are at issue in disclosure of data from this system of records: releasgations, character, actions, and propensities of the agent; and
of exempted information would endanger the safety of sources in-prematurely compromise investigations which either concern the
volved in intelligence programs; release would invade the privacy of conduct of the agent himself or herself or investigations wherein he
those individuals involved in intelligence programs; release would or she is integrally or only peripherally involved. Additionally, the
compromise and thus negate specialized techniques used in suppogixemption from access necessarily includes exemptions from the
of intelligence programs; and release would interfere with and ne-gmendment and the agency procedures that would otherwise be
gate the orderly conduct of intelligence operations. Relevant to therequired to process these types of requests.

above considerations, exemption is necessary from the requirements (b) From subsection (e)(1) because the failure to maintain all
to provide an individual an accounting of disclosures and to inform known information about agents could affect the effective utilization
an individual whether a record exists on him or her within this of the individual and substantially increase the operational hazards
system of records, during the period in which an investigative inter- incumbent in the employment of agents in very compromising and
est and activity remains concerning that individual.Exemption is sensitive situations.

necessary to avoid disclosure of the existence of ongoing law en- r, |D-A0508.11aUSACIDC.

forcement investigations and compromise of the purposes and objec- (1) SysnameCriminal Investigation and Crime Laboratory Files.
tives for such ongoing investigations.Further, the disclosure of data (2) Exemption.All portions of this system of records that fall
within this record system is exempt to the extent that the disclosurewithin 5 USC 552a(j)(2) are exempt from the following provisions
of such material would reveal the identity of a source who furnished of 5 USC 552a: (c)(3), (c)(4), (d), (e)(1), (e)(2), (e)(3), (e)(4)(G),
information to the Government under an express or implied promise(e)(4)(H), (e)(5), (e)(8), (f), and (g).

that the identity of the source would be held in confidence.These (3) Authority. 5 USC 552a(j)(2).

assurances are essential to the candid disclosure of information, (4) Reasons.

which is essential to the purposes of these investigations. Confi- (a) From subsection (c)(3) because the release of accounting of
dence in the integrity of the Government's assurances must bedisclosures would place the subject of an investigation on notice that
maintained or the investigative process will be severely damagedhe or she is under investigation and provide him or her with signifi-
The exemption of an individual's right of access to records on him cant information concerning coordinated investigative effort and
or her in this system of records and the reasons therefor necessitatechniques and the nature of the investigation, resulting in a serious
and provide the rationale for the exemption of this system of recordsimpediment to criminal law enforcement activities or the compro-
from the requirements of amendment and other cited provisions.mise of properly classified material.

Maintaining information that is strictly relevant to law enforcement  (b) From subsection (c)(4), (d), (e)(4)(G), (e)(4)(H), (f), and (g)
purposes may result in exclusion of seemingly irrelevant data ofbecause access might compromise ongoing investigations, reveal
significant value in determining the qualifications and suitability of classified information, investigatory techniques or the identity of
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confidential informants, or invade the privacy of persons who pro- liability predicated upon agency compliance with those specific pro-
vide information in connection with a particular investigation. The visions of the Privacy Act. In addition, subsections (d), (e)(4)(G),
exemption from access necessarily includes exemption from amend{e)(4)(H), and (f) are necessary to protect the security of information
ment, certain agency requirements relating to access and amendmeptoperly classified in the interest of national and foreign policy.
of records, and civil liability predicated upon agency compliance (c) From subsection (e)(1) because the nature of the criminal
with those specific provisions of the Privacy Act. The exemption investigative function creates unique problems in prescribing spe-
from access necessarily includes exemption from otheific perimeters in a particular case what information is relevant or
requirements. necessary. Also, due to close liaison and working relationships with
(c) From subsection (e)(1) because the nature of the investigativeother Federal, State, local, and foreign law enforcement agencies,
function creates unique problems in prescribed specific perimetersinformation may be received that may relate to a case then under the
in a particular case as to what information is relevant or necessaryinvestigative jurisdiction of another Government agency, but it is
Also, due to close liaison and working relationships with other necessary to maintain this information in order to provide leads for
Federal, State, local, and foreign law enforcement agencies, infor-appropriate law enforcement purposes and to establish patterns of
mation may be received that may relate to a case then under th@ctivity that may relate to the jurisdiction of both the USACIDC and
investigative jurisdiction of another Government agency, but it is other agencies.
necessary to maintain this information in order to provide leads for (d) From subsection (e)(2) because collecting information from
appropriate law enforcement purposes and to establish patterns oihe subject of criminal investigation would thwart the investigative
activity that may relate to the jurisdiction of both the USACIDC and Process by placing the subject of the investigation on notice thereof.
other agencies. (e) From subsection (e)(3) because supplying an individual with
(d) From subsection (e)(2) because collecting information from @ form containing the information specified could result in the
the subject of criminal investigations would thwart the investigative compromise of an investigation, tend to inhibit the cooperation of
process by placing the subject of the investigation on notice thereofthe individuals queried, and render ineffectual investigative tech-
(e) From subsection (e)(3) because supplying an individual with Niques and methods utilized by USACIDC in the performance of
a form containing the information specified could result in the their criminal law enforcement duties. _
compromise of an investigation, tend to inhibit the cooperation of (f) From subsection (e)(5) because this requirement would unduly
the individual queried, and render ineffectual investigation tech- hamper the criminal investigative process due to the great volume of
nigues and methods utilized by the USACIDC in the performance of 'écords maintained and the necessity for rapid information retrieval
their criminal law enforcement duties. and dissemination. Also, in the collection of information for law
(f) From subsection (€)(5) because this requirement would undu|ye_nforcement purposes, it is |mp955|ble to determine wh_at informa-
hamper the criminal investigative process due to the great volume ofiON iS then accurate, relevant, timely, and complete. With the pas-
records maintained and the necessity for rapid information retrievalS29€ Of time, seemingly irrelevant or untimely information may
and dissemination. Also, in the collection of information for law &cdqu'eé néw S|gn|f_|ce_1nce_as fu_rthe.r investigation brings new details
enforcement purposes, it is impossible to determine what informa-1© lIght. In the criminal investigative process, accuracy and rele-
tion is then accurate, relevant, timely, and complete. With the pas-Yance of information can only be determined in a court of law. The
sage of time, seemingly irrelevant or untimely information may restrictions imposed by subsection (e)(5) would restrict the ability of

acquire new significance as further investigation brings new detailsf@ined investigators to exercise their judgment in reporting on in-
to light. In the criminal investigative process, accuracy and rele- vestigations and |mpede the development of criminal intelligence
vance of information can only be determined in a court of law. The necesls:ary for Sﬁe?'ve Iaw8engorcemen;[h i . ts of
restrictions imposed by subsection (e)(5) would restrict the ability of (g) From subsection (e)(8) because the notice requirements o

trained investigators to exercise their judgment in reporting on in- th'? prowsmtnbcould p:_eser_n a ?_erlctJ_us [[mpr:ao!lment to cnr(rjnnal Iawd
vestigations and impede the development of criminal intelligence entorcement by reveaing investigalive 1echniques, procedures, an

necessary for effective law enforcement. the existence of confidential investigations.

. . ' t. ID-AO508.16DAPE
(g) From subsection (e)(8) because the notice requirements of .
this provision could present a serious impediment to criminal law (1) SysnameAbsentee Case Files.

o= A . (2) Exemption.All portions of this system of records that fall
enforcement by revealing investigative techniques, procedures, an(?Nithin 5 USC 552a(j)(2) are exempt from the following provisions
the existence of confidential investigations.

s. ID-AO508.11bUSACIDC. ?ef)ES)US(ﬁ‘:) 5;33- ((gC))(3), (©)@), (d), (e)(2), (e)3), (e)(A)(G), (e)(@)(H),
.(1) SysnameCriminal Information Reports and Cross Index Card 3) 'Authority. 5 USC 552a())(2).
Files. _ _ ) (4) Reasons.

(2) Exemption.All _portlons of this system of recc_)rds that_ _faII (a) From subsection (c)(4), (d), (€)(4)(G), (e)(4)(H), (), and (g)
within 5 USC 552a(j)(2) are exempt from the following provisions pecause granting individuals access to information collected and
of 5 USC 552a: (c)(3), (c)(4), (d), (e)(1), (e)(2), (&)(3), ()(4)(G), maintained by this component relating to the enforcement of laws

©)A(H), (€)(5), (e)®), (), and (g). could interfere with proper investigations and the orderly adminis-
(3) Authority. 5 USCa(j)(2). tration of justice. Disclosure of this information could result in the
(4) Reasons. concealment, alteration, or destruction of evidence, the identification

(a) From subsection (c)(3) because the release of accounting ofof offenders or alleged offenders, nature and disposition of charges;
disclosures would place the subject of an investigation on notice thatand jeopardize the safety and well-being of informants, witnesses
he or she is under investigation and provide him or her with signifi- and their families, and law enforcement personnel and their families.
cant information concerning coordinated investigative effort apésclosure of this information could also reveal and render ineffec-
techniques and the nature of the investigation, resulting in a seriousual investigative techniques, sources and methods used by this
impediment to criminal law enforcement activities or the compro- component, and could result in the invasion of the privacy of indi-
mise of properly classified material. viduals only incidentally related to an investigation.Exemption from

(b) From subsections (c)(4), (d), (e)(4)(G), (e)(4)(H), (f), and (g) access necessarily includes exemption from the other requirements.
because access might compromise ongoing investigations, reveal (b) From subsection (c)(3) because the release of accounting of
investigatory techniques and the identity of confidential informants, disclosure would place the subject of an investigation on notice that
and invade the privacy of persons who provide information in con- he or she is under investigation and provide him or her with signifi-
nection with a particular investigation. The exemption from access cant information concerning the nature of the investigation, thus
necessarily includes exemption from amendment, certain agencyesulting in a serious impediment to law enforcement investigations.
requirements relating to access and amendment of records, and civil (c) From subsection (e)(2) because in a criminal or other law
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enforcement investigation, the requirement that information be col- (b) From subsection (c)(4), (d), (€)(4)(G), (e)(4)(H), (f), and ()
lected to the greatest extent practicable from the subject individualbecause access might compromise ongoing investigations, reveal
would alert the subject as to the nature or existence of the investigainvestigatory techniques and the identity of confidential informants,
tion and thereby present a serious impediment to effective lawand invade the privacy of persons who provide information in con-
enforcement. nection with a particular investigation. The exemption from access
(d) From subsection (e)(3) because compliance would constitutenecessarily includes exemption from amendment, certain agency
a serious impediment to law enforcement in that it could compro- requirements relating to access and amendment of records, and civil
mise the existence of a confidential investigation or reveal the iden-liability predicated upon agency compliance with those specific pro-
tity of witnesses or confidential informants. visions of the Privacy Act. In addition, subsections (d), (e)(4)(G),
(e) From subsection (e)(8) because compliance with this provi- (€)(4)(H), and (f) are necessary to protect the security of information
sion would provide an impediment to law enforcement by interfer- properly classified in the interest of national and foreign policy.
ing with the ability to issue warrants or subpoenas and by revealing (c) From subsection (e)(1) because the nature of the criminal

investigative techniques, procedures, or evidence. investigative function creates unique problems in prescribing spe-
u. ID-A0508.24aDAPE. cific perimeters in a particular case what information is relevant or
(1) SysnameSerious Incident Reporting Files. necessary. Also, due to close liaison and working relationships with

(2) Exemption.All portions of this system of records that fall —other Federal, State, local and foreign law enforcement agencies,
within 5 USC 552a(j)(2) are exempt from the following provisions information may be received that may relate to a case then under the
of 5 USC 552a: (c)(3), (c)(4), (d), (€)(2), (e)(3), (e)(4)(G), (e)(4)(H), investigative jurisdiction of another Government agency, but it is

(e)(8), (f), and (g). necessary to maintain this information in order to provide leads for
(3) Authority. 5 USC 552a(j)(2). appropriate law enforcement purposes and to establish patterns of
(4) Reasons. activity that may relate to the jurisdiction of both the USACIDC and

(a) From subsections (c)(4), (d), (€)(4)(G), (e)(4)(H), (), and (g) other agencies. o _
because granting individuals access to information collected and (d) From subsection (e)(2) because collecting information from
maintained by this component relating to the enforcement of crimi- the subject of criminal investigations would thwart the investigative
nal laws could interfere with orderly investigations and the orderly Process by placing the subject of the investigation on notice thereof.
administration of justice. Disclosure of this information could result ~ (€) From subsection (e)(3) because supplying an individual with
in the concealment, alteration or destruction of evidence, the identi-2 form containing the information specified could result in the
fication of offenders or alleged offenders, nature and disposition of cOmpromise of an investigation, tend to inhibit the cooperation of
charges; and jeopardize the safety and well-being of informantsythe individuals querled,__and render |neffect_ual investigative tech-
witnesses and their families, and law enforcement personnel andldues and methods utilized by USACIDC in the performance of
their families. Disclosure of this information could also reveal and their criminal law enforcement duties. _
render ineffectual investigative techniques, sources and method8 From subsection (e)(5) because this requirement would unduly
used by this component, and could result in the invasion of the hamper the_crlmlnal investigative process due_ to.the gregt volume of
privacy of individuals only incidentally related to an investecords maintained and the necessity for rapid information retrieval

tigation.Exemption from access necessarily includes exemption fromand dissemination. Also, in the collection of information for law
the other requirements. enforcement purposes, it is impossible to determine what informa-
(b) From subsection (c)(3) because the release of accounting ofion IS then accurate, relevant, timely, and complete. With the pas-

disclosure would place the subject of an investigation on notice thatS2ge of time, seemingly irrelevant or untimely information may
he or she is under investigation and provide him or her with signifi- cquireé new significance as further investigation brings new details

cant information concerning the nature of the investigation thus {© ight. In the criminal investigative process, accuracy and rele-
resulting in a serious impediment to law enforcement investigations. vance of information can only be determined in a court of law. The

(c) From subsection (€)(2) because in a criminal or other law restrictions imposed by subsection (e)(5) would restrict the ability of
enforcement investigation, the requirement that information be col- f@inéd investigators to exercise their judgment in reporting on in-
lected to the greatest extent practicable from the subject individualVeStigations and impede the development of criminal intelligence

would alert the subject as to the nature or existence of the investiga€cessary for effective law enforcement. . .
tion and thereby present a serious impediment to effective law _(g) From subsection (€)(8) because_the notice requirements of
enforcement this provision could present a serious impediment to criminal law

(d) From subsection (e)(3) because compliance would constituteenforcement by revealing investigative techniques, procedures, and

a serious impediment to law enforcement in that it could compro- the ei(gti\rggogfogggggm'al investigations.
mise the existence of a confidential investigation or reveal the iden- V‘i S_ R ist t" d Permit Fil
tity of witnesses or confidential informants. (1) SysnameRegistration and Permit Files.

: . . . : 2) Exemption.This system of records insofar as it contains in-
(e) From subsection (e)(8) because compliance with this provi- ( - . o .
sion would provide an impediment to law enforcement by interfer- ;olrlmapnon ff‘"'r.'g ‘;]V'th'rf' g Sgg ggéa_(k)(zg) is exempted from the
ing with the ability to issue warrants or subpoenas and by revealing oflowing provisions o a(0)@3)-

. S h . (3) Authority. 5 USC 552a(k)(2).
|m(leslt:gil&\(/)%é%cgg;(ﬂjgz,c%%cedures, or evidence, (4) ReasonsFrom subsection (c)(3) because the release of ac-

(1) Sysnamelndex to Criminal Investigative Case Files counting of disclosures would place the subject of an investigation
(2) Exemption.All portions of this system of records th.at fall  ON notice that he or she is under investigation and provide him or

within 5 USC 552a(j)(2) are exempt from the following provisions her with significant information concerning the nature of the investi-

. gation thus resulting in a serious impediment to criminal law en-
of 5 USC 552a: (c)(3), (c)(4), (d), (€)(1). (e)(2). (€)(3). (e)(4)(G), forcement investigations, activities, or the compromise of properly

(e)@)(H), (e)(5), (e)@8), (f), and (g). i ;
(3) Authority. 5 USC 552a(j)(2). classified matenal  \pE.

(4) Reasons. ( ) .
. . 1) Sysnamelaw Enforcement: Offense Reporting
(a) From subsection (c)(3) because the release of accounting OfSystem(MPMIS).

disclosures would place the subject of an investigation on notice that . . .
> : o . X o .0 (2) Exemption . All portions of this system of records that fall
he or she is under investigation and provide him or her with signifi- within 5 USC 552a(j)(2) are exempt from the following provisions

cant information concerning coordinated investigative effort a i
techniques and the nature of the investigation, resulting in a serious(ge)fg)us(% 5;2131. ((gc))(3), (©)(4). (d). (€)(2). (€)(3). (E)A)(G). (E)(#)(H).

impediment to criminal law enforcement activities or the compro- (3) Authority. 5 USC 552a(j)(2)
mise of properly classified material. (4) Reasong. )
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(a) From subsections (c)(4), (d), (e)(4)(G), (e)(4)(H), (e)(8), (), (e) From subsection (e)(8) because compliance with this provi-
and (g) because granting individuals access to information collectedsion would provide an impediment to law enforcement by interfer-
and maintained by this component relating to the enforcement ofing with the ability to issue warrants or subpoenas and by revealing
criminal laws could interfere with orderly investigations and the investigative techniques, procedures, or evidence.
orderly administration of justice. Disclosure of this information z. ID-AO509.19DAPE.
could result in the concealment, alteration, or destruction of evi- (1) SysnameMilitary Police Investigator Certification Files.
dence; the identification of offenders or alleged offenders; nature (2) Exemption.All portions of this system of records that fall
and disposition of charges; and jeopardize the safety and well-beingwithin 5 USC 552a(k)(2), (5), or (7)are exempt from the following
of informants, witnesses, and their families and law enforcementprovisions of 5 USC 552a: (d), (e)(4)(G), (e)(4)(H), and(f).
personnel and their families. Disclosure of this information could (3) Authority. 5 USC 552a(k)(2), (5), and (7).
also reveal and render ineffectual, investigative techniques, sources, (4) ReasonsFrom subsections (d), (e)(4)(G), (e)(4)(H), and (f)
and methods used by this component, and could result in the invabecause disclosure of portions of the information in this system of
sion of the privacy of individuals only incidentally related to an records would seriously impair the selection and management of
investigation. these uniquely functioning individuals; hamper the inclusion of

(b) From subsection (c)(3) because the release of accounting ofcomments, reports and evaluations concerning the performance,
disclosure would place the subject of an investigation on notice thatqualifications, character, actions, and propensities of the agent; and
he or she is under investigation and provide him or her with signifi- prematurely compromise investigations which either concern the
cant information concerning the nature of the investigation, thus conduct of the agent himself or herself, or investigations wherein he
resulting in a serious impediment to law enforcement investigations.or she is integrally or only peripherally involved. Additionally, the

(c) From subsection (€)(2) because in a criminal or other law exemption from access necessarily includes exemptions from the
enforcement investigation, the requirement that information be col-amendment and the agency procedures that would otherwise be
lected to the greatest extent practicable from the subject individualrequired to process these types of requests.
would alert the subject as to the nature or existence of the investiga- aa. ID-AO509.21DAPE.
tion and thereby present serious impediment to effective law(l) Sysnamelocal Criminal Information Files.
enforcement. (2) ExemptionsAll portions of this system of records that fall

(d) From subsection (e)(3) because compliance would constitutewithin 5 USC 552a(j)(2) are exempt from the following provisions
a serious impediment to law enforcement in that it would compro- 0f 5 USC 552a: (c)(3), (c)(4), (d), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H),
mise the existence of a confidential investigation, or reveal the (€)(8), (f), and (g).
identity of witnesses or confidential informants. (3) Authority. 5 USC 552a(j)(2).

(e) From section (e)(8) because compliance with this provision (4) Reasons.
would provide an impediment to law enforcement by interfering (&) From subsections (c)(4), (d), (e)(4)(G). (e)(4)(H), (f), and (9)
with the ability to issue warrants or subpoenas and by revealingbecause granting individuals access to information collected and

investigative techniques, procedures, or evidence. maintained by this component relating to the enforcement of laws
y. ID-AO509.18bDAPE. could interfere with proper investigations and the orderly adminis-
(1) SysnameExpelled or Barred Person Files. tration of justice. Disclosure of this information could result in the

(2) Exemption.All portions of this system of records that fall concealment, alteration, or destruction of eviderjce; th_e identification
within 5 USC 552a(j)(2) are exempt from the following provisions of offenders or alleged offenders; nature and disposition of charges;
of 5 USC 552a: (c)(3), (c)(4), (d), (€)(2), (€)(3), (€)(4)(G), (e)(4)(H), and jeopardize the safety and well-being of informants, witnesses,
(e)(8), (fH, and (). ar_1d their famllle_s f_;md law _enforcement personnel and their f_amllles.

(3) Authority. 5 USC 552a(j)(2). Disclosure of this information could also reveal and render ineffec-

(4) Reasons. tual investigative techniques, sources, and methods used by this

(a) From subsections (c)(4), (d), (€)(4)(G), (e)(4)(H), (), and (g) component, and could result in the invasion of the privacy of indi-
because granting individuals access to information collected andviduals only incidentally related to an investigation.Exemption from
maintained by this component relating to the enforcement of crimi- 2CC€SS necessarily includes exemption from the other requirements.
nal laws could interfere with orderely investigations and the orderly _(P) From subsection (c)(3) because the release of accounting of
administration of justice. Disclosure of this information could result disclosure would place the subject of an investigation on notice that

in the concealment, alteration or destruction of evidence, the identi-N€ OF She is under investigation and provide him or her with signifi-

fication of offenders or alleged offenders, and the nature and dispo-c@nt information concerning the nature of the investigation, thus

sition of charges; and jeopardize the safety and well-being rgpulting in a serious impediment to law enforcement investigations.

informants, witnesses, and their families and law enforcement per- () From subsection (e)(2) because, in a criminal or other law
sonnel and their families. Disclosure of this information could also €nforcement investigation, the requirement that information be col-
reveal and render ineffectual investigative techniques, sources, andEcted to the greatest extent practicable from the subject individual

methods used by this component, and could result in the invasion ofVould alert the subject as to the nature or existence of the investiga-
the privacy of individuals only incidentally related to arion and thereby present a serious impediment to effective law

investigation. enforcement. _ . .
(b) From subsection (c)(3) because the release of accounting of (d) From subsection (e)(3) because compliance would constitute

disclosures would place the subject of an investigation on notice that: S€"0US impediment to law enforcement in that it could compro-
he or she is under investigation and provide him or her with signifi- mise the existence of a confidential investigation or reveal the iden-

cant information concerning the nature of the investigation, thus tity ofFW|tnessgs otr_ confldgntlgl informants. i ith thi .
resulting in a serious impediment to law enforcement investigations. . (€) From subsection (€)(8) because compliance with this provi-

(c) From subsection (€)(2) because in a criminal or other law _sion would provide an impediment to law enforcement by interfer-

enforcement investigation, the requirement that information be col- "9 With the ability to issue warrants or subpoenas and by revealing
lected to the greatest extent practicable from the subject individuaI'nvebSt'?gt'xeoéelclhgl'sqgispﬁpmcedUresl or evidence.

would alert the subject as to the nature or existence of the investiga- ap. 10— g ; . . .
tion and thereby present a serious impediment to effective law (1) Sysnamedraffic Law Enforcement/Vehicle Registration
enforcement. System:MPMIS.

; : . 2) Exemption.All portions of this system of records that fall
d) From subsection (e)(3) because compliance would constitute .( ! . X -

a ge)rious impediment té ?rEW\)/ enforcement i% that it could compro- within 5 USC 552a(1)(2) are exempt from the following provisions
mise the existence of a confidential investigation or reveal the iden-?g)?g;" S(% Sgrzlg' ((5))(3)’ ©)4). (d). ©)(2), (e)3), (e)A)(G). (€)(#)(H),

tity of witnesses or confidential informants. (3) Authority. 5 USC 552a(j)(2).

AR 340-21 « 5 July 1985 13



(4) Reasons. af. ID-AO709.01aDAPE.

(a) From subsections (c)(4), (d), (€)(4)(G), (e)(4)(H), (), and (g) (1) Sysnamelnited States Military Academy Candidate Files.
because granting individuals access to information collected and (2) ExemptionAll portions of this system that fall within 5 USC
maintained by this component relating to the enforcement of laws552a(k)(5), (6), or (7) are exempt from the following provisions of 5
could interfere with proper investigations and the orderly adminis- USC 552a: (d).
tration of justice. Disclosure of this information could result in the  (3) Authority. 5 USC 552a(k)(5), (6), and (7).
concealment, alteration, or destruction of evidence; the identification (4) Reasons.
of offenders or alleged offenders; nature and disposition of char- (a) From subsection (d) because access might reveal inves-
ges;and jeopardize the safety and well-being of informants, wit- tigatory and testing techniques. The exemption from access neces-
nesses, and their families and law enforcement personnel and theisarily includes exemption from amendment, certain agency
families. Disclosure of this information could also reveal and render requirements relating to access and amendment of records, and civil
ineffectual investigative techniques, sources, and methods used byjiability predicated upon agency compliance with those specific pro-
this component and could result in the invasion of the privacy of visions of the Privacy Act.
individuals only incidentally related to an investigation.Exemption  (b) Exemption is necessary to protect the identity of individuals
from access necessarily includes exemption from the othgho furnished information to the U.S. Military Academy, which is
requirements. used in determining suitability, eligibility, or qualifications for mili-

(b) From subsection (c)(3) because the release of accounting oftary service and which was provided under an express promise of
disclosure would place the subject of an investigation on notice thatconfidentiality.
he or she is under investigation and provide him or her with signifi- (c) Exemption is needed for the portion of records compiled
cant information concerning the nature of the investigation, thus within the Academy that pertain to testing or examination material
resulting in a serious impediment to law enforcement investigations.used to rate individual qualifications, the disclosure of which would

(c) From subsection (e)(2) because in a criminal or other law compromise the objectivity or fairness of the testing or examination
enforcement investigation, the requirement that information be col- Process.
lected to the greatest extent practicable from the subject individual (d) Exemption is required for evaluation material used by the
would alert the subject as to the nature or existence of the investigaAcademy in determining potential for promotion in the Armed Serv-
tion and thereby present a serious impediment to effective lawices, to protect the identity of a source who furnished information to
enforcement. the Academy under an express promise of confidentiality.

(d) From subsection (e)(3) because compliance would constitute ag. ID—AO709.03DAPE.

a serious impediment to law enforcement in that it could compro- (1) Sysnamel.S. Military Academy Personnel Cadet Records.
mise the existence of a confidential investigation or reveal the iden- (2) Exemption.All portions of this system of records that fall
tity of witnesses or confidential informants. within 5 USC 552a(k)(5) or (7) are exempt from the following

(e) From subsection (e)(8) because compliance with this provi- Provisions of 5 USC 552a: (d)
sion would provide and impediment to law enforcement by interfer-  (3) Authority. 5 USC 552a(k)(5) and (7).
ing with the ability to issue warrants or subpoenas and by revealing (4) Reasonslt is imperative that the confidential nature of evalu-

investigative techniques, procedures, or evidence. ation and investigatory material on candidates, cadets, and gradu-
ac. ID-A0702.03aUSAREC. ates, furnished to the U.S. Military Academy under promise of
(1) SysnameEnlistment Eligibility Files. confidentiality be maintained to ensure the candid presentation of

(2) Exemption.All portions of this system of records that fall information necessary in determinations involving admission to the
within 5 USC 552a(k)(5) are exempt from the following provisions Military Academy and suitability for commissioned service and fu-

of 5 USC 552a: (d). ture promotion.
(3) Authority. 5 USC 552a(k)(5). ah. ID-AO713.09aTRADOC.
(4) Reasonslt is imperative that the confidential nature of evalu- (1) SysnameSkill Qualification Test.

ations and investigatory material on applicants applying for enlist- _ (2) ExemptionAll portions of this system that fall under 5 USC
ment furnished to the U.S. Army Recruiting Command under an 552a(k)(6) are exempt from the following provision of 5 USC 552a:
express promise of confidentiality be maintained to ensure the can{d). .

did presentation of information necessary in determinations of en- (3) Authority. 5 USC 552a(K)(6).

listment and suitability for enlistment into the United States Army. _ (4) ReasonsAn exemption is required for those portions of the
ad. ID-AO702.08aDASG. Skill Qualification Test system pertaining to individual item re-

(1) SysnameArmy Medical Procurement Applicant Files. sponses and scoring keys to preclude compromise of the test and to
(2) Exemption.All portions of this system of records that fall ensure faimess and objectivity of the evaluation system.
within 5 USC 552a(k)(5) are exempt from the following provisions & ID-AO720.04DAPE.

of 5 USC 552a: (d). (1) SysnameArmy Correctional System: Correctional Treatment
(3) Authority. 5 USC 552a (K)(5). Records. _ _
(4) Reasonslt is imperative that the confidential nature of evalu- (%) Exemption.All portions of this system of records that fall

ation and investigatory material on applicants furnished to the Army Within 5 USC 552a(J)(2) are exempt from the following provisions
Medical Procurement Program under an express promise of con®f 5 USC 552a: (c)(3), (c)(4), (d), (e)(2), (€)(3), (e)(4)(G), (e)(4)(H),
fidentiality be maintained to ensure that candid presentation of in- (€)(5). (€)(8), (f), and (g).

formation necessary in determinations involving selection for(3) Authority. 5 USC 552a(j)(2).

AMEDD training programs and for suitability for commissioned _ (4) ReasonsGranting individuals access to information collected
service and future promotion. and maintained by this component relating to the enforcement of

ae. ID—AO704.10bMEPCOM. criminal laws could interfere with the orderly administration of

(1) SysnameASVAB Institutional Test Scoring and Reporting justice. Disclosure of this information could jeopardize the safety
System. and well-being of information sources, correctional supervisors, and

(2) ExemptionAll portions of this system that fall within 5 USC other confinement facility administrators.Disclosure of the informa-

552a(k)(6) are exempt from the following provision of 5 USC 552a: tion .COUI.d also fesult in the i”"aSiOF‘ °f.pf!"f"‘cy of persons who
). provide information used in developing individual treatment pro-

(3) Authority. 5 USC 552a(K)(6) grams. Further, disclosure could result in a deterioration of a prison-

(4) ReasonsExemption is needed for the portion of records that &S Sélf-image and adversely affect meaningful relationships
pertains to individual item response on tests, to preclude compro-between a prisoner and his or her counselor or supervisor. These

mise of scoring keys. factors are, of course, esser!tlgl to _the rehabllltatlve process. Exemp-
tion from the remaining provisions is predicated upon the exemption
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from disclosure, or upon the need for proper functioning of correc- (d) All information about individuals in these records that meets

tional programs. the criteria stated in 5 USC 552a(k)(5) is exempt from the require-
aj. ID-A0917.10DASG. ments of 5 USC 552a(c)(3) and (4). These provisions of the Privacy
(1) SysnameFamily Advocacy Case Management Files. Act relate to making accountings of disclosures available to the data

(2) ExemptionAll portions of this system that fall within 5 USC  subject and access to and amendment of records.
552a (k)(2) and (5) are exempt from the following provision of 5  (e) All material and information in these records that meets the
USC 552a: (d). criteria stated in 5 USC 552a(k)(6) is exempt from the requirements

(3) Authority. 5 USC 552a(k)(2) and (5). of 5 USC 552a(d), relating to access to and amendment of records

(4) ReasonsExemptions are needed in order to encourage per- by the data subject. This exemption is claimed because portions of
sons having knowledge of abusive or neglectful acts toward childrenthis system relate to testing or examination materials used solely to
to report such information and to protect such sources from embar-determine individual qualifications for appointment or promotion in
rassment or recriminations as well as to protect their right to priva-the Federal Service. Access to or amendment of this information by
cy. It is essential that the identities of all individuals who furnish the data subject would compromise the objectivity and fairness of
information under an express promise of confidentiality be pro- the testing or examination process.
tected. In the case of spouse abuse, it is important to protect the (3) Exemptions (a) through (d) are claimed because this system
privacy of spouses seeking treatment. Additionally, granting individ- contains investigatory material compiled solely for the purpose of
uals access to information relating to criminal and civil law enforce- determining suitability, eligibility, and qualifications for Federal ci-
ment could interfere with ongoing investigations and the orderly vilian employment. To the extent that the disclosure of material
administration of justice in that it could result in the concealment, would reveal the identity of source who furnished information to the
alteration, destruction, or fabrication of information; could hamper Government under an express promise that the identity of the source
the identification of offenders or alleged offenders; and the disposi-would be held in confidence, or, prior to September 27, 1975, under
tion of charges; and could jeopardize the safety and well-being ofan implied promise that the identity of the source would be held in

parents, children, and abused spouses. confidence, the application of exemption(k)(5) will be required to
ak. ID-A1012.01DPE. honor such a promise should the data subject request access to or
(1) SysnameApplicants/Students, US Military Academy Prepamendment of the record, or access to the accounting of disclosures
School. of the record.

(2) ExemptionParts of this system that fall within 5 USC b. Recruiting, Examining, and Placement Records (OPM/
552a(k)(5) and (7) are exempt from subsection (d) of 5 USC 552a.GOVT-5).

(3) Authority. 5 USC 552a(k)(5) and (7). (1) All information about individuals in these records that meets

(4) Reasonslt is imperative that the confidential nature of evalu- the criteria stated in 5 USC 552a(k)(5) is exempt from the require-
ation material on individuals, furnished to the U.S. Military Acad- ments of 5 USC 552a(c)(3) and (d). These provisions of the Privacy
emy Preparatory School under an express promise of confidentiality Act relate to making accountings of disclosures available to the data
be maintained to ensure the candid presentation of information necsubject and access to and amendment of records. These exemptions
essary in determinations involving admission to or retention at theare claimed because this system containsinvestigative material com-
U.S. Military Academy Preparatory School and subsequent admis-piled solely for the purpose of determining the appropriateness of a
sion to the U.S. Military Academy and suitability for commissioned request for approval of an objection to an eligible’s qualification for

military service. employment in the Federal Service. To the extent that the disclosure
of such material would reveal the identity of a source who furnished
5-6. Exempt OPM records information to the Government under an express promise that the

Three OPM systems of records apply to Army employees, exceptidentity of the source would be held in confidence, the application
for nonappropriated fund employees. These systems, the specifiof exemption (k)(5) will be required to honor such a promise should
exemptions determined to be necessary and proper, the records exhe data subject request access to the accounting of disclosures of
empted, provisions of the Privacy Act from which exempted, and the record or access to or amendment of the record.
justification are set forth below. (2) All material and information in these records that meets the
a. Personnel Investigations Records (OPM/CENTRAL-9). criteria stated in 5 USC 552a(k)(6) are exempt from the require-
(1) All material and information in these records that meets the ments of 5 USC 552a(d), relating to access to andamendment of
criteria stated in 5 USC 552a(k)(1), (2), (3), (5), and (6) is exempt records by the subject. This exemption is claimed because portions
from the requirements of 5 USC 552a(c)(3) and (d).These provi- of this system relate to testing or examination materials used solely
sions of the Privacy Act relate to making accountings of disclosuresto determine individual qualification for appointment or promotion
available to the data subject and access to and amendmenin afie Federal Service and access to or amendment of this informa-

records. tion by the data subject would compromise the objectivity and
(2) The specific applicability of the exemptions to this system fairness of the testing or examining process.
and the reasons for the exemptions are as follows: c. Personnel Research Test Validation Records (OPM/GOVT-6).

(a) Personnel investigations may obtain from another Fedegsdl material and information in these records that meets the criteria
agency, properly classified information that pertains to National stated in 5 USC 552a(k)(6) is exempt from the requirements of 5
defense and foreign policy. Application of exemption(k)(1) may be USC 552a(d), relating to access to and amendment of the records by
necessary to preclude the data subject’s access to and amendment thie data subject. This exemption is claimed because portions of this
such classified information under 5 USC 552a(d). system relate to testing or examination materials used solely to

(b) Personnel investigations may contain investigatory material determine individual qualifications appointment or promotion in the
compiled for law enforcement purposes other than material within Federal Service. Access to or amendment of this information by the
the scope of 5 USC 552a(j)(2), e.g., investigations into the adminis-data subject would compromise the objectivity and fairness of the
tration of the merit system. Application of exemption (k)(2) may be testing or examination process.
necessary to preclude the data subject’s access to or amendment of
such records, under 552a(c)(3) and (d).

(c) Personnel investigations may obtain from another Federal
agency information that relates to providing protective services to
the President of the United States or other individuals pursuant to
section 3056 of title 18. Application of exemption (k)(3) may be
necessary to preclude the data subject’'s access to and amendment of
such records under 5 USC 552a(d).
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Table 5-1
Provisions of the Privacy Act from which a general or specific
exemption may be claimed

Exemption (j)(2): No

Exemption (k)(1&nd: &No
Section of the Privacy Act:  (b)(1) Disclosures within the DOD

Exemption (j)(2): No
Exemption (k)(1&nd: &No
Section of the Privacy Act:  (b)(2) Disclosures to the public

Exemption (j)(2): No
Exemption (k)(1&nd: &No
Section of the Privacy Act:  (b)(3) Disclosures for a “Routine Use”

Exemption (j)(2): No
Exemption (k)(1&nd: &No
Section of the Privacy Act:  (b)(4) Disclosures to the Bureau of Census

Exemption (j)(2): No

Exemption (k)(1&nd: &No

Section of the Privacy Act:  (b)(5) Disclosures for statistical research
and reporting

Exemption (j)(2): No
Exemption (k)(1&nd: &No
Section of the Privacy Act:  (b)(6) Disclosures to the National Archives

Exemption (j)(2): No
Exemption (k)(1&nd: &No
Section of the Privacy Act:
purposes

Exemption (j)(2): No
Exemption (k)(1&nd: &No
Section of the Privacy Act:
circumstances

(b)(7) Disclosures for law enforcement

(b)(8) Disclosures under emergency

Exemption (j)(2): No
Exemption (k)(1&nd: &No
Section of the Privacy Act:  (b)(9) Disclosures to the Congress

Exemption (j)(2): No
Exemption (k)(1&nd: &No
Section of the Privacy Act:
Accounting Office

Exemption (j)(2): No
Exemption (k)(1&nd: &No
Section of the Privacy Act:
orders

(b)(10) Disclosures to the General

(b)(11) Disclosures pursuant to court

Table 5-1
Provisions of the Privacy Act from which a general or specific
exemption may be claimed—Continued

Section of the Privacy Act:  (d)(2) Amending records

Exemption (j)(2): Yes

Exemption (k)(1&nd: &Yes

Section of the Privacy Act:  (d)(3) Review of the component’s refusal to
amend a record

Exemption (j)(2): Yes
Exemption (k)(1&nd: &Yes
Section of the Privacy Act:  (d)(4) Disclosure of disputed information

Exemption (j)(2): Yes
Exemption (k)(1&nd: &Yes
Section of the Privacy Act:
anticipation of civil action

(d)(5) Access to information compiled in

Exemption (j)(2): Yes
Exemption (k)(1&nd: &Yes
Section of the Privacy Act:  (e)(1) Restrictions on collecting information

Exemption (j)(2): Yes
Exemption (k)(1&nd: &Yes
Section of the Privacy Act:  (e)(2) Collection directly from the individual

Exemption (j)(2): Yes
Exemption (k)(1&nd: &No
Section of the Privacy Act:
information is requested

(e)(3) Informing individuals from whom

Exemption (j)(2): No

Exemption (k)(1&nd: &No

Section of the Privacy Act:  (e)(4)(A) Describing the name and location
of the system

Exemption (j)(2): No
Exemption (k)(1&nd: &No
Section of the Privacy Act:
individuals

(e)(4)(B) Describing categories of

Exemption (j)(2): No
Exemption (k)(1&nd: &No
Section of the Privacy Act:  (e)(4)(C) Describing categories of records

Exemption (j)(2): No
Exemption (k)(1&nd: &No
Section of the Privacy Act:  (e)(4)(D) Describing routine uses

Exemption (j)(2): No

Exemption (k)(1&nd: &No

Section of the Privacy Act:  (b)(12) Disclosures to consumer reporting
agencies

Exemption (j)(2): No
Exemption (k)(1&nd: &No
Section of the Privacy Act:  (c)(1) Making disclosure accountings

Exemption (j)(2): No
Exemption (k)(1&nd: &No
Section of the Privacy Act:  (c)(2) Retaining disclosure accountings

Exemption (j)(2): Yes
Exemption (k)(1&nd: &Yes
Section of the Privacy Act:
available to the individual

(c)(3) Making disclosure accountings

Exemption (j)(2): Yes
Exemption (k)(1&nd: &Yes
Section of the Privacy Act:
corrections

(c)(4) Informing prior recipients of

Exemption (j)(2): Yes
Exemption (k)(1&nd: &Yes
Section of the Privacy Act:  (d)(1) Individual access to records

Exemption (j)(2): Yes
Exemption (k)(1&nd: &Yes

Exemption (j)(2): No

Exemption (k)(1&nd: &No

Section of the Privacy Act:  (e)(4)(E) Describing records management
policies and practices

Exemption (j)(2): No
Exemption (k)(1&nd: &No
Section of the Privacy Act:  (e)(4)(F) Identifying responsible officials

Exemption (j)(2): Yes

Exemption (k)(1&nd: &Yes

Section of the Privacy Act:  (e)(4)(G) Procedures for determining if a
system contains a record on an individual

Exemption (j)(2): Yes
Exemption (k)(1&nd: &Yes
Section of the Privacy Act:  (e)(4)(H) Procedures for gaining access

Exemption (j)(2): Yes
Exemption (k)(1&nd: &Yes
Section of the Privacy Act:
information sources

(e)(4)(1) Describing categories of

Exemption (j)(2): Yes
Exemption (k)(1&nd: &Yes
Section of the Privacy Act:  (e)(5) Standards of accuracy

Exemption (j)(2): No
Exemption (k)(1&nd: &No
Section of the Privacy Act:  (e)(6) Validating records before disclosure

Exemption (j)(2): No
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Table 5-1
Provisions of the Privacy Act from which a general or specific
exemption may be claimed—Continued

Table 5-1
Provisions of the Privacy Act from which a general or specific
exemption may be claimed—Continued

Exemption (k)(1&nd: &No
Section of the Privacy Act:
Activities

(e)(7) Records of First Amendment

Exemption (j)(2): No
Exemption (k)(1&nd: &No
Section of the Privacy Act:
compulsory legal process

Exemption (j)(2): No
Exemption (k)(1&nd: &No
Section of the Privacy Act:  (e)(9) Rules of conduct

(e)(8) Noatification of disclosure under

Exemption (j)(2): No
Exemption (k)(1&nd: &No
Section of the Privacy Act:
physical safeguards

Exemption (j)(2): No

Exemption (k)(1&nd: &No

Section of the Privacy Act:  (e)(11) Notices for new and revised routine
uses

(e)(10) Administrative, technical, and

Exemption (j)(2): Yes

Exemption (k)(1&nd: &Yes

Section of the Privacy Act:  (f)(1) Rules for determining if an individual
is the subject of a record

Exemption (j)(2): Yes
Exemption (k)(1&nd: &Yes
Section of the Privacy Act:  (f)(2) Rules for handling access requests

Exemption (j)(2): Yes
Exemption (k)(1&nd: &Yes
Section of the Privacy Act:  (f)(3) Rules for granting access

Section of the Privacy Act:  (i)(2) Criminal penalties for failure to publish

Exemption (j)(2): No
Exemption (k)(1&nd: &No
Section of the Privacy Act:
records under false pretenses

())(3) Criminal penalties for obtaining

Exemption (j)(2): Yes
Exemption (k)(1&nd: &No
Section of the Privacy Act:  (j) Rulemaking requirement

Exemption (j)(2): N/A
Exemption (k)(1&nd: &No
Section of the Privacy Act:
Intelligence Agency

()(1) General exemption for the Central

Exemption (j)(2): N/A

Exemption (k)(1&nd: &No

Section of the Privacy Act:  (j)(2) General exemption for criminal law
enforcement records

Exemption (j)(2): Yes
Exemption (k)(1&nd: &N/A
Section of the Privacy Act:  (k)(1) Exemption for classified material

Exemption (j)(2): N/A
Exemption (k)(1&nd: &N/A
Section of the Privacy Act:
material

(k)(2) Exemption for law enforcement

Exemption (j)(2): Yes

Exemption (k)(1&nd: &N/A

Section of the Privacy Act:  (k)(3) Exemption for records pertaining to
Presidential protection

Exemption (j)(2): Yes
Exemption (k)(1&nd: &Yes
Section of the Privacy Act:  (f)(4) Rules for amending records

Exemption (j)(2): Yes
Exemption (k)(1&nd: &Yes
Section of the Privacy Act:  (f)(5) Rules regarding fees

Exemption (j)(2): Yes
Exemption (k)(1&nd: &No
Section of the Privacy Act:  (g)(1) Basis for civil action

Exemption (j)(2): Yes
Exemption (k)(1&nd: &No
Section of the Privacy Act:
remedies for refusal to amend

(9)(2) Basis for judicial review and

Exemption (j)(2): Yes
Exemption (k)(1&nd: &No
Section of the Privacy Act:
remedies for denial of access

(9)(3) Basis for judicial review and

Exemption (j)(2): Yes

Exemption (k)(1&nd: &No

Section of the Privacy Act:  (g)(4) Basis for judicial review and
remedies for other failure to comply

Exemption (j)(2): Yes
Exemption (k)(1&nd: &No
Section of the Privacy Act:  (g)(5) Jurisdiction and time limits

Exemption (j)(2): Yes
Exemption (k)(1&nd: &No
Section of the Privacy Act:  (h) Rights of legal guardians

Exemption (j)(2): No
Exemption (k)(1&nd: &No
Section of the Privacy Act:
disclosure

()(1) Criminal penalties for unauthorized

Exemption (j)(2): Yes
Exemption (k)(1&nd: &N/A
Section of the Privacy Act:  (k)(4) Exemption for statistical records

Exemption (j)(2): Yes

Exemption (k)(1&nd: &N/A

Section of the Privacy Act:  (k)(5) Exemption for investigatory material
compiled for determining suitability for employment or service

Exemption (j)(2): Yes

Exemption (k)(1&nd: &N/A

Section of the Privacy Act:  (k)(6) Exemption for testing or examination
material

Exemption (j)(2): Yes

Exemption (K)(1&nd: &N/A

Section of the Privacy Act:  (k)(7) Exemption for promotion evaluation
materials used by the Armed Forces

Exemption (j)(2): Yes
Exemption (k)(1&nd: &No
Section of the Privacy Act:
centers

(N(1) Records stored in GSA records

Exemption (j)(2): Yes

Exemption (k)(1&nd: &No

Section of the Privacy Act:  (I)(2) Records archived before September
27,1975

Exemption (j)(2): Yes
Exemption (k)(1&nd: &No
Section of the Privacy Act:
September 27, 1975

Exemption (j)(2): Yes
Exemption (k)(1&nd: &No
Section of the Privacy Act:  (m) Applicability to Government contractors

()(3) Records archived on or after

Exemption (j)(2): Yes
Exemption (k)(1&nd: &No
Section of the Privacy Act:  (n) Mailing Lists

Exemption (j)(2): No
Exemption (k)(1&nd: &No

Exemption (j)(2): Yes
Exemption (k)(1&nd: &No
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Table 5-1
Provisions of the Privacy Act from which a general or specific
exemption may be claimed—Continued

Section of the Privacy Act:  (0) Reports on new systems

Exemption (j)(2): Yes
Exemption (k)(1&nd: &No
Section of the Privacy Act:  (p) Annual report
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AO319.01DACA

System name: Out-of-Service Accounts Receivables

System location: U.S. Army Finance and Accounting Center, Ft Benjamin Harrison, IN 46249-1536.

Categories of individuals covered by the system: Separated and retired military/civilian personnel and others indebted to the U.S.
Army.

Categories of records in the system: Records of current and former military members and civilian employees’ pay accounts showing
entittements, deductions, payments made, and any indebtedness resulting from deductions and payments exceeding entitlements.
These records include, but are not limited to:

a. Individual military pay records, substantiating documents such as military pay orders, pay adjustment authorizations, military
master pay account printouts from the Joint Uniform Military Pay System (JUMPS), records of travel payments, financial record data
folders, miscellaneous vouchers, personal financial records, credit reports, promissory notes, individual financial statements, and
correspondence.

b. Applications for waiver of erroneous payments or for remission of indebtedness with supporting documents, including, but not
limited to, statements of financial status (personal income and expenses), statements of commanders and/or accounting and finance
officers, and correspondence with members and employees.

c. Claims of individuals requesting additional payments for service rendered with supporting documents including, but not limited to
time and attendance reports, leave and earnings statements, travel orders and/or vouchers, and correspondence with members and
employees.

d. Delinquent accounts receivable from field accounting and finance officers including, but not limited to returned checks, medical
services hillings, collection records, and summaries of the Army Criminal Investigations Command and/or Federal Bureau of
Investigation reports.

e. Reports from probate courts regarding estates of deceased debtors.

f. Reports from bankruptcy courts regarding claims of the United States against debtors.

Authority for maintenance of the system: 31 USC 3711; 10 USC 2774; and 12 USC 1715.

Purpose: To process, monitor, and post-audit accounts receivable, to administer the Federal Claims Collection Act, and to answer
inquiries pertaining thereto.

Routine uses of records maintained in the system, including categories of users and the purposes of such uses: Information may be
disclosed to—

a. U.S. Attorneys, Department of Justice—for legal action or final disposition of the debt claims. The litigation briefs (comprehensive,
written referral recommendations) will restructure the entire scope of the collection cases.

b. Internal Revenue Service (IRS)—to obtain locator status for delinquent accounts receivables (automated controls exist to preclude
redisclosure of solicited IRS address data), or to report writeoff amounts as taxable income pertaining to amounts compromised and
accounts barred from litigation due to age.

c. Private collection agencies—for collection action when the Army has exhausted its internal collection efforts.

Disclosure to Consumer Reporting Agencies: Disclosures pursuant to 5 USC 552a(b)(12) may be made to consumer reporting
agencies as defined in the Fair Credit Reporting Act (15 USC 1681a (f), or the Federal Claims Collection Act of 1966 (31 USC
3701(a)(3)) when an individual is responsible for a debt to the U.S. Army. This is provided the debt has been validated, is overdue, and
the debtor has been advised of the disclosure and the right to dispute, appeal, or review the claim; and/or whenever a financial status
report is requested for use in the administration of the Federal Claims Collection Act. Claims of the United States may be compromised,
terminated, or suspended when warranted by information collected.

Policies and practices for storing, retrieving, accessing, retaining, and disposing of records in the system:

Storage: Paper records in collection file folders and bulk storage; card files, computer magnetic tapes, and printouts; and microfiche.
Retrievability: By SSN, name, substantiating document number and conventional indexing is used to retrieve data.

Safeguards: The U.S. Army Finance and Accounting Center employs security guards. An employee badge and visitor registration
system is in effect. Hard copy records are maintained in areas accessible only to authorized personnel who are properly screened,
cleared, and trained. Computerized records are accessed by the custodian of the records system and by persons responsible for
servicing the record system in the performance of their official duties. Certifying finance and accounting officers of debts have access to
debt information to confirm if the debt is valid and collection action is to be continued. Computer equipment and files are located in a
separate secured area.

Retention and disposal: Individual military pay records and accounts receivables are converted to microfiche and retained for 6 years.
Destruction is by shredding.Retention periods for other records vary according to category, but total retention does not exceed 56 years;
these records are sent to the Federal Records Center, GSA at Dayton, Ohio; destruction is by burning or salvage as waste paper.
System manager(s) and address: Commander, U.S. Army Finance and Accounting Center, Indianapolis, IN 46249-1536.
Notification procedure: Individuals desiring to know whether this system of records contains information about them should contact the
System Manager, ATTN:FINCP-F, furnishing full name, SSN, and military status, or other information verifiable from the record itself.
Record access procedures: Individuals seeking access to records in this system pertaining to them should submit a written request as
indicated in “Notification procedure”and furnish information required therein.

Contesting record procedures: The Army'’s rules for access to records and for contesting contents and appealing initial determinations
are contained in AR340-21(32 CFR, part 505).

Record source categories: Information is received from DOD staff and field installations, Social Security Administration, Treasury
Department, financial organizations, and automated systems interface.

Systems exempted from certain provisions of the act.None.

Figure 4-1. Sample of a System of Records Notice
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NARRATIVE STATEMENT

1.System identification and name: A0404.02DAJA, Courts-Martial Files.

2.Responsible official: Mr. James D. Kemper, U.S. Army Legal Services Agency, Office of The Judge Advocate General, Room 204B,
Nassif Building, Falls Church, VA 22041-5013.

3. Purpose of the system: Records of trial by court-martial are necessary for the purpose of legal review and final action in court-martial
cases. After completion of appellate review, they protect each accused against a subsequent trial for the same offense.

4. Authority for the system: Title 10 USC, chapter 47, section 865 states that in the case of a general court-martial, or when a sentence
that includes a bad-conduct discharge is approved by the convening authority in a special court-martial, the record will be sent to TIAG.
All other special and summary courts-martial records will be reviewed by a judge advocate.

5. Number (or estimate) of individuals on whom records will be maintained:Approximately 7,000,000.

6. Information of first amendment activities: The system contains no information on first amendment activities; the system may include
records of trial in which the charged misconduct was an activity protected by the First Amendment.

7. Measures to assure information accuracy: In a trial by court-martial, the accused has a unique opportunity to assure that his or her
record is accurate, relevant, timely, and complete as it is made. He or she has the right to—

a. Be present at trial.

b. Be represented by counsel in general and special courts-martial.

c. Consult with counsel prior to a summary court-martial.

d. Review and challenge all information before it is introduced into evidence.

e. Cross-examine all witnesses against him or her.

f. Present evidence in his or her behalf.

g. Review and comment upon the record of trail before the convening authority’s action in general and special courts-martial.
8.0ther measures to assure system security : As courts-martial records reflect criminal proceedings ordinarily open to the public, copies
are normally releasable to the public pursuant to the Freedom of Information Act. However, access to the original records is limited to
authorized individuals. Security measures consist of standard physical security devices and civilian and military guards.

9. Relationship to State/local Government activities: None.
10. Supporting documentation: Proposed system notice and proposed exemption rule are at enclosures 1 and 2, respectively.

Figure 4-2. Sample of a report for a new system of records
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Glossary

Section |
Abbreviations

AAFES
Army and Air Force Exchange Service

AARA

Agency is in a system of records. The request must
The DOD is a single agency for the purposeite or implicitly refer to the Privacy Act.
of disclosing records subject to The Privacy
Act of 1974. For other purposes, includingRecord
access, amendment, appeals from denials 8fy item, collection, or grouping of informa-
access or amendment, exempting systems &®n about an individual that—
records, and record-keeping for release to
non-DOD agencies, the DA is an agency. Routine use
Disclosure of a record outside DOD without

Access and Amendment Refusal Authority Access and Amendment Refusal Authority the consent of the subject individual for a use

ACSIM

Assistant Chief of Staff for Informationa

Management

DA
Department of the Army

DOD
Department of Defense

GAO
General Accounting Office

GSA
General Services Administration

JUMPS
Joint uniform military pay system

MACOM
major Army command

MPMIS

The Army Staff agency head or major Armythat is compatible with the purpose for which
commander designated sole authority by thige information was collected and maintained
gulation to deny access to, or refugeDA. The routine use must be included in
amendment of, records in his or her assignafle published system notice for the system of
area or functional specialization. records involved.

Confidential source Statistical record

A person or organization that has furnishe@ record maintained only for statistical re-
information to the Federal Government undesearch or reporting purposes and not used in
an express promise that its identity would bevhole or in part in making determinations
withheld, or under an implied promise about specific individuals.

such confidentiality if this implied promise

was made before September 27,1975. System manager
The official responsible for policies and pro-
Data subject cedures for operating and safeguarding a sys-

The individual about whom the Army iem of records. This official is located
maintaining information in a system abrmally at Headquarters, DA.
records.

System of records
Disclosure A group of records under the control of DA
The furnishing of information about an indi-from which information is retrieved by the
vidual, by any means, to an organizatidhdividual’s name or by some identifying
Government agency, or to an individual whaumber, symbol, or other identifying particu-

Military Police management informatida not the subject of the record, the subject'ter assigned to the individual. System notices

system

NARS
National Archives and Records Service

NGB
National Guard Bureau

OMB
Office of Management and Budget

OPM
Office of Personnel Management

SSN
Social Security Number

TAG
The Adjutant General

TIG
The Inspector General

TIAG
The Judge Advocate General

USACIDC

designated agent or legal guardian. Withifior all systems of records must be published
the context of the Privacy Act and this reguin theFederal Register(A grouping or files
lation, this term applies only to personal inseries of records arranged chronologically or
formation that is a part of a system siibjectively that is not retrieved by individ-

records. ual identifier is not a system of records, even
though individual information could be re-
Individual trieved by such an identifier, such as through

A living citizen of the United States or ana paper-by-paper search.)

alien admitted for permanent residence.The

Privacy Act rights of an individual may be Section Il

exercised by the parent or legal guardian of @pecial Abbreviations and Terms
minor or an incompetent. (The Privacy ActThere are no special terms.
confers no rights on deceased persons, nor

may their next-of-kin exercise any rights for

them.)

Maintain
Collect, use, maintain, or disseminate.

Official use

Any action by a member or employee of
DOD that is prescribed or authorized by law
or a regulation and is intended to perform a
mission or function of the Department.

Personal information

U.S. Army Criminal |nvestigation Commandlnformation about an individual that is inti-

Section |
Terms

Access

mate or private to the individual, as distin-
guished from information related solely to
the individual's official functions or public
life.

The review of a record or obtaining a copy oPrivacy Act request
a record or parts thereof in a system Avfequest from an individual for information

records.

about the existence of, or for access to or
amendment of, a record about him or her that
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