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Preface

The Department of Homeland Security, Office of Inspector General, was established by
the Homeland Security Act of 2002 (Public Law 107-296) by amendment to the Inspector
General Act of 1978. This is one of a series of audit, inspection, and special reports
prepared as part of our oversight responsibilities to promote economy, efficiency, and
effectiveness within the department.

This report addresses the effectiveness of the Transportation Security Administration’s
Known Shipper Program. It is based on interviews with employees and officials of the
Transportation Security Administration, direct observation, and a review of applicable
documents.

The recommendations herein have been developed to the best knowledge available to our
office and have been discussed in draft with those responsible for implementation. We
trust this report will result in more effective, efficient, and economical operations. We
express our appreciation to all of those who contributed to the preparation of this report.

Richard L. Skinner
Inspector General
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Executive Summary

The Transportation Security Administration is responsible for
overseeing aviation security and ensuring the safety of the air
traveling public. This includes the screening of all passengers and
their personal property, as well as approximately 13,000 tons of
cargo transported on passenger planes each day. The agency
requires each regulated entity, such as an air carrier or freight
forwarder, to ensure a shipper is known before accepting its cargo
for transport on passenger aircraft.

The Transportation Security Administration is developing the
Known Shipper Management System, which is an automated
process for verifying the validity and integrity of shippers. The
agency plans to make this the primary method for making shippers
known; however, it must resolve challenges in the development
and deployment of the system, including technical problems and
policy issues. The other two methods available to verify a known
shipper are manual procedures and the Known Shipper Database.
These methods do not provide assurances that only known shipper
cargo is transported on passenger aircraft. The agency’s criteria
and guidance for evaluating a shipper are unclear and subject to
interpretation, increasing the risk that shippers may be improperly
classified as known. The Transportation Security Administration’s
inspection and testing activities do not provide assurances that
regulated entities are complying with the program’s vetting
requirements.

We are making six recommendations to the Assistant Secretary of
the Transportation Security Administration to strengthen the
controls and oversight of the Known Shipper Program. The
agency generally concurred with our recommendations.
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Background

The Aviation and Transportation Security Act of 2001 requires the
screening of all passengers and property transported on passenger
planes. The Act gives the Transportation Security Administration
(TSA) responsibility for overseeing aviation security and ensuring
the safety of the air-traveling public. TSA continues to improve air
cargo security using a risk-based, layered approach to enhance
security without impeding the flow of commerce.

The Federal Aviation Administration created the Known Shipper
Program (KSP) before the September 2001 terrorist attacks and the
creation of the Department of Homeland Security. The KSP is one
of TSA’s key components for strengthening air cargo security.

The program establishes procedures for differentiating between
shippers that are known and unknown for air carriers and indirect
air carriers who tender cargo for air transportation. Title 49 of the
Code of Federal Regulation provides that, with limited exceptions,
domestic and foreign passenger aircraft operators, all-cargo aircraft
carriers, or indirect air carriers, also known as freight forwarders,
operating under an approved TSA Standard Security Program may
tender cargo for transport on passenger aircraft only from shippers
that are verified as known.

A known shipper is a person that has an established business
relationship with an indirect air carrier, an aircraft operator or an
air carrier based on items such as customer records, shipping
contracts, a business history and a site visit, or Dun and Bradstreet
vetting. Currently, TSA allows regulated entities to use several
methods to classify a shipper as known:

e Manual procedures,
e Known Shipper Database (KSDB), and
e Known Shipper Management System (KSMS).
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Before TSA assumed responsibility from the Federal Aviation
Administration, manual procedures were the original method for
identifying known

shippers. Prior to Customer records must contain a shipper’s
accepting cargo for name, physical address, phone number, and
transport on passenger established and verifiable business payment or
credit histo

aircraft, industry
partners are
responsible for
conducting shipper
vetting. For a shipper
to be considered
known, a regulated
entity must ensure the
existence,
performance, and
documentation of a
customer record, along

n established business history must consist
of a previously documented business
relationship between the aircraft operator and

with either an established shipping contract or an established
business history. The regulated entity must also conduct and
document a site visit.

The Federal Aviation Administration enhanced its manual
procedures by developing the KSDB. The KSDB was an
electronic repository of manually vetted shippers, which
streamlined the process for regulated entities to verify the status of
known shippers. Even when a participating regulated entity did
not originally conduct the vetting, that entity was allowed to rely
on the known shippers of other entities within the KSDB. TSA
terminated operation of KSDB on October 31, 2007; however, the

TSA introduced KSMS for regulated entities’ use in January 2007.
Under KSMS, TSA conducts the vetting of domestic shippers and
determines which shippers qualify for known status. Although the
system is still under development, TSA is now operating KSMS
and plans to mandate regulated entities’ use of the system as the
primary method for establishing and verifying known shippers.
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TSA requires regulated entities to submit shipper data to KSMS.
That data undergoes a systematic risk assessment to determine

whether a shipper can be considered

known. To evaluate a shipper’s To support electronic vetting

validity and integrity, KSMS through KSMS for each

electronically compares seven potential known shipper, -

elements submitted by a regulated re‘(l’;u la.‘:f?d entities are required to

entity to existing business SO

intelligence compiled by Dun & SR e

Bradstreet. KSMS applies a e  Street number

weighted scoring methodology by e  Street name

assessing the level of consistency e City

between each corresponding o State

element in the respective data sets. *  Postoffice box number
e Telephone number

KSMS also checks shippers against

a list maintained by the Department
of Treasury’s Office of Foreign Assets Control, which administers
and enforces economic sanctions programs, primarily against
countries and groups of individuals such as terrorists and narcotics
traffickers. An overview of all three methods for establishing and
verifying a known shipper can be found in Appendix C.

TSA conducts inspections to ensure that regulated entities comply
with known shipper requirements. TSA employs approximately
300 cargo transportation security inspectors dedicated exclusively
to the oversight of air cargo security. TSA inspectors typically
conduct inspections at air carriers, indirect air carriers, and all-
cargo operator stations. TSA also conducts monthly special
emphasis assessment tests at high-volume cargo airports, in which
TSA inspectors pose as unknown shippers and attempt to ship
cargo on passenger aircraft.
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Results of Audit

TSA’s KSP does not provide assurance that only cargo from
known shippers is transported on passenger aircraft. TSA has
made progress in improving the KSP by developing KSMS;
however, the agency has not resolved technical problems and
policy issues, which has hindered its use as the primary method for
establishing and verifying known shippers.

The agency’s criteria and guidance for the other two methods used
to make shippers known, manual procedures and the KSDB, are
unclear and subject to interpretation. This increases the risk that
shippers may be improperly vetted and, therefore, unknown.
TSA’s oversight activities do not ensure that regulated entities are
complying with KSP requirements.

Until KSMS issues are resolved, regulated entities may use any of
the three KSP methods for transporting cargo on passenger aircraft.
Vulnerabilities within each method increase the potential for
someone to falsify or counterfeit shipping documents to become a
known shipper, thereby increasing the risk to passenger aircraft
security.

KSP Improvement Efforts Face Continued Challenges

TSA has made progress in modifying the KSP with the
introduction of the KSMS vetting process, but the agency has been
unable to fully implement the new method. TSA has not resolved
ongoing technical problems and policy issues in developing and
implementing KSMS, which has hindered the agency from making
KSMS the primary method for establishing and verifying known
shippers. Until these issues are resolved, regulated entities may
use any of the three available KSP methods, which pose
vulnerabilities to air cargo security.

KSMS Technical Problems

Unanticipated technical problems and performance-related issues
arose during every phase of KSMS development and deployment.
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After TSA launched KSMS, regulated entities experienced
problems using the system. For example:

e Some regulated entities were unable to access KSMS to
upload shipper lists for vetting;

e KSMS was returning vetted and appended shipper lists to
the wrong party;

e KSMS was returning inaccurate shipper status
determinations to some users; and

e KSMS required a lengthy amount of time to conduct start-
to-finish processing of shippers, significantly delaying
regulated entities’ receipt of status determinations.

TSA officials and the KSMS development contractor explained
that technical problems existed between the intended functional
requirements and TSA’s existing operating platform. The
contractor was responsible for determining the functional
requirements and designing a system that would work within the
context of both existing and potential technologies. TSA directed
the contractor to customize the database engine within the
agency’s existing technologies to support KSMS functionality.
According to the contractor, TSA’s existing technology, an Oracle
database, was not designed to handle the high volume of KSMS
data.

TSA’s KSMS has exceeded cost expectations and is behind
schedule because of these ongoing technical problems. In the
majority of their weekly project status reports, the KSMS
integrated project team said the overall project status was less than
acceptable because of the system’s technical problems and the
project’s inability to stay on schedule. TSA could not provide
documentation to show the estimated initial costs for developing
and deploying KSMS due to insufficient strategic planning for the
system. We have therefore been unable to determine the extent of
the delay and the associated cost overrun. However, as of July
2008, TSA had spent more than $34 million and taken more than 3
years to implement KSMS.

The KSMS project incurred delays in January 2007 because TSA
could not immediately extend the contract with Dun & Bradstreet
for business intelligence to support the shipper vetting process.
The KSMS project manager was informed just 48 hours before the
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expiration of the contract that TSA could not exercise the option
year based on a new Department of Homeland Security (DHS)
contracting requirement. All KSMS testing and production work
stopped for nearly 3 months until the contracting issue was
resolved.

TSA officials acknowledged that the agency could have prevented
or alleviated some of the technical problems through better
management and oversight of the KSMS project and the system’s
developer. TSA also indicated that KSMS performance suffered
from the contractor’s lack of expertise in building systems
designed to perform KSMS functions, as well as insufficient
contractor personnel to support the project.

KSMS Policy Issues

TSA has not resolved several KSMS policy issues. Under KSMS,
a known shipper is identified by the name and physical address of
the facility where the cargo is physically tendered from, not by a
third-party “bill-to” address. However:

e TSA has not decided how entities can tender cargo from a
location other than the shipper’s physical address, such as a
trade show.

e TSA has not decided how domestic known shippers with
foreign business locations can tender cargo abroad for
transport on passenger aircraft.

TSA is currently working to resolve these policy issues, but the
agency could not estimate when they would be finished. TSA’s
procedures allow regulated entities to comment on the proposed
changes, which the agency must consider before finalizing the
policy. As a policy is changed, TSA must issue amended standard
security programs for each type of entity subject to KSP
requirements before declaring KSMS compliance mandatory,
which may cause further delays.

Due to the ongoing technical problems and unresolved policy
issues, TSA has postponed mandating the use of KSMS on several
occasions. Table 1 shows TSA’s repeated efforts to communicate
dates for mandating KSMS as the only method for regulated
entities to establish and verify known shippers.
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Table 1: KSMS Delay Timetable

Date

TSA Message Regarding KSMS Implementation

January 20, 2007

After 90 calendar days, KSDB will be deactivated, making KSMS
the only permissible tool for electronically verifying shippers.

March 26, 2007

Due to unforeseen system problems, TSA cannot provide a specific
date when KSMS will be fully operational. In the interim, regulated
entities may continue using the alternative procedures.

August 23, 2007

KSDB will be deactivated on October 31, 2007, making KSMS the
only permissible tool for electronically verifying shippers.

October 12, 2007

TSA withdraws mandatory KSMS compliance as of October 31,
2007. After this date, regulated entities may use KSMS, manual
procedures, or KSDB printouts to verify known shippers until April
30, 2008, or until the amended standard security programs are
issued.

March 14, 2008

TSA withdraws the April 30, 2008, date and permits regulated
entities to continue using any of the three methods to verify known
shippers until further notice.

Until TSA mandates KSMS, regulated entities may verify known
shipper status through any of the three available methods. Entities
may exploit some vulnerabilities in these three systems to obtain
the most favorable outcomes for their purposes. For example,
KSMS may determine that a shipper matched to the Office of
Foreign Asset Control list presents a security risk and therefore is

ineligible to receive known status. However, when an entity has a

KSP Manual Procedures and KSDB Do Not Ensure
Passenger Aircraft Cargo Security

Manual procedures and KSDB do not provide assurances that the
KSP has strengthened cargo security on passenger aircraft. TSA
has not provided clear criteria and specific guidance for making a
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shipper known. As a result, regulated entities may be improperly
classifying shippers as known and allowing cargo from unknown
shippers to be transported on passenger aircraft, posing potential
risks to air cargo security.

TSA’s written standard security programs do not provide enough
guidance on the level of details that need to be collected and
reviewed in making a shipper known through the manual
procedures and KSDB. Under these methods, entities are allowed
to perform minimal investigative procedures to demonstrate that
these shippers are trustworthy and have adequate security measures
in place to ensure the integrity of their shipments.

For example, the agency’s standard security programs require
entities using the manual procedures to ensure the existence of a

The established
shipping contract must cover a series of shipments. However, the

TSA’s standard security programs also do not sufficiently define
how to establish a business history to consider a shipper known.

The programs explain that an established business history consists
of:

TSA does not specify how_ must be achieved to

support a business history. It implies the entity must transport the
H shipments through other modes of
transportation since cargo cannot be transported on passenger
aircraft until a business history is established. However, this is not

clear. For example, one air carrier assumed it could transport a
shipper’s on its own aircraft,
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but a TSA inspector cited the air carrier for improperly declaring
the shipper as known.

KSP site visit verifications to substantiate a known shipper’s
existence are not always properly conducted. Manual procedures
require regulated entities to complete a verification form while
performing a site visit to a shipper’s location to classify it as
known, but TSA does not provide any instructions or guidance for
collecting the information. With the exception of a shipper
representative’s signature, anyone could complete all required
fields on the form without having actually visited the shipper’s
location to confirm its existence.

Inspection reports addressing site visit forms noted violations or
confusion about the requirement to conduct site visits in
conjunction with completing the form. For example:

e One airport reported that two entities allowed shippers to
complete and fax back site verification forms rather than
conducting on-site visits.

e Atasecond airport, the indirect air carrier’s owner told the
inspector that since he knew an individual working at the
shipper’s business, he considered it known and did not
complete the required form.

Additionally, 14 of the TSA inspectors we interviewed said
regulated entities often had concerns that the requirements for
maintaining manual records were unclear and confusing.

Similar to the manual procedures, KSDB does not provide
adequate assurances that a shipper is known before transporting
cargo on passenger aircraft. KSDB allows a regulated entity to use
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to verify known shippers, but the agency could not quantify the
current level of KSDB usage.

By not providing specific criteria and guidance to establish and
verify a known shipper, TSA provides opportunities for any
shipper, including criminals or terrorists, to obtain known status
without adequate verification. This shortcoming increases the
opportunity for someone to falsify or counterfeit shipping
documents and become a known shipper, posing vulnerabilities
and possible risks to passenger aircraft security.

TSA’s Inspection and Testing Activities Do Not Ensure KSP
Compliance

TSA’s inspection and testing activities do not provide assurances
that regulated entities are complying with KSP requirements. TSA
does not provide specific guidance on the inspection process,
which allows varying interpretations and may lead to inaccurate
results. TSA inspectors perform covert special emphasis
assessment testing of regulated entities to assess compliance, but
these tests are not always effective and realistic. As a result, the
agency may be missing opportunities to identify areas of the KSP
that could be improved to decrease vulnerabilities and strengthen
air cargo security.

KSP Inspections

TSA’s inspections may not accurately determine KSP compliance.
Inspectors conduct these activities based on their own
interpretation of the inspection guidance. The agency’s national
inspection manual provides limited information about the four
general inspection methods that inspectors may use: surveillance,
interviewing, reviewing documentation, and testing. The
inspection manual does not specify to what extent each inspection
method should be applied. Given such flexibilities, inspectors may
favor one inspection method over the other three, which may not
effectively identify KSP violations.
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Some inspectors do not review enough documentation to determine
KSP compliance. Inspectors use their own discretion on the types
and amounts of documents to review. We reviewed the results of
TSA’s inspections in which inspectors determined whether
regulated entities vetted known shippers according to the manual
procedures. Of the 248 questions or prompts we reviewed,
inspectors concluded that entities were in compliance in 112
instances. As shown in Table 2, inspectors did not
instances and verified
in il others, providing little evidence to support compliance.

Table 2: Air Wavbills Reviewed to Determine Known Shipper Status

Additionally,
inspectors frequently
relied on interviews as
primary support for
whether regulated
entities met KSP
requirements. Relying
on interviews may not
give the inspectors
enough information to
identify instances of
noncompliance.

As shown in Exhibit 1,
a few exemptions allow
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the transport of cargo from unknown shippers on passenger
aircraft. We reviewed 182 inspection reports in which inspectors
addressed whether indirect air carriers transported unknown
shipper cargo and noted 98 instances that were “Not Applicable.”
These reports indicated:

® Inspectors relied primarily on interviews for 80 of the 98
instances, or 82 %. There was no additional support
showing that inspectors checked documentation or
observed the entities accepting cargo.

e On four inspection reports, the inspector specifically
reported conclusions based on both interviews and
document reviews.

e For the remaining 14 instances, we were unable to
determine how the inspectors supported the conclusion that
this question did not apply to the indirect air carrier.

Inspectors’ frequent reliance on just one inspection method, such
as an interview, to determine applicability may not identify
instances of KSP violations. TSA’s oversight of the KSP would be
stronger when inspectors use more than one of the four general
inspection methods prescribed in the inspection manual, and when
they examine more documentation during their inspections.

TSA’s Special Emphasis Assessment
and Covert Testing of KSP Compliance

TSA’s special emphasis assessment tests to determine compliance
with KSP requirements are not always realistic, adequate, or
reliable. According to the testing protocols, the objective of the
tests is “to determine, through realistic testing,” whether regulated
entities are properly identifying and subsequently refusing to
transport unknown shipper cargo on passenger aircraft. However,
TSA’s assessment testing protocols do not always consider the
unique nature of the various airports’ operations.

For example, a supervisory inspector reported that most of the
indirect air carriers at his airport have only one or two customers.
However, this official is required to perform 10 tests per month
and could be recognized when testing the same entities.
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Five of the inspectors interviewed believe TSA’s testing protocols
are not realistic for testing KSP compliance. For example:

* One inspector indicated the same inspectors tender
unknown shipper packages to the air carriers monthly.
After a while, the air carriers may come to recognize the
inspectors.

= Another inspector said that they perform walk-up tests,
even though the entities do not accept walk-up business.

= An inspector reported that indirect air carriers have their
own client base and would most likely pass a test since they
would direct the tester to use another carrier, such as
FedEx.

Some inspectors may not be convincing as covert shippers because
they fear retribution from the entities tested. The protocols require
inspectors to identify themselves to aircraft operators or indirect air
carriers that accept the test packages. The inspector’s test could
result in an employee either being removed from a job or the
entity’s operating privilege being revoked if someone incorrectly
accepts the test package. Some inspectors expressed discomfort
with using their own identification and would rather use false
credentials in carrying out these duties because of potential
retribution.

In August 2008, TSA’s Office of Security Operations engaged the
field inspectors in a working session to solicit ideas for developing
future special emphasis assessment tests. Inspectors provided
more than 75 suggestions, which the agency will use when
developing tests for fiscal year 20009.

TSA’s Office of Inspection has been planning to conduct red team
covert testing of air cargo security since 2006. The agency has not
performed these tests because it does not have the necessary
undercover authority. TSA’s Office of Chief Counsel created a
legislative proposal in 2007 to resolve this authority problem, but
DHS rejected the plan as not viable. TSA did not disclose the
specific reasons for this rejection. In March 2008, TSA’s Chief
Counsel sent an informal action memo to DHS’ Office of General
Counsel requesting the authority; however, this request was also
denied.
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Unless TSA provides proper guidance and performs effective
inspections and special emphasis assessment testing, the agency
cannot ensure that KSP is effectively strengthening air cargo
security. Also, without specific statutory authority, TSA cannot
establish the covert operation it needs to perform red team tests.
As a result, the agency may be missing opportunities to identify
areas of the KSP that could be improved to decrease vulnerabilities
and risks to air transportation.

Recommendations

We recommend that the Assistant Secretary of the Transportation
Security Administration:

Recommendation #1: Resolve all remaining Known Shipper
Management System technical problems and policy issues so that
the agency can target and achieve a specific date for mandating
regulated entities compliance with the new method.

Recommendation #2: Document and share with all Department
of Homeland Security personnel involved in procurement actions,
the experience and lessons learned from the contracting and
development of the Known Shipper Management System for use in
improving future agency program enhancements.

Recommendation #3: Enhance the criteria and guidance used in
the manual process for making a shipper known to provide greater
assurance that shippers are legitimate and pose a minimal threat to
aviation security. Specifically, the agency should provide better
direction on the frequency and efforts required to validate the
existence, performance, and documentation of each known shipper.

Recommendation #4: Provide more specific guidance to
inspectors conducting reviews of Known Shipper Program
compliance, including the level of review and effort necessary to
verify known shipper status, the amount of documentation and air
waybills to examine, and the appropriate balance in the application
of the four basic inspection methods.

Recommendation #5: Revise special emphasis assessment testing
protocols to reflect more realistic scenarios. Specifically, the
agency should revise the protocols based on the many suggestions
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solicited from field inspectors so the testing will be more reliable
to gauge compliance.

Recommendation #6: Continue to work with the Office of
General Counsel to obtain undercover authority that would allow
the agency to perform red team covert testing of Known Shipper
Program compliance and air cargo security.

Management Comments and OIG Analysis

TSA generally concurred with the recommendations in the report. The
agency will use the findings and recommendations to continue to improve
the KSP.

TSA’s response indicated that the KSP is an important layer in securing
the air cargo supply chain, but is by no means the only mechanism used to
strengthen air cargo security. Rather, the KSP provides one measure of
security by establishing a valid business relationship between shippers and
regulated entities that accept cargo for transport by air. Other critical
layers of TSA’s Air Cargo Security Strategy include security threat
assessments, cargo screening and compliance inspections.

TSA also noted that the agency has recently made improvements to its Air
Cargo Security Enforcement Program. For example, TSA’s Fiscal Year
2008 Regulatory Activities Plan directed Transportation Security
Inspectors to conduct at least two critical inspections per year at air
carriers and indirect air carriers to determine whether an entity is in
compliance with known shipper requirements. At least once a month at
various locations, TSA conducts Cargo Strikes, which are week-long
regulatory compliance “blitzes” of a target airport’s regulated air cargo
community. In fiscal year 2008, TSA conducted nearly 4,000 covert tests
of both foreign and domestic air carriers and indirect air carriers in regard
to known shipper security requirements.

Management Comments to Recommendation 1:

TSA Concurs. TSA has aggressively proceeded with several
modifications to KSMS to correct issues which kept the system from
operating at a level which could support mandatory use. These
modifications were developed by TSA and are in the final stages of
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testing. Once in production, an evaluation period will be necessary to
validate the performance and quality standards prior to issuing a
mandatory requirement. TSA intends to make KSMS mandatory when all
technical problems and policy issues are fully resolved.

OIG Analysis: We recognize TSA’s efforts to correct the KSMS
deficiencies by making modifications to the automated system which
could support mandatory use. This recommendation is resolved but will
remain open until TSA requires mandatory use of KSMS.

Management Comments to Recommendation 2:

TSA concurs, in part. TSA concurs that the agency will benefit from a
structured review of the program management challenges presented by
KSMS and from the identification of lessons learned. TSA does not agree
that sharing lessons learned across the Department would be beneficial.
Many of TSA’s challenges with the program can be attributed to the fact
that KSDB was deemed to be a short-term fix that was not meant to last
more than 6 months. However, because of more pressing agency
priorities, KSDB lasted 5 years.

OIG Analysis: TSA’s response acknowledges that the agency could have
prevented or alleviated some of the technical problems through better
management and oversight of the KSMS project and the system’s
developer. TSA also indicated that KSMS performance suffered from the
contractor’s lack of expertise in building systems designed to perform
KSMS functions, as well as insufficient contractor personnel to support
the project. We believe these experiences would be a valuable lesson for
other DHS personnel involved in procurement actions. Accordingly, this
recommendation is unresolved and will remain open.

Management Comments to Recommendation 3

TSA Concurs, in part. TSA’s response did not clearly identify why the
agency partially concurred. TSA is currently revising the known shipper
portions of the standard security programs to provide more specific details
to the regulated parties regarding the criteria to make a shipper known
using the manual approach. The standard security programs were
scheduled for publication in December 2008. TSA noted that some
regulated parties have chosen not to fully comply with procedures outlined
in the standard security programs for making a shipper known through the
manual method. As such, TSA will continue to aggressively pursue
enforcement action against these parties when violations are discovered.
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OIG Analysis: The issuance of the revised standard security programs
should provide greater assurance that shippers are legitimate. This
recommendation is resolved but will remain open until we have the
opportunity to review the security programs.

Management Comments to Recommendation 4

TSA Concurs. TSA has already started several different initiatives that
effectively provide Transportation Security Inspectors more specific
guidance for conducting reviews of KSP compliance. Some examples
include an enhanced training curriculum, revising the National Inspection
Manual, and more in-depth reviews of the regulated entities involving
known shipper requirements.

Because of the large number of business models in use, the regulated
entities must have flexibility to prove compliance with KSP requirements.
Transportation Security Inspectors must have flexibility to use different
methods of inspection to determine compliance with these requirements.
Rather than prescribe exactly how many documents to review or how
many personnel to interview, TSA ensures Transportation Security
Inspectors have flexibility by training them in inspection and investigation
techniques and then empowering them to use inspector discretion to
determine compliance.

OIG Analysis: The enhanced training, guidance, and more
comprehensive inspections should provide better testing of the known
shipper requirements. This recommendation is resolved but will remain
open until we have the opportunity to review the enhanced inspector
training curriculum and National Inspection Manual revisions.

Management Comments to Recommendation 5

TSA Concurs. TSA has begun revising its special emphasis assessment
testing protocols. The agency is modifying the special emphasis
assessment testing protocols, based on nearly 100 unique suggestions from
field Transportation Security Inspectors who attended a National
Transportation Security Inspector Cargo Conference in August 2008.

TSA expects to implement the new protocols in the second quarter of
fiscal year 2009.

OIG Analysis: This recommendation is resolved but will remain open
until we have the opportunity to review documentation supporting that the
new special emphases testing protocols have been implemented.

Transportation Security Administration’s Known Shipper Program

Page 18



Management Comments to Recommendation 6

TSA Concurs. TSA’s Office of Chief Counsel has submitted to DHS
Office of General Counsel a revised legislative proposal and is working
with the OGC to complete an Administration review.

OIG Analysis: This recommendation is closed.
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Appendix A

Purpose, Scope, and Methodology

The objective of our audit was to determine whether TSA’s
policies and procedures for the Known Shipper Program provide
assurances that cargo is secure for transport on passenger aircraft.
We also determined whether TSA’s inspections of regulated
entities provide assurances that those entities are complying with
KSP requirements.

We obtained and reviewed applicable federal laws and regulations,
TSA’s standard security programs, security alerts, cargo
information bulletins, the National Inspection Manual, the Air
Cargo Strategic Plan, and other related documents.

We interviewed TSA personnel from the Offices of Transportation
Sector Network Management, Security Operations, Inspections,
and Chief Counsel. We also interviewed representatives from
TSA’s Information Technology Division, Solution Delivery
Branch, and contractors responsible for the development and
support of the KSMS.

We visited and interviewed inspectors at three Category X airports.
At two of the three, we observed TSA personnel performing
inspections at aircraft operators, all-cargo operators, and indirect
air carrier facilities.

We also conducted a review and analysis of ten of the 18 Category
X airports that transported the most freight during fiscal year 2007.
They were:

John F. Kennedy International;

Los Angeles International,

Chicago O’Hare International;
Hartsfield-Jackson Atlanta International;
Miami International,;

San Francisco International,;
Washington-Dulles International;
Honolulu International;

Newark-Liberty International Airport; and
Dallas/Fort Worth International.

We obtained summary TSA reports documenting the total number
and type of inspections each airport performed on the known
shipper requirements completed at each location between October
1, 2006, and March 31, 2008. We also obtained several reports
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Appendix A

Purpose, Scope, and Methodology

summarizing the numbers and types of violations inspectors
disclosed during their inspections. We judgmentally selected and
analyzed 381 inspection reports to determine the quality of TSA’s
inspection efforts. We developed a questionnaire and interviewed
22 TSA inspectors at these airports.

We conducted this performance audit according to generally
accepted government auditing standards. Those standards require
that we plan and perform the audit to obtain sufficient, appropriate
evidence to provide a reasonable basis for our findings and
conclusions based on our audit objectives. We believe the
evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives. We conducted
fieldwork between April 2008 and August 2008 under the
authority of the Inspector General Act of 1978, as amended.
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Management Comments to the Draft Report

1.5, vepuriment of Honsslasd Securiy

&1 Scurh 150F T
Arlinglan, ¥a, ZAXL-41IG

} Transportation
JAN 1 4 2009 Secimity
Administration
MNFORMATION

BIMORARN LU FOR: Richard L. Skinner
Inspactor General
1.8, Dcpartmend of Homelund Seeuriy (OHS)

FROM: Kip Hawley fp
Asgiztan| Secratyty

SUBIECTE: Tramspovtation Security Administration {1T5A) Respanse to
the DHE Oftice of the Inspector General "3 Dirafi Repo:
Pransporiation Security ddministeation’s K Sipper
Prograr, Dlobor 2008

Purpoze

Thiz memaeandun: constinetes 154 response to the DHE Ollice of [repecipr Gereral s
(O Diaft Report, Teansporiation Security Admimisiration’s Knawe Shipper Progrom.
T5A approsiates OTG s offort in this sudit and wilt vse fhr Andings and recommmendsTions
to continue lo improve the Known Shipger Program (K SP).

Bockpaund

DG conducted i@ review bolween Janiary and Cctober 2008, The andit bjectives werc
tir determine whether the policies apd procedures ol the KSP provide sssurances that
cargn is secure for transport on passenper airctaft, and that TSA's complisnce inspections
provide assurances that K51 policies and procedures are followesd,

UG Fownd thes while TSA has made proyress improving sotoe espects of the KT, the
ageney's erilerta and gnidence for zvaluating whether a shipper meers Kngwn Shipper
Teqliremedits are wcledr arid Aubject 10 interpretacion, and ipspection activitica de nat
previde assarances that rogulated entitizs are complying with the X8P s vetting
[equiECmcnts,

Drigcussiomn

T%A uppresiates TG wiork in i evahiban of he KSP, ohe of many laycrs priviesiing
thiz Leangptatian of AT carpe on passenger aiccralt As discussed below, the passenper
zir cargo network is protected by a multi-layered acourity system actively deploying aa

Transportation Security Administration’s Known Shipper Program

Page 22

O oy dhe AT SEcnary



fulksj
Line

fulksj
Line

fulksj
Line

fulksj
Line

fulksj
Line

fulksj
Line


Appendix B

Management Comments to the Draft Report

advanced sureening systern. Also, TSA S sir carga securty ingjection program has
implemenied ma/or srhateements to air careo senunly.

The Known Eﬁfpper Frogrom is fne q"Mu,I'{fFIg ety Layers for Air (agep

A koown shipper i8 a person or company thot can demnonatrute an esrghlished boginess
relationship with a freight farwarder. Thie relationghip is veri fied through itoms such as
cuslomer records, shipping contracts, and a business history. The X&SF iz an imporsant
leyer in szenring the air vergn supply chain but iz by 1o ncans the only mechatisim wed
‘ slrongrthen air carpoe security. Rather, the K5PF provides one measurs of seeurity by
establivhing a valid business relatignship bobwoon shippers and regulated entities Lhat

ateipt cargn for air ransport,
Other enifical layers of TSA s Air Carso Scounty Sirategy includz

11 Wahine to etsite that envities and peapls meet seurily standugds. Vetting
irclodes requiting snyonc with cecess to air careo o urdero u security direat
aspzszmiant and ensuring that a prospective fndivect air carrer (LAC) (s a
lepitirmats business hefore granting them an [AC certificare,

2] Sprcgning cazgo wsing approved serzenipe methods and technelagiss.
Cumently, air carrices ure raquired (o 9¢toen 2 certain percentage of air cargo on
pes=criggT arcratt fow explosives using ecroeming methods such: as phyzical search,
X-tmy, mnd Explosives Trace Uetestion. TSA conducts 1040 paroent scocentas for
e [ETIY i ich o i cr
airerail

Alr cargo destingd Iot oll-

cargs wirTaft is scrected by cumicrs for Sowaemys.

Ao wnportant fayer of TEA s soreening regime §s ils canine screening fires, TSA
currerthy supqerts about 468 locel law enfbreament Ied carine fcams at 749
domastic 1imorts, Thesa teams spend approximately 25 peroent of thair titne in
Lhe cargo envirenment, Furhermore, TSA i deploying 85 TS.A-led leams
foeused solcly on seresning ait cargn snl assoeinted facilities at high-volume
dirpotts within the United States. Begioning in 2005, TS A incressed fun:ting for
Canine scresning using monies previously spped for the development of (he
Known Shipper Munagament Systom (KSMS), which coabled T5A o aliogute
rore Tesources to caning which are dircetly engaged in the screening of air caspo.
Allecuting additional resaurees Lo this layer of security has provided THA with
Betler Aexibility in mitgating sk and tarpeting cver-changing threets.

T5A sfso recently initiated aevers] now screening programs ta increase Ihe cumcnt
tevel of air ¢aran soourity.
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Appendix B

Management Comments to the Draft Report

SENSITHESECHRHINFORS AR 1

v The Narvow-bady Screening Amendment, By reyuining 100 percent
scroeming ofF carga transported on all narrow- biowdicd pussengcr aitcraf,
TS A han dastically increased nic carpo securty by profecting the vast
majority of passergors on passenpast gitetadt, This roquirenenl wae
implemented by a regulatory prograr amendment which loak effect in
Cictoher 2008,

e The Certified Cargo Screening Progrom (CCSPY. The CCSP 35 a new
imatiative o asgie) the air cargd indwstry in meatine the mandates of the
friplementing Recomtendationy of the /1 ! Caormmiszion Aot ol 2007
(730 Aeid wlhich requires 50 and 100 pereent screering for varge being
fluwn om paggen ger aireraft by February 2003 and Angust 2010,
respectively. Once fitlly enacted, CCSP will eass the burdsn oo air
camicrs by exparding T induastiy’s screening capacily, allowing scowrity
mindrd conpanies aeeh 88 TACs manafacowing facilites, thind party
logistic companics, atid shippers o share with air camiers the regulatoty
sormatning burden

= The Indivect Air Carvier Sereening Technoldagy Piler. TSA has
implemented 2 screening rechnology pilol with cortain high-vulume 1AL
partic:pating in the CCSY. Th pilot ertules scroening eapacicy 1t high
voluna LACE, measurag the edfectiveness of sclool sereening lechnologiss
o1 varions commodine clagses, and evalwates chain-of-cusfody procedurss
far sercened cargo as it moves fror the LAC to the air camier.

Ty Azseszments of reoulated enilies” compliance with SEcurity reguireguents.

TSA als0 empioys over 4350 87 cargo imspootors 4o enewre that TACS, air cacrters
ard their gahon eed Tepretentanves are in compliance with T5A ziv cargo scourity
reLUlations. :

T4 has Implemented Sigrigicant Ieprovemetts o dts Afr Cargm Security Buforooment
Proyram

In its deaft repatt, OIG accurately assessts may of the KSP's challenges, It must bo
noted, howeyer, thar the raport does tot 8y relest reeent impoveranls miads ta the
program. For exampls: .

TRA operates a robost inspection and compliance program o enswre the inkegrily
and security of fhe K8 18A": FY08 Regutatory Activities Flan (PLAPY directed
Transpartation Sccutity Mnspectors (TS5 to comduct at least 1w coticgl
inspections per yeur #l air carriers and IACE to determing their eompliancs with
Tenowrn shipper reguirements, I is worll noting thal the Nationn: Inspection
Mamal (M) ideoliles & known shipper viclalion a8 one that merits the
miimut &9 fhernalty.
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Appendix B

Management Comments to the Draft Report

s TSA conducts Cargo Strikes, which are wéek-long reguiatory compliance

uplirpes” af 8 target airport’s sepulated air carpe sommumity. These poncontrated
evenie enhomee TSA s ability to asscss whether regulaied enlities in a given
community arc adhering to knovn thipper end other carge secuity royuirements.
Cargo Strikes use T315 [jom target and oot airperts to protuis nalion-wide
eaneictency and are conducted 21 Ieast nnce por month at vatious locations.

TS1s arc reauited to (st foveign and domestic it carvicrs and TACs for
crmiplience with keown shipper seeurily requiremcnty. Duting theae tests, T3A
cmployee will covertly pose ps an uniewn shipper tn un atterpt to shipy a plece
of cargo on a passcnger dirgratt. Tn FY08, TSA required 2,400 cover, tests af
ZiTports actoss tne Wation, T51s exceeded this requitement by coniductitng nearly

4,000 este. Agaocisted enforcement actions have beep aken with respert w these

Icg!s.

Since 2007, TSA hes revoked the TSA security program tpproval of 14 1ACs,
preventing hess businesses fron shipping cargs on pusecager aircrafl.
Rovacation constlntes e most serious enforcement action TSA can take, The
vast majority of these revocationg (10} stem dircetly fwn invesligations inls
vinlalinas of the kuowm shipper roquitemonts, Ooe FAC was indicted, and s
principal cwner served a prisen sentence for criming activities wwalving

filz Acation of kngwa shipper recosds.

CongJusion

I'8A sppreciates DI 5 work en {his audit wd will ke the recormmendations under
athviscrnent. As we bave indicated, the KSP constitoies one of many layerz in the air-
rarg security systerm, which it expunding ite faeus to ensure Lhal all cargo varried an
pazsenger aineraf is sorocned for expiosives it ¢ MATRCT thal tipes 1ot impede commerss.

TAA's respunss to OGS recommendations is allachsd.
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Appendix B
Management Comments to the Draft Report

EEN S TIVE SECURITY DFORMATION

Transportafbon Security Admimistratien (TSA} Responee
Department of Homelay? Secority (DHS) ©Mcey of Tuspector General (C10) Draft
Report:
TSA s Knowm Skipper Proprast, October 2003

Recommendation |: Resolve all remainiag Known Shipper Management Sysiem
techobcal problems and poliey issues 3o that the mgeney can (acgel and achieve a
rpecific dale fur mandaciog rogulated eadltes compllaoce with the pew method.

T5A Congurs. TSA bas proceeded agossively with several madifications 1o the
atamterd system to carrecl issucs which kept the system from operating at a level which
enuld support mandatory ise. TSA developed ese randifications which arc in the flal
stages of testing, Omee the system 18 ia production, an exaluation period will be
nepessary to validule the systany's performance anddualitg before TSA jsmuce a
mandatory roquirement, TSA intends to make the Knovwn Shipper Manzgement 3 ystem
{E8MS) mandatory when 4 technical prebleme and palicy 15sucs wre filly resobead.

Necommendation 2 Document aod sharve with all Depariment of Homeland
Security personnel involved i procurement aetlons, the expericoce and Jessons
learned from the contracting and development of the Kouwn Shipper Management
System for mse in tmproving future ageiey program enhageemends.

T84 Concure, fu part. TSA concurs that it wilk benefit from 2 sirucmred review of the
program managemenl challenges presenicd by KSWS aud from identifying lesanms
legmed. TSA does nat agrec that shating lessons learned aornes the Deparimcnt sl el
be heneficlal. Many of TSA s challenges wath the program ¢an be attributed the fact that
the Enowin Shippat Database (KSDER) was desrued t be a short-torm fix that was not

" meant to last ore than 6 months, However, because of mote pressing ageney priorilics,
K5DB lasted 5 yeara,

Heeomniendation 3: knhance 1he eriteria and puiance uscd in the manual proces
for making = shipper knawn ta provide greater asserance that shippers are
tepitimaiy and pose 8 minimal threat to avirtiun secority. Speciflealty, the apcacy
should provide better divection on the frequency and viforis required 1o validate the
existence, perfnomages, and dosnmepiation of each Known shipper.

TS Concubs, in part TSA is currently rovising the known shipper porliona of the
stamdaryd security programs ta give requialed parties more detail regarding the eriesia for
micrg 2 shipper kmown via fie maswal spproach. The standard EECULTSY PUOEFLITE are
scheduled for pultlication in Deconber 2063, Wotwithstandiag thesc revisiong, it Tanst be
recogiized thal somc regulated parics kave chosen nol 1o fally covnply witd procedurcs
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Management Comments to the Draft Report

[ )

sutlined in tbe standurd sceurity programs for making 2 shipper knows vie e marual
methad. TSA hus and will continue (o ageressively pursus enforoement action against
these partizs when vialatines s discoversd,

Recommendation 4:  Provide more specific guidance tn mspectors condueting
veviews af Known Shipper Program compliaocs, fnduding the level of revivw and
effort necessary to verify Knoven shipper statns, the ammannt of documenis oo and
air warbills éu eaxenine, ald the spproprinte halanee in the application of fhe faar
basic nspection methods.

[5A Cooryrs. Becanse of the lage nmber of pusiness modcls in wee, the regutaied
enhities must uve Nexihility to prove compliance with Encrwn Shippet Program {EL5F)
reguiTeents. Trankportahon Secority tnspactors (THIs) must have flexibilivy 1o use
different methods of inspeetion, including Surveillance, Interview, “Jacument Review.
arnd Lzsting (SID0TY, to determine conpliance with these requircmients. Ralher than
peeseribe sxactly how many decuments 10 review or how roany porseanel ta interview,
T84 enseres TSI have flexibility by Taining them m inspection and mvestigation
technioues and then empowering thont to vse discrotion 1o deteroiveg complianee.

Monetlieless, TSA has started severnl initiatives that give T81s e specific guidance for
teviowing KSP complinnce. Some examples include:

v Fecurrent traloing, [o FYUE, TSA instinated resurrent eraining far T%1s wha
completad the cure class over 3 years ege. This trainimg refroshes the ingpretion
and investipation zkily of the workforce and gives theo apdated inftation;

» Ynhgoeed treining, T5A is cohancing e core T'ST maiaing curricalm o bedler
spsintct new TSYs in the four basic inspoction methods. TSA sxpects e
improved curticulam to be rewly by the ond of FY 08,

»  Specially yraioed imstructors, I3A s wing aperi ally aincd T8 anslructess whn
are uperational field T5Ts to teach the cargo portions of the cors class. This
crisures tha TS s benafit from field lowewledgs and experionee.

» Fahanced On the Job Training (OJT). TSIs sprud twio weehs with spesially
cained TS instructors and shadow them s ey sonduet all fices of the
imapecton and investigation process. This erhanced OJT caposcs TS 1o
environments other then the home airpert and fheures on the SLaT
mithodulogy.

« Online Training. In October 2008, TSA catablished a series ol guarterly friiming
cnlr.c semingrs for carge TSI, This training helps update and cohasce the
work furce*s inspoelion and investigation skills,
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1y - L O - 3

a  lospecior Hendhaok. 'Uhe Wation Inspeetion Maoual (N i) is cureety ]y erdler
Lervision mnd will b reissued ag the Inspector Bandbuak, Assistant Federal
Security Direclovs- nopeclion {A3¥5De-T) amd field T4Is pre dijving the roviziens
10 crsure the field perspective is mehided. Among otlier slementa, the revised
handuack will feature best practices tat mepecters might employ in Air carps
goenTity and KST inapectigns  The naw handbock is sxpeeted torbe sompleted o
FYOo.

As for uidance on tho level of review, the FY & Regulaio v Activities Man (RAP)
redtived at least ang criticel inepaetion per passengeT air cerrier and indirect air carmer
(LA during a six month period, The KT is included dusing 4 critcat inkpection. The
FY 09 RAD requires more in-depth reviews of ail repulated catities, to includs air cumiers
amtt 1AC's. ‘Theer revicwa dte designated “comprebensive” and include Ernown Bhippe:
requircrients, Additieaally, the FY02 RAD also requires supplemental inspections which
focus o0 specific areas of vepulatian,

Moving forward, TS A will continus 1o explore und [dentify appropriste cppatimnities Lo
alditional KSF guidance. For sxample, in Y03, TSA will continae doveluping mew
suidanee and testing protocols focused on high risk areas of gir pargo sccurity. Tlns
initintive, along with an overall expansicn of complisnze testing, will increase the
number of tests conduched,

Recommendation 8 Revise special conphasis assessment lesting pratocels to reflect
nrore renlistc seensrios. Specifically, the agency shonbd revise the protocols based
on the many soggestions solizited from fheld inspectors so the testing will be miore
rellable to guuge compliance.

TSA Concurr. New special emiphasis sssessmont (3RA) testing protocs &, hased on
nearly 1090 unigue enggestions from feld THis who atteaded the recent Marional TSI
Cargn Conference {Augnst 2008), are expected 1o be imnplemented in the secend glarter
al FYog.

Eecammendafion §: Continue ta work writh 1he Office of Gencral Cannsel to obivin
undercover authority that womid allow the mieney 19 pecformo red team covert
testing of Kngwn Shipper Program tgmpliance and air cargn securbiy.

TSA Cyacors, TSAe Office of Chiel Counatl haa sebinitied to DHS Ofiics of Generil
Cownse] (OO0 B tevised lepidative propessl and it worling witly the CH3C Lo complets
Aditii nistrathon Tevieaw,
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Appendix D
Major Contributors to this Report

Patrick O’Malley, Director
Dennis Deely, Audit Manager
Robert Ferrara, Auditor-In-Charge
Gary Alvino, Program Analyst
Tia Jackson, Program Analyst
James Bess, Referencer
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Report Distribution

Department of Homeland Security

Secretary

Deputy Secretary

Chief of Staff

Deputy Chief of Staff

General Counsel

Executive Secretary

Assistant Secretary, Transportation Security Administration
Assistant Secretary for Office of Policy

Assistant Secretary for Office of Legislative Affairs
Assistant Secretary for Public Affairs

Director, GAO/OIG Liaison Office of Inspector General TSA
Audit Liaison

Office of Management and Budget

Chief, Homeland Security Branch
DHS OIG Budget Examiner

Congress

Congressional Oversight and Appropriations Committees, as
appropriate
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ADDITIONAL INFORMATION AND COPIES

To obtain additional copies of this report, please call the Office of Inspector General (OIG) at (202) 254-4199,
fax your request to (202) 254-4305, or visit the OIG web site at www.dhs.gov/oig.

OIG HOTLINE

To report alleged fraud, waste, abuse or mismanagement, or any other kind of criminal or noncriminal
misconduct relative to department programs or operations:

+ Call our Hotline at 1-800-323-8603;

 Fax the complaint directly to us at (202) 254-4292;

* Email us at DHSOIGHOTLINE@dhs.gov; or

* Write to us at:
DHS Office of Inspector General/MAIL STOP 2600,
Attention: Office of Investigations - Hotline,

245 Murray Drive, SW, Building 410,
Washington, DC 20528.

The OIG seeks to protect the identity of each writer and caller.




