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Figure 1. NPSBN Capabilities under FirstNet Responsibility 
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1.2.2 Public Safety Grade to be Defined 

1.3 Nomenclature for Preliminary High-Level Launch Requirements 

# Requirement 
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1.4 Definition of an NPSBN User 
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Table 1.  Definition of NPSBN User Requirements 

# Requirement 

1 

2 

1.5 Document Organization 
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2 Governance 

2.1 Local/Tribal/State/Federal Governance 

Table 2. Local/Tribal/State/Federal Governance Requirements 

# Requirement 

1 

2 

2.2 Tribal Governance 
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Table 3. Tribal Control Requirements 

# Requirement 

1 

2 

2.3 Federal Agency Governance 

Table 4. Federal Governance Requirements 

# Requirement 

1 
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# Requirement 

2 

2.4 Public and Private Governance 

Table 5. Public/Private Governance Requirements 

# Requirement 

1 
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3 Policies and Procedures 

3.1 User Prioritization 
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Table 6. User Prioritization Requirements 

# Requirement 

1 

2 

3 



Public Safety Broadband  Policies and Procedures 

Launch Statement of Requirements 
for FirstNet Consideration, December 2012  11 

# Requirement 

4 

5 

3.2 PSEN Policy 

Table 7. PSEN Connectivity Policy Requirements 

# Requirement 

1 

2 

3.3 Migration from Existing Public Safety Private Wireless Data Networks 

 

 

 



Policies and Procedures  Public Safety Broadband 

12  Launch Statement of Requirements 
  for FirstNet Consideration, December 2012 

 

 

 

Table 8. Private Data Networks Migration Requirements 

# Requirement 

1 

3.4 Network Interoperability Certification 

Table 9. Network Interoperability Certification Requirements 

# Requirement 

1 

2 

3.5 Provisioning 

Table 10. Provisioning Requirements 

# Requirement 

1 



Public Safety Broadband  Policies and Procedures 

Launch Statement of Requirements 
for FirstNet Consideration, December 2012  13 

3.6 Technology Evolution 

3.6.1 Roadmap and Feature Planning 

 

 

 

 

 

 

 

Table 11. Roadmap and Feature Planning Requirements 

# Requirement 

1 

2 

3 

3.6.2 Upgradability and Backward Compatibility 
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Table 12. Upgradability and Backward Compatibility Requirements 

# Requirement 

1 

2 

3 

4 

3.6.3 Life-Cycle Management 

Table 13. Life-Cycle Management Requirements 

# Requirement 

1 

3.6.4 Coverage and Capacity Management 

Table 14. Coverage and Capacity and Roaming Requirements 

# Requirement 

1 

2 

3 

4 
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# Requirement 

5 

6 

7 

3.7 Maintenance Policy 

Table 15. Maintenance Policy Requirements 

# Requirement 

1 

2 

3.8 Billing Support Systems 

Table 16. Billing Support Systems Requirements 

# Requirement 

1 

2 



Policies and Procedures  Public Safety Broadband 

16  Launch Statement of Requirements 
  for FirstNet Consideration, December 2012 

3.9 Network Monitoring 

Table 17. Network Monitoring 

# Requirement 

1 

2 

3 

3.10 Training and Exercises 

Table 18. Training and Exercise Requirements 

# Requirement 

1 

2 

3.11 Standard Procedures Across Agency Levels 
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Table 19. Standard Procedures Requirements 

# Requirement 

1 

2 

3 

4 
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4 Technical Requirements 

4.1 User Services 

Figure 2. Relationship of NPSBN-Us, Applications, User Services, and Network Services 
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4.1.1 General User Service Requirements 

Table 20. User Services General Requirements 

# Requirement 

1 
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# Requirement 

2 

4.1.2 Logging 
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Table 21. User Services Logging Requirements 

# Requirement 

1 

2 

3 

4 

5 

6 

7 

8 
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4.1.3 Addressing 

Table 22. User Services Addressing Requirements 

# Requirement 

1 

2 

3 
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# Requirement 

4 

5 

6 

4.1.4 Deployment 
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Table 23. Deployment vs. Enablement of User Services by the NPSBN 

User Service Reference Deployed by FirstNet? 

Optionally Deployed by 
PSE O&M User? 

(and enabled by FirstNet 
Network Services) 

Table 24. User Services Deployment Requirements 

# Requirement 

1 

2 

3 

4.1.5 Cellular Telephony 
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4.1.5.1 Session Participants 

Table 25. Telephony Session Participant Requirements 

# Requirement 

1 

2 

3 
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# Requirement 

4 

Table 26. Telephony Authorization Requirements 

# Requirement 

1 

2 

3 

4 
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Table 27. Telephony Confidentiality Requirements 

# Requirement 

1 

2 

3 

4 

5 

6 
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Table 28. Telephony Calling Features Requirements 

# Requirement 

1 

2 

3 

4 

5 

6 

7 

8 

9 
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# Requirement 

10 

11 

12 

Table 29. Telephony Interoperability Requirements 

# Requirement 

1 

4.1.6 NG9-1-1 Services 
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Table 30. NG9-1-1 Service Requirements 

# Requirement 

1 

2 

3 

4 

4.1.7 Commercial Mobile Alert System (CMAS) Services 

4.1.7.1 CMAS Requirements 

Table 31. CMAS Requirements 

# Requirement 

1 

2 



Technical Requirements  Public Safety Broadband 

32  Launch Statement of Requirements 
  for FirstNet Consideration, December 2012 

# Requirement 

3 

4 

5 

6 

4.1.8 Messaging 

4.1.8.1 Messaging General Requirements 
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Table 32. Messaging General Requirements 

# Requirement 

1 

2 

3 

4 

4.1.8.2 Messaging Interoperability Requirements 

Table 33. Messaging Interoperability Requirements 

# Requirement 

1 

2 

3 

4.1.8.3 Other Public Safety Messaging Requirements 
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4.1.9 Video Services 

sc

 

 



Public Safety Broadband  Technical Requirements 

Launch Statement of Requirements 
for FirstNet Consideration, December 2012  35 

Table 34. NPSBN Enabling PSEN-Deployed Video Requirements 

# Requirement 

1 

2 

3 

Table 35. NPSBN-Deployed Video Requirements 

# Requirement 

1 

2 

4.1.10 Status Web Page 
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Figure 3. Status Web Page Concept Diagram 

4.1.10.1 Accessing Status Web Pages 
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Table 36. Accessing Status Web Page Requirements 

# Requirement 

1 

2 

3 

4 

4.1.10.2 Status Web Page Content 
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4.1.11 Hosted Applications 
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Figure 4. Application Hosting Locations 

4.1.11.1 Application Hosting 

Table 37. General Hosting Requirements 

# Requirement 

1 

2 

3 
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# Requirement 

4 

5 

6 

7 

4.1.11.2 Application Distribution and Management 

Table 38. Application Distribution Platform Requirements 

# Requirement 

1 
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4.2 Network Services 

4.2.1 Location Services 
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Table 39. Location Services Requirements 

# Requirement 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

4.2.2 Responder Emergency 
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Table 40. Responder Emergency Requirements 

# Requirement 

1 

2 

3 

4.2.3 Immediate Peril 



Technical Requirements  Public Safety Broadband 

44  Launch Statement of Requirements 
  for FirstNet Consideration, December 2012 

 

 

 

Table 41. Immediate Peril Requirements 

# Requirement 

1 

2 

3 
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4.2.4 ICS Incident Priority 

 

 

 

Table 42. ICS Incident Priority Requirements 

# Requirement 

1 

4.2.5 Fundamental Network Services 

4.2.5.1 Domain Name Services (DNS) 
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Table 43. Domain Name Services Requirements 

# Requirement 

1 

2 

3 

4 

5 

6 
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# Requirement 

7 

8 

9 

4.2.5.2 Network Time Service 

Table 44. Time Service Requirements 

# Requirement 

1 

2 

4.2.6 Service Discovery 
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Table 45. Service Delivery Framework Requirement 

# Requirement 

1 

4.2.7 Identity Management 
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Table 46. Identity Framework Network Service Requirements 

# Requirement 

1 

2 

3 

4 
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# Requirement 

5 

6 

4.2.7.1 Identity Management Framework  
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Table 47. Identity Management Framework Requirements 

# Requirement 

1 

2 

4.2.8 Device Identity Management 

Table 48. Device Identity Management Requirements 

# Requirement 

1 

4.2.9 Authentication Services 

Table 49. Authentication Services Requirements 

# Requirement 

1 

2 

3 
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# Requirement 

4 

4.2.10 Authorization Services 

Table 50. Authorization Services Requirements 

# Requirement 

1 

2 

4.2.11 Device Management 

4.2.11.1 Initial Configuration 
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Table 51. Initial UE Configuration Requirements 

# Requirement 

1 

4.2.11.2 Configuration 

Table 52. Device Management Configuration Requirements 

# Requirement 

1 

2 

3 

4 

5 

6 
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# Requirement 

7 

8 

4.3 Transport Services 

4.3.1 Supported Transport Paths 

Table 53. Transport Path Requirements 

# Requirement 

1 

2 

3 

4 

5 

6 

7 

8 
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# Requirement 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

4.3.2 Nationwide Private IP Network 
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4.3.2.1 General Requirements 

Table 54. General Requirements for the Nationwide Private IP Network 

# Requirement 

1 

2 

3 

4.3.2.2 PSEN Connectivity 



Public Safety Broadband  Technical Requirements 

Launch Statement of Requirements 
for FirstNet Consideration, December 2012  59 

Table 55. PSEN Connectivity Requirements 

# Requirement 

1 

2 

4.3.2.3 Local PSEN Interfaces 

Table 56. PSEN Interoperability Requirements 

# Requirement 

1 

2 

3 

4.3.3 Access to Local Applications and Services 
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Table 57. Requirements for Access to Local Applications and Services 

# Requirement 

1 

2 

3 

4 

5 

4.3.4 Access to NPSBN Services 
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Table 58. Requirements for Access to NPSBN Services 

# Requirement 

1 

2 

3 

4 

5 
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# Requirement 

6 

7 

4.3.5 Mobility 

                                                        
6
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Table 59.Mobility Requirements 

# Requirement 

1 

2 

3 

4 

4.3.6 Public Internet Access 

Table 60. Public Internet Requirements 

# Requirement 

1 

2 
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# Requirement 

3 

4 

5 

4.4 System Design 

4.4.1 NPSBN Considerations for Traffic Models 
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4.4.2 Performance 

                                                        
7
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Table 61. Performance Requirements 

# Requirement 

1 

2 

3 

4 

5 

6 

7 
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# Requirement 

8 

9 

10 

11 

12 

13 

14 

4.4.3 Coverage 

                                                        
8
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Table 62. Coverage Requirements 

# Requirement 

1 

2 

3 

4 

5 

6 

4.4.4 Reliability 
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Table 63. Reliability Requirements 

# Requirement 

1 

2 

4.4.5 Resiliency 
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Table 64. Resiliency Requirements 

# Requirement 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

4.4.6 Backhaul 
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Table 65. Backhaul Requirements 

# Requirement 

1 

2 

3 

4 

5 

6 

7 

8 

4.5 User Equipment 
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4.5.1 UE Device Types, Operating Environments, and Features 

Table 66. UE Device Types Requirements 

# Requirement 

1 

2 

3 

4 

4.5.2 UE General Requirements 
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Table 67. UE General Requirements 

# Requirement 

1 

2 

3 

4 

4.5.3 UE Interoperability 

Table 68. UE Interoperability Requirements 

# Requirement 

1 

4.5.4 UE Battery Life 

4.6 Local Operations Support 
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Table 69: General Network Management Requirements 

# Requirement 

1 

2 

4.6.1 O&M Personnel Management 

4.6.2 Network Management 
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4.6.2.1 Network Management Users 

 

 

4.6.2.2 Integration into Existing PSE Network Management Systems 

4.6.2.3 Remote Monitoring via NPSBN O&M Tool 

4.6.2.4 Fault Management 
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Table 70. Fault Management Requirements 

# Requirement 

1 

4.6.2.5 Performance Management 

 

 

Table 71. Performance Management Requirements 

# Requirement 

1 

2 

3 

4.6.3 User Setup, Add, Change, Delete, and Group Users 

Table 72. PSE Administrator User Setup Requirements 

# Requirement 

1 
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# Requirement 

2 

3 

4.6.4 Device Setup, Add, Change, and Delete 

Table 73. PSE Administrator Device Setup Requirements 

# Requirement 

1 

2 

3 

4 

4.6.5 Application Setup, Add, Change, and Delete 



Technical Requirements  Public Safety Broadband 

78  Launch Statement of Requirements 
  for FirstNet Consideration, December 2012 

Table 74. PSE Administrator Application Setup Requirements 

# Requirement 

1 

2 

3 

4 

4.6.6 Problem Ticket System to Report a User, Device, or Application Setup Issue 

Table 75. PSE Administrator User Problem Reporting and Resolution Requirements 

# Requirement 

1 

2 

3 
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4.6.7 Device Replacement Process 

Table 76. PSE Administrator Device Replacement Requirements 

# Requirement 

1 

2 

4.6.8 Dynamic Role Re-Assignment 

Table 77. Dynamic Role Re-Assignment Requirements 

# Requirement 

1 

2 
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4.6.9 Billing Interface 

Table 78. PSE Administrator Billing Setup Requirements 

# Requirement 

1 

4.6.9.1 Reporting of User, Device, and Application Billing Information to the PSE 

Table 79. Reporting of User, Device, and Application Billing Information to the PSE 

# Requirement 

1 

2 

3 



Public Safety Broadband  Technical Requirements 

Launch Statement of Requirements 
for FirstNet Consideration, December 2012  81 

# Requirement 

4 

5 

6 

4.6.10 Device Management Interface 

Table 80. Device Management Local O&M Requirements 

# Requirement 

1 

2 

3 

4 

5 

6 
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# Requirement 

7 

8 

Table 81. Device Management Local Public Safety User Requirements 

# Requirement 

1 

2 

3 

4.7 Migration and Evolution 

4.7.1 Migration of Cellular Service Features 
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Table 82. Comparable Commercial Service Feature Requirements 

# Requirement 

1 

4.7.2 Technology Evolution 

4.7.2.1 Upgradability and Backward Compatibility 

Table 83. Upgradability and Backward Compatibility Requirements 

# Requirement 

1 

4.7.2.2 Coverage and Capacity Management 

Table 84. Coverage and Capacity Management Requirements 

# Requirement 

1 

4.7.2.3 Availability Management 

Table 85. Availability Management Requirements 

# Requirement 

1 
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4.7.2.4 Location Technology Evolution 

 

 

 

 

 

 

 

Table 86. Location Technology Migration Requirements 

# Requirement 

1 

2 
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# Requirement 

3 

4 

5 

6 
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5 Security Requirements for the NPSBN 

Figure 5. NPSBN Reference Architecture with Trusted Zone 
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5.1 Security Policy 

 

 

 

 

Table 87. Security Policy Requirements 

# Requirement 

1 

2 

5.2 Security Management 

Table 88. Security Management Requirements 

# Requirement 

1 
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# Requirement 

2 

3 

4 

5 

5.3 Information Assurance 

Table 89. Information Assurance Requirements for NPSBN-Hosted Applications 

# Requirement 

1 

2 

3 

4 

5 

6 
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5.4 User Services Security 

Table 90. User Services Security Operations Requirements 

# Requirement 

1 

2 

3 

4 

5.5 User Authentication for User Services and Hosted Applications 
Access 
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Figure 6. Hosted User Services 

Table 91. Identity Management for User Services and Applications 

# Requirement 

1 

2 

3 

4 
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# Requirement 

5 

6 

Table 92. Access Control Requirements 

# Requirement 

1 

2 

3 

4 

5 

5.6 Messaging Security 
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Table 93. Messaging Security Requirements 

# Requirement 

1 

2 

3 

4 

5 

6 

7 

8 
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# Requirement 

9 

5.7 Security Operations 

Table 94. Security Operations Requirements 

# Requirement 

1 

2 

5.8 Boundary Protection Services 
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Table 95. Boundary Protection Service Requirements 

# Requirement 

1 

2 

3 

4 

5.9 Malware, Virus, and Zero Day Detection 

Table 96. Malware, Virus, and Zero Day Detection Requirements 

# Requirement 

1 

2 

3 
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5.10 Network Component Security and Policy Management 

Table 97. Network Component Security and Policy Management Requirements 

# Requirement 

1 

2 

3 

4 

5.11 Internet Access Service Monitoring 
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Table 98. Internet Access Service Monitoring Requirements 

# Requirement 

1 

2 

3 

4 

5.12 Network Monitoring, Logging, and Analytics 

Table 99. Network Monitoring, Logging, and Analytics Requirements 

# Requirement 

1 

2 

3 
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# Requirement 

4 

5.13 Access Control 

Table 100. Access Control Requirements 

# Requirement 

1 

2 

3 

4 

5 

5.14 Encryption, Certificates, and Keys 
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Table 101. Encryption, Certificates, and Key Requirements 

# Requirement 

1 

2 

3 

5.15 Network Signaling and Controls Protection 

Table 102. Network Signaling and Controls Protection Requirements 

# Requirement 

1 

2 

3 

4 
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5.16 External Interfaces and Roaming 

Table 103. External Interfaces and Roaming Requirements 

# Requirement 

1 

2 

3 

4 

5.17 UE Security 

Table 104. UE Security Requirements 

# Requirement 

1 

2 



Security Requirements for the NPSBN  Public Safety Broadband 

102  Launch Statement of Requirements 
  for FirstNet Consideration, December 2012 

5.17.1 Device Management 

Table 105. Device Management Network Security Requirements 

# Requirement 

1 

5.17.2 UE Lockdown 

Table 106. UE Lockdown Requirements 

# Requirement 

1 

2 

3 
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# Requirement 

4 

5.18 Transport Security Requirements 

Figure 7. Security Boundaries 
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Table 107. PSEN to NPSBN Transport Requirements 

# Requirement 

1 

2 

3 

4 

Table 108. User to NPSBN Transport Requirements 

# Requirement 

1 

2 

3 

4 

5 

Table 109. System Function to NPSBN Transport Requirements 

# Requirement 

1 
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# Requirement 

2 

3 

4 

5 

6 

Table 110. NPSBN Transport Monitoring Requirements 

# Requirement 

1 

2 

3 

5.19 Physical Security for Facilities 

Table 111. Physical Security for Facilities Requirements 

# Requirement 

1 

2 
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# Requirement 

3 
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6 Priority and Quality of Service 

Figure 8. Priority and QoS Process 

 

 

 

 

 

 

 

 

 



Priority and Quality of Service  Public Safety Broadband 

108  Launch Statement of Requirements 
  for FirstNet Consideration, December 2012 

6.1 Configuring Priority and QoS 

 

 

 

Table 112. Priority and QoS Configuration Requirements 

# Requirement 

1 

2 

6.1.1 End-to-End Priority and QoS 
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Table 113. End-to-End Priority and QoS Requirements 

# Requirement 

1 

6.1.2 Quality of Service 

 

 

Table 114. Quality of Service Requirements 

# Requirement 

1 

2 

3 

4 
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6.1.3 Access Priority 

Table 115. Admission Control Requirements 

# Requirement 

1 

2 

3 

4 

6.1.4 Static/Default Admission Priority 
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Figure 9. Static and Dynamic Admission Priority 

Table 116. Static Admission Priority Requirements 

# Requirement 

1 

2 

1. 

2. 

3. 

4. 

5. 
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# Requirement 

 

6.1.5 Dynamic Priority and QoS Control 

Table 117. Dynamic Priority and QoS General Requirements 

# Requirement 

1 

2 
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# Requirement 

3 

4 

5 

6 

7 

8 
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# Requirement 

9 

 

 

 

6.2 Pre-emption 

Table 118. Pre-emption Requirements 

# Requirement 

1 

2 

3 
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6.3 Secondary Users 

Table 119. Priority and QoS for Secondary User Requirements 

# Requirement 

1 

2 

3 

4 

6.3.1.1 General QoS Management Requirements 
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Table 120. General O&M QoS Management Requirements 

# Requirement 

1 

2 

6.3.1.2 QoS Configuration Requirements 

Table 121. QoS Configuration Requirements 

# Requirement 

1 

Table 122. QoS Configuration History Requirements 

# Requirement 

1 

2 

6.3.1.3 Priority and QoS Monitoring Requirements 

Table 123. QoS Monitoring Requirements 

# Requirement 

1 
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# Requirement 

2 

6.3.1.4 QoS Control Requirements for O&M Users 

Table 124. QoS Control by O&M Users Requirements 

# Requirement 

1 
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7 Conclusions and Recommendations 

 

 

 

7.1 Best Practices 

7.1.1 Standards for Procurement 

7.1.2 Standards for Construction to Public Safety Grade 
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7.1.3 Standards for Coverage 

7.1.4 Standards for Operation 

7.1.5 Standards for Training and Exercises 
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7.1.6 Standards for Governance 
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