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Implementation of Enterprise PACS 
PACS modernization involves integrating PACS at the enterprise level, which helps an agency achieve 

cost savings and efficiencies while preserving local access control decisions. Modernized PACS 

leverage user identity and credential data from authoritative sources and are supported by enterprise 

resource, privilege, and policy management processes. PACS modernization also includes use of the 

PIV card in order to gain physical access to a federally controlled facility, in accordance with HSPD-12. 

 

Benefits of PACS Modernization 
The design characteristics of a modernized PACS solution offer agencies a wide variety of benefits and 

increased efficiencies, as described below.   

• Supports user account creation from authoritative identity sources 
• Enables sharing of access control log information with security 

monitoring tools 
• Shares data (as needed) with credentialing system 
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Enabling PACS Using the PIV Card 

Steps in Implementing a Modernized PACS Solution 
PACS modernization involves transitioning from stand alone systems to enterprise level physical access 

solutions, an effort which should be planned carefully to ensure success and prevent disruptions to 

operations. The steps for a modernized PACS implementation are highlighted below: 
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Point C 

An important step in PACS modernization is determining the appropriate PIV authentication 

mechanism(s) that should be deployed at each access point. The figures below illustrate the type of 

authentication mechanism(s) that may be used at access points to each security area and provides a 

description of each authentication mechanism available on the PIV card. 
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PIV Authentication Mechanisms 
 

• Multi Factor. Validates something you 

have (a PIV), something you know (a 

PIN), & something you are (biometric). 

• PIV Authentication Key (PKI). 

Verifies a claimed identity through 

validation of a digital certificate 

(contact interface after PIN entry). 

• Biometric (BIO). Matches reference 

biometric on the PIV card with the 

sample biometric provided. 

• Card Authentication Key (CAK). 

Verifies PIV card through validation of 

a digital certificate (contactless 

interface; no PIN). 

• Cardholder Unique Identifier 

(CHUID). Matches identifier read from 

the card against identifier in system 

(no identity authentication). 

 


