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Why Ildentity

US Constitution

We the People of the United States, in
order to form a more perfect Union,
establish justice, insure domestic
tranquility, provide for the common
defense, promote the general welfare,
and secure the blessings of liberty to
ourselves and our posterity, do ordain
and establish this Constitution for the
United States of America.
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IdM Today: Identity Theft

Disclaimer
Use of advertisements in this presentation is for demonstration purposes only and does not. _
imply endorsement of any kind. Biometrics.gov



Presenter
Presentation Notes
Citibank video

Identity Theft
Approximately 10 million US adults are victims of identity theft each year, with annual losses of $50 billion.
Unisys Trusted Enterprise Index survey:  69% of US consumers would prefer banks, credit card companies, healthcare providers and government organizations to adopt biometric technologies to verify personal identities safely and quickly.





IdM Today: Counterterrorism

Disclaimer ¥
Use of advertisements in this presentation is for demonstration purposes only and does
not imply endorsement of any kind.

Biometrics.gov


Presenter
Presentation Notes
Terrorism
Terrorists are internationally mobile, criminally sophisticated, adept at crossing borders undetected, and adroit at obtaining multiple forms of false identifications
Anonymity is the terrorists’ greatest weapon - the challenge for a Soldier or police officer is to pick the terrorist out of the crowd
The battlefield is global - approx 1% of terrorist apprehended overseas has a criminal history in the US



IdM Today: Healthcare

Biometrics.gov



IdM Today: Social Networking

in your extended network

il s L atest Blog Entry [

! 27 years old

Virginia
United States

e s Blurbs
About me:
I'm a graduate student in the Fhysics Dept, @ I'm

currently working on my PhD in astronomy. Outside o' school, I enjoy
relaxing and just having fun -- either by mys=elf or with friends. I like to
read, watch TV, go to movies, play games and party cccasionally.

e ] ] Who I'd like to meet:
ey <pace.com/ R LEmE T e Locking te make friends and -- hepefully -- find Mr. Right someday.

I'm a wife, a mother, a friend and a daugher. It's hard to
believe that Steve & I have been married 4 years this summer,

's Friend Space

has 95 friends.

is ready to have this baby

"s Latest Blog Entry [Subscribe ta this Blog]

[View All Blog Entries]
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. nhat. Thisis it! I'm done squirming around in here! Unless I'm feeling ultra snuggly..-
- i I'm 3 weehs & 1 day old, only 6 days to go!

Disclaimer | ‘ I ‘]V Al
Use of advertisements in this presentation is for demonstration purposes only and does not il ‘ f. «
imply endorsement of any kind. Biom frICS.gov


Presenter
Presentation Notes
Don’t laugh – much of IdM leading-edge thought is occurring here.  Why?  They’re closer to their users, who feel empowered to state opposition to new policies, and feel individual “ownership”.


Facebook/Myspace size
Virtual world – murder/hazing
Integration of facebook accounts with real-life bank/credit accounts

Discuss facebook ability to show certain things to certain people/groups.  Now translate that to other IdM activities - verifiably show that you're over 21 w/o having to share your name/address/etc.


IdM Today: Object Identity
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Disclaimer
Use of advertisements in this presentation is for demonstration purposes only and does
not imply endorsement of any kind.
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Presenter
Presentation Notes
People magazine sales
TMZ hits per day


Building an IdM System

Height Weight S€X  Address  phone Number

DNA
IP Address
Biometric
Password
Name
Date of Birth E-mall
SSN Mother's Maiden Name
Eye Color High School Mascot
Shoe Size

Favorites
| “ tﬁ s |

. "ﬁi'|)!w,';;!|"l A
‘-
Biometrics.gov

Birth Certificate Driver’s License Passport pjy
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Presentation Notes
Envision someone developing an IdM system.  They have plenty of identity attributes to choose from.

This IdM stuff is easy!  But, there is more than one IdM system in the world.  There are over 3000 in the USG alone.


den Name

Biometrics.gov

o0l Mascot

N

\
o

A |
o

TT&h

N\



Presenter
Presentation Notes
When each of these is designed independently, the results are quite nasty looking..  The problem is that Identity Management is about an identity.  All of these systems relate back to one thing:  an individual.  You.  

Ladies and Gentlemen – This is your identity management footprint.  And there are 305 million of you in the US; 6.8 billion of you in the world.
IdM is a big problem.
It is bigger than law enforcement.
It is bigger than banking
It is bigger than health care
It is bigger than single-sign on
It is bigger than cyber security
It is bigger than HSPD-12
It is bigger than NSPD-59
It is a major problem that is still being addressed…..as if the IdM system you are designing/managing is the only one in existence.

This picture is quite ugly.  Let’s make one that is a bit nicer looking.



ldentity Concentricity

001001 |
110110
001101

One individual (core)
Multiple identities/identifiers

Biometrics.gov


Presenter
Presentation Notes
Imagine identity attributes being concentric circles around your true being, with attributes that are more distinctly associated with YOU being closer to the core.  

Now, overlay IdM “stovepipe” systems over that identity.  Notice the overlaps that occur.

Finally, note that there’s some level where all these systems overlap.  We don’t know exactly where it is (in theory or practice), but there’s some level where most every system uses the same data.  That’s an opportunity, as most every one collects and manages this data themselves.

If you understand that concept, you are well on your way to understanding a top-level vision that is starting to gain momentum in numerous IdM contexts.

EOP Meeting in 2007 ->NSTC


Evolution of IdM Consciousness

My little system
My system and its partners

My system, partners and others that influence
us/them

Collaboration within sectors of interest
Enlightenment on need to view this holistically
Holistic studies

Holistic/individual action

Biometrics.gov
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Government-supported

Studies/Work

President’s Identity Theft Task Force
2006-2007
NSTC Task Force on Identity Management
Jan-Jul 2008
First Holistic Analysis
NSTAC Identity Management Task Force
Dec 2008 — May 2009
External Advisory Committee
Initial tasking: Secure Authentication via Internet
OECD/WPISP
Mar 2008 - Present

“The Role of Digital Identity Management in the Internet
Economy: A Primer for Policymakers”

ClO Council’s ISIMC
Established 2008
Addressing USG Credentialing issues
60-day Cyber Security review
Feb-May 2009

Biometrics.gov
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Presentation Notes
Lots of others that focused on other subsets, for example Defense Science Board’s study of DoD Biometrics

National Security Telecommunications Advisory Committee
Organization for Economic Co-Ordination and Development
Working Party on Information Security and Privacy
ISIMC - Information Security and Identity Management Committee



Common Themes - Importance

|ldentity Management is a critical, though often
underappreciated, component of successful
applications in a variety of sectors

|dM can help remove barriers to collaboration and
Innovation by ensuring trust

People/things have only one “true” identity, but
several aliases with varying degrees of
confidence in the linkages to the “true” identity.

How to enable and manage these identities properly in
a single application is difficult, but is even more difficult
across interconnected systems
|dM activities in one application impacts and
relies upon others, though these impacts aren’t
normally understood or accounted for Biometrics.gov



Common Themes — R&D

Technology available now is good, but
Improvements are needed to improve
capabilities, resiliency, privacy protection,
convenience and security

Research Is needed on how to best combine
different technologies

Researcher access to useful data is an inhibitor

Side to side comparisons of technology options is
difficult/confusing and isn’t keeping pace with
new products

Biometrics.gov



Common Themes - Standards

Interoperabllity is difficult if the systems do not
share definitions and data structures
Increases the chance of errors, which would be
propagated throughout the interconnected systems
Market-based and consensus-supported
standards most likely to be universally accepted

The existence and use of universal standards (or
lack thereof) Is often viewed as an indicator of a
market/technology’s maturity

Biometrics.gov



Common Themes - Privacy

Improving IdM can actually enhance privacy
protection over the status quo — if done properly

Outreach is an important aspect of privacy policy

Even if the privacy policy is correct, negative public
perception will scuttle a program quickly

Privacy isn’t just for lawyers

Building protections directly into the technology will
provide greater assurance that the protections are
implemented thoroughly and consistently.

A single IdM privacy breach creates enduring
problems in multiple systems

Privacy and security aren’t mutually exclusive

Biometrics.gov



Common Themes — Need for Governance

|dentity-based systems are inherently connected
to one another. Overall governance is required to
manage this properly rather than ad-hoc or not at
all

All levels of government have the responsibility to
ensure the safety and wellbeing of its citizenry —
and IdM has clear impacts on national security,
the economy, cyberspace, and individual
healthcare

Government must provide leadership and work
with all stakeholders to create favorable
conditions for the development of IdM that
benefits users

Biometrics.gov



What about cybersecurity?

ldentity management is a small but critical
component of cyber security

Cyber security is a small but critical component of
identity management

Which of the above you initially think of depends
on your background — but both are true

Biometrics.gov
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Other Interesting Points — NSTC

Future State Vision
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Presenter
Presentation Notes
The TF’s vision is of having a limited number of digital ID stores that are useable by all federal IdM applications.

The overlaps in the Identity Concentricity model, for example.


Looking to the Future

Standards development
Policy coordination
Public/Private partnership

Biometrics.gov



We certainly want to get this right...

Disclaimer
Use of advertisements in this presentation is for demonstration purposes only and does _ _
not imply endorsement of any kind. Biometrics.gov



Presenter
Presentation Notes
New bio clip…


Duane Blackburn
dblackburn@ostp.eop.qov

202-456-6068

Biometrics.gov
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